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Abstract

The need to determine membership of an element in a specific group arises in various
applications. Cryptographic accumulators offer a solution by enabling users to verify
membership of a potential candidate in a set without disclosing the specific members
of the set and relying on a trusted authority.
This thesis provides a comprehensive exploration of cryptographic accumulators and
their wide range of applications in cryptographic protocols. The research begins
by examining the cryptographic accumulator based on the strong RSA assumption
introduced by Benaloh and de Mare [10]. Additionally, we investigate the trapdoor-
less accumulators proposed by Nyberg [47, 48] and Sander [55]. We analyze key
exchange protocols such as Diffie-Hellman [19], Ko-Lee [34], CAKE [59], and AAG
[2]. Our contribution is to construct accumulators from these protocols and high-
light potential vulnerabilities of them. In conclusion we explore the practical imple-
mentations and utilities of cryptographic accumulators, particularly in membership
testing, time-stamping, and their application in cryptocurrencies like Zerocoin [41].
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Chapter 1

Introduction

The processing and management of large amounts of data have gained significant
importance across several fields, such as data security and privacy. In this context,
cryptographic accumulators emerge as a valuable tool, facilitating efficient validation
of data integrity and membership testing within large sets. Their implementation
enhances the efficiency of operations, all while bypassing the need for central au-
thorities.

A cryptographic accumulator is a data structure that provide efficient of mem-
bership and non-membership proofs for a set of elements, while maintaining strict
confidentiality of the elements themselves. This concept was first introduced in
1993 by Benaloh and de Mare [10], who proposed an accumulator based on the RSA
assumption.

Assume that L = {y1, . . . , ym} is the set of the elements that we want to accu-
mulate. Let x be an initial value and h : X × Y → X be an agreed-upon one way
hash function. Then one can compute the accumulated hash value

z = h(h(h(. . . h(h(x, y1), y2) . . . , ym−2), ym−1), ym).

To verify at a later time that a specific element yj belongs to the set L, one has to
provide a tuple (zj , yj), where zj represents the partial accumulated hash value of
all yi with i ̸= j, i.e., the result of the accumulated hash of all yi except the specific
yj . Then verifying that h(zj , yj) = z, every user can authenticate the membership
of the element yj .

This Master’s thesis delves into an examination of the underlying mathemati-
cal principles and real-world applications of cryptographic accumulators, aiming to
design accumulators based on specific public key exchange protocols.

In Chapter 2 we begin by introducing some basic concepts of cryptography and
some notions that will be useful in this work.

In Chapter 3, we formally introduce the concept of cryptographic accumulators
and conduct a security analysis of various types of accumulators. Specifically, we ex-
amine the RSA accumulator along with two trapdoor-free accumulators: the binary
accumulator and the RSA-UFOs accumulator.

3



CHAPTER 1. INTRODUCTION

In Chapter 4 we present our contribution by focusing on the design of one-way
accumulators on key exchange protocols. We delve into various public key exchange
protocols and explore the possibility of constructing accumulators based on these
protocols, while also highlighting potential vulnerabilities. We begin by introducing
the Diffie-Hellman [19] key exchange protocol and proceed to construct a one-way
accumulator from it. Starting from the discrete logarithm problem, we show that the
accumulator based on this protocol is in general breakable under some specific con-
ditions. Then we introduce the Ko-Lee [34] and the CAKE [59] protocols, which are
based on (pointwise-) commutative subgroups, and we explore the construction of
one-way accumulators on these protocols, exploiting their commutative properties.
Lastly, we introduce the AAG protocol [2], which is a public key exchange proto-
col that can be built upon any non-abelian group with a solvable word problem.
Designing an accumulator from the AAG protocol is still an open problem.

In Chapter 5, we explore the practical implementations and utilities of crypto-
graphic accumulators. We specifically investigate the employment of cryptographic
accumulators in membership testing and we compare this approach to the use of
Bloom filters. Additionally, we delve into the concept of time-stamping and how ac-
cumulators can be utilized for this purpose. Moreover, we examine the application
of cryptographic accumulators in cryptocurrencies, with a special emphasis on Ze-
rocoin [41]. Zerocoin is a privacy-focused cryptocurrency based on Bitcoin, aiming
to enhance the anonymity of its users.
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Chapter 2

Preliminaries

Classical cryptography has long been a cornerstone of information security. Through
mathematical algorithms and secret keys, it enables secure communication by mes-
sage encryption and decryption. Contemporary public-key cryptosystems rely on
the computational difficulty of factoring integers or solving the discrete logarithm
problem on elliptic curves or finite fields.

However, with the advance of computer technologies, new threats to the secu-
rity of classical cryptographic systems have emerged. Quantum computers can give
a polynomial-time solution to these problems, for example with Shor’s algorithm
[56]. For this reasons today’s cryptography focus on developing cryptographic sys-
tems and algorithms that can resist attacks from quantum computers. This type of
cryptography is called post-quantum cryptography.

Let us give first a rough introduction to classical concepts of cryptography, fol-
lowing [61].

Cryptography is the art of securing information by transforming it into a form
that is unintelligible to unauthorized individuals, ensuring confidentiality, integrity
and authenticity. One can divide the cryptography into two categories:

• Symmetric (or private key) cryptography is a cryptographic approach where
two communicating parties share a single key prior to their communication.
This shared key enables them to encrypt and decrypt messages. The security of
symmetric encryption relies on the secrecy of the key, as anyone who possesses
the key can encrypt and decrypt the messages. The process of exchanging
a secret key can be achieved through protocols like the Diffie-Hellman key
exchange, which belongs to the domain of asymmetric cryptography.

• Asymmetric (or public key) cryptography is a cryptographic system that in-
volves a pair of keys: a public key, which is openly shared, and a private key,
which is kept secret by the owner. In this system, the public key is used for
encryption, while the private key is used for decryption. One significant ad-
vantage of asymmetric encryption is that it no longer requires meeting before
communicating. Digital signatures schemes and key exchange protocol are
part of this type of cryptography.
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CHAPTER 2. PRELIMINARIES

2.1 Public-key Encryption Schemes

In this thesis we will focus on public-key encryption (PKE) schemes. A PKE usually
involves two parties, generally called Alice and Bob, and consists of three steps: key
generation, encryption, decryption.

Assume that Alice and Bob would like to communicate on a public, insecure
channel. For this purpose, Alice generates a private key S and a connected public
key P. Then, Bob would like to send a message m to Alice, so he encrypts the
message with the help of the public key P and obtaining the ciphertext c. The
ciphertext is then sent to Alice, who can use her secret key S to decrypt the cipher
and recover the message m.

The public-key encryption schemes can be summarised as follows.

PKE Scheme

KEY GENERATION
Alice constructs a secret key S and a connected public key P.

ENCRYPTION
Bob chooses a message m and encrypts it with the public key c = P(m).

DECRYPTION
Alice then decrypts the ciphertext with her private key S(c) = m.

The public elements are (P, c), while (S, m) are private.
A PKE scheme is considered to be secure if it is infeasible for an attacker to

recover the message m from the ciphertext c. That means that the cryptosystem
must have an high security level, which is the average number of binary operations
required by an adversary to break the cryptosystem, i.e. to obtain the secret key S
or the message m.

In addition to the security of a cryptosystem, another important factor to con-
sider when evaluating a PKE scheme is its performance. The performance is deter-
mined by several factors, such as the size of the public key, the size of the secret key,
the size of the message being encrypted, and the decryption time. In general, it is
desirable to have smaller key and message sizes, as well as fast decryption times, to
ensure efficient and practical implementation of the PKE scheme.

2.2 Digital Signature Schemes

Intuitively, digital signatures are a digital equivalent of handwritten signatures,
which are used to verify the authenticity and integrity of digital documents. The
basic idea behind digital signatures is to use a mathematical function to generate a
distinctive digital signature that is unique to a specific message. This digital signa-
ture fit for the purpose of verifying both the message’s authenticity and the sender’s
identity.

The primary advantages of digital signatures are
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CHAPTER 2. PRELIMINARIES

• authentication, which allows the verifier to confirm the identity of the signer,

• data integrity, which ensures that the message has not been altered during
sending.

When the validity and integrity of the digital communication are crucial, appli-
cations like e-commerce, online transactions, legal documents, and electronic voting
systems frequently use digital signatures.

The power of the underlying cryptographic algorithms and the proper execution
of the digital signature process determine the effectiveness and security of digital
signatures.

A digital signature scheme involves two parties: the prover, who needs to prove
their own identity, and the verifier, who verifies the identity of the prover. The
scheme consists of three steps:

1. Key generation: the prover generates a secret key S and a corresponding
public key P. The secret key is kept private, while the public key is shared
with the verifier.

2. Signing: the prover chooses a message m and uses their secret key S to
create a signature s. The signature is computed using a specific algorithm
that combines the secret key and the message, resulting in a unique value.

3. Verification: the verifier, who wants to authenticate the identity of the
sender, has access to the public key P and the signed message (m, s). By
applying a verification algorithm using the public key and the known message
m, the verifier can determine the authenticity of the signature s.

The protocol can be resumed as follows.

Digital Signature Scheme

KEY GENERATION
The prover constructs a secret key S and a connected public key P.

SIGNING
Then the prover chooses a message m and then constructs a signature
s from S and m.

VERIFICATION
The verifier verifies the signature s using P and m.

The security of a digital signature scheme is based on the hardness of recovering
the private key S from the public one P and a security level, as in a public-key
encryption schemes.

The digital signature scheme’s performance is influenced by the size of the sig-
nature, the size of the public and secret keys, the verification time, and the commu-
nication cost, which refers to the total number of bits exchanged during the process.
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CHAPTER 2. PRELIMINARIES

Together, these elements define how effective and practical the digital signature
process is.

Central Authority

A central authority in cryptography refers to a trusted third party entity that man-
ages and controls the cryptographic systems and processes used in a network.

Central authorities can be divided into two categories: online and offline central
authorities.

• An online central authority operates over a network and communicates with
the users in real-time. It is responsible for generating and distributing crypto-
graphic keys and verifying the authenticity of messages and users. However,
this real-time communication also means that any exchange between the cen-
tral authority and the users is subject to interception and tampering, which
are possible risks associated with online communication.

• An offline central authority operates independently of the communication be-
tween parties. For example, as we will see in Section 3.3, an offline central
authority might be responsible for generating an integer n used as a modu-
lus in a cryptographic protocols. By operating offline, this central authority
enhances security by minimizing potential vulnerabilities and eliminating the
possibility of real-time tampering or interception.

In certain cryptographic systems, particularly in the issuance of digital certifi-
cates, there is a reliance on central authorities. When using digital certificates to
safeguard online communications and transactions, a central authority, or certificate
authority, is in charge of confirming the identity of the entities (such as people or
businesses) who request the certificates.

When a user accesses a website through a secure connection (identified by “https”
in the URL), the website presents a digital certificate to the user’s web browser. The
certificate includes information about the website’s identity, including its domain
name and public key. By comparing the certificate’s digital signature to the public
key of the certificate authority that issued it, the browser can then confirm the
legitimacy of the certificate. This ensures that the user is communicating securely
with the intended website and not an imposter.

Central authorities are also used in symmetric key management systems to dis-
tribute and manage shared secrets between participants in a network.

Therefore, the central authority in cryptography plays a crucial role in ensur-
ing the security and reliability of cryptographic systems. It accomplishes this by
providing trust and security in online transactions, acting as a trusted third party
responsible for verifying entity identities and issuing digital certificates.
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CHAPTER 2. PRELIMINARIES

2.3 Algorithmic Problems of Group Theory

The algorithmic problems of group theory are computational problems in group
theory, such as determining group properties, calculating group elements, and finding
solutions to equations in groups. These problems are important in various areas of
mathematics, computer science, and cryptography.

Algorithmic problems of group theory in cryptography involve the development
of efficient algorithms to solve mathematical problems related to groups, which are
used as platform groups for cryptographic protocols.

The algorithmic problems that we will introduce in this section can be divided
in two categories:

1. Decision problem: given a property P and an object O, find out whether
or not the object O has the property P.

2. Search problem: given a property P and knowing that there are objects
having such property, find at least one object with the property P.

Usually one represents a group using generators and relations. A presentation
of a group G can be defined as a set X of generators and their inverses, along with
a set of relations R on X that define G.

Notation 2.1. G = ⟨X|R⟩ is a group where X is the set of generators and R is the
set of relations of G.

This method provides a compact way to define a group and allows for efficient
computations.

Convention 2.2. Let G = ⟨X|R⟩. When enumerating the elements of the genera-
tors of G we will not consider its inverses.

Before we define some algorithmic problems we define the following.

Definition 2.3. Let G = ⟨X|R⟩. A word in G is a product of elements from X.

Definition 2.4. Let w = x1x2 . . . xn be a word in G = ⟨X|R⟩. The length of w,
denoted by |w|, is n.

Let’s illustrate an example of a group represented by generators and relations.

Example 2.5 (Example 3.3, [37]). The multiplicative cyclic group Cn of order n is
given by

Cn = ⟨g | gn = e⟩,

i.e. it is given by a single generator g and the single relation gn = e. It is important
to note that group elements can be represented by different words. For instance, in
the group C4, the words gg and gggggg represent the same element.

The firsts algorithmic problems of group theory that we will introduce are the
word problem and the word search problem.
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• Word Problem: given a recursive presentation of a group G and an element
g ∈ G, find out whether or not g = 1 in G.

• Word Search Problem: given a recursive presentation of a group G (e.g.〈
X|R

〉
) and an element g = 1 in G, find a presentation of g as a product of

conjugates of defining relators and their inverses.

Two of the most important algorithmic problems in group theory is the conjugacy
problem (or conjugacy decision problem), which asks whether two elements of a
group are conjugate (i.e., whether they can be transformed into each other by a
change of basis), and the conjugacy search problem, which is the problem of finding
a conjugating element x given two elements g and h in the group.

• Conjugacy Problem: Given a group G and two elements g, h ∈ G, find out
whether there is an element x ∈ G such that

x−1gx = h,

i.e., if g and h are conjugates.

• Conjugacy Search Problem: Given a group G and two conjugates g, h ∈ G,
find an element x ∈ G such that

x−1gx = h.

The difference between the two problems is that the conjugacy problem asks
whether two elements are conjugate, while the conjugacy search problem asks for a
specific conjugating element given two elements.

The conjugacy search problem in groups is similar to the discrete logarithm prob-
lem in finite fields or elliptic curves. In the discrete logarithm problem, the goal is
to find the exponent x such that gx = h, given g, h ∈ G. Similarly, in the conjugacy
search problem, the goal is to find an element x such that x−1gx = h in a group G,
given g, h ∈ G. Both problems are believed to be hard in appropriate settings and
are used as the basis for various cryptographic protocols, such as the Ko-Lee key
exchange protocol that we will introduce in Section 4.2.

The conjugacy decomposition problem, instead, involves finding the factorization
of an element in a group into a product of conjugates of fixed elements.

• Conjugacy Decomposition Problem: Given a (semi-)group G and two
elements g, h ∈ G, find two elements x1, x2 ∈ G such that

x1gx2 = h.

The membership problem (or generalized word problem) is another algorithmic
problem which asks whether, for given group elements h, h1, . . . , hk ∈ G, h belongs
to the subgroup ⟨h1, . . . , hk⟩ generated by h1, . . . , hk. The membership problem is
one of the best studied problems in computational group theory.
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CHAPTER 2. PRELIMINARIES

• Membership Problem: given a group G, a subgroup H ⊆ G generated by
h1, . . . , hk, and an element g ∈ G, find out whether or not g ∈ H.

• Subgroup Membership Search Problem: Given a group G, a subgroup
H generated by h1, . . . , hk, and an element h ∈ H, find an expression of h in
terms of h1, . . . , hk.

As we will see in Section 4.3, the Commuting Action Key Exchange (CAKE)
problem is based on the hardness of the subgroup membership search problem.

All these algorithmic problems are of interest in cryptography, as they are used
in various protocols for key exchange and encryption. The security of these protocols
depends on the difficulty of solving these problems, so it is important to understand
the computational complexity of algorithms for solving them.
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Chapter 3

Cryptographic Accumulators

Determining the membership of an element, such as a person, in a particular group
is often required in various applications. Cryptographic accumulators provide a
solution by allowing users to verify the membership of a potential candidate in
a set without revealing the specific members of the set and without relying on a
trusted authority. This idea was formalized in 1993 by Josh Benaloh and Michael de
Mare [10], who developed a one-way accumulator encryption protocol that could be
used for membership testing and time-stamping. They describe the accumulators as
a decentralized alternative to digital signatures for credential authentications and
explain the basic functionalities and security properties that such schemes should
provide.

3.1 One-way Accumulator

The purpose of this section is to provide a formal definition of an accumulator, in
particular the one-way accumulator, following the Benaloh and de Mare’s paper
[10]. In order to do this, we introduce several related concepts that will be useful
for understanding the definition of the accumulators.

Definition 3.1. Let X and Y be arbitrary sets. A function f : X → Y is called
a one-way function if f(x) can be efficiently computed for every x ∈ X, but it is
practically infeasible to compute f−1(y) for almost all y ∈ Im(f).

Definition 3.2. A trapdoor function is a one-way function f : X → Y having two
additional properties:

1. the function f is injective,

2. the designer has a trapdoor which allows to easily compute f−1(y) for every
y ∈ Im(f).

Therefore a function is called one-way because it is easy to compute in one
direction but very difficult to compute in the other direction. On the other hand,
a function is called trapdoor if y = f(x) is easy to compute, but its inverse is only

13



CHAPTER 3. CRYPTOGRAPHIC ACCUMULATORS

computationally feasible if certain private “trapdoor” information is known. Its
name originates from a trapdoor analogy in which it’s easy to fall, but difficult to
climb back up and return to the starting point, unless one has a ladder.

A one-way trapdoor function can be applied as follows:

Example 3.3. In the secret key exchange scenario, Alice uses a one-way trapdoor
function f : X → Y and publishes it. Bob wants to send a secret key k ∈ X to
Alice, but instead of sending k directly, he sends f(k) to Alice. Since f is a one-way
trapdoor function, only Alice can compute f−1(f(k)) and recover the secret key k.
This ensures that the secret key is securely exchanged between Alice and Bob.

Definition 3.4. A family of one-way hash functions is an infinite set of functions
of the form hl : Xl × Yl → Zl having the following properties:

1. There exists a polynomial P such that, for each integer l, hl(x, y) can be
computed in time at most P (l, |x|, |y|) for all x ∈ Xl and all y ∈ Yl.

2. Let l ∈ N, a pair (x, y) ∈ Xl ×Yl and a y′ ∈ Yl be given. There is no polynomial
P such that there exists a probabilistic polynomial time algorithm which, for
sufficiently large l, will find an x′ ∈ Xl such that hl(x, y) = hl(x′, y′) with more
than negligible probability 1/P (l).

In other words, a function is called one-way hash function if its images can be
efficiently computed and, given x, y, y′, it is in general hard to find the preimage x′

such that h(x, y) = h(x′, y′). This means that given an hash function h it is com-
putationally infeasible to find two distinct pairs (x, y), (x′, y′) ∈ (X, Y ) satisfying
h(x, y) = h(x′, y′); such a pair is called a hash collision or just collision for h.

Definition 3.5. A function f : X × Y → X is said to be quasi-commutative if for
all x ∈ X and for all y1, y2 ∈ Y

f(f(x, y1), y2) = f(f(x, y2), y1).

It is easy to check that addition and multiplication modulo n both satisfy the
quasi-commutative property, as does the exponentiation modulo n defined as

en(x, y) = xy (mod n).

Remark 3.6. In some scenarios, it might be required to demonstrate the quasi-
commutative property for the first argument of the function f instead of the second
one, as defined in Definition 3.5. In such cases, consider the function f : X ×Y → Y ,
then the equivalence condition would be as follows:

f(x1, f(x2, y)) = f(x2, f(x1, y)),

for x1, x2 ∈ X and y ∈ Y .

By considering the previous definitions and a one way hash function of the form
h : X × Y → X, we can finally formally define the one-way accumulators.

14



CHAPTER 3. CRYPTOGRAPHIC ACCUMULATORS

Definition 3.7 (Definition 3, [10]). A family of one-way accumulators is a family
of one-way hash functions each of which satisfy the quasi-commutative property.

Since the cryptographic accumulator satisfies the quasi-commutative property,
the accumulated hash value

z = h(h(h(. . . h(h(x, y1), y2) . . . , ym−2), ym−1), ym)

does not depend on the order of the accumulated elements yi, given an initial value
x ∈ X and a set of values yi ∈ Y . So this property guarantees that the accumulated
hash z would be unchanged if the order of the yj were permuted.

To verify the membership of an element yj in the accumulated hash z, we have
to check that z = (zj , yj), where zj is the is the partial accumulated hash value (or
witness) computed accumulating all the elements yi contained in the list except yj .
This method allows the users to avoid the necessity of memorising all the yi.

The one-way accumulator proposed by Benaloh and de Mare [10] is commonly
referred to as the RSA accumulator because it is based on the strong RSA as-
sumption. In order to understand this accumulator, it is important to have a basic
understanding of the RSA cryptosystem.

3.2 RSA Cryptosystem

One of the most widely used public-key cryptosystems in the world is RSA. Its
security and efficiency have made it a cornerstone of modern cryptography and
it has been adopted in a variety of applications, including secure communication,
digital signatures, and electronic commerce. The RSA cryptosystem was proposed
in 1978 by Ronald Rivest, Adi Shamir, and Leonard Adleman in [54] and its name is
derived from the first letters of their surnames. The RSA algorithm is based on the
mathematical problem of integer factorization and its security relies on the difficulty
of factoring large composite numbers into their prime factors.

In this section, we describe the RSA cryptosystem, including its key generation,
encryption and decryption processes, and study its security properties.

Definition 3.8 (Euler’s totien function ϕ). The Euler’s totien function ϕ(n) is given
by

ϕ(n) :=
∣∣{m

∣∣ 1 ≤ m < n, gcd(m, n) = 1}
∣∣.

That is, ϕ(n) counts the number of positive integers less than n that are coprime
to n.

Remark 3.9. Some properties of the function ϕ are the following:

• Let p be a prime number. Then the Euler’s totient function of p is ϕ(p) = p−1.
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• Assume that n = pq is the product of two distinct primes p and q. Then

ϕ(n) = ϕ(p)ϕ(q)
= (p − 1)(q − 1)
= n − (p + q) + 1.

The RSA algorithm is divided in four steps: key generation, key exchange, en-
cryption and decryption. Let’s explore the key generation step in more detail.

RSA Key Generation

1. Choose two very large primes p and q (over 1000 digits long) at
random and keep them secret.

2. Compute n = pq and publish it.

3. Compute secretly the Euler’s totient function of n, ϕ(n). Since
n = pq, ϕ(n) = (p − 1)(q − 1).

4. Pick a large integer 3 ≤ d < ϕ(n) such that gcd(d, ϕ(n)) = 1. The
integer d is kept secret as the private key component.

5. Compute e from d, p and q to be the multiplicative inverse of d
modulo ϕ(n), i.e ed ≡ 1 (mod ϕ(n)). The number e is public.

In the RSA key generation we have that (n, e) are public and (p, q, ϕ(n), d) are kept
secret. The public key consists of the modulus n and the public (or encryption)
exponent e. The private key consists of the private (or decryption) exponent d, and
p, q, and ϕ(n), which must also be kept secret because they can be used to compute
the value d.

Remark 3.10. In the RSA cryptosystem, the private key is typically computed us-
ing the Euler’s totient function, however, it is also possible to use Carmichael’s
totient function. While Euler’s totient function counts the number of integers
1 ≤ m < n that are coprime to n, the Carmichael’s totient function counts the num-
ber of integers 1 ≤ k < n such that ak ≡ 1 (mod n) for all a ∈ N coprime to n. So
λ(n) is a less strict version of ϕ(n).

Since Carmichael’s totient function counts a smaller set of integers than Euler’s
totient function, it follows that λ(n) ≤ ϕ(n) for all n ≥ 3. This means that if we
use λ(n) instead of ϕ(n) to compute the private key in the RSA cryptosystem, the
resulting private key will be smaller. However, there are some challenges associated
with using Carmichael’s totient function, such as increased computational difficulty
and limited available resources for research and implementation compared to Euler’s
totient function.

Let us now move on to understand how a message can be sent using the RSA
cryptosystem. To do that, we will go through the key exchange, the encryption and
the decryption step.
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Suppose that Bob would like to send a secret message m to Alice.

RSA Cryptosystem

1. Alice transmits the public key (n, e) to Bob.

2. Bob encrypts his message m using Alice’s public key by computing
the cyphertext c ≡ me (mod n) and sends c back to Alice.

3. To decrypt the message, Alice uses her private exponent d and
computes

cd ≡ (me)d ≡ m (mod n).

We know that Zp × Zq
∼= Zn. Let us consider the case gcd(m, n) = 1. We observe

that the equivalence
cd ≡ (me)d ≡ m (mod n) (3.1)

in step 3 of the RSA cryptosystem holds. This is due to the fact that

ed ≡ 1 (mod ϕ(n)) ⇐⇒ ed = 1 + kϕ(n),

for some integer k. By applying Euler’s theorem, we can rewrite the equivalence
(3.1) as

(me)d ≡ m1+kϕ(n) (mod n)
≡ m1 · mkϕ(n) (mod n)
≡ m · (mϕ(n))k (mod n)
≡ m · (1)k (mod n)
≡ m (mod n).

The security of this system is based on the following conjecture.

Conjecture 3.11 (Strong RSA Assumption). Given a modulus n of unknown fac-
torization and a ciphertext c, it is infeasible to find any pair (d, m) for d ̸= 1 such
that

c = md (mod n).

With the advancement in computing power and factorization algorithms, attacks
against RSA have become more feasible. Notably, the General Number Field Sieve
algorithm [13] and the Quadratic Sieve algorithm [50] are two powerful algorithms
used for factoring large composite numbers. These algorithms have been successfully
applied in practice to factor certain RSA keys, highlighting the need for stronger
security measures in modern cryptographic systems.
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3.3 RSA Accumulator

We now have all the tools to understand how the RSA accumulator works. Benaloh
and de Mare [10] introduced an accumulator with the exponentiation function as a
one-way hash function defined as

h : Zn × Z → Zn,

(x, y) 7→ h(x, y) = xy (mod n),
(3.2)

where n is a RSA-modulus. This function satisfies the quasi-commutative property
because the exponentiation function, as previously mentioned, also possesses this
property.

This type of accumulator utilizes a trapdoor commutative function h, and the
RSA modulus is obtained from a trusted third party. Although this authority is
still necessary to generate the composite n, it is only needed offline, since it is not
involved in the verification of user membership or the computation of the accumu-
lated value. This is because users of the accumulator are able to perform these tasks
independently, without relying on the central authority.

An essential security requirement for an accumulator is that it is infeasible to
forge the list, i.e. to find another list with the same accumulated hash value. Or
more practically, an accumulator is secure if, given the accumulated hash value z, it
is computationally infeasible to generate a valid membership proof for an element
y that does not belong to the original list of values. Although the function (3.2) is
believed to be one-way, it is possible to construct a forged list (c1, . . . , cr) such that

z = xy1...ym (mod n) = xc1...cr (mod n),

for example by choosing the ci as products of the original elements yi. More generally,
let L = {y1, . . . , ym} be the set of elements accumulated. Assume S ⊂ L. Then for
every S, the value yS := ∏

y∈S y can be authenticated by the partial accumulated
value

zS = x
∏

y∈L\S
y
,

i.e. by verifying
zyS

S ≡ z (mod n).

Therefore it is necessary to hash or encrypt each element yi before taking it to the
accumulator, as strongly suggested in [10].

In 1997, N. Baric̀ and B. Pfitzmann [7] address this particular issue by imposing
a restriction on the inputs to the accumulator function. They considered only prime
numbers e < n as inputs. In this way, when a member aims to authenticate its
value y, they have, as before, to present the partial accumulated value zj . The
verification process requires more than just checking the condition zy

j ≡ z (mod n);
it also involves verifying if y is a prime number.

The security of the RSA accumulator scheme relies on the RSA trapdoor per-
mutation, which is believed to be a one-way function. However, the security of the
scheme is weakened if the factorization of the RSA modulus is known, which would
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allow an attacker to compute the discrete logarithm modulo the modulus and thus
break the scheme.

The question that arises after these reflections is whether one can design a fully
decentralised accumulator that, therefore, has no trapdoor and no trusted third
party. In this context, we will introduce two such accumulators. The first one,
referred to as the binary accumulator, was formalized by Nyberg in 1996 [47, 48].
The second accumulator is based on RSA Moduli of Unknown Factorization (RSA-
UFOs), which was introduced by Sander [55] in 1999.

3.4 Accumulator Without a Trapdoor

3.4.1 Binary Accumulator

The accumulator introduced by Benaloh and de Mare [10] has a trapdoor that is not
necessary for the one-wayness of the accumulator, but rather serves to make it more
practical by reducing the accumulated product. To address this, Nyberg presented
a one-way accumulator without a trapdoor in 1996 ([47], [48]), that we will name
binary accumulator. While this construction may not strictly adhere to the defini-
tion of an accumulator as defined in [10], it still enables membership testing and
offers certain advantages compared to traditional accumulators. The main benefits
of this accumulator include enhanced speed compared to traditional data hashing
methods and the absence of any trapdoor, which adds an extra layer of security.
However, one drawback is that it generates a relatively long output, which may not
be practical for some applications.

Before we describe the accumulator, we define the following.
Definition 3.12. Let v = (v1, v2, . . . , vn) be a vector, where vi ∈ {0, 1} for every
i = 1, . . . , n. Then the coordinate-wise product mod 2 v∗ of the vector v is defined
by

v∗ = v1v2 · . . . · vn (mod 2).
Assume that there is a one-way hash function h : X → Y , whose outputs are

elements of fixed length ℓ = rd, for some integers r, d. The function h maps bit
strings of arbitrary length to bit strings of fixed lengths ℓ = rd. Let N = 2d be an
upper-bound to the number of elements that can be accumulated by the function h
and let x1, . . . , xm ∈ X, for m ≤ N , be the elements to be accumulated. Then we
define the hash codes yi as

yi := h(xi), i = 1, . . . , m,

which are of length ℓ = rd. These strings are divided into r blocks of length d that
we denote with

yi = (yi1, . . . , yir),
where yij is a string of bits of length d. Further, we map each item yi to a binary
string bi of length r by replacing yij by 1, if yij ̸= 0, and by replacing yij by 0, if yij

is a string of zero bits. That is

19



CHAPTER 3. CRYPTOGRAPHIC ACCUMULATORS

bij =
{

0, if yij = 0
1, otherwise.

In this way we have mapped each item xi to a bit string of length r represented
by

bi = (bi1, . . . , bir) =


b11 b12 . . . b1r

b21 b22 . . . b2r
...

... . . . ...
bm1 bm2 . . . bmr

 . (3.3)

Remark 3.13. We notice that if we consider the elements of bi as r independent
random variables, the probability to get the value 0 is equal to (1

2)d = 2−d.

The accumulated hash code a = (a1, . . . , ar) is computed as a coordinate-wise
product modulo 2 of the binary r-tuples bi, i = 1, . . . , m, which are represented by
the columns of the matrix (3.3). The coordinate-wise product modulo 2 is a binary
operation performed between the binary components of a vector (in our case the
columns vectors of the matrix 3.3) by multiplying together each entries modulo 2.
This definition is formalized as follows.

To verify the membership of an item xi given a list of the accumulated hash
value a = (a1, . . . , ar), a user has to follow the followings steps:

1. Compute the hash values yi = h(xi);

2. Create the corresponding binary strings bi = (bi1, . . . , bir);

3. Check that, for all j = 1, . . . , r, whenever bij = 0 then also aj = 0.

This binary accumulator requires longer accumulated hash values but has less
computational complexity than to the Benaloh de Mare accumulator, in fact the ver-
ification procedure is simpler and there is no need to provide the partial accumulator
zj .

To discuss the security of this new accumulator, we present the following theorem
regarding the probability of producing fake membership proofs.

Theorem 3.14 (Theorem 1, [47]). Let bij and cj be independent binary random
variables such that

P(bij = 0) = P(cj = 0) = 2−d,

for i = 1, . . . , m and j = 1, . . . , r. Let a = (a1, . . . , ar) be the coordinate-wise
product of the r-tuples bi = (bi1, . . . , bir), i = 1, . . . .m. Then the probability that for
all j = 1, . . . , r we have cj = 0 only if aj = 0 equals

P(cj = 0, aj = 0) =
(
1 − 2−d

(
1 − 2−d

)m)r
.
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Proof. Assume C = {cj | cj = 0, for j = 1, . . . , r} and A = {aj | aj = 0, for j =
1, . . . , r}. By assumption cj and aj are independent, so we want to compute

P(C ∩ Ac) = P(C) · P(Ac) = P(C) · (1 − P(A)).
We know that

P(C) = P(cj = 0) = 2−d

and
P(Ac) = (1 − P(A)) = P(aj = 1) = 1 − 2−d.

For each i = 1, . . . , m, since cj and aj are two independent random variables, the
probability that cj = 0 and aj = 1 is equals to

P(C ∩ Ac) = P(cj = 0, aj = 1) = 2−d
(
1 − 2−d

)m
.

So for each j = 1, . . . , r we have

P(C ∩ A) = P(cj = 0, aj = 0) =
(
1 − 2−d

(
1 − 2−d

)m)r
.

This theorem asserts that the security of this kind of accumulator depends only
on the randomness properties of the hash function h.

Remark 3.15. From Theorem 3.14 we can estimate the probability to get a forged
element cj to a list represented by the accumulated hash value a = (a1, . . . , ar).
Recall that N = 2d is the upper-bound to the number of items to be accumulated,
and assume that h produces truly random hash codes. Then the probability of
finding a forged item is(

1 − 2−d
(
1 − 2−d

)m)r
≤
(

1 − 1
N

(
1 − 1

N

)N
)r

≈
(

1 − 1
Ne

)r

≈ e− r
Ne .

In [47], Nyberg also estimated the required size of the accumulator’s length to
achieve a certain security level. Let N be the maximum number of accumulated
elements, e be the Euler’s number and e−t the probability of forgery. With the help
of Theorem 3.14 we can estimate that the length ℓ of the hash codes needed by this
new accumulator is given by

ℓ = Net log2(N).

Example 3.16. Let N = 1000 and t = 100, then

ℓ = 1000 · e · 100 · log2(1000) ≈ 2.71 × 106,

which means that we would have to compute 2.8 megabits of hash code for each
element.

This trapdoor-free accumulator ensures provable security. However, it is not
space and time efficient due to the length of the accumulated hash. Therefore, the
performance advantages typically associated with accumulator-based protocols are
not preserved in this scenario.
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3.4.2 RSA Accumulator with RSA-UFOs

To keep the space efficiency property usually referred to cryptographic accumula-
tors, T. Sander [55] proposed a new accumulator based on the RSA accumulator of
Benaloh and de Mare with two specific added properties:

1. The accumulated elements are prime numbers, as introduced by Baric̀ and
Pfitzmannin [7],

2. The RSA modulus n has an unknown factorization to anybody, so there is no
need of a trusted third party.

It is important to note that the RSA accumulator described by Benaloh and de
Mare would not have a trapdoor if an algorithm existed that could generate RSA
moduli n = pq, in such a way that the prime factors p and q remain unknown to all
parties involved, including the entity that generates the modulus. Addressing this,
T. Sander introduced in 1999 a construction in [55] that involved RSA moduli of
unknown factorization, referred to as RSA-UFOs.

Definition 3.17 ([55]). A modulus n is an RSA Modulo of Unknown Factorization
(RSA-UFOs) if it has at least two large prime factors p, q such that it is infeasible
to find two factors n1, n2 of n with p|n1 and q|n2. We will refer to this modulus
with N .

Therefore, for the definition of RSA-UFOs, it is computationally infeasible for
anyone, including the individuals who generated the modulus N , to determine the
factorization of N .

The algorithm that generates these RSA-UFOs is based on the following assump-
tion.

Assumption 3.18. Given a security parameter k and an element ϵ there is an
algorithm with running time polynomial in k and log(1

ϵ ) that outputs an element
that is a RSA-UFO w.r.t. two primes p, q with |p|, |q| > k with probability 1 − ϵ.
We call such number a (k, ϵ)-RSA-UFO.

Theorem 3.19 (Theorem 1, [55]). Let ξ ∈ (1
3 , 5

12) and x be an arbitrary integer.
Then the number of integers that are less than x and have two distinct prime factors
p, q ≥ xξ is

x

(
1
2

(
ln 1

2ξ

)2
+ O

( 1
ln x

))
.

Proof. A proof of this theorem can be found in [55].

In his paper [55], Sander presents an RSA-UFOs algorithm that constructs RSA
moduli of unknown factorization. In the following, we will provide a general expla-
nation of this algorithm.
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RSA-UFOs Algorithm

1. Let ξ be slightly larger then 1
3 and let k be sufficiently large.

2. By Theorem 3.19 there exists a constant p depending only on ξ
such that a randomly chosen number of bit length ≤ (⌊1

ξ ⌋ + 1)k
is a k-RSA-UFO with probability ≥ p.

3. Let M be a list of (⌊1
p⌋ + 1)l elements of length (⌊1

ξ ⌋ + 1)k and
let E = {∄m ∈ M | m is a RSA-UFOs}. Then

P(E) ≤ 1
2l

.

4. Hence, N =
∏

m∈M
m is a (k, 1

2l )-RSA-UFO modulus of bit length

O(kl), for a parameter l.

The cryptographic accumulator proposed by Sander is an RSA-accumulator with
two added properties:

1. the inputs yi ∈ L are prime numbers,

2. the modulus N is a RSA-UFO modulus.

We will now show that this accumulator is collision free, in particular universal
collision free, that means that it is infeasible for an attacker to find a y /∈ L such
that ay ≡ xy1y2·...·ym (mod N), for some a.

Definition 3.20 (Definition 1, [55]). A family of accumulators (x, N) is called uni-
versally collision free if for all m ≥ 1 it is infeasible for any coalition of probabilistic
time bounded attacker to find a list L = {y1, . . . , ym} of primes, an y /∈ L that still
be a prime, and an a ∈ Z×

N such that

ay ≡ xy1·...·ym (mod N),

with non-negligible probability of success.

We will now see a conjeture on which is a based the next theorem.

Conjecture 3.21 (Strong RSA-UFOs Assumption, [55]). Assume that N is a
(k, 1

2k )-RSA-UFO modulus, x ∈ ZN and a ∈ Z×
N . Let E = {e prime | ae = x

(mod N), log(e) < 2k}. Then for all polynomials P and all k large enough

P(E) <
1

P(k) .

In the following theorem we show that the RSA-UFO accumulator is universally
collision free under the previous assumption.
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Theorem 3.22 (Theorem 2, [55]). Under the strong RSA-UFOs assumption this
accumulator is universally collision free.

Proof. Assume that given a RSA-UFO modulus N and the initial value x an attacker
can find a collision of the accumulator with the parameters (N, x), that is, they can
find a list L = {y1, . . . , ym} of primes, a prime y /∈ L and an element a such that

ay ≡ xy1·...·ym (mod N).

By Bézout’s Lemma, there are integers u, v such that

u(y1 · . . . · ym) + vy = 1.

It follows that

xu(y1·...·ym)+vy ≡ x (mod N) ⇐⇒ auyxvy ≡ x (mod N)
⇐⇒ (auxv)y ≡ x (mod N).

Thus the attacker can find an e’th root of x, where e = y prime, breaking the strong
RSA-UFOs assumption.
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Chapter 4

Design Accumulators from Key
Exchange Protocols

This chapter will provide an examination of several public key exchange protocols,
exploring their potential strengths and limitations. Our main focus will be on evalu-
ating these protocols with the goal of designing a secure cryptographic accumulator
based on them.

4.1 Diffie-Hellman Key Exchange Protocol

The Diffie-Hellman key exchange protocol is a pioneering public key exchange pro-
tocol that was proposed in 1976 by Whitfield Diffie and Martin Hellman [19]. The
security of this protocol is based on the mathematical problem of computing discrete
logarithms, which is considered to be computationally infeasible. This protocol has
become a cornerstone of modern cryptography and is widely used in various appli-
cations, as it paved the way for the development of other public key cryptosystems.

The Discrete Logarithm Problem (DLP) has been widely studied in mathemat-
ics and computer science, and its applications in cryptography have proven to be
invaluable in securing digital communications.

Definition 4.1 (Discrete Logarithm Problem). Let G be a finite group. Given
a ∈ G and b ∈ ⟨a⟩, find a positive integer x such that ax = b. We call x the discrete
logarithm of b with respect to the base a and we denote it with loga(b).

Remark 4.2. The DLP can be alternatively formulated using additive notation as
xa = b.

Remark 4.3. The discrete logarithm loga(b) is unique modulo t, where t is the
order of the group generated by a.

In certain large groups this problem is considered to be computationally infeasible
on classical computers, making it a valuable tool for secure communication.

Having introduced the DLP, we will now delve into a detailed explanation of the
Diffie-Hellman key exchange protocol.
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Let G be a group, α ∈ G be an element of finite order, and ord(α) = n. Consider
the cyclic subgroup G = {α0, α1, α2, . . . , αn−1} ⊆ G. The Diffie-Hellman protocol is
as follows.

Diffie-Hellmann Key Exchange Protocol

1. Alice and Bob publicly agree on a subgroup G and an element
g ∈ G.

2. Alice secretly choose a ∈ G and sends ga to Bob.

3. Bob secretly chooses b ∈ G and sends gb to Alice.

4. Alice computes (gb)a = gba = kA.

5. Bob computes (ga)b = gab = kB.

6. It holds that ab = ba. So the resulting private key is K = kA = kB.
Alice and Bob share the common secret key K.

Therefore, in the Diffie-Hellman protocol, the secret elements are (a, b, K) and
(G, g, ga, gb) are public.

The Diffie-Hellman key exchange is considered to be a secure cryptographic pro-
tocol, as long as the group over which the protocol is implemented is sufficiently
large. However, with the advent of quantum computers, the security of this proto-
col is threatened. Quantum computers can break the Diffie-Hellman key exchange
protocol by using Shor’s algorithm [56], which efficiently computes the discrete log-
arithm in a cyclic group, including the commonly used elliptic curve groups. There-
fore, there is a growing need for new cryptographic protocols that are resilient to
attacks from quantum computers.

Starting from the DLP we will try to design an accumulator on the Diffie-Hellman
protocol and show that is breakable under some specific conditions. But first let us
introduce Bézout’s Lemma, which will be useful later.

Notation 4.4. The expression d′ | a means that d′ divides a.

Lemma 4.5 (Bézout’s Lemma). Let a, b ∈ Z be two integers where at least one of
them is non-zero and d = gcd(a, b). Then, there exist integers x, y ∈ Z such that

ax + by = d.

The proof is inspired by the idea outlined in [1], but it is reformulated and
presented in a slightly different manner.

Proof. Consider the non empty set A = {ax + by | a, b, x, y ∈ Z, with ax + by > 0}.
Let d′ be the smallest element in A. First we shall prove that d′ is a common divisor
of a and b. There exists integers q, r such that a = d′q + r, where 0 ≤ r < d′. We
consider two cases:
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• Case 1: If r = 0, then d′ | a.

• Case 2: If r ̸= 0, then

r = a − d′q = a − (ax1 + by1)q
= a(1 − qx1︸ ︷︷ ︸

x2

) + b(−y1q︸ ︷︷ ︸
y2

)

= ax2 + by2,

for some x1, y1 ∈ Z. It follows that r ∈ A and 0 < r < d′, which is a
contradiction since d′ is the smallest element of the set A.

Thus, if r = 0 it follows that d′ divides a. Similarly d′ divides b. So d′ is a common
divisor of a and b.
Now we have to prove that d′ is exactly the great common divisor of a and b. Let
c be a general common divisor of a and b. This means that c | ax + by for every
x, y ∈ Z. It follows that c | d′, that means c ≤ d′, so

d′ = d = gcd(a, b)

and d = ax1 + by1 for some x1, y1 ∈ Z.

Assume that (A, ·) is a finite abelian group denoted multiplicatively, and let
x ∈ A and y ∈ Z, which represents the personal information. Define a hash function

h : A × Z → A,

(x, y) 7→ xy.

We claim that this hash function is an accumulator, which means that it satisfies
the quasi-commutative property

h(h(x, y), ỹ) = h(h(x, ỹ), y).

In fact

h(h(x, y), ỹ) = h(xy, ỹ) = (xy)ỹ = xyỹ = xỹy = h(xỹ, y) = h(h(x, ỹ), y).

Remark 4.6. Similarly, if we change notation and consider the additive group
(A, +), we notice that also the hash function defined as

h : A × Z → A,

(x, y) 7→ yx

is an accumulator.

Now, considering the previous hash function h, we claim that, given z ∈ (A, ·),
it is easy to forge (x, y) ∈ (A,Z) such that xy = z if the order of the group A is
known.
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Proposition 4.7. Assume |A| is known and let z ∈ A and y ∈ Z such that
gcd(y, |A|) = 1. Than one can efficiently compute x such that xy = z.

In general in the DLP we fix the value x and, to identify oneself with the accumu-
lator, we have to reveal a tuple (zj , y) that contains also the personal information.
Since we would like to keep this information hidden, we modify the problem fixing
the variable y instead of x. So, we are looking for an x such that xy = z, where
z ∈ A is public. Our goal is to forge the x trying to find a power that includes y.

Proof of Proposition 4.7. We know from Lagrange’s theorem that z|A| = 1. Since
gcd(y, |A|) = 1, by Bézout’s Lemma there exists integers s and r such that

sy + r|A| = 1.

Set x = zs. Then
xy = zsy = z1−r|A| = z.

In this case our hidden value x corresponds to zs, and we have shown that the
problem for a fixed y is in general solvable.

4.2 Ko-Lee Key Exchange Protocol

The Ko-Lee key exchange protocol was first proposed in 2000 by Ki Hyoung Ko,
Sang Jin Lee, Jung Hee Cheon, Jae Woo Han, Ju-sung Kang and Choonsik Park
[34]. It is based on the computational Diffie-Hellman assumption and works on an
abelian subgroup. The security of this protocol is based on the assumption that it is
computationally infeasible to solve the conjugacy search problem (see Section 2.3).

The selection of a suitable platform group is a critical aspect in any key ex-
change protocol. In the case of the Ko-Lee protocol, the security of the protocol
hinges on the computational hardness of solving the conjugacy problem efficiently.
Therefore, the protocol utilizes a group G in which solving the conjugacy problem
is difficult, ensuring a secure key exchange. Although the Ko-Lee protocol was ini-
tially employed with infinite braid groups, the suitability of using infinite groups for
non-commutative key exchange protocols is still an area of ongoing exploration and
study.

Notation 4.8. Let x and y be two elements of the group G. We write xy for the
element y−1xy.

The protocol involves the selection of a platform group G and an abelian sub-
group C ⊂ G which are agreed upon by the two parties.
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Ko-Lee Key Exchange Protocol

1. Alice and Bob agree on an element w ∈ G and publish it.

2. Alice secretly chooses a ∈ C and sends wa to Bob.

3. Bob secretly chooses b ∈ C and sends wb to Alice.

4. Alice computes (wb)a = wba =: kA.

5. Bob computes (wa)b = wab =: kB.

6. Since C is an abelian subgroup, holds ab = ba. So K = kA = kB

Alice and Bob shared the common secret key K.

Therefore, in the Ko-Lee key exchange protocol (a, b, K) are kept secret and (G, C, w,
wa, wb) are public.

We notice that the requirement for the subgroup C to be abelian is crucial for
the successful exchange of the common key K.

To gain some better insight, let us examine an example.

Example 4.9 (Example 1.3, [37]). Consider the symmetric group S4 as our non-
abelian group, whose elements are expressed in cycle notation. As abelian subgroup
we choose the cyclic group

C := {e, (1 2 3 4), (1 3)(2 4), (1 4 3 2)}.

We notice that C is generated by the element (1 2 3 4). In fact

(1 2 3 4)1 = (1 2 3 4),
(1 2 3 4)2 = (1 3)(2 4),
(1 2 3 4)3 = (1 4 3 2),
(1 2 3 4)4 = e.

Let’s proceed by going through the protocol step by step.

1. Alice and Bob select the public element w = (1 2).

2. Alice chooses the secret element a = (1 4 3 2), computes

wa = (1 4 3 2)−1(1 2)(1 4 3 2)
= (1 2 3 4)(1 2)(1 4 3 2)
= (1 3 4)(1 4 3 2)
= (2 3)

and sends it to Bob.
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3. Bob chooses the secret element b = (1 3)(2 4), computes

wb = ((1 3)(2 4))−1(1 2)(1 3)(2 4)
= (1 3)(2 4)(1 2)(1 3)(2 4)
= (1 4 2 3)(1 3)(2 4)
= (3 4)

and sends it to Alice.

4. Alice then computes the secret key

kA = (wb)a = (1 4 3 2)−1(3 4)(1 4 3 2)
= (1 2 3 4)(3 4)(1 4 3 2)
= (1 2 3)(1 4 3 2)
= (1 4).

5. Bob then computes his secret key

kB = (wa)b = ((1 3)(2 4))−1(2 3)(1 3)(2 4)
= (1 3)(2 4)(2 3)(1 3)(2 4)
= (1 3 4 2)(1 3)(2 4)
= (1 4).

6. The shared secret key is K = kA = kB = (1 4).

Now that we have introduced the Ko-Lee key exchange protocol, we can proceed
to design an accumulator based on it. To accomplish this task, we must find a hash
function within the protocol that has the required quasi-commutative property. In
order to do this, we define the following hash function

h : G × C → G

(w, a) 7→ wa = a−1wa,

where G is a non-abelian group and C is an abelian subgroup of G. Now we have
to check that the function h satisfies the quasi-commutative property.

h(h(w, a), b) = h(a−1wa, b)
= b−1a−1wab

= a−1b−1wba

= h(b−1wb, a)
= h(h(w, b), a).

Therefore we have constructed an accumulator on the Ko-Lee key exchange pro-
tocol.

However, a crucial question arises:
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How secure is the accumulator constructed based on the Ko-Lee protocol?

To address this, it is necessary to first analyze the security of the protocol itself. A
potential vulnerability to consider is the conjugacy attack [37], which can compro-
mise the security of the protocol.

Conjugacy Attack on the Ko-Lee Protocol

1. Suppose that from w and wa is possible to obtain some x ∈ C
such that wx = wa. Then we may compute(

wb
)x

= x−1b−1wbx.

2. Since x ∈ C, we have that x and b commute, i.e. xb = bx. Thus(
wb
)x

= x−1b−1wbx

= b−1x−1wxb

= (wx)b (wx = wa)
= (wa)b = kB = K.

The security of the Ko-Lee protocol and consequently, the security of the accu-
mulator based on it, relies on the computational hardness of the conjugacy problem
in the selected platform group G. With the conjugacy attack, an attacker can ef-
ficiently solve the conjugacy problem and compute the shared secret key K, under
the assumption that a collision can be found. In this way the security of the pro-
tocol is compromised. However, the selection of an appropriate platform group can
make the Ko-Lee protocol difficult to break. For example, the conjugacy problem is
assumed to be hard in braid groups, which makes the Ko-Lee protocol a secure key
exchange protocol. We will introduce braid groups in Section 4.5.1.

4.3 Commuting Action Key Exchange (CAKE) Protocol

Let us introduce the Commuting Action Key Exchange (CAKE) protocol, which
is a key exchange protocol introduced in 2004 by Vladimir Shpilrain and Gabriel
Zapata [59]. The protocol relies on the hardness of problems based the commutative
algebraic structure of certain semigroups, like for example the subgroup membership
search problem presented in Section 2.3.

The CAKE protocol involves two parties, Alice and Bob, who each generate a
random semigroup element and exchange it. They then use a commutative algebraic
operation to combine their own semigroup element with the one they received from
the other party, resulting in a shared secret key.

In this section, we will provide a detailed explanation of the CAKE protocol and
explore the potential for designing an accumulator based on it.
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The CAKE protocol works on a tuple (S, T, f, H), where S, T are two feasible
associative algebraic structures with a single binary operation, e.g. semigroups, and
f is a function

f : T × S → S

(t, s) 7→ f(t, s) = t · s,

such that t · (t̃ · s) = (tt̃) · s, for every t, t̃ ∈ T and s ∈ S and is one-way for fixed
values of T . So the function f behaves like a “group” action. In our case we consider
T ⊆ End(S).

Notation 4.10. Throughout this section we will use the notation t(s) := t · s for
convenience.

Further, the set H is the set of all A, B ⊆ T that point-wise commute, that
means

H = {A, B ⊆ T | ∀α ∈ A, ∀β ∈ B, αβ = βα}.

Commuting Action Key Exchange (CAKE) Protocol

1. Alice and Bob publicly agree on a semigroup S, two sets A, B ∈ H
and an element w ∈ S.

2. Alice secretly chooses α ∈ A and sends f(α, w) = α · w to Bob.

3. Bob secretly chooses β ∈ B and sends f(β, w) = β · w to Alice.

4. Alice computes f(β(w), α) = (βα) · w = kA.

5. Bob computes f(α(w), β) = (αβ) · w = kB.

6. By the pointwise commutativity of the subsets A and B we have
that kA = kB = K.

Alice and Bob shared the common secret key K.

In this protocol, (S, A, B, w, α(w), β(w)) are public parameters while (α, β, K)
are kept secret.

Example 4.11. An example of how sets can be chosen in the CAKE protocol is to
consider two subsemigroups A, B ⊆ S of a semigroup S such that ab = ba for every
a ∈ A, b ∈ B. In this case, the protocol proceeds as follows:

1. Alice and Bob publicly agree on a semigroup S, two subsemigroups A, B ⊆ S
and an element w ∈ S.

2. Alice secretly chooses a1, a2 ∈ A and sends a1wa2 to Bob.

3. Bob secretly chooses b1, b2 ∈ B and sends b1wb2 to Alice.
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4. Alice computes a1b1wb2a2 = kA.

5. Bob computes b1a1wa2b2 = kB.

6. By the pointwise commutativity of A and B we have that

a1b1wb2a2 = b1a1wa2b2.

So kA = kB = K.

Note that the commutativity of the elements in A and B ensures that the opera-
tions in step 6 commute, which guarantees that both parties will arrive at the same
shared secret key.

Remark 4.12. If A, B ⊆ S in Example 4.11 are groups, then the Ko-Lee protocol
introduced in Section 4.2 can also be derived as a specific case of the protocol
described above, where a2 = a−1 and b2 = b−1.

To design an accumulator based on the CAKE protocol, we will follow a similar
approach as for the Ko-Lee key exchange protocol. We will define a hash function
based on this protocol and verify that it satisfies the necessary properties for an
accumulator. In this case we can consider a set A ∈ H and we define our hash
function as

h : A × S → S

(α, w) 7→ α(w) := α · w.

To ensure that the hash function can be used in an accumulator, we need to verify
that it satisfies the quasi-commutative property. To do this, we can use a similar
approach as before, but in this case we will prove the commutativity with respect
to the first arguments of the hash function h. Let us choose two random elements
α, β ∈ A, then

h(β, (h(α, w)) = h(β, α(w)) = (βα)(w) = (αβ)(w) = h(α, β(w)) = h(α, h(β, w)).

Since the hash function h satisfies the quasi-commutative property, we have con-
structed an accumulator based on the CAKE protocol.
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4.4 Anshel-Anshel-Goldfeld (AAG) Key Exchange Protocol

In this section, we will present the Anshel-Anshel-Goldfeld (AAG) protocol, a public
key exchange protocol that distinguishes itself from others described in this chapter.
The AAG protocol does not rely on commutative subgroups of a given platform
group. Instead, it can use any non-abelian group with a solvable word problem as
the platform. The protocol was first proposed in 1999 by Iris Anshel, Michael Anshel
and Dorian Goldfeld [2], and it is based on the difficulty of the conjugacy search
problem (see Section 2.3) in non-abelian groups.

The AAG protocol is defined by a tuple (G, β, γ1, γ2). Let G be a non-abelian
group. We define the function β as

β : G × G → G,

(x, y) 7→ x−1yx,

and the functions γi, for i = 1, 2 as

γ1 : G × G → G,

(x, y) 7→ x−1y,

γ2 : G × G → G,

(x, y) 7→ y−1x.

The functions β, γ1 and γ2 are feasibly computable functions satisfying the following
properties:

(i) For all elements x, y1, y2 ∈ G,

β(x, y1 · y2) = β(x, y1) · β(x, y2).

(ii) For all element x, y ∈ G,

γ1(x, β(y, x)) = γ2(y, β(x, y)).

(iii) Let x ∈ G be a secret element. If the elements y1, y2, . . . , yk ∈ G and
β(x, y1), β(x, y2), . . . , β(x, yk) are publicly known, then, there is no known way
to determine the secret element x.

To the users, Alice and Bob, are publicly respectively assigned a subgroup,
SA ⊂ G to Alice and SB ⊂ G to Bob, where

SA =
〈
a1, a2, . . . , am

〉
, SB =

〈
b1, b2, . . . , bn

〉
.

Then the Anshel-Anshel-Goldfeld (AAG) key exchange protocol goes as follows.
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Anshel-Anshel-Goldfeld (AAG) Key Exchange Protocol

1. Alice chooses a secret element A = aϵ1
s1 . . . aϵL

sL
, for asi ∈ SA, where

0 < si < m and ϵi = ±1 and transmits the collection of elements
β(A, bi) = A−1biA to Bob, for i = 1, ..., n.

2. Bob chooses a secret element B = bδ1
t1 . . . bδL

tL
, for bti ∈ SB, where

0 < ti < n and δi = ±1 and transmits the collection of elements
β(B, ai) = B−1aiB to Alice, for i = 1, ..., m.

3. Alice can now compute

(B−1as1B)ϵ1 · . . . · (B−1asLB)ϵL = B−1AB = β(B, A).

4. Bob computes the element

(A−1bt1A)δ1 · . . . · (A−1btLA)δL = A−1BA = β(A, B).

5. Alice computes her private key kA = γ1(A, β(B, A)) =
A−1B−1AB.

6. Bob computes his private key kB = γ2(B, β(A, B)) =
A−1B−1AB.

7. Alice and Bob have now the same key K = kA = kB.
Alice and Bob share the common secret key K.

In the AAG protocol (SA, SB, β(A, bi), β(B, ai)) are public and (A, B, K) are
kept secret.

Remark 4.13. We notice that in step 3 in the AAG protocol the followings holds

(B−1as1B)ϵ1 · . . . · (B−1asLB)ϵL = (B−1aϵ1
s1B) · . . . · (B−1aϵL

sL
B).

Respectively in step 4 holds

(A−1bt1A)δ1 · . . . · (A−1btLA)δL = (A−1bδ1
t1 A) · . . . · (A−1bδL

tL
A)

From property (iii), it can be concluded that despite transmission over a public
channel, the secret elements a and b remain secure. An attacker will not be able to
recover either a or b unless they can solve a specific set of simultaneous conjugacy
equations over the platform group. Furthermore, property (i) guarantees that Alice
is able to compute the element β(B, A) and γ1(A, β(B, A)). Likewise, Bob can
compute β(A, B) and γ2(B, β(A, B)). Then from property (ii), we deduce that

K = γ1(A, β(B, A)) = γ2(B, β(A, B)),
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since the functions γ1 and γ2 are the inverse functions of each others. In fact

(
γ1
(
A, β (B, A)

))−1
=
(

A−1B−1AB

)−1

= B−1A−1BA

= γ2(A, β(B, A)).

The AAG protocol presents a challenge in designating a cryptographic accu-
mulator because Alice and Bob use different functions (γ1 and γ2, respectively) to
construct their private keys, which have a specific order. Designing a one-way accu-
mulator for this protocol becomes complicated when considering multiple elements
that need to be accumulated in a commutative manner. This crucial difference adds
complexity to the process, making it difficult to determine an appropriate cryp-
tographic accumulator for the AAG protocol, which fulfills the quasi-commutative
property. Currently, this remains an open problem.

Open Problem. Is it possible to design a cryptographic one-way accumulator on
the AAG protocol?

4.4.1 Length-Based Attack

In a length-based attack on the AAG protocol, an attacker tries to recover the
shared key by analyzing the length of the public key exchanged during the protocol.
The attacker uses statistical analysis to determine the length of each element in
the public key and uses this information to try to recover the generators of the
non-commutative group used in the protocol. Once the generators are known, the
attacker can compute the shared key.

The idea of the length-based attack was first introduced by J. Hughes and A.
Tannenbaum in [30]. The length-based attack on the AAG protocol is not used to
directly recover Alice or Bob’s private key. Instead, it is used to recover information
about the generators of the non-commutative group used in the AAG protocol, which
can then be used to compute the shared key. To analyze the length-based attack, we
focus on the AAG protocol based on braid groups, which we will describe in details
in Section 4.5.1. We will follow the approach in [42].

Let Bn be the braid group of n strands and Xn = {x1, . . . , xn−1} the set of
generators.

Bn =
〈

x1, . . . , xn−1

∣∣∣∣∣∣ xixj = xjxi, for | i − j |> 1,
xixi+1xi = xi+1xixi+1, for | i − j |= 1

〉
.

Let N1, N2 ∈ N, 1 ≤ L1 ≤ L2, and L ∈ N. The AAG key exchange protocol
based on braid groups can be described as follows:
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AAG Key Exchange Protocol on Braid Groups

1. Alice randomly generates an N1-tuple of braid words a =
(a1, . . . , aN1) each of length lA, for L1 ≤ lA ≤ L2, such that each
generator of Bn non-trivially occurs in a.

2. Bob randomly generates an N2-tuple of braid words b =
(b1, . . . , bN2) each of length lB, for L1 ≤ lB ≤ L2, such that each
generator of Bn non-trivially occurs in b.

3. Alice then generates her private key A = aϵ1
s1 . . . aϵL

sL
, where 0 <

si < N1 and ϵi = ±1 for every 1 ≤ i ≤ L.

4. Bob then generates his private key B = bδ1
t1 . . . bδL

tL
, where 0 < ti <

N2 and δi = ±1 for every 1 ≤ i ≤ L.

5. Alice computes b′
i = (A−1b1A, . . . , A−1bN2A) and sends it to Bob.

6. Bob computes a′
i = (B−1a1B, . . . , B−1aN1B) and sends it to

Alice.

7. Alice computes her private key

kA = A−1(B−1aϵ1
1 B) · . . . · (B−1aϵL

N1
B) = A−1B−1AB.

8. Bob computes his private key

kB = (A−1bδ1
1 A) · . . . · (A−1bδL

N2
A)B = A−1B−1AB.

Alice and Bob share the common secret key K = kA = kB.

As explained in detail in [58, 42], a potential attacker attempting to deduce the
secret key K should find

• an element A′ ∈
〈
a1, . . . , aN1

〉
such that b

′ = A′−1bA′ in Bn,

• an element B′ ∈
〈
b1, . . . , bN2

〉
such that a′ = B′−1aB′ in Bn.

The elements A′ and B′ can successfully substitute Alice’s and Bob’s private keys,
i.e. A and B.

The length based attack is a heuristic procedure for finding the Alice’s private
key A, or respectively Bob’s private key B. We have just explained, we notice that
each b′

i is essentially a result of a sequence of conjugations of bi by the factors of A.
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That is

bi

↓
a−ε1

s1 bia
ε1
s1

↓
a−ε2

s2 a−ε1
s1 bia

ε1
s1aε2

s2

↓
...
↓

b′
i = a−εL

sL
. . . a−ε2

s2 a−ε1
s1 bia

ε1
s1aε2

s2 . . . aεL
sL

.

(4.1)

A crucial step in the length-based attack is to reverse the conjugating sequence
(4.1), which is defined by Alice’s private key A and which is the same for each braid
bi. The goal is to recover each conjugating factor by going back from the bottom to
the top of the sequence (4.1). If this is successful, the actual conjugating element
can be obtained as a product of elements from A. This process can be done by
finding the longest common prefix of two consecutive braids and using it to deduce
the corresponding conjugating factor. This is repeated until the entire sequence is
reversed and the conjugating factor is obtained.

In order to reverse the conjugating sequence and recover the secret key, a com-
putable length function is needed to guide the attacker from the bottom to the top
of the sequence (4.1). The function should be such that for most elements a, b in
the braid group Bn, the value of the function evaluated at a−1ba is greater than the
value evaluated at b. In other words, one has to find a function l such that for the
majority of elements a, b ∈ Bn

l(a−1ba) > l(b). (4.2)

The choice of the function l is crucial for the success of the attack and there are
several possible candidates, such as the Dehornoy length function and the Garside
length function. In [24] some length functions are described.

As mentioned in [42], there are currently no length functions known that are
computationally efficient and satisfy the criteria (4.2).

4.5 Platform groups

In the previous section, we introduced some key exchange protocols and designed an
accumulator based on them. These protocols are often designed to work on specific
platform groups, which refer to mathematical groups that define a set of operations
that can be used for encryption, decryption, and other cryptographic operations.

For example, the RSA cryptosystem typically uses the multiplicative group of
integers modulo a large composite number as its platform group, while elliptic curve
cryptography uses the group of points on an elliptic curve over a finite field.
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A platform group used in a cryptographic protocol must satisfy certain require-
ments to ensure its security. One such requirement is that the group should have a
large size to prevent brute force attacks. Additionally, the group operations must
be efficiently implementable to allow for practical use in cryptographic algorithms.

The choice of platform group can have a significant impact on the efficiency
and security of a cryptographic protocol. If the group is too small or possesses
undesirable properties, the resulting key exchange protocol can become vulnerable.
For example, braid group cryptography offers certain advantages over other platform
groups, such as resistance to quantum attacks and the ability to perform secure
multiparty computation.

In our specific case, the Ko-Lee protocol was first presented using braid groups
as the platform group. However, Shpilrain and Zapata introduced a generalization
of braid groups called Artin groups to present the CAKE protocol.

In this section, we are going to examine several groups (or classes of groups) as
possible platforms of cryptographic public-key protocols.

4.5.1 Braid Groups

The development of cryptographic protocols utilizing braid groups was one of the
earliest applications of a non-commutative algebraic structure for cryptographic pur-
poses. In recent years, braid groups have emerged as a fascinating and promising
area of research in cryptography. The study of braid groups was initiated by Emil
Artin in the 1920s [4]. Braid groups are a mathematical construct that are used
to study the geometry and topology of knots and braids, and have been used as a
source of hard problems to create cryptographic primitives such as key agreement,
digital signatures, and encryption schemes.

Braid groups have been proposed as a potential platform group for non-com-
mutative cryptographic public-key protocols due to their unique algebraic structure
and the complexity of the problems associated with them. The non-commutative
nature of braid groups allows for more secure encryption schemes compared to com-
mutative groups such as the multiplicative group of integers used in RSA. However,
the fact that braid groups cut across many different areas of mathematics can be
a disadvantage, as different areas provide different tools for solving problems, and
braid groups are vulnerable to linear algebraic attacks [29, 33, 36].

In this subsection, we provide an overview of braid groups and their applications
to cryptography. An explicit presentation by generators and relators is often used.

In mathematics, a braid is a set of strands that are interwoven in a specific
pattern, and a braid group is a group that describes the different ways in which
these strands can be moved and manipulated while maintaining the same overall
pattern. A braid is considered to be a permutation of the strands. Two braids are
equivalent if they can be transformed into each other by a series of braid moves.

More formally, a braid group is defined as a group of transformations that can
be applied to a set of n strands, where each transformation involves moving one
strand over or under another strand. The braid group is denoted by Bn, where n is
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the number of strands, and the generators of the group are the elementary braids,
which correspond to the simple operations of moving a strand over or under another
strand.
Definition 4.14. A braid group is the group whose elements are the equivalence
classes of n braids and whose group operation is the composition of braids. The
braid group on n strands is defined as

Bn =
〈

σ1, . . . , σn−1

∣∣∣∣∣∣ σiσj = σjσi, for | i − j |> 1,
σiσi+1σi = σi+1σiσi+1, for | i − j |= 1

〉
.

To gain a better understanding of the structure of braid groups, let us consider
B4, which is the braid group with four strands. Consider two sets of four objects
placed on a table, with each set arranged in a vertical line next to the other. Imagine
connecting each object in the first set with one object in the second set using four
strands, so that a one-to-one correspondence is established between the objects.
The resulting connection is called a braid. In the illustrations below, the objects are
represented by black dots.

Since B4 is a group, it has an identity element and every element has an inverse.
The identity element in B4 is represented by four straight lines connecting each
object of the first set to the corresponding object of the second set that lies in the
same horizontal line. This braid can be visualized in Figure 4.1.

Figure 4.1: The identity of B4.

Braid patterns often involve strands that cross over or under other strands, which
is a crucial aspect. It should be emphasized that the braids depicted in Figure 4.2
and Figure 4.3 are not the same; in fact, they are inverses of each other. To obtain
the inverse of a braid, we flip the diagram of the original braid across a vertical
line going through its center. This operation results in a new braid that “undoes”
whatever the original braid did.

Braids are defined as a collection of strands that move from left to right in a
horizontal plane and may cross over or under each other. Note that loops such as
the one shown in Figure 4.4, which do not have strands that move exclusively from
left to right, are not considered braids.

Two braids that look different could be equal if they can be transformed into
each other by simply pulling the strands without crossing or twisting them. For
example, in Figure 4.5, there are two braids that appear to be different from each
other at first glance, but they are actually the same braid. By pulling the strands,
we can transform the braid on the left into the braid on the right.
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Figure 4.2: Braid σ1. Figure 4.3: Braid σ2 = σ−1
1 .

Figure 4.4: Loops are not braids.

Therefore, the position of the strands and their relationships are crucial to de-
termine whether two braids are the same or not.

Figure 4.5: These two braids may look different but they are actually the same.

The operation in the group B4 is the composition of braids denoted by στ (or
σ◦τ), where σ and τ are two braids. Two braids can be composed by placing the first
one adjacent to the second one, identifying the corresponding strands in the middle,
and connecting them appropriately. This process is also known as concatenation of
braids. Figure 4.6 represents two examples of composition between braids.

Definition 4.15. A crossing in a braid is called a positive if the front strand has a
positive slope, otherwise it is called negative.

For n-strand braids, there are n − 1 types of crossings, denoted by σ1, ..., σn−1,
where σi represents a positive crossing between the ith and (i + 1)th strand. The
sequence of strand crossings that make up a braid determine its isotopy class. Figure
4.7 on the next page illustrates the three braids σ1, σ2 and σ3, along with their
inverses, that generate the group B4. Every braid in B4 can be expressed as a
composition of these braids and their inverses.

From the representations of the generators is it clear that the first property of
braid groups holds, in fact

σ1σ3 = σ3σ1.
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Figure 4.6: Two examples of braids composition.

σ1

σ2

σ3

σ−1
1

σ−1
2

σ−1
3

Figure 4.7: The generators of B4.

On the other hand, is maybe less obvious that also the second property hold, i.e.

σ1σ2σ1 = σ2σ1σ2,

σ2σ3σ2 = σ3σ2σ3.
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Remark 4.16. The braid group B1 is trivial, B2 is the infinite cyclic group Z, and
B3 is isomorphic to the knot group of the trefoil knot. In particular, it is an infinite
non-abelian group.

In conclusion, braid groups have emerged as a fascinating area of study in mathe-
matics with important applications in a variety of fields. One of the most interesting
aspects of braid groups is their relationship to knot theory, where they provide a
useful tool for studying the topological properties of knots, and their applications
in cryptography, where they have been used to construct public key encryption
schemes. With ongoing research and development in the field, braid groups are
likely to continue to be an area of active exploration and discovery for mathemati-
cians and other scientists alike.

4.5.2 Artin Groups

Another interesting platform group is Artin groups, which are a generalization of
braid groups.

Definition 4.17. Let a1, a2, . . . , an be generators. Then an Artin group A is of the
form

A =
〈

a1, a2, . . . , an

∣∣∣ aiajai . . .︸ ︷︷ ︸
mij

= ajaiaj . . .︸ ︷︷ ︸
mij

for all i ̸= j

〉
,

where mij = mji is a positive integer or ∞, and ai and aj are distinct generators of
the group.

This presentation encodes certain relations between the generators, much like the
presentation of a braid group. The Coxeter matrix M = (mij) for i, j ∈ I, which is
a matrix of values mij , gives rise to Coxeter groups [17]. These groups are obtained
by adding the relations a2

i = 1 to the presentation of an Artin group.

Definition 4.18. Let s1, s2, . . . , sn be generators. A Coxeter group W is a group of
the form

W =
〈

s1, s2, . . . , sn

∣∣∣ si = s−1
i , sisjsi . . . = sjsisj . . . for all i ̸= j

〉
=
〈

s1, s2, . . . , sn

∣∣∣ s2
i = 1, (sisj)mij = 1 for all i ̸= j

〉
.

This means that Coxeter groups are quotients of Artin groups. The braid groups,
originally introduced by E. Artin in 1925 [4], are a special case of Artin groups.

As previously mentioned, the CAKE protocol was initially proposed with the
Artin group as the platform group, in contrast to the Ko-Lee protocol which used
braid groups.

The braid groups are the only class of Artin groups that has been extensively
studied. In particular, the conjugacy problem has been solved by Garside [25].
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4.5.3 Thompson Groups

Richard Thompson introduced Thompson groups in unpublished handwritten notes
around 1965 as a potential counterexample to von Neumann’s conjecture conjecture1.
In cryptography, Thompson groups have been proposed as a platform group for
cryptographic protocols because they have some desirable cryptographic properties,
such as being finitely generated, infinite, and non-abelian. Furthermore, a Thompson
group has a computationally efficient word problem, which makes it suitable for
cryptographic purposes.

While being considered safe against quantum attacks, the complexity of Thomp-
son groups can make them difficult to implement in practice, which could limit their
usefulness in some applications.

Definition 4.19. Let Xn = {x0, x1, x2, x3, . . .} be a set of generators. A Thompson
group is

F =
〈

x0, x1, x2, x3, . . .

∣∣∣∣ x−1
i xkxi = xk+1, for k > i

〉
.

Remark 4.20. One can propose a finite presentation for a Thompson group F , for
example given by

F =
〈

x0, x1, x2, x3, x4

∣∣∣∣ x−1
i xkxi = xk+1, for k > i and k < 4

〉
.

This presentation has five generators and four relations, which only involve genera-
tors up to x4. In this sense, it provides a finite description of a part of the infinite
group F . Finite presentations can be useful for computational purposes, such as in
the study of algorithmic properties of the group.

The infinite presentation allows for a convenient normal form. A classical normal
form for an element of a Thompson group is a word of the form

xi1 . . . xisx−1
jt

. . . xj1 , (4.3)

such that the following two conditions are satisfied:

(NF1) i1 < . . . < is and j1 < . . . < jt;

(NF2) if both xi and x−1
i occur, then either xi+1 or x−1

i+1 occurs, too.

A word w is considered to be in seminormal form if it satisfies condition (NF1)
and has the form (4.3).

In their work [57], Shpilrain and Ushakov suggested utilizing a specific variant
of the decomposition problem as a protocol, with a Thompson group F serving as
the platform group. The problem involves a group G, a subset X ⊆ G, and two
elements w1, w2 ∈ G, with the knowledge that there exists two elements a, b ∈ X
such that aw1b = w2. The goal is to find at least one of such pair (a, b).

1The von Neumann conjecture stated that a group G is non-amenable if and only if G contains
a subgroup that is a free group on two generators. The conjecture was disproved in 1980.

44



CHAPTER 4. DESIGN ACCUMULATORS FROM KEY EXCHANGE PROTOCOLS

Theorem 4.21 (Shpilrain-Ushakov [57]). In a Thompson group F , the normal
form of a given word w can be computed in time O(|w| log |w|), where |w| is the
length of the normal form in the generators x0, x1, x2, . . ..

This provides an advantage for cryptographic protocols based on symbolic com-
putation over those based on numerical computation, as it allows for the generation
of a random word one symbol at a time. Protocols such as RSA instead rely on
precomputed random prime numbers, which cannot be generated incrementally and
thus limit the key space while sacrificing efficiency.
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Chapter 5

Applications

5.1 Membership Testing

Membership testing is the process of verifying whether an element belongs to a
particular set. However, going through each element one by one is generally an
inefficient method, especially when dealing with large sets. To address this issue,
other methods are used in addition to one-way accumulators, such as the Bloom
filter, which is one of the earliest and widely used solutions.

5.1.1 Bloom Filter

In 1970 Burton H. Bloom introduced the Bloom filter [11], a probabilistic data
structure that allows for efficient verification of whether an element belongs to a set.

The aim of this method is to reduce the amount of space required for hash-coded
information. This space-reduction is achieved by tolerating a small number of errors
of commission, which is acceptable in some applications where a large amount of
data is involved. The analysis in [11] shows that allowing a small number of test
messages to be falsely identified as members of the set enables the use of a much
smaller hash area without increasing the reject time.

A Bloom filter is a probabilistic data structure that uses a bit array1 of size m,
initially all set to 0, and a set of k hash functions h1, h2, . . . , hk. Given an input
element x, the hash functions generate k hash values h1(x), h2(x), . . . , hk(x) in the
range of [0, m − 1], which correspond to indices in the bit array. The bits at these
indices are then set to 1.

Formally, let S be a set of n elements to be stored in the Bloom filter. The
bit array, denoted as B, is a binary array of m bits, initialized with all zeros. Let
hi(x) be the ith hash function that maps an element x to an integer in the range
[0, m − 1]. Then, to insert an element x into the Bloom filter, we compute hi(x) for
i = 1, . . . , k, and set the corresponding bits in B to 1, i.e.,

1A bit array is an extremely space-efficient data structure that has each position in the array set
to either 0 or 1.
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B[hi(x)] = 1 for i = 1, . . . , k

To check if an element y belongs to the set S, we have to compute hi(x) for every
i = 1, . . . , k, and check whether all of the corresponding bits in B are set to 1, i.e.,

• If B[hi(y)] = 1 ∀i, then y is possibly in S.

• If ∃i ∈ [1, k] such that B[hi(y)] = 0, then y is definitely not in S.

Remark 5.1. In the first case we say that y is possibly in S, because there might
be false positives.

Note that since the hash functions are independent and uniformly distributed,
the probability of a false positive is given by:

P(false positive) =
(
1 − e−kn/m

)k
,

where n is the number of elements in the set, m is the length of the bit vector and
k is the number of hash functions used.

To better understand how the Bloom filter works, let’s consider the following
example.

Example 5.2. Suppose we have an array of five bits and three hash functions,
denoted as h1, h2, and h3. Now, let’s consider two input elements x1 and x2 that
we want to hash. First we set all bits in the array to zero, resulting in an array that
looks like the following:

Index 0 1 2 3 4
Bit 0 0 0 0 0

After initializing the bit array to zero, we can hash the input element x1 using
the hash functions hi for i = 1, 2, 3, which will produce three different hash values.
Each hash value corresponds to an index in the bit array, and we set the bit at each
of those indices to 1. This is illustrated in the following chart.

h1(x1) = 2
h2(x1) = 4
h3(x1) = 1.

Index 0 1 2 3 4
Bit 0 1 1 0 1

Now we proceed in the same way with the input x2. As shown in the following
table, the Bloom filter is hashed using the three hash functions h1, h2, and h3, which
produce the indices 3, 2, and 1, respectively. Therefore, the bits at those indices are
set to 1, even though positions 1 and 2 are already 1.

h1(x2) = 3
h2(x2) = 2
h3(x2) = 1.

Index 0 1 2 3 4
Bit 0 1 1 1 1
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In spite of the use of probabilistic hash functions leads to a possibility of false
positives, Bloom filters are advantageous as they are efficient and use less space
than other data structures to store set elements. One limitation of Bloom filters is
that it is not possible to remove elements from the set without having to completely
recreate the Bloom filter. Therefore, Bloom filters are suitable for applications where
set elements are added frequently but are seldom removed.

5.1.2 One-Way Accumulator

As previously mentioned, one-way accumulators are a valuable tool for membership
testing. They offer several advantages in this context, such as the fixed storage
dimension that remains independent of the number of elements being accumulated.
This property makes accumulators space-efficient, as the storage space needed does
not increase with the size of the accumulated set. Consequently, accumulators are
also time-efficient, allowing for fast membership verification operations, even for
large sets of data. Furthermore an accumulator is incrementally computable. This
means that as new elements are added, the accumulator can be easily updated
without the need to recompute the entire accumulated hash. So cryptographic ac-
cumulators provide an efficient and secure solution for membership testing, enabling
users to verify the membership of an element in a set without exposing the specific
set members or relying on a trusted authority.

Let’s now explore this concept in more detail. Imagine a scenario where a large
group of people wish to establish a method for recognizing each other at a later
time. To accomplish this, each member creates their own unique identifier, yj ,
which may include personal information such as name, date of birth, and any other
desired identifying characteristics. The group collectively agrees on an initial value,
x, which is chosen to be dependent, in a one-way manner, on the characteristics of
the list, such as the system description, time-stamp, etc. Using this initial value,
the group then computes the accumulated hash value

z = h(h(h(. . . h(h(x, y1), y2) . . . , ym−2), ym−1), ym).

Each member has to keep the hash function h, its own yj and the value zj , which
represent the partial accumulated hash of all yi with i ̸= j, that is the result of
the accumulated hash of all yi except the own yj . To prove that the holder of yj is
a member of the group, he only has to provide the tuple (zj , yj). Every yi-owner
knows the value z of the accumulated hash, so, computing h(zj , yj) = z, every other
participant can authenticate his membership. Note that it is not even necessary for
each participant to keep the accumulated hash value z, since they known their own
pair (zi, yi) from which z = (zi, yi) can be easily computed.

With this method the users have to produce their own personal information yj

and they are not enable to hide it, since all the yj are necessary to compute the
accumulated hash z. For this reason it would be good to encrypt the yi elements
before bring them to the accumulator.

A dishonest user could of course construct a false pair of elements (x′, y′) such
that z = (x′, y′) by combining the various yi’s in some way. This, however, is
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practically computationally infeasible.

5.2 Time-Stamping

In this increasingly interconnected digital age, it becomes more and more important
to protect and accurately track data to ensure its security and reliability. Time-
stamping is a powerful tool that allows digital documents, data, and transactions
to be securely and accurately tracked. It finds crucial applications across various
domains, ensuring the trustworthiness of digital records.

Time-stamping is a process of adding a unique identifier to a digital document
or file that indicates the date and time of creation or modification. The purpose
of time-stamping is to provide a verifiable proof of when a document or file was
created, modified, or accessed, and to ensure the integrity of the information over
time.

Time-stamping is of utmost importance in various domains, including legal and
business contexts, intellectual property protection, data integrity, and blockchain
technology. It helps provide evidence of when a work was created, which is essential
in copyright disputes. In addition, the implementation of time-stamping technology
guarantees that digital information remains unaltered and secure through time. A
concrete example could be as follows: consider a software engineer who wishes to
keep their code secure. He can time-stamp its source code to authenticate when it
was generated. If someone at a later time claims that they generate the code before
the software engineer, the time-stamped document demonstrates who was the first.

With the growing use of computers and digital documents, the need for secure
time-stamping methods increased. In 1990, Stuart Haber and W. Scott Stornetta
[27] proposed a method for cryptographically chaining documents together to cre-
ate a tamper-evident record of their order and authenticity. The chain allows for
determining the relative positions of any two documents by following the links, but
it requires the active cooperation of other participants who have documents in the
chain.

Another approach by Benaloh and de Mare [9] addressed the problem of broad-
casting a message to a large number of users, where each user needs to receive the
message at the same time and prevent tampering time-stamping it. This protocol ef-
ficiently manages large volumes of users and messages without assuming cooperation
between users, making it a highly secure and reliable solution.

In their paper, Benaloh and de Mare provide a formal definition of time-stamping,
which is as follows.

Definition 5.3 ([9]). A time-stamping system with security parameter N consists
of a set of participants P = {p1, p2, . . . , pm} which are synchronous communicating
processes together with a triple of protocols (S, C, V), such that

• The stamping protocol S is designed to proceed in rounds, providing each
participant with an opportunity to post one or more messages during the
round.
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• The claimant protocol C can be executed by any participant who posted a
message during the round, at any subsequent time. This protocol enables
the participant to convince any “honest” participant running the verification
protocol V, of the exact round in which the message was posted.

• The verification protocol V runs during each round and allows participants to
verify the timestamps associated with messages posted during that round. By
executing the verification protocol, participants can ensure that the messages
have not been altered or tampered with since they were initially posted.

• There is no polynomial P such that one or more “dishonest” participants
running substitute protocols S ′ and C′ can falsely convince an “honest” verifier
running protocol V with probability at least 1/P (N), that a message was
submitted during a given round.

According to the source [9], the model aims to illustrate the continuous time-
stamping using protocol S. In case there is a need to prove a time-stamp at a later
time, protocols C and V are available for a claimant to demonstrate a time-stamp
to a verifier.

To establish a secure time-stamping system, one crucial element is the use of
one-way hash functions, which make it practically infeasible to find another docu-
ment with the same hash value. Both Haber and Stornetta, as well as Benaloh and
de Mare, rely on this feature in their respective time-stamping schemes.

As we mentioned in Chapter 3, cryptographic accumulators can be used for time-
stamping. In particular, Benaloh and de Mare [10] used the one-way accumulator
with the modular exponentiation function to devise a protocol for time-stamping.

First, a trusted third party select an integer n = pq, where p and q are two safe
primes2 of the same length. The selection of n requires considerable effort but is
necessary only once since it can be used continuously. Once the fixed integer n is
set, a starting value x is agreed by all participants, for example, a representation of
the current date, which is used to compute the initial value

x0 = x2 (mod n).

In this time-stamping protocol, each participant is allowed to generate a time-
stamp for their documents during a round by hashing them using an agreed-upon
one-way hash function. The resulting hash value, denoted as y, must satisfy the
condition y < n. Let y1, y2, ..., ym be the set of conventionally hashed documents
that need time-stamping during the round. Now we define

Y =
m∏

i=1
yi

and
y′

j = Y

yj
.

2A prime p is a safe prime if p = 2p′ + 1, where p′ is an odd prime.
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The accumulated hash value z for the round is computed as the product of all yi

values as follows

z = xY
0 (mod n)

= xy1·...·ym
0 (mod n)

= (. . . ((xy1
0 (mod n))y2 (mod n)) . . .)ym (mod n).

The time stamping protocol can be summarised as follows.

Time Stamping with RSA accumulator

1. A trusted third party selects an integer n = pq, where p and q are
two safe primes of the same length.

2. The participants select a starting value x and compute the initial
value

x0 = x2 (mod n).

3. Let y1, y2, ..., ym be the set of conventionally hashed documents
that need time-stamping during the round. We define

Y =
m∏

i=1
yi, ỹj = Y

yj
.

4. Then the accumulated hash value is

z = xY
0 (mod n).

Each participant has to keep their own yj and the partial accumulated hash value
zj , which can be easily computed as

zj = x
ỹj

0 (mod n).

To prove at a later time that a given document yj has a claimed time stamp, a
participant only has to provide the tuple (zj , yj). Every yi-owner knows the value z
of the accumulated hash, so one only has to verify that

z
yj

j (mod n) = z,

where z is to the accumulated hash value of the round. So every other participant
can authenticate the time stamp of the document yj . To prove the authenticity
of the document, the claimant can than demonstrate that when the agreed upon
conventional hash function is applied to their document, the resulting value is yj .

By using an accumulator, Benaloh and de Mare’s protocol allows for efficient
and decentralized time-stamping.
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5.3 Bitcoin

A cryptocurrency is a digital currency that, unlike traditional currencies, does not
exist in physical form and is neither controlled nor managed by any central authority.

The first cryptocurrency and payment system was created in 2008 by an anony-
mous individual or group of inventors using the pseudonym Satoshi Nakamoto [44].
Information on cryptocurrency transactions is stored in a decentralised digital ledger,
typically based on blockchain technology, which constitutes the heart of Bitcoin.

To understand how Bitcoin works, we have to introduce some useful concepts.

Peer-to-Peer (P2P)

In a “peer-to-peer” (P2P) network each computer can act both as a client and a
server, and can communicate and interact directly with other devices without the
need for a central server or authority. All devices are considered peers, with equal
capabilities and responsibilities, and can share and exchange resources, information,
and services with each other. P2P networks are commonly used for file sharing,
messaging, and other types of decentralized applications.

Blockchain

A blockchain is a decentralized and distributed digital ledger that is used to record
transactions across a network of computers. It consists of a series of blocks that
are linked together in a chronological and immutable chain, an hash chain. Hence
the name “blockchain”. Each block contains a set of transactions that have been
validated by network participants, and once added to the chain, the information
cannot be altered retroactively. Each block also contains a cryptographic hash of
the previous block and a time stamp.

The Figure 5.1 illustrates on the vertices of a triangle which characteristics an
ideal blockchain should have.

Figure 5.1: The characteristics of an ideal blockchain.

A blockchain should possess the following qualities:

• Decentralization: it aims to eliminate the need for a central authority and
to distribute power among network participants.
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• Security: Security is a crucial aspect of blockchain, as it aims to ensure the
immutability of transactions and protection from malicious attacks.

• Scalability: Scalability refers to the ability of a blockchain to process an
increasing number of transactions quickly and efficiently.

Then a spontaneous question arises:

Can one build an ideal blockchain that meets all the three goals simultaneously?

Achieving a perfect balance between security, scalability, and decentralization in
blockchain systems is a complex challenge. Typically, blockchain platforms tend to
prioritize two of these aspects while compromising on the third.

Decentralisation can be considered as inversely proportional to scalability. A
high level of decentralization, where numerous nodes participate in transaction vali-
dation and maintaining the distributed ledger, enhances security and trust. However,
this can come at the expense of scalability, as the consensus process becomes more
resource-intensive. However, this is not an absolute rule and may vary depending
on the individual chain.

Blockchain technology enables secure and transparent transactions without the
need for a central authority. It ensures that all participants have access to the same
data, promoting transparency and accountability. Any attempts to manipulate the
system by altering records are quickly identified and rejected by other participants,
preserving the integrity of the stored information. This intrinsic resistance to tam-
pering strengthens the reliability and trustworthiness of the blockchain.

Zero-Knowledge Proof

The zero-knowledge proof is a cryptographic technique that allows a party (the
prover) to prove to another party (the verifier) that they know a certain piece of
information, without revealing anything about the information itself, other than the
fact that they know it.

In other words, a zero knowledge proof enables the prover to authenticate a claim
or statement, without revealing any additional information about the claim itself.
This technique can be used to authenticate identities, verify transactions, and ensure
the security and privacy of sensitive data. The essence of the zero-knowledge proof
is that is trivial to prove that one knows a specific information by simply revealing
it, the challenge is to prove the possession without revealing it.

The Ali Baba Cave example illustrated in Example 5.4 is a well-known illus-
tration of how zero-knowledge proofs can be used to prove knowledge of a secret
without revealing the secret itself.

Example 5.4 (The Ali Baba Cave, [52]). Usually one call the two parties in a
zero-knowledge proof Peggy (the prover) and Victor (the verifier).

In the Ali Baba Cave’s story, Peggy has discovered the secret word used to open
a magic door in a cave, but Victor wants to make sure she really knows it before
paying her for the secret. Peggy agrees to reveal the secret to Victor, but only after
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receiving payment, and they come up with a scheme to prove her knowledge of the
word without revealing it. First Peggy goes into the cave and Victor waits outside.
Peggy randomly selects one of the two paths, which is unknown to Victor. We assign
the letters A and B to the left and right path respectively (see Figure 5.2).

Victor then enters the cave and shouts the name of the path Peggy must use to
return (A or B) (see Figure 5.3). Now we have two possibilities:

• If Peggy truly knows the secret word, she can exit the cave through the correct
path every time, opening the secret door with the password if necessary (see
Figure 5.4).

• Assume now that Peggy has no knowledge of the secret word. Only if Victor
chooses the name of the same path by which she had entered, she is able to
exit through the path chosen, so Peggy has a 50% chance of initially choosing
the wrong path. Since she cannot pass through the secret door, Victor can
easily identify if Peggy is bluffing (see Figure 5.5). Therefore, if Peggy appears
“reliably” at the exit called by Victor, she most likely does indeed know the
secret word.

Figure 5.2: Peggy goes into the cave and
chooses a path.

Figure 5.3: Victor enters the cave and
shouts the name of the path.

Figure 5.4: Peggy knows the secret
word.

Figure 5.5: Peggy is unaware of the se-
cret word so returns on the wrong path.
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If Peggy and Victor repeat the experiment many times, Peggy’s chance of suc-
cessfully fulfilling all of Victor’s requests without actually knowing the magic word
is very low.

Now that we have introduced some necessary concepts, we can explain in more
detail how Bitcoin works.

Bitcoin is a decentralized digital currency that operates on a peer-to-peer net-
work, utilizing blockchain technology for transaction recording and verification [44].
It distinguishes itself from traditional currencies by not being controlled by any
central institution or government.

Cryptography plays a crucial role in ensuring the security and privacy of Bit-
coin transactions. It manages essential aspects such as currency generation and
ownership attribution. This cryptographic foundation guarantees the integrity and
immutability of transactions. Furthermore the value of Bitcoin is determined by
market dynamics similar to traditional currencies. Transactions in the Bitcoin net-
work are publicly recorded and validated by participants known as “miners”, which
are users that verify the authenticity of the transactions, ensuring their inclusion in
the blockchain [3].

In a Bitcoin transaction, there are inputs and outputs. Each output is repre-
sented by a tuple (a, V ), where a is the amount in Satoshi (1 bitcoin = 109 Satoshi)
and V describes who has permission to spend that output. This authorization is
given using Bitcoin script, which is a stack-based non-Turing-complete3 language.
Transaction inputs are simply a reference to a previous transaction output.

Every user has a digital wallet that contains cryptographic key pairs, which are
generated using the Elliptic Curve Digital Signature Algorithm (ECDSA) [32].

The peer-to-peer structure of the bitcoin network and the lack of a central entity
makes it impossible for any authority, governmental or otherwise, to block transfers,
seize bitcoins without possession of the relevant keys, or devalue them due to the
introduction of new currency.

Bitcoin has gained popularity as an alternative investment and means of pay-
ment, but its value can be highly volatile due to its decentralized nature and limited
supply. Although the decentralized design of Bitcoin is believed to be a major
contributor to its success, it comes with a drawback: all transactions are publicly
available and protected just from cryptographically binding pseudonyms, which un-
dermine users’ privacy.

Satoshi Nakamoto did not prioritize anonymity as one of the goals of the Bitcoin
system. Bitcoin only offers pseudonymity, which is based on the use of Bitcoin
identities, and a user can create an infinite number of these identities to maintain
their privacy. Nevertheless, Bitcoin users are still committed to maintain anonymity,
even if it means incurring additional transaction fees and taking risks with their
money. One example of this is the existence of laundries that will mix together the

3A language is non-Turing-complete if it is not powerful enough to solve all possible compu-
tational problems. A Turing-complete language, on the other hand, can theoretically solve any
computable problem. Examples of non-Turing-complete languages are HTML, XML, BlooP,...,
instead of Java, C++, Python, which are Turing-complete languages.
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funds of different users for a fee in order to make them difficult to trace [6]. However,
the use of such systems requires trust in the laundry to not record how the mixing
is done, and to return the users’ money, which carries a significant amount of risk.

5.3.1 Zerocoin

Zerocoin is a privacy-focused protocol that aims to improve anonymity in digital
currency transactions. It was first proposed in 2013 at the Johns Hopkins University
by professor Matthew D. Green and his graduate students, Ian Miers, Christina
Garman, Matthew Green, Aviel D. Rubin [41]. The protocol allows users to convert
their bitcoins into zerocoins, which are indistinguishable from each other and have
no transaction history associated with them. Zerocoin provides strong anonymity
guarantees by breaking the link between the original transaction and the zerocoin
transaction.

Many e-cash protocols have a weakness in that they depend on a trusted au-
thority, or a ”bank,” to generate digital coins through blind signature schemes. To
overcome this issue, Zerocoin allows Bitcoin clients to create their own coins as long
as they have enough “original” bitcoins.

The decentralized computation of a blockchain is the main feature of the Bitcoin
protocol, enabling it to act as a reliable, append-only bulletin board that can store
data and execute monetary transactions. Zerocoin is based on the same blockchain
operating principle.

To understand the intuition behind Zerocoin, the group of researchers in [41]
proposed a useful example.

Example 5.5 (“Pencil and paper” protocol). Suppose that all users have access to
a common physical bulletin board. To create a new coin, the user Alice must follow
these steps:

1. Alice generates a random coin serial number S and commits to it using a secure
digital commitment scheme, resulting in a commitment coin C that can only
be opened by a random number r to reveal S.

2. Alice pins C to the physical bulletin board along with $1 of physical currency.

To redeem her coin C, Alice then

1. scans the bulletin board to obtain the set of valid commitments (C1, . . . , CN )
that have been posted by all users in the system,

2. produces a non-interactive zero-knowledge proof π to show that she knows a
C ∈ (C1, . . . , CN ) and a hidden value r such that the commitment C opens to
S,

3. posts a “spend” transaction containing (S, π) in full view of the others, using
a disguise to hide her identity.
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Other users verify the proof π and check that S has not previously appeared in
any other spend transaction. If the conditions are met, Alice can collect $1 from
any location on the bulletin board. Otherwise, her transaction is rejected.

This simple protocol achieves two important aims:

• Alice’s minted coin cannot be linked to her retrieved funds, making the system
anonymous.

• Alice cannot double-spend any coin without reusing the serial number S, which
would be detected by the network participants.

Verifying if a commitment C belongs to a set of commitments (C1, C2, . . . , CN )
with the naive approach of proving the disjunction

(C = C1) ∨ (C = C2) ∨ (C = C3) ∨ . . . ∨ (C = CN )

by checking the correspondence of C with each Ci is clearly an inefficient method.
This approach is known as the OR-proof. Cryptographic accumulators can prove set
membership of an element without checking each element in the set, which effectively
reduces the size of the proof required.

The Zerocoin protocol requires the following properties from an accumulator:

1. The accumulator and its associated witnesses must be publicly computable
and verifiable, without the need for any trusted parties. This is important for
maintaining the decentralized nature of our application.

2. The accumulator must bind even the computing party to the values in the set,
ensuring that the set membership proof cannot be forged or tampered with.

3. The accumulator must support an efficient zero-knowledge proof of set mem-
bership. This is necessary to maintain the privacy of users and ensure that
their sensitive information is not exposed during the verification process.

For these reasons, the accumulator used in the Zerocoin protocol is the RSA-
accumulator, that we have introduced in Chapter 3. Such accumulator is incremen-
tally computable, this means that given an existing accumulator An it is possible to
add an element x and produce a new accumulator value An+1 by computing

An+1 = Ax
n (mod N).

A distinct minting algorithm is used to generate every coin in a randomized
manner. During the spending of a coin, a unique serial number S is released to
prevent any possibility of double-spending by any user.

Let’s now explore the Zerocoin Protocol in detail. First one generates the security
parameters (N, u), where N = pq for p, q prime and u ∈ QRN

4, u ̸= 1. Then one
4This means that u is a quadratic residue modulo N .
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generates two primes p, q such that p = 2wq + 1, for w ≥ 1. Assume G ⊆ Z∗
q is a

subgroup. Let g and h be two random generators such that

G = ⟨g⟩ = ⟨h⟩ .

To mint a new coin with the Zerocoin protocol, the user selects two random
values S, r ∈ Z∗

q , where S is the serial number and r is the commitment randomness.
Then he computes the commitment

C = gShr (mod p)

such that C prime. The coin C is then included in a Bitcoin transaction and, once the
transaction is accepted in the blockchain, the coin is included in global accumulator

A = ÃC (mod N),

where Ã is a previous accumulated value.
In order to spend a Zerocoin, the user must construct a partial Bitcoin transac-

tion5 referencing an unused mint transaction as input and including the recipient’s
public key as output. Then, the user must go through all valid transactions in the
blockchain, collect the set of issued C coins, and prove that they are authorised
to spend the coin. To do this, one has to generate a zero-knowledge proof that
demonstrates the knowledge of the serial number S and the commitment C. The
proof is verified by other users by checking the proof’s validity and that C is a valid
commitment in the accumulator. After the zero-knowledge proof is verified, one can
pick an arbitrary zerocoin in the blockchain and use it as input in the own new
transaction.

In other words, the Zerocoin protocol can be summarised in the following steps.

Zerocoin Protocol

MINT
1. Compute C = gShr (mod p) such that C is prime.

2. Accumulate all valid coins Ci from all in the blockchain:

A = uC1·C2·...·CN .

5A partial Bitcoin transaction is a transaction that has been partially constructed but not yet
broadcast to the Bitcoin network. It includes some of the necessary information, such as the input
transaction(s) that the sender wants to spend and the output(s) that they want to create, but it may
be missing important details such as the digital signature(s) required to authorize the transaction.
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Zerocoin Protocol

SPEND
1. Compute the witness wi = uC1·...·Ci−1·Ci+1·...·CN .

2. Reveal S, so that the miners can verify that it is never spent
before.

3. Create a zero-knowledge proof with (wi, r): “I know a value r
such that a commitment C can be computed which corresponds to
one of the zerocoin in the blockchain”.

4. Once the proof is verified, pick an arbitrary zerocoin in the
blockchain and put is as input in your transaction.

Note that the witness wi corresponds to the partial accumulated value formed
by the accumulations of all commitments C expect the value Ci. To verify that an
element Ci is on the blockchain, on has to compute

wCi
i (mod N) = A.

Remark 5.6. The anonymity in the Zerocoin protocol is guaranteed because the
value r is kept secret, making it impossible for anyone to determine which zerocoin
corresponds to the serial number S.
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