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Abstract

Code-based cryptosystems are promising candidates for post-quantum
cryptography, such as the McEliece and Niederreiter cryptosystems. Their
security is based on the difficulty of decoding a general linear code.

In this thesis, we study the security of algebraic geometry codes in
code-based cryptography. These codes include very well-known families like
generalized Reed-Solomon, BCH and Goppa codes. Furthermore, they can
be described using certain tools, e.g. the theory of algebraic function fields,
which we will focus on.
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1 Introduction

When we send a message or an email, use e-banking or exchange other sensitive
data we want to be sure that the transmission is secure. Cryptosystems ensure
that the communication between two parties is secure and that no third party can
view or manipulate the data. We distinguish between secret key and public key
cryptosystems. In a secret key cryptosystem two parties agree on a secret key that
is used to exchange confidential data. However, since it is not always possible to
exchange a key secretly, such as when two parties meet, Diffie and Hellman [DH76]
introduced the fundamental concepts of public key cryptosystems in 1976. These
types of cryptosystems are based on a key pair consisting of a private and a public
key. The latter one is used for encryption some data into a cipher in such a way
that it becomes unreadable for third parties and the first key is used for decryption.
The security of public key cryptosystems is based on mathematical problems that
are very hard to solve without the knowledge of the private key.

In presence of a quantum computer, most of the currently used public key
cryptosystems, such as RSA cryptosystem based on Diffie-Hellman, will no longer
be secure. Finding potential cryptoystems that are secure against attacks supported
by both quantum and classical computers is therefore the goal of post-quantum
cryptography. Thus, in 2017, the National Institute of Standards and Technology
[ST22| lauchned a competition, called the post-quantum cryptography standardiza-
tion, in finding such new systems. Code-based cryptography is an important class
of cryptosystems that provides some possible candidates.

More explicitly, code-based cryptosystems exploit the difficulty of decoding
a general linear code. This idea goes back to McEliece [McE78| who published
in 1978 a public key cryptosystem that was the first one using linear codes. By
a linear code, we mean an F -subspace of n-tuples Fy with F, a finite field and
n a positive integer. Linear codes can be described using a generator or parity
check matriz. If a codeword ¢ € C is sent over a noisy channel and some y € Fy
containing some errors is received then one is interested in which codeword ¢ was
sent. Therefore, codes with an efficient decoding algorithm that corrects as many
errors as possible are most useful. The minimum distance d of a linear code, which
is defined through the Hamming metric on Fy, gives us information about how
many errors a linear code can correct.

In the McEliece cryptosystem |[McET7§|, a generator matrix G of a code C with
an efficient decoding algorithm is used as the private key. The public key consists
of a disguised matrix G of the generator matrix G' and an integer ¢ indicating the
number of errors the code C can correct. Encryption is done by multiplying a



message with G and adding at most ¢ errors. Using the private key the receiver
can decrypt the cipher and read the message. McEliece’s original proposal is based
on binary irreducible Goppa codes, which is still a candidate for post-quantum
cryptography and is currently in the fourth round of the post-quantum cryptog-
raphy standardization process. However, due to its large public key size NIST
does not expect it to be widely used. In 1986 Niederreiter |[Nie86| presented a
variation of the McEliece cryptosystem in order to reduce the key size. Instead of
a generator matrix a parity check matrix of C is used. In the original proposal,
Niederreiter suggested to use generalized Reed-Solomon codes, but this was broken
by Sidelnikov and Shestakov [SS92|. In fact, as shown in [LDW94|, the McEliece
and Niederreiter cryptosystems are equivalent if they are based on the same code
and thus have the same security.

On the other hand, algebraic function fields have exciting applications in
algebraic coding theory and hence in code-based cryptography. An algebraic
function field over a field K, denoted by F'/K is defined as a finite extension of
K (x). This structure is studied by local components, such as the notion of a place
or correspondingly discrete valuations rings or maps of F//K. Furthermore, one
can consider finitely many places, called a divisor. To understand the function
field structure, for instance, one may first need to understand the functions in
F/K that have special behaviors on a given divisor such as having a pole or zero
on a point, described by a place, in a divisor. For a fixed divisor these type of
functions form a finite dimensional space, called a Riemann-Roch space. Due to
its finite dimensional vector space structure, Riemann-Roch spaces play a crucial
role in algebraic coding theory. Indeed, as introduced by Goppa |Gop82| in 1982,
one can construct a linear code by evaluating functions in a Riemann-Roch space
at given places. This type of codes are called Algebraic Geometry (AG in short)
codes and their properties are directly studied by the theory of algebraic function
fields, especially the corresponding Riemann-Roch spaces. This large class of
codes involves very well-known families such as Goppa, BCH and generalized
Reed-Solomon (GRS in short) codes.

In the meantime, several proposals have been made to replace Goppa codes
in order to reduce the key size of the McEliece cryptosystem, such as AG codes
and their subfield subcodes by Janwa and Moreno [JM96|. However, most of these
codes have been proven to be insecure. The Schur product of codes plays a crucial
role in these attacks, for instance, Wieschebrink [Wiel0| used the observation that
the dimension of the square of a GRS code is small compared to that of a random
code of the same dimension to develop a successful attack on subcodes of GRS
codes. This observation also led to the approach of computing a filtration from



the public code, which resulted in an alternative attack on GRS codes |[Cou+14].
Furthermore, this filtration approach has also led to successful attacks on wild
Goppa codes over quadratic extensions [COT17] and, moreover, on all AG codes
and their low codimensional subcodes [CMP17|. More specifically, the attack on
AG codes is based on the computation of either an error-correcting pair or an
error-correcting array. Using the notion of s-closures, the AG attack can also be
applied to their subcodes. However, no attack has yet been found for subfield
subcodes of AG codes and thus also for general Goppa codes, as they are subfield
subcodes of AG codes.

In this thesis, we study the literature on the security of AG codes in code-based
cryptography. In Section [2| we first give the necessary background for code-based
cryptography and AG codes. We also present decoding algorithms for linear codes
based on error-correcting pairs and arrays, which are crucial for the attacks on AG
codes considered in the last section. In Section [3] we will give a general decoding
algorithm for AG codes as well as Patterson’s decoding algorithm for Goppa codes.
In the last Section [d] we will focus on the security of AG codes in the McEliece
and Niederreiter cryptosystem by considering the attacks. As subfield subcodes of
AG codes, we will see why Goppa codes resist these types of attacks.



2 Preliminaries

In this section we present necessary background from public key cryptography;,
algebraic coding theory and algebraic function fields to algebraic geometry codes.

2.1 Public Key Cryptography

Here, we give a brief overview about public key cryptosystems, mainly following
[SPHOS|,|Sal06|, [DK15],|[Ros22|, [BBD09| and [ST22].

When transmitting confidential data over the Internet, security is a major
concern. The use of cryptosystems offers the possibility that the transmission of
data between two parties is secure and no third party can see or manipulate it.
More specifically, cryptosystems consist of an encryption and decryption process.
In the encryption process, a message or data is transmitted into a cipher in a way
that it becomes unreadable to unauthorized persons. In the decryption process,
however, the original message can be recovered with the knowledge of authorized
persons.

There are two types of cryptosystems, so called secret key cryptosystems and
public key cryptosystems. In a secret key cryptosystem two parties agree on a secret
key, that is used for both encryption and decryption. One of the oldest secret key
cryptosystem, called the Caesar cipher, was already used by the Romans more
than 2000 years ago. In such a Caesar cipher each letter of a message is shifted
by a fixed number of letters k. However, since there are only 26 possibilities for
the secret key k, Caesar ciphers are not secure. A major drawback of secret key
cryptosystems is the secure exchange of the secret key. Since this is not always
possible, Diffie and Hellman |[DH76| introduced the fundamental concepts of public
key cryptosystems in 1976. Such public key cryptosystems appear as a solution in
many applications such as the security of banking, government security, etc.

Public key cryptosystems are based on a key pair consisting of a private key
and a public key. Such a key pair is owned by a person, called the receiver, who
publishes the public key and keeps the private key secret. With the use of the public
key, a message can be encrypted into a cipher and by using the corresponding
private key the cipher can be decrypted. Since the private key is kept secret by the
receiver, recovering the message should only be possible for the receiver. Public key
cryptosystem give the possibility that everyone can use the public key and send
some secrets to the receiver.

To get a mathematical formulation of a public key cryptosystem we need three
spaces:

M: message space IC: key space C: cipher space



An element k of K is described as k = (ks, k,) where k; denotes the secret
(private) key and k, the public key. For every public key k, there is a corresponding
encryption function

ey, : M —C
and for every secret key k, there is a corresponding decryption function
dks :C —> M.

If a receiver gets a cipher ¢ then he/she can compute the message m by applying
the corresponding decryption function of the secret key. Thus it should hold that
dy, (ex,(m)) = m for all m € M. To guarantee that the public key cryptosystem
is secure it should be infeasible to compute the pre-image from a cipher ¢ by just
knowing the public key k,. Thus the encryption function should be choosen as a
oneway trapdoor function, meaning that a cipher can be efficiently computed and
only the private key allows the receiver to compute the pre-images of the encryption
function efficiently. These oneway trapdoor functions are based on mathematical
problems that are very hard to solve without the knowledge of the private key.

Ezample 2.1.1. The RSA cryptosystem [RSA78| was the first public key cryptosys-
tem. It is created in 1978 by Rivest, Shamir and Adleman and is one of the most
widely used nowadays. It works as follows:

A receiver chooses two large distinct prime numbers p and ¢ and computes
n = pq. The receiver also chooses an integer 1 < e < ¢(n) such that ged(e, p(n)) =1
where ¢ is the Euler totient function and ¢(n) = (p — 1)(¢ — 1). With the extended
euclidean algorithm the receiver computes d € Z such that ed + ¢(n)b = 1 where
b € Z. With that, the receiver gets the following key pair:

e Public key: k, = (n,e)
e Private key ks = (p,q,d)
For k, the corresponding encryption function is

€k, Zn — Zn

m— ¢ =m°.

By computing ¢? = (m®)? = m® = m' ¢ = m(m?™)~> = m17* = m mod n
the receiver can recover the message m. Thus the corresponding decryption function
of ks is

dkzs . Zn — Zn

C'—)Cd:m.



If one knows the prime numbers p and ¢ then ¢(n) and also d can be computed
by using the extended euclidean algorithm. But this would mean, that also the
decryption function is found and hence the system would not be secure. Thus,
the security of the RSA cryptosystem is based on the hardness of finding the
factorization of n.

Ezample 2.1.2. The El Gamal cryptosystem |[EIG85| was created in 1985 by El
Gamal. This system works as follows:

The receiver chooses a finite group G, an o € G and computes 5 = a® for some
a € N. Then, the receiver gets the following key pair:

e Public key: £k, = (G, a, f)
e Private key: ks =a
For k, the corresponding encryption function is

er, : G =G xG

m (¢ =a’,co =mp").

where r € N can be randomly chosen by the person who wants to send a message to
the receiver. Moreover r = log, (") is kept private by this person. By computing
et = mfra”? = m(a®) 'a” = ma®” " = m the receiver is able to recover
the message m by using the private key a = log, (). Thus the corresponding
decryption function of kj is

dy, GxG—G

c1,Co) — coc; b =m.
1,C2 2Cq

If one can solve a = log, (f) then the decryption function can be found and hence
the message can be recovered. Thus the security of the El Gamal cryptosystem is
based on the discrete logarithm problem.

In the case that a quantum computer will be built the factorization and discrete
logarithm problem would be solved in a feasible time through Shor’s algorithm
[Sho94|. Hence many of the currently used public key cryptosystems, such as RSA,
will no longer be secure. The goal of post-quantum cryptography is to find new
systems which would be secure against attacks supported by both quantum and
classical computers. Thus, in 2017, the National Institute of Standards and Tech-
nology (NIST) [ST22| started Post-Quantum Cryptography Standardization which
is a competition for finding such new systems. Several post-quantum cryptosystems
have been proposed and in a evaluation process of multiple rounds NIST try to
select different possible and acceptable candidates for post-quantum cryptography.
Code-based cryptosystems are promising candidates for post-quantum cryptography.



The security of such cryptosystems is based on the difficult problem of decoding
a general linear code. This idea goes back to McEliece [McET78|, who published
the first public key cryptosystem based on algebraic coding theory in 1978. The
classic McEliece cryptosystem, based on binary irreducible Goppa codes, is still a
candidate for post-quantum cryptography. However, due to the large size of the
public key, NIST does not expect it to be widely used, although it is considered
secure. In Section we give a brief overview of code-based cryptography. To this
end, we first give an overview of algebraic coding theory in the next Section.

2.2 Algebraic Coding Theory

In this part, we introduce the basic notions of algebraic coding theory, mainly
following [Lin82|, [Sti09], [HP03|, [Hil86|, [McE04],[Ros19] and [Sag¢21].

Algebraic coding theory has been raised from the following engineering problem.
If a message is sent over a communication channel then it can happen that through
noise the original message is distorted and can no longer be recovered. In order to
guarantee that the message can be found, in case some noise happened, there will
be added some redundancy to the message using an encoder. Linear codes provide
a simple way to encode messages. So we begin with the definition of a linear code
and its fundamental notions.

Let F} denote the vector space of all n—tuples over a finite field F,.

Definition 2.2.1. An [n, k| linear code C is a k-dimensional linear subspace of
[Fy. n and k are called the length and dimension of the code C, respectively.

An element ¢ of C is of the form ¢ = (¢y,...,¢,) with ¢; € F, and is called a
codeword.

We note that a linear code can be defined as an image of a linear map as it is
illustrated by the following example.

Example 2.2.2. Let £, .= {f € F,[z] | deg(f) < k—1} be the set of all polynomials
of degree at most k — 1 in F,[x] where k is an integer with 1 < k <n = ¢ — 1.
Furthermore, let 8 be a primitive element of F, i.e. F; = (3). Consider the
F,-linear evaluation map

ev: L = Fyx--- xF,

= (FB), -, F(B™).

If0+# f eker(ev) :=={f € % | f(8)=0 forall 1 <i<n} then f has n distinct
roots. But since f is a polynomial of degree at most k — 1 and & < n we have that



ker(ev) = {0} which means that ev is an injective map. Thus,

RSk (B) :=Im(ev) = {(f(B),.... f(6") | [ € £}

can be viewed as an [n, k] linear code over F, and is called a Reed-Solomon (RS)
code.

Linear codes have the advantage that they are easy to specify. Thus, there are
two common ways to describe a linear code C, one is by using a generator matrix
and the other one is by using a parity check matrix.

Definition 2.2.3. A generator matrix G for a linear code C is a k X n matrix
whose rows form a basis for C. Then, the code C can be described as follows:

C ={ceF;| c=mG for some m € Fi}.

Definition 2.2.4. A parity check matrix H for the linear code Cisa (n—k) xn
matrix such that

C={ceF,|Hc =0}

Since there are several basis for a vector space, we can easily note that there
exist many generator matrices for a code C in general. Similar also holds for parity
check matrices because there can be several solutions for a homogeneous system of
equations.

Remark 2.2.5. Since HeT = 0 for all ¢ € C and ¢ = mG for some m € IF’; it follows
that H(mG)" = HG"m" = 0 for all m € F¥. Thus it holds hat HG" = GH" = 0.

The rows of H are also linearly independent. Hence H is also a generator matrix
for some code, called dual code. To define this code we need the notion of the
standard inner product.

Definition 2.2.6. The standard inner product for a = (ay, ..., a,) € F; and
b= (b1,...,b,) € F} is defined as

n

(a,b) := Z a;b;.

=1

Definition 2.2.7. For an [n, k| linear code C, its dual, denoted by C*, is defined
as

Ct:={z €F}| (c,x) =0 for all c € C}.



It is clear that Ct is also a linear code of length n and dimension n — k.
Furthermore, a generator matrix for C is a parity check matrix of C* and the parity
check matrix for C is a generator matrix for C*. Indeed, if we assume that g1, ..., g
are rows of G, that are basis vectors of C, then for any x € C*, (g;, z) = 0 for every
i=1,...,k Therefore Gz = 0 for any x, and it follows that the generator matrix
of the code C is a parity check matrix of the code C*. Also the parity check matrix
of C is the generator matrix for C*t because GH? = 0. Thanks to this explanation,
we can see that one can compute a parity check matrix of a linear code C from the
knowledge of a generator matrix of C. The following theorem is a special situation
of this, where a generator matrix is in the standard form, i.e. G = [I|A].

Theorem 2.2.8. If a generator matrix G of C s in standard form then
H = [-AT|I,_4]
1s a parity check matriz for C.

We note that by the relation of G and H, it is also possible to compute a
generator matrix of a linear code C from the knowledge of a parity check matrix of C.

Since a linear code C has ¢* codewords, these can be used to transmit ¢* distinct
messages by viewing the messages as k— tuples m € ]F’; . Thus, the most common
way to encode a message m is by multiplying m with a generator matrix G of C
which results in a codeword c¢. Now assume a codeword ¢ = mG for some m € F'qf
is sent over a noisy communication channel, meaning that y = ¢ + e is received
where e is some error vector. Then one is interested in what codeword ¢ was sent.
Since it is very likely that as few errors as possible occurred during transmission,
we assume that the sent codeword c is closest to the received vector y. The search
for the closest codeword is therefore called nearest vector decoding. To ensure that
there is an unique nearest codeword, not too many errors should have happened.
Thus, the minimum distance of a linear code C gives us an upper bound on the
error correcting-capability of C. To define this important invariant of a linear code
C we need the definition of the Hamming distance between two vectors in Fy.

Definition 2.2.9. Let z,y € Fy. Then the Hamming distance d(x,y) of x and
y is defined by

d(z,y) = [{ill < v <n,a; 7 yi}l.
Furthermore, the Hamming weight wt(x) of z is defined by
wt(x) := d(z,0)

where 0 is the zero vector of length n.



It is well-known that the Hamming distance defines a metric on Fy. This leads
us to introduce the minimum distance of a linear code as follows.

Definition 2.2.10. The minimum distance d(C) of a nontrivial code C is defined
by

d(C) := min{d(z,y)|lx € C,y € C,x # y}.
The minimum weight of C is defined by
wt(C) := min{wt(z)|x € C,x # 0}.

An [n, k] code C with minimum distance d(C) will be described as an [n, k, d| linear
code.

Remark 2.2.11. Since C is linear and d(z,y) = d(z — y,0) = wt(z — y) it follows
that the minimum distance of a linear code C is equal to the minimum weight of C.

The following Theorem shows how the minimum distance is a measurement for
the error-correcting capacity of a linear code.

Theorem 2.2.12. A linear code C is t-error correcting if and only if d(C) > 2t + 1.

Proof. First we assume that d(C) > 2t + 1. Suppose that ¢; € C was sent and some
y € FYy is received such that d(ci,y) < t. If ¢, is another codeword then it must
hold that d(ca,y) > t+ 1 since otherwise we have d(cy,c2) < d(cy,y) +d(y,co) < 2t
by the triangle inequality of the metric d. This results in a contradiction to the
assumption that d(C) > 2t + 1. So ¢; would be the nearest codeword to y and
hence one can correct any error.

Now, assume by contradiction that d(C) < 2t. Then there exists two distinct
codewords ¢; and ¢y such that d(cy, co) = d(C) < 2t. Assume that y € [Fy is received
such that d(ci,y) = d(ca,y) = t. However, then there exists no unique nearest
codeword to y and hence one can not distinguish what codeword was sent, meaning
that one can not correct ¢ errors. [

Thus, linear codes with an efficient decoding algorithm, correcting as many
errors as possible, are most useful. We should note that one of major problem in
algebraic coding theory is to compute d (or k) for given n, k (or n and d). Even
though the exact computation is impossible in general, we have the following
relation between between n, k and d.

Theorem 2.2.13. [Singleton Bound| Let C be an [n, k,d] linear code over F,. Then
k<n—d+1. The codes whose parameters attain this bound are called mazximum
distance separable (MDS) codes.

10



Thanks to this bound, we can compute the exact minimum distance of a

Reed-Solomon code described in Example
Ezxample 2.2.14. Let ¢ € RS,() such that ¢ = ev(f) for some f € .Z,. We have

wt(c) = n— [{i € {L,...,n} | F(8) =0}

Since deg(f) < k — 1, the set |[{i € {1,...,n} : f(B") = 0}| can be at most
k — 1 which implies that wt(¢) > n — (k — 1) = n — k + 1. By Remark
we have d > n — k + 1. On the other hand, by the Singleton bound we
know d < n — k 4+ 1. Thus the minimum distance of a RS code is d =n — k + 1.
Furthermore, RS codes are MDS codes.

One can also construct a linear code from a given code. In the following
subsection, we consider certain techniques, which appear in the literature.

2.2.1 Construct new Codes form old Codes

In the following we consider important linear codes which are obtained by combining
and modifying other existing linear codes. This part is mainly following [HPO03|.

Assume a linear code C over some finite field F is given. By deleting entries of
some codewords of C we get new codes which are called punctured and shortened
codes.

Definition 2.2.15. Let C be a [n, k] linear code over F,. By deleting the i-th entry
of every codeword ¢ € C we get a new linear code C* over I, of length n — 1 which
is called the punctured code on the i-th coordinate.

Remark 2.2.16. By deleting the i-th column of a generator matrix of C and by
removing a zero or double row which may occur, we get a generator matrix for C*.

As we know the parameters of the given code, we can derive the parameters of
its punctured code.

Theorem 2.2.17. Let C be an [n, k,d] linear code over IF, and let C* be the code C
punctured on the i—th coordinate.

1. Ifd > 1, C* is an [n — 1,k,d*] code where d* =d — 1 if C has a minimum
weight codeword with a nonzero i—th coordinate and d* = d otherwise.

2. Whend =1, C* is an [n—1, k, 1] code if C' has no codewords of weight 1 whose
nonzero entry is in cordinate i; otherwise, if k > 1, C* is an [n — 1,k — 1, d"*|
code with d* > 1.

11



Proof. 1. Since we delete the :—th entry of every codeword the lenght reduces by
1 and so the lenght of C* is n — 1. Moreover, the only possibility that we have
less codewords and so a smaller dimension than £ is that two codewords have
the same entries in all coordinates except at position 2. But then the minimum
distance of C' would be 1 and this is a contradiction to the assumption that
d > 1. So the dimension of C* is k in that case. For the minimum distance,
consider the minimum weight codewords and assume there exists one with a
nonzero entry at position 7. Then the weight of that codeword reduces by
1 and hence the distance of C* will be d* = d — 1. If there is no minimum
weight codeword with a nonzero entry at position ¢ then the distance of C*
is d* = d.

2. Since we delete the i—th entry of every codeword the lenght reduces by 1
and so the lenght of C* is n — 1. The dimension argument is the same as
in the previous case, if there would be a codeword of weight 1 which has a
nonzero entry at position ¢ then after deleting the i—th position we will have
less codewords and so a smaller dimension. So the dimension of C* is k — 1
if £ > 1. If there is no such codeword then the dimension of C* is k. If d =1
and there is no codeword of weight 1 whose nonzero coordinate is at position
1 then after deleting the i—th coordinate there is still a codeword of weight
1 and so d* = 1. If there is a codeword of weight 1 with the nonzero entry
at position ¢ then it is possible that we have d* = 1 (in case that there is
anonther minimum weight codeword with a nonzero entry at position j # ).
Otherwise d* > 1.

O

Another way of obtaining a new code is described by shortened codes.

Definition 2.2.18. Let C be an [n, k] linear code over F, and let T be any set of ¢
coordinates in {1,...,n}. Let C(T") be the set of codewords which have zero entry
at every coordinate in 7. Then, C(T') is a subcode of C. Puncturing C(7') on T'
gives a new linear code over [F, of length n — ¢ called the code shortened on T
and is denoted by Cr.

The following theorem explains how punctured and shortened codes are related.
To this end, let us denote the code C punctured on T, that is the code obtained by
removing every entries t € T of a codeword in C, by C7.

Theorem 2.2.19. Let C be an [n, k,d] linear code over F,. Let T' be a set of t
coordinates in {1,...,n}. Then,

1. (€YY = (€)Y and (CH)T = (Cp)*.
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2. Ift < d then CT and (C*)r have dimensions k and n —t — k, respectively.

3. ift =d and T is the set of coordinates where a minimum weight codeword
is nonzero then CT and (Ct)r have dimensions k —1 andn —d —k + 1,
respectively.

If we only consider the codewords of C which have entries in a subfield of F we get
a new code which is called subfield subcode of C.

Definition 2.2.20. Let C be a linear code over F . The subfield subcode,
Clr, = CN Ty, of C with respect to F, is the set of codewords in C which have
entries in F,.

Remark 2.2.21. Since C is linear over Fy, the subfield subcode Clg, is linear over
F

.

Let {b1,...,b:} be a basis of F,t over F, and consider an element z € F,:. Thus
z can be written as z = 21b; + ... + 20, with z; € F,. Now let Z = [21,...,2]" be
a t x 1 column vector. If

hl,l c. th
— h271 . . hg’n
hn—iy1 - P—i)n

is a parity check matrix for the linear code C then we can replace h; ; by iz” and
we get the following matrix

@1,1 e ZLLn
ﬁ _ h2,1 . . h2,n
B(n—k),l ce B(n—k),n

It follows that H is a t(n — k) x n matrix over [F,. It is possible that the rows of
H are linearly dependent. Thus, by deleting this dependent rows, we will get a
matrix H|p, which is a parity check matrix for the subfield subcode C|g,. So we
have the following lower bound for the dimension of the subfield subcode.

Theorem 2.2.22. Let C be an [n, k| code over Fge. Then Clg, is an [n,ky| code
over F, where k, > n —t(n — k).

We can also give an upper bound for the dimension of the subfield subcode:

Theorem 2.2.23. Let C be an [n, k| code over Fy:. Then Clg, is an [n, k] code
over Fy where ky < k. If C has a basis of codewords in ¥y then this is also a basis
of Clg, and C|g, is k-dimensional.
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Proof. Consider the generator matrix for C|g,. This is a k; x n full rank matrix
and so we have k, independent rows which are in Fy. It follows that they stay
independent over Fy and hence the statement follows. O]

For the next code, coming from a linear code C, we consider the trace function.
If we evaluate this function at every codeword in C we get another code called trace
code.

Definition 2.2.24. The function Tr, : F, — [F, defined by

t—1
Tr(a) = Z o, for all a € Fy

i=0
is called trace function.
The following Lemma shows that such a function is a non-zero Fy-linear map.
Lemma 2.2.25. The trace function has the following properties.
1. Tr; 1s not identically zero.
2. Try(a + B) = Tri(a) + Tre(B) for all o, B € Fye.
3. Try(aa) = aTry(a) for alla € Fy and all o € Fpe.

Definition 2.2.26. Let ¢ = (ci,. .., ¢,) be a vector in Fy,. The trace of a vector
is defined as

Tri(c) = (Try(er), - - -, Tri(cn))-
The trace of a linear code C of length n is then defined as
Tr(C) = {Try(c)|c € C}.

By the properties in Lemma [2.2.25, we can easily verify that Tr(C) is a linear
code of length n over FF,.

We end up this subsection by elaborating the relation between subfield subcodes
and trace codes as we did for punctured and shortened codes. More explicitly, this
relation is known as the Delsarte’s theorem in the literature, which relates the dual
of subfield subcodes and trace codes.

Theorem 2.2.27. Let C be a linear code of length n over Fye. Then (Clg,)*" =
TI't<CL>.
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2.2.2 Schur Product of Codes

In this part, we introduce the notion of Schur product of codes, which is used to
provide efficient decoding algorithms for some linear codes. Moreover, the Schur
product will be crucial for the attacks considered in Section [d] This part is mainly
following [CMP17|,|[Ranl5|, [COT17], [MP14] and [PM17].

Definition 2.2.28. The Schur product is the component wise product on Fy.
More expilictly, given two elements a = (ay, ..., a,) and b = (by,...,b,) in F} their
Schur Product is defined as

axb:= (arby,...,aby,).

We note that Fj forms a ring with *. Furthermore, one can define the Schur
product of subspaces of . Indeed, for two linear codes A, B C Fy, their Schur
product is the code A x B defined as

Ax B := Spang {a*b|a € Aandb € B}

For B = A, then A % A is denoted by A® and is called the square code of A.
Moreover we define A® by induction for any positive integer ¢.

By the definition of the standard inner product it follows that

(axb,c)=(a,bxc)= Zaibici for all a,b,c € F.

i=1
This observation leads us to the following Lemma.

Lemma 2.2.29. Let A and B be two codes in IF;‘. Then
{z € F2|z x A C B} = (A= BL)L.

Proof. Let z € Fy such that 2z % A C B. Then we have by the definition of the dual
code that (z*a,b) =0 foralla € Aand b € BL. Since (z*a,b) = (z,axb) =0 it
follows that 2 € (A x B+)*.

Conversely, consider z € (A * B)*. Then we have (z,a * b) = 0 for all a € A and
b € B*. Since (z,axb) = (z*a,b) = 0 it follows that z *xa € (B+)* = B and hence
we have z * A C B. O

We have the following upper bound for the dimension of the Schur product of
codes.
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Proposition 2.2.30. Let A and B be two linear codes in Fy. Then,
dim(A x B) < min{n, dim(A)dim(B) — (dlm(A " B)> }

dim(A®) < min{n, (dim(.,;l) * 1) } 2

Proof. 1. Let By = {e1,...,es,a511,...,a;} be a basis for A and By =
{e1,...,€s,bs41,...,b;} be a basis for B where {ej,...,es} is a basis for
AN B. We have kl = dim(A)dim(B) products u * v for u € B4 and v € Bg.
Since for all i # j, e; * e; occurs twice in these products and this number is
exactly (;), the first statement follows.

2. From the first statement we have dim(A®) < min{n,dim(A)% — (dim;A))}.
Since dim(A)? — (A = dim(A)? — AL _ (@dimCDF) the second
statement follows.

[]

The following Theorem shows that the dimension of the square of a random
linear code is equal to the upper bound with high probability.

Theorem 2.2.31. Let C be an [n, k| linear code with n > (kgl) chosen at random.

Then the dimension of the square code C'? is equal to (kgl) with high probability.

Evaluation codes behave well with respect to the Schur product. Indeed, in
the following example, we can see that the square of an RS code is again RS. In
addition, we can also make the observation that it has an unusually small dimension.
Schur product of general algebraic geometry codes can be found in Section [2.5

FExample 2.2.32. Let us consider a Reed-Solomon code as described in Example
2.2.2 Then RS,(8)® = RSy 1(B) as 2k — 1 < n and thus dim(RS,(8)?) =
min{2k — 1,n}. By Theorem we can conclude that the dimension of the
square of a RS code is unusually small compared to the dimension of the square of
a random code with the same dimension.

2.2.3 Decoding using Error Correcting Pairs (ECP)

In the following, a decoding algorithm for linear codes based on error correcting
pairs (ECP) is considered. The notion of an error correcting pair for a linear code
was introduced independently by Pellikaan [Pel92| and Kotter [Kot92]. This part
is mainly following [Pel92|, [Pel93|, [CMP17|, [MP14] and |[PM17].
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Definition 2.2.33. Let ¢ be a positive integer. Let C be a [F-linear code of length
n and let A and B be F-linear codes of length n for some positive integer e. Then,
(A, B) is called t-error correcting pair for C over F. if the following conditions
hold:

1) (AxB)CccCt

2) k(A) >t

3) d(Bt) >t

4) d(A) +d(C) > n

Example 2.2.34. Let C = RSy () be a RS code of dimension n — 2t and length
n = q — 1 defined as in Example 2.2.2] Now let A = RS,;1(8) and B = RS,(8).
Then (A, B) is a t—error correcting pair for C. To show this is true, we check the
four conditions being a t—ECP for C:

1) Let a € A,b € B. Then there exists f € %1 and g € % such that a = ev(f)
and b = ev(g). We have a xb = ev(f) x ev(g) = ev(fg). Since fg has degree
at most 2¢t — 1 we have a *x b € Ct = RS(3).

2) By definition of A we have k(A) =t +1 > ¢.

3) We have k(B) =t and hence k(B*) =n —t. On the other hand, recall that
RS codes and their dual have MDS property. Therefore, d(Bt) =t +1 > t.

4) We have k(C) = n —2t and k(A) = ¢+ 1. Since a Reed-Solomon code is MDS
we have d(C) =2t +1 and d(A) =n—t. So, d(A) +d(C) =n+t+1>n.

Now assume that (A, B) is a t-error correcting pair for a [F-linear code C and
assume y = ¢ + e is the received vector where ¢ € C and e is some error vector. In
the following we want to give a decoding algorithm for C, that is able to correct up
to t errors by using such an ECP. The idea behind the decoding algorithm based
on ECP is to first find a set which contains the set of error positions and then
determine the error values by solving a linear system of equations.

Remark 2.2.35. We assume that ¢ > 1. This makes sense because otherwise we do
not need to correct any error.

Assume wt(e) <t and let
K,={ac A| (y,axb) =0 for all b € B}.

Note that K, = K,.. This holds because 0 = (y,a *xb) = (c+ e,a x b) =
(c,axb) + (e,a*b) = (e,ax*b) by condition (1) of an ECP.
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The set K, is crucial for the decoding algorithm; the set of zero coordinates of a
non-zero a € K, contains the set of error positions. In this way, we can determine
on which entries the errors may lie. In the following we will explain why this is
true.

Let J C {1,...,n} and define
A(J)={ae A|a;=0forall j € J}.
Let I = supp(e) then it holds that
A(I) = K,.

Indeed for some a € A([) it follows that a; = 0 for all i € I which means that
a; is zero at the error positions. Moreover we have (y,a x b) = (e,a x b) by
condition (1) of an ECP. Since a; = 0 for all i € I and ¢; = 0 for all i ¢ I we
have (y,a xb) = (e,axb) = >, ; e;a;b; = 0 and thus a € K,. On the other hand,
if @ € K, then by definition it holds that 0 = (y,a * b) = (e,a xb) = (e x a,b)
for each b € B. Hence we have that e x a € B+. But as wt(e * a) < wt(e) and
wt(e) < t < d(B*) by condition (3) of an ECP, it follows that e * a = 0 and so
a; =0 for all i € I. Thus a € A(I).

Moreover, we can see that K, is a subspace of A, so is A(I). Now note that
we can write A(I) as the intersection of vector spaces of dimension k(A) — 1
(i.e. co-dimension 1 spaces). These spaces can be obtained by intersecting all
Vi={a € A:a; =0} with i € I. Thus, since k(A) > ¢t > 1 by condition (2)
of an ECP and K, = A([) it follows that K, is not the trivial space. Therefore
condition (2) of an ECP guarantees that we can find a non-zero element in K. So
we choose a non-zero a € K, and look at the zero coordinates of a. The set of zero
coordinates of a, we denote by J. Since a; = 0 for ¢ € I it follows that I C J. Thus,
the zero coordinates of a give us the possible positions where the errors occurred.

Remark 2.2.36. If wt(e) > t then we have K, = {0}.

In a next step we want to compute the error values. This is done by solving a
linear system of equations.

Let vy, ..., v, be basis elements of C*. Consider the following system of linear
equations:

(x,v;) = (y,v;) fori=1,....r with x; =0 for j ¢ J.

Since ¢ € C and v; € C* for i = 1,...,7 it holds that (y,v;) = (¢ + e,v;) = (e, v;).
Also we know that I C J and thus we have that e; = 0 for j ¢ J. Hence it
follows that e is a solution of this linear system of equations. Now assume that =
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is another solution. Then we have that (Z —e,v;) = 0 for i = 1,...,r and thus
T —e € C. Because T; = e; = 0 for j ¢ J it follows that ; —e; = 0 for j ¢ J.
But it can also hold that Z; — e; is zero for j € J. Thus wt(Z —e) < |J|. Since
d(A) < wt(a) = n—|J| it follows from condition (4) of an ECP that |J]| < d(C) — 1.
Thus wt(Z — e) < d(C) — 1 and hence & — e = 0 which means that & = e. Thus e is
the unique solution of this linear system of equations.

Due to the above observations, we have proved the following Theorem.

Theorem 2.2.37. If C is a F,-linear code of length n and (A, B) is a t-error
correcting pair for C over Fge, then one can correct all words y with at most t errors
with complexity O((ne)?).

Remark 2.2.38. If a linear code C has a t-error correcting pair then ¢ < L%J by
Theorem 2.2.37 and Theorem 2.2.72]

In the following we summarize the decoding algorithm based on ECP.

Let C be a F-linear code such that (A, B) is a t—ECP for C. Then, the following
algorithm corrects up to ¢ errors.

1. Compute a non-zero a € K, ={a € A| (y,axb) =0Vbe B}. If K, = {0}
then wt(e) > ¢.

2. Compute J = {i | a; = 0}.
3. Let vy, ..., v, be basis elements of C*. Solve the linear system
(r,v;) = (y,v;) fori=1,...,r with x; =0 for j ¢ J.
Then x = e is the unique solution.
4. Compute c =y —e.

Remark 2.2.39. A SageMath code of this decoding algorithm can be found in
Appendix [A] Moreover, an example is presented in Section [4]

2.2.4 Decoding using Error Correcting Arrays (ECA)

In this part, we give another decoding algorithm for linear codes. The idea behind
this algorithm comes from Feng and Rao |[FR93|. Duursma has looked at it more
general as majority coset decoding in [Duu93b|,|[Duu93al. The idea is the following.
If y; € C; + e is given where C; is a code for that we need a decoding algorithm
then coset decoding yields ys € Cy 4+ e where Co C C; is a code for which we have a
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decoding algorithm. This idea can be used to give a decoding algorithm based on
error correcting arrays. We mainly follow |[Pel93|, [CMP17|, [KP95] and [GMR13].

We first start with the definition of an array of codes.

Definition 2.2.40. An array of codes is a triple (A, B,C) of sequences of linear
codes in [Fy, enumerated by A = (A;)1<i<n, B = (B))i<j<n, C = (Cr)i<r<n, such
that the following conditions hold:

(1) dim(A;) =14, dim(B;) = j and dim(C,.) =n — r;
(2) A; C Ay, Bj € Bjyq and Crpq C Gy
(3) for every r € {1,...,n} there exists a pair (4, ) such that 4;x B; C C:+\Ci- ;.
If (A, B,C) is an array of codes, we define the function 7 as follows.
#(i,j) == min{r € {1,...,n} | A;* B; C C;\}.

Remark 2.2.41. 1. Condition (3) of an array of codes means that the function 7
is surjective.

2. Since C,, = {0} we have C = F} and thus it follows that for all (i, 7) there
exists an 7 € {1,...,n} such that 4; x B; C C;-.

3. If i < i and j < j' then 7(i,7) < 7(¢,j'). Thus 7 is monotone increasing.
But 7 is not necessarily strictly increasing. More explicitly, if there exists a
pair (i,7) # (n,n) such that 7(z,7) = n then it follows that (i, j') = n for
all i/ >, 7' > j.

Since 7 is not necessarily strictly increasing by the above Remark, we introduce
the notion of a well behaving pair.

Definition 2.2.42. A pair (¢,5) with 1 < i < n,1 < j < n is said to be well
behaving (WB in short) if for all (¢, j') such that ' < i,7" < jand (¢/,5') #
(i,7) we have 7(¢', 7) < 7(i, 7).

Furthermore, we define

N(r)={(,7) 1 <i<n,1<j<n,7(i,j) =r+1and (i,j) is WB};
n, == |N(r)| and

~

d, :=min{n,. | r <r' <n}U{d(C,)}.

The minimum distance of the zero code is by definition oo.
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Theorem 2.2.43. For an array of codes we have that cir < d(C,) foralll <r <n.

Proof. Let a; € A;\ A;—1 and b; € B; \ Bj_;. Then ay,...,q; is a basis of A; and
bi,...,b; is a basis of B; by conditions (1) and (2) of an array of codes. We now
prove the claim by descending induction on r. For r = n we have by definition
of d, that d, = d(Cy). Now we assume that it holds for r + 1 i.e. cZTH < d(Cri1)
and we want to show that it also holds for . Let y be a nonzero codeword in C,..
If y € Cyyq C C, then we have that wt(y) > d(Cryq) > JTH > d, by induction
hypothesis and by definition of d,. If y € C, \ Cy41 then we check the entries S, ;
of the matrix S defined by S;; = (y,a; x b;). If #(i,7) < r we have a; x b; € C;-
and thus S; ; = 0. By condition (3) of an array of codes we know that there exists
a pair (7, ) such that 7(i,j) = r + 1. Indeed, since 7 is increasing there is a pair
(i,7) such that 7(i,j) = r+ 1 and (i,7) is WB, i.e. (i,5) € N(r). Thus we have
A; x B; C Ci, \ Ci-. Since (4, 7) is WB and by conditions (1) and (2) of an array
of codes we have C;5, = Ci- + (a; * b;). Thus, it must hold that S; ; # 0. Indeed,
assume by contradiction that S;; = 0. Since y € C, it follows that (y,z) =0
for all z € C;5,. But then y € C,;1 which gives a contradiction. Therefore S
has an echelon form with nonzero pivots at all (i,j) € N, and thus rank(S) > n,.
Furthermore, S can be decomposed into S = AJB? where A is a matrix with

rows aq,...,a,, B is a matrix with rows by,...,b, and J is a matrix with y on
the diagonal and zero else. Then we have 7, < rank(S) < rank(J) = wt(y). Thus,
since d, < n, by definition, it follows that d, < d(C,). O

Definition 2.2.44. An array of codes (A, 5,C) of sequences of linear codes in
Fy enumerated by A = (A;)1<i<n, B = (Bj)i<j<n; C = (Cr)1<r<n is called t-error
correcting array (t—ECA) for a code C' in Fy if there exists an w with 1 <w <n

such that C' = C,, and ¢ < |%-1].

Remark 2.2.45. In [KP95| or in [Pel93| the definition of an t—error correcting array
for a code C' is more general than the definition above. Usually an t—ECA for a
code C'is associated with a sequence of codes (C,.),<,<; with C' = C,, and C; = {0}
or there exists (i, 7) such that (A;, B;) is a t—error correcting pair for C; where
l=7(i,j) and t < [De=L].

Now, assume that (A,B,C) is an t—error correcting array for C,, where
t < L%J Moreover, assume y,, = ¢, + e is the received vector where ¢,
is a codeword in C, and e is an error vector of weight at most t. Now, the
idea behind the decoding algorithm using error correcting arrays is to find some
Ywr1 € Cypy1 + e where Cy 1 C C,. Then by doing this in several steps we will
obtain some y,, € C,, + e. Since C,, = {0} it follows that y,, = e and thus we have
found the error vector. In the following we describe how the decoding algorithm
using ECA works.
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Let a;, b; are defined as in the proof of Theorem [2.2.43] Then, we define the n X n
matrix S by the entries

3i,j = (Yu, a; x b;) for 1 <i,j <n.
For all (i, j) such that 7(i,j) < w it follows that (y.,,a; * b;) = (¢, + €, a; x b;) =
(e,a; * bj) since ¢,, € Cy, and a; * b; € Ci by definition of #. Thus, we define the
n X n matrix S by the entries

S’L’,j = <€,CLZ' *bj> for 1 < ’l,j <n,

and the matrix S(7, j) by the entries Sy ; for 1 <7 <7and 1 <j <j.
Remark 2.2.46. From the proof of Theorem [2.2.43| we know rank(S) < wt(e) < t.

As explained above we are able to compute S; ; for all (¢, j) such that 7(i, j) < w.
However, we are interested in the computation of the rest of the matrix S. Therefore,
we consider two more conditions:

(C1) rank(S(i — 1,5 — 1)) = rank(S(i — 1, j)) = rank(S(i,j — 1));
(C2) rank(S(i —1,j — 1)) = rank(S(4, 7)).

We note that condition (C2) implies condition (C1). Indeed, let us suppose
rank(S(i — 1,7 — 1)) = rank(S(7, 7)) = d and assume that rank(S(i — 1, 7)) = d + 1.
But then rank(S(i, j)) = d + 1 which gives a contradiction. The same also follows
for rank(S(i,j — 1)).

Furthermore, if condition (C1) holds then there exists an unique value for S, ;
such that condition (C2) holds. Indeed, let us suppose that condition (C1) holds.
Assume vy, ..., vg be the columns of S(i — 1,7 — 1) and let = be the last column of
S(i—1,7). Then we have A\jv; + ...+ A\vg = = with \; € F,. Now let ¢; = (;Z) and
Z = (%) with a,y; € F, be the columns of S(i, 7). Since rank(S(¢, j)) = d we have
that )\1171 + ...+ )\dQN)d = )\1(21) + ...+ )\d(ZZ) = (z) Thus a = )\1y1 + ...+ )\dyd
and hence there exists an unique value for S; ; such that condition (C2) holds. The
same also follows for rank(S(z,7 —1)).

By this observation we can introduce the following notions.

Definition 2.2.47. (i) A pair (¢, j) where condition (C1) holds but not (C2) is
called a discrepancy.

(ii) A pair (7,7) such that condition (C1) holds, 7(i,j) =r + 1 and (4, ) is WB
is called a candidate. If further condition (C2) holds then (i, 7) is called
true candidate, if (C2) does not hold (i, ) is called a false candidate.
Moreover, we denote the number of true candidates by T" and the number of
false candidates by F'.
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Remark 2.2.48. Assume we know all syndromes Sy j» such that 7(¢’, j') < r. Consider
all the pairs (7, j) such that 7(¢,j) = r+1 and (4, j) is WB. Then the WB property
ensures that we know S(i — 1,5 —1),5(¢,j — 1) and S(i — 1, 7). We can therefore
check whether the condition (C1) is fulfilled for (7, j) and can thus determine the
candidates for 7 = r 4 1.

Assume y, € C, + e where r > w and all the syndromes S; ; such that 7(z,5) <r
are known. Now, we want to find some y,,; € C,41 + e and all the syndromes S; ;
such that 7(z,j) = r 4+ 1. This can be done in the following way.

First, we note that if condition (C1) holds for (4, j), then condition (C2) also
holds for all (i',7), 1 <4 <iand (i,5), 1 < j < j and vice versa. Thus, we can
conclude that there is at most one discrepancy in each column and row of S. By
this observation it follows that the number of discrepancies is equal to the rank
of S. Discrepancies at entries (7,j) such that 7(i,j) < r are called known and
we denote them by K. All the other discrepancies are called unknown, since we
are not able to check condition (C2). Indeed, all false candidates are unknown
discrepancies. Due to this we have K + F' < number of all discrepancies = rank(.S)
which is smaller than ¢ by Remark [2.2.46] Thus we have

K+F<t (1)

If (¢, 7) is a known discrepancy then it must hold that all the pairs (¢, j), (i, j') € N,
with i > 7,5 > j are not candidates. Furthermore, one can see that for every
pair (i,7) such that 7(,j) = r + 1 and (¢,7) is WB, i.e. (i,75) € N,, which is not a
candidate, there exists a known discrepancy in the same row or column or in both.
Also one can see that for every candidate, independent if true or false, there exists
no known discrepancy in the same row nor column. More specific, if (7, j) is a false
candidate then (7, ) is a discrepancy. Since there is at most one discrepancy in
each row and column there is no known discrepancy in the same row nor column.
On the other hand if (7, ) is a true candidate, then we know that (C2) also holds
for all (i',7), 1 < ¢ <iand (i,5'), 1 <j < j. As (C2) implies (C1) the claim
follows. Thus we have

i, <T+F +2K. (2)

By combining the inequalities and (2) we get n, < T+F+2K <T+2t—F. On
the other hand by the definition of ¢t and d,, we have 2t < d, — 1 < d,, < d, < n,.
Thus

Ny <TH+F+2K<TH+2t—-F<T—-F+n,

and this implies that F' < T. Thus we see that the number of true candidates is
strictly bigger than the number of false candidates. This observation is crucial
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for the decoding algorithm. Indeed, for every pair (i,j) € N, such that (i,j) is a
candidate, we compute a special A\. Then this A that occurs most often among all
these gives us the possibility to compute all entries S; ; such that 7(i,7) =+ 1
and some y,11 € Cry1.

Indeed, since C, contains C;; and the quotient is one dimensional by condition
(1) and (2) of an array of codes there exists some ¢, € C, \ C,;1 such that
C, = (¢r) + Cy41. Moreover there exists an unique A, € [, such that y, ., =
Yr + Arcr € e+ Chyq. Then, we have

<y7"+17 Q; * b]> = <y7'7 a; * b]> + >\T<C’I“7 a; * b]> - SZ,J

If #(i,j) = r+ 1 and (4,7) is WB, then we have Ci5, = Ci- + (q; * b;). Thus
(¢r,a; % bj) # 0. Then for every candidate (7, j) we define

N — Sz{,j - <y7“7ai * bj>
I (¢r,a; x bj)

where S} ; € F, is the unique value such that condition (C2) holds. If (i, j) is a
true candidate then it holds S; ; = Sg’j and A; ; = A,. Since T' > F', ), is equal to
that A which occurs most often among the A, ;. This gives us the possibility that
we can compute S; ; such that 7(4,5) =+ 1 and y,41.

Thus, the decoding algorithm based on error correcting arrays is summarized
as the following;

Let A = (A;)1<i<n, B = (Bj)i1<j<n and C = (C;)1<r<n be sequences of linear
codes in Fy. Assume (A, B,C) is a t—ECA for C' = C,, where 1 < w < n and

t < L%J Furthermore assume y,, = ¢, + e is the received vector such that
cw € Oy and e is an error vector of weight at most ¢. Then the following algorithm
corrects up to t errors in C;

1. Compute S;; for all the pairs (¢, j) such that 7(¢, j) < w.

Then for 7 = w we have to do the following steps.

2. Compute the candidates for 7(i,j) = r + 1, i.e. compute all the pairs (¢, )
such that 7(z,7) = r+1,(7,7) is WB and condition (C1) holds.

3. Compute ¢, such that ¢, € C,. \ C,1;.

4. For all candidates, compute the unique value Sz{’j € [F, such that condition

(C2) also holds.
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S} ;—{yr,aixb;

5. For every candidate compute \; ; = ). That A that occurs most

<Cr,a¢*b]‘>
often among the J; ; is equal to A,.

6. Compute S;; = (Y, a; %b;) + A\ (¢, a; % b;) for all (4, j) such that 7(i, j) = r+1
and y,+1 = ¥ + A\r¢.. Then repeat steps (2) to (6) for r =r + 1.

The steps (2) to (6) are done until we get y,, € C,, + e. Then since C,, = {0} we
have found y, = e.

Remark 2.2.49. Since T' > F and by condition (3) of an array of codes it follows
that for every w < r < mn — 1 there exists a pair (i,j) € N, which is a candidate.

Remark 2.2.50. For the general definition of an t—ECA as in Remark [2.2.45] we
either obtain y; € € + e with C; = {0} and thus y; = e or we obtain an t—ECP
for C,, where ¢ < |%=1| which we can use for decoding.

Thus, we have proved the following Theorem.

Theorem 2.2.51. A linear code C' in Fy with an t-ECA has a decoding algorithm
which corrects up to t errors with complexity O(n?).

Remark 2.2.52. A SageMath code of this decoding algorithm can be found in
Appendix [A] and an example is presented in Section [4

2.3 Code-Based Cryptography

Code-based cryptosystems are capable of resisting attacks supported by quantum
computers and are therefore promising candidates for post-quantum cryptography.
The security of these systems is based on the difficulty of decoding a general linear
code. In 1978, McEliece [McET78| presented the first public key cryptosystem based
on linear codes. In his original proposal, which is still a candidate for post-quantum
cryptography, McEliece uses binary irreducible Goppa codes. Later, in 1986,
Niederreiter [Nie86| proposed a variant of the McEliece cryptosystem that is dual to
this one. In fact, as shown in [LDW94], the Niederreiter and McEliece cryptosystems
are equivalent and thus have the same security if they are based on the same code. In
the original proposal, Niederreiter suggested using generalized Reed-Solomon codes,
but this has been shown to be insecure by the attack of Sidelnikov and Shestakov
[SS92|. The major disadvantage of McEliece cryptosystem, however, is the large
public key size. For this reason, various proposals were made to replace Goppa
codes, such as subcodes of generalized Reed-Solomon codes [BL05| or algebraic
geometry codes and their subfield subcodes |[JM96|. However, most of them have
proven to be insecure. In Section 4| we will present some attacks. To this end, we
give a brief overview of how McEliece’s and Niederreiter’s cryptosystems work, by
mainly following [McE78|,|EOS07],|[CMP17], [Bol+17|,|Ros22| and [LDW94].
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2.3.1 McEliece Cryptosystem

Let F be a family of linear codes over F, with an efficient decoding algorithm.
An element C € F is represented by the triple (C,Ac,t) where Ac denotes a
decoding algorithm for C and t is the number of errors which can be corrected.
In the original proposal of McEliece, C is chosen as an binary irreducible Goppa
code, for which we have an efficient decoding algorithm. Goppa codes are defined
in Section 2.5]and a decoding algorithm for these codes is considered in Section[3.1.2]

We pick a finite field F,, parameters n,k and assume that these are public.
Then the key pair is generated as follows.

A receiver considers an element (C, A¢,t) € F and a generator matrix G € F}*"
for the code C. Also the receiver picks a random k X k non-singular matrix S and
a random n x n permutation matrix P and computes G = SGP. With that the
receiver gets the following key pair:

e public key: (G, t)
e private key: (S,G, P)

If a message m € ]F’; should be secretly sent to the receiver then one computes
y =mG + e where e € F y 1s an error vector of weight at most ¢.

In order to decrypt the message m the receiver computes y' = yP~! = mSG+eP~ L.
Since wt(e P~!) < t the decoding algorithm A¢ can be used to compute the codeword
¢ = mSG of C. By computing m’ = mS and by multiplying m’ with S™! the
receiver gets the message m.

2.3.2 Niederreiter Cryptosystem

The Niederreiter cryptosystem |Nie86| is dual to the McEliece cryptosystem.
Instead of a generator matrix of C, a parity check matrix is used. In the original
proposal Niederreiter chooses a generalized Reed-Solomon code for C. These
codes are defined in Section 2.5l Moreover we will see that GRS codes have an
L"T”"’J—ECP, which gives the possibility to correct up to L"T”“J—errors.
We pick a finite field F,, parameters n,k and assume that these are public.
Then the key pair is generated in the following way.

A receiver considers an element (C,Ac,t) € F and a parity check matrix
H e Fén_k)xn. Moreover, the receiver picks a random (n — k) x (n — k) non-singular
matrix S and a random n x n permutation matrix P and computes H = SHP.
Then the receiver gets the following key pair:

e public key: (H,t)
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e private key: (S, H, P)

If a message m € Iy of weight at most ¢ should be secretly sent to the receiver

then one computes y = Hm? .

To decrypt the message m the receiver computes y' = S~'y = HPm!. Since
wt(PmT) <t the decoding algorithm A¢ can be used to compute (m')? = PmT.
By multiplying (m’)? with P~! the receiver gets the message m?.

Li, Deng and Wang [LDW94| showed that the McEliece and Niederreiter
cryptosystems are equivalent and hence have the same security if the same code C
is chosen. We shortly explain why this is true by following the proof of [LDW94].

Let (C,Ac,t) € F with generator matrix G € IF’;X" and parity check matrix

H e an_k)xn. By Theorem one can compute H from G and vice versa. Let
G = SGP and H = M HP where S is a random k X k non-singular matrix, M is a
random (n— k) x (n— k) non-singular matrix and P is a random n X n permutation
matrix.

Let y = mG + e with wt(e) < t be the encrypted message in the McEliece
cryptosystem By multiplying 47 with H we get z = Hy” (mG +e)t =
HeT since HGT = 0. This is exactly an encrypted message in the Niederreiter
cryptosystem, and hence if we can find e from z, meaning that the Niederreiter
cryptosystem is broken, we can also find m and thus also the McEliece cryptosystem
is broken.

On the other hand, assume y = Hm? with wt(m) < t is the encrypted
message in the Niederreiter cryptosystem. Then we can consider w € Iy such that

w = 2G+m for some = € [Fy. This is exactly an encrypted message in the McEliece
cryptosystem, and again if this is broken also the Niederreiter cryptosystem is.

2.4 Algebraic Function Fields

Algebraic Geometry Codes can be described by certain tools and the theory of
algebraic function fields belongs to them. In this thesis, we follow this theory. For
this reason, we present the necessary background in this subsection by mainly
following [Sti09],|CMP17],[HMS23|,|KP95|,[Sa¢21| and [Sa¢22].

Let K be a field and denote K[x] the polynomial ring in one variable over K.
Then we define K (x) as the field of fractions of K[z|. That is,

= @ x),g(x x| Wi x
(o) = {180 0).9(0) € Kla] with o) # 0}

27



which is called the rational function field over K. Indeed, K(z) is a field and
an infinite transcendental extension over K. For applications in algebraic coding
theory and cryptography, the field K is chosen as a finite field IF,. However, the
results in this section hold for arbitrary base fields.

A field F is said to be a function field over K, denoted by F/K, if it is a finite
extension of K (z). We often consider simple algebraic extensions of K (x), which
are generated by an irreducible polynomial, i.e., F' = K(z,y), where y € F is a
root of some irreducible polynomial ¢(7") € K (z)[T].

In general, we would like to study this global object by some local components
such as valuation maps, or correspondingly valuation rings and places. To this end,
we first define a discrete valuation map.

Definition 2.4.1. A discrete valuation of F//K is a map v: F — Z U {oco} such
that

(i) v(z) = oo if and only if z = 0.

(i

i) v(zy) = v(z) + o(y) for all 2,y € F.

(iii) v(z +y) > minf{v(z),v(y)} for all 2,y € F (triangle inequality).
)
)

(iv) There exits z € F such that v(z) = 1.

(v

Remark 2.4.2. (i) We note that a discrete valuation map v is surjective. Indeed,
by the item (iv), there exists z € F' such that v(z) = 1, and hence for every
n € Z we can consider the function 2" as the preimage of n because v(z") = n
by item (ii).

For all a € K \ {0}, v(a) = 0.

(ii) One can see a more general definition of a discrete valuation map as Z is
replaced by any partially ordered set. For further details, we refer [Sal06| to

the reader.
Ezample 2.4.3. Let F' = K(x) and define a map v on F as
f(x))
v | —= | :=deg(g(x)) — deg(f(x)).
(253 = dentote) - et

Then such a map satisfies the axioms (i)-(v), and hence it is a discrete valuation map.
It is denoted by e (L% ) = deg(g(z)) — deg(f(x)). Similarly, for an irreducible

9(2)
polynomial p(z), we note that any function has a representation as £ §$)) = p(x)"h(x),

where p(z) [ h(x) and n € Z, because K|[z] is an unique factorization domain.
By this representation, we can define vp(x)(%) :=n and see that it is a discrete

valuation map.

28



This definition allows us to consider the following local sets inside of F'/K.

Definition 2.4.4. Let v be a discrete valuation map on F//K. Then the sets

O :={z€ F:v(z) >0}, and
P:={z€ F:v(z)> 0},

are called a valuation ring and a place, respectively.

Remark 2.4.5. We note that [Sti09] defines first valuation rings by elaborating
its ring structure such as being principal ideal domain. Then, correspondingly, a
place is defined as the unique maximal ideal of the valuation ring. The principal
ideal structure allows to introduce a generator of a place, which is called a prime
element. Therefore, the representation of each f € F' in terms of a prime element
yields a discrete valuation map. In the definition above, we use the equivalence
of places, valuation rings and discrete valuation maps in other way around. For
instance, one can note that a place defined as above is the unique maximal ideal of
the valuation ring. Moreover, Example can be equivalently explained by the
following example.

Ezample 2.4.6. Let F' = K(x) be the rational function field.

1. For every irreducible monic polynomial p(z) € K[z] we have

_ [ z) : px T
O ={ 1) < K@)+ via) 190},

Py = {% e K@) : ple) | f(), pla) +g<x>} .

2. Moreover we have

0. = {f;(—; € K() | deg(g(a)) > deg(f(:v))} |
= M i (§] i e X
P = {180 € k() | denlo(o) > den(sa)}.

We can easily observe that Fp := O/P is a field, and it is well-know that it is a
finite extension of the base field K. This leads to the following definition.

Definition 2.4.7. (i) The field Fp is called the residue class field of P.

(ii) The degree of a place P is defined as the extension degree
deg(P) = [Fp : K].
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(iii) P is called a rational place if deg(P) = 1.

By these definitions, for a given place P and a function z € F' we introduce the
following notation;
z(P):=z+ P.

This notation is interpreted as evaluation of z at P. For a function f € F and
place P € Pg, we say P is a zero (resp., pole) of f if f(P) = 0 or equivalently
vp(f) > 0 (resp., f(P) = oo, that is, vp(f) < 0). These notions are important
when we define Algebraic Geometry Codes.

Ezample 2.4.8. Let F = K(z) and let P = P,_, with « € K be a place. Then
S

deg(P) =1 and if z = gg—z) K (z) then z(P) = z(«) where

(o) = {% if g(a) # 0
oo if gla) =0.

Another important theorem, which is useful while providing parameters of
Algebraic Geometry Codes, is the Weak Approzimation Theorem.

Theorem 2.4.9 (The Weak Approximation Theorem). Let F/K be a function
field, and Py, ..., P, € Pr be pairwise distinct places of F/K. Suppose that we are

given not necessary distinct functions x1,...,x, € F', and not necessarily distinct
integers r,...,r, € Z . Then there is some x € F such that
vp(x —x;) =14, fori=1,... n.

A stronger version of the Weak Approximation Theorem is the Strong Approxi-
mation Theorem.

Theorem 2.4.10 (The Strong Approximation Theorem). Let S C Pr be a proper

subset of Pr and Py, ..., P. € S. Suppose there are given elements x1,...,x, € F
and integers ny,...,n, € Z. Then there exists an element x € F' such that
vp(x —x;) =mn; foralli=1,...,r, and

vp(x) >0 for all P € S\ {P,...,P}.

By using the places, one can define an important local notion in F'/ K, which
is known as a divisor. More explicitly, a divisor is defined as a formal sum of
places and represented by G = Y pep, PP with finitely many nonzero inte-
gers np. The support of G is the set of places with nonzero coefficients, i.e.,
supp(G) = {P € Pr : np # 0}. Also, we define the degree of a divisor as
deg(G) = > pep, npdeg(P). We denote the divisor group of F|, i.e., the set
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containing all divisors, by Div(F'). Since every nonzero function in F' has finitely
many zeros and poles but at least one zero and one pole, we can introduce the
zero and pole divisors of a function 0 # f € F' by (f)o = >, (5=0 vp(f)P and
(flo = =2 p(py<ovr(f)P, respectively. Then, (f) := (f)o — (f)x is called
principal divisor of f. Moreover, all principal divisors have degree 0. We also recall
that two divisors G, G’ € Div(F') are equivalent if G = G'+(z) for some z € F'\ {0}.

Given divisor G € Div(F), its Riemann—Roch space is defined as
Z(G)={zreF: (z)+G>0}U{0}.

It is known that this space forms a finite dimensional vector space over K, whose
dimension is denoted by ¢(G).

One can observe that if G < H then Z(G) C Z(H) and ((H) — {(G) <
deg(H) — deg(G). Let us also recall that if deg(G) < 0, then ¢(G) = 0, and if
deg(G) = 0 then we have that G is principal if and only if ¢(G) > 1 if and only if
((G) = 1. Further, if G and G’ are equivalent divisors then ¢(G) = ¢(G’). However,
computing the dimension or giving an explicit basis is difficult and leads to the
definition of the genus of a function field. For an explicit expression of ¢(G) we
recall the Riemann-Roch Theorem.

Theorem 2.4.11 (Riemann-Roch Theorem). There exists a divisor W and a
positive integer g such that for every divisor G € Div(F') we have

UG) =deg(G)+1—g+L(W —G).
Such a divisor is called a canonical divisor and the integer g is called the genus
of F/K.

If F/K is a function field of genus g and G € Div(F'), then, as a consequence of
the Riemann-Roch Theorem, we have ¢(G) > deg(G) +1 — g. Another consequence
of the Riemann-Roch Theorem is that if deg(G) > 2g — 1, then we have ¢(G) =
deg(G) +1—g.

Example 2.4.12. We can see that the genus of the rational function field F' = K(z)
is equal to zero. Indeed, let m > 0 and G = mP,, where P, denotes the pole of x.
Then 1,z,...,2™ € Z(G). Thus for sufficiently large m we have

m+1</lG)=deg(G)+1—g=m+1—g.

by the Riemann-Roch Theorem. Since g > 0 it must hold that g = 0.

For the divisors G with 0 < G < 2¢g — 2 one can consider the Clifford’s Theorem
which says that ((G) < 1+ 1deg(G).

Another notion used when presenting an example of an error correcting array
for an algebraic geometry code are gaps respectively non-gaps.
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Definition 2.4.13. Let G € Div(F) be a divisor and let P be a rational place.
A positive integer i is called a G-gap at P if Z(G +iP) = Z(G + (i — 1)P).
Otherwise ¢ is a G non-gap at P. In case G = 0 we just say gap and non-gap
respectively.

Moreover we have the following properties of gaps and non-gaps.
Proposition 2.4.14. [[CMP17], Proposition 1]
1. If i > —deg(G) + 2g then i is an G non-gap at P.

2. The G-gaps at P lie in the interval [—deg(G), —deg(G) + 2g — 1] and the
number of gaps are exactly equal to g.

Because Riemann-Roch spaces are vector spaces, we can consider the product
of two Riemann-Roch spaces with respect to the product in F. Indeed, for Z(G)
and Z(H) with G, H € Div(F'), we defined their product as

Z(G)-ZL(H)=spang{f-ge F: fe L(G), g L(H)}.

This product plays a role as we defined the Schur product of Algebraic Geometry
codes.

Finally, we introduce the local components of a Weil differential, which will play
a significant role while introducing AG codes in Definition To this end, we
fix some notation by following [Sti09]. Let Ap and Ap(G) denote the adele space
of F/K and the adele space of a divisor G, respectively. Let us consider an adele

t:Pp— F
Pz,
Q#Pr—0

for x € F, that is, (¢) = (...,0,2,0...), where x is located at the P-th coordinate
and the other entries are equal to 0. Therefore, an embedding of F into Ag can be
given as

tp: F— Ap,
T — 1,

where (1) = (tp) pep,. For x € F, let us denote this adele, whose P-th component is
x and all other components are 0, by tp(z) € Ap. On the other hand, we know that
a Weil differential is defined as a K-linear map Ap — K vanishing on Ap(G) + F'
for some divisor G. All Weil differentials form a vector space over K and denoted
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by Q2r. Recall that for a canonical divisor W there exists a Weil differential w such
that W = (w). Moreover, we have deg(W) = 2g — 2 and ¢(W) = ¢ which is a
consequence of the Riemann-Roch Theorem. Moreover, for a divisor GG, the Weil
differential space of G is defined as

Qp(G) ={w e Qp:w=0and (w) > G}.

It is known that it is a finite dimensional vector space over K.
Now we are ready to give the following definition.

Definition 2.4.15. Let P € Pr. For a Weil differential w € p, its local
component at P is defined as

wp F— K
r— wp(x) = w(tp(x)).

For the local components of a Weil differential in K (x), we present the following
result.

Proposition 2.4.16. Let F' = K(z). Then
(i) —2P4 is a canocical divisor.

(i1) (Th)er? exli;ts a unique Weil differential w € Qg with (w) = —2P, and
Weolx™) = —1.

(iii) The local components wp,, and wp, of a Weil differential w in (i) satisfy

oro (2 —a)") = {(ffjfj_l,
and
wp,((z = a)") = {?Z -

2.5 Algebraic Geometry Codes

Algebraic Geometry codes were introduced by Goppa |Gop82| in 1982. This large
class of codes is constructed by evaluating functions in a Riemann-Roch space
at given places and includes very well-known families such as Goppa, BCH and
generalized Reed-Solomon codes. Therefore, in the following part, mainly following
[Sti09],|Sac21| and [Sac22|, we will define AG codes and see how Goppa, BCH and
generalized Reed-Solomon codes can be described using rational function fields.
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Throughout this part, the following notations are used:

F/F, is an algebraic function field of genus g,

Py, ..., P, are pairwise distinct rational places of F/F,,
D=P +---+ P, € Div(F),

G € Div(F) such that supp(G) N supp(D) = 0.

Since we consider places P; of degree one and since deg(P;) = [Fp, : F,], we
have that the residue class field Fp, is equal to F,. Furthermore, for some
x € Z(G) it follows that = has no poles at P; for all i« € {1,...,n} since
supp(G) Nsupp(D) = 0. This means that x(P;) # oo and hence we have that
z(P;) € F, for all i € {1,...,n}. Thus we consider the F,-linear evaluation map
evp : Z(G) — Fy given by

evp(z) == (x(P1),...,2(P,)) € Fy.
This leads us to the definition of an Algebraic Geometry Code:

Definition 2.5.1. An Algebraic Geometry Code (or AG code in short)
Cy(D, Q) associated with the divisors D and G is defined as

Co(D,G) = {(x(P),...,2(P)) | € Z(G) } CF.
C4(D, Q) is the image of .Z(G) under the evaluation map.
In the following, we will consider the dimension, minimum distance, and gener-
ator matrix of an AG code. We will see that these properties are directly derived

from the invariants in the theory of algebraic function fields, in particular from the
corresponding Riemann-Roch spaces.

Theorem 2.5.2. Cy(D,G) is an [n, k,d]| code with parameters
k =4(G)—4G— D) and d > n — deg(G).

Proof. Let G =Y. m;P; — > m P where P;, P, are divisors of F/F, and m;,n; > 0.
Then the kernel of the evaluation map is

Ker(evp) = {z € Z(GQ) | vp,(z) > 0 for every i = 1,...,n}

={ze2(@) | (@)= ) vp@)P+) mb—Y mP}

vp; >0

— Z(G - D).

By the first isomorphism theorem it follows that

DV (enn) = #Vp(6 - p) = mfewn) = (D,
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and thus we have £k = dim(C¢(D,G)) = dim(Z(G)) — dim(Z(G — D)) =
((G) — (G - D).

For the minimum distance we assume that C¢ (D, G) is not the trivial space.
Thus let 0 # ¢ € Cy(D,G) such that ¢ = evp(x) for some z € Z(G) with
wt(c) = d. This means that there are exactly n — d coordinates, denoted by
i1y ..oy in—g, such that z(P,,) = 0 for P,, € supp(D) ={Py,..., P,}. Since z € Z(G)
it follows that . ~

(@) => mP =Y miPj+ P, +..+ P, _,

and thus there exists an element 0 # » € (G — (P, + ... + P,,_,)). But
then it must hold that that deg(G — (P, + ... + Pi,_,))) > 0, since otherwise
L(G— (P, +..+P,_,)={0}. Thus it follows that d > n — deg(G).

[l

Depending on the divisor G which defines an AG code, we can have further
information on the parameters.

Corollary 2.5.3. Suppose deg(G) < n. Then the evaluation map
evp : L(G) = C¢(D,G)
s 1njective and we have:

(a) Co(D,G) is an [n,k,d] code with
d>n—deg(G) and k = ¢(G) > deg(G) + 1 — g.
Then it follows

k+d>n+1-—g.

(b) If in addition 2g — 2 < deg(G) < n, then k = deg(G) +1 —g.
(c) If {x1,..., 2} is a basis of L (G) then the matric

r1(P) x1(Py) - x1(Fy)
M= : : :

is a generator matric for Cx (D, G).
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Proof. By assumption we have deg(G — D) = deg(G) — n < 0 which means that
Z(G — D) ={0}. Since ker(evp) = Z(G — D) it follows that the evaluation map
is injective.

(a) From Theorem we have that d > n — deg(G) and k = ¢(G). Moreover we
know from Riemann-Roch Theorem that ¢(G) > deg(G) + 1 — g. Thus it follows
that k+d > deg(G) +1—g+d>deg(G)+1—g+n—deg(G)=n+1—g.

(b) Since 2g — 2 < deg(G) < n it follows from the Riemann-Roch Theorem that
k=1(G) =deg(G)+1—g.

(c) Since k = dim(-Z(G)) we can take a basis 1, ..., x; of Z(G). Then evp(z;) =
(x;(P1),...,x;(P,)) for i = 1,...,k and thus we get a generator matrix M for
Cy(D, Q). O

Remark 2.5.4. For deg(G) < n we have that n+1 > k+d > n + 1 — g where the
first inequality comes from the Singleton bound [2.2.13| and the second inequality
from Corollary part (a). Thus for g = 0 we have that C4(D,G) is a MDS
code.

Definition 2.5.5. The integer d* := n — deg(G) is called designed minimum
distance of the code C« (D, G).

Remark 2.5.6. By Corollary it holds that d(C«(D,G)) > d*. Thus, to obtain
a reasonable bound on the minimum distance of C (D, G) it is often assumed that

deg(G) < n.

In the following we describe generalized Reed-Solomon codes in terms of the
rational function field F,(z)/F,. We first do it for the special case of Reed-Solomon
codes.

Ezxample 2.5.7. Let F,(z)/F, be the rational function field. Hence we know that

= 0. Moreover, let 3 be a primitive element such that F; = (3) and consider the
rational places P; = P, _gi for 1 <i<n=¢g—1. Thenlet D =P, +...+ P, and
G = (k — 1) Py be divisors of F,(z)/F, where k < n and P, denotes the pole of z.
By this construction we have that supp(D) N supp(G) = 0.

Since deg(G) = k—1 > 2g—1 = —1 we have that {/(G) = deg(G)+1—g =k by
the Riemann-Roch Theorem. Furthermore, 1,z,...,2*! forms a basis for .Z(G).
Thus we have that £, = Z(G) where £, = {f € F,[z] | deg(f) < k—1} is defined
as in Example[2.2.2] Since in a rational function field it holds that f(FP;) = f(5%)
for i =1,...,n, the AG code C¢(D,G) is equal to

Co(D,G) ={(f(B),.... f(6") | [ € £}

and is a Reed-Solomon code. Thus we can see that the classic definition of a RS
code as in Example [2.2.2]is equivalent to the definition of a RS code in terms of
the rational function field F,(z).
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Let G € Div(F,(2)) of degree k—1. Since deg(G—(k—1)Px) =0>2g—1= —1
we have that ((G — (k — 1)Px) = 1 by the Riemann-Roch Theorem. This means
that G — (k — 1) Py is principal and thus there exists 0 # u € F,(2) such that
G — (k—1)P, = (u). Due to this we can conclude that in the rational function field
F,(z) any divisor G of degree k — 1 is equivalent to (k — 1) P.. This observation is
used to define generalized Reed-Solomon codes in terms of the rational function
field as we see in the next example.

Ezample 2.5.8. Consider the rational function field F,(z)/F,. Let n < g, ay, ...,y
be distinct elements of F, and let vy, ..., v, be nonzero but not necessarily distinct
elements of F,. Then let P, = P,_,, be rational places and set D = P, + ... + P,.
Furthermore, let G = (k — 1)Px — (u) with £ < n, 0 # u € F,(z) such that
u(P;) = v; and P, denotes the pole of z. Since v; € [y, it follows that u has no
zeros and no poles at P; for i = 1,...,n and thus supp(D) Nsupp(G) = (). Then
C¢(D,@G) is called generalized Reed-Solomon (GRS) code.

Since ¢ = 0 we have deg(G) = k—1 > 29 — 1 = —1 and thus by the
Riemann-Roch Theorem it follows that /(G) = deg(G) + 1 — g = k. Furthermore,
u,uz, ..., uz*"1 forms a basis for Z(G). Thus

Z(G) ={uf(z) | f € Fylz] and deg(f) <k —1}.
Since a; = z(P;) and u(P;) = v; we have (uf(2))(P;) = v;f(2(F;)) = v;f(«a;) for

1 =1,...,n. Therefore
Cy(D,G)={(nflar),...,onf(an)) | f€F,lz] with deg(f) <k —1}

where the right hand side is the classic Definition of a GRS code. Thus, C¢(D,G) =
GRS, k(a,v). By Corollary we have that the matrix

(1 V2 e Un,
a1y Qoly -+ Qplp
M =
k—1 k—1 k—1
Q] U Qy Uy oty U

is a generator matrix for GRS, x (o, v).

Remark 2.5.9. 1. Ifn=q—1,a=(f,...,5") where § is a primitive n—th root
of unity and v = (1,...,1) then we have that GRS, (o, v) = RSk(«).

2. Since deg(G) =k —1 <nask <nand g =0 in case of the rational function
field it follows by Remark that GRS codes are MDS codes.

3. For given vy,...,v, € F} there always exists a function u € F,(2) such
that u(P;) = v; by the Weak Approximation Theorem [2.4.9] Thus, every
generalized Reed-Solomon code can be represented as an AG code in F(2).
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4. In a rational function field F,(z) we have exactly ¢+ 1 rational places, namely
P,_., where a; € F, and P. Thus the length of a generalized Reed-Solomon
code can be extended ton = ¢+ 1.

In the following we will see that the dual of an AG code is again an AG code.
To this end, we redefine an AG code in terms of the local components of a Weil
differential.

Definition 2.5.10. Let P,,..., P, be rational places and D = P, + ---+ P,. Let
G be a divisor with supp(D) Nsupp(G) = (). The image of the following map
pp : Qp(G — D) — Fy
wr— (wp,(1),...,wp, (1))
is called an Algebraic Geometry Code, and is denoted by Cq(D, G).
Remark 2.5.11. This definition is the dual of an AG code given in Definition [2.5.1]

Proposition 2.5.12. Let n be a Weil differential such that vp,(n) = —1 and
ne, (1) =1 fori=1,...,n. Then

Cy(D,G)" =Co(D,G) =Cy(D,H) with H:= D — G+ (n).

Remark 2.5.13. By this Proposition and Theorem[2.5.2]it follows that d(Co(D, G)) =
d(Cy(D,H)) > n—deg(H) = deg(G)—(29—2). Thus d* = deg(G)—(2g—2) is called
designed minimum distance of Co(D, G). Again, to obtain a reasonable bound
on the minimum distance of Cq(D, G) it is often assumed that deg(G) > 2g — 2.

In a rational function field such a Weil differential n always exists by the Weak
approximation Theorem Moreover, we can give an explicit description of it:

Lemma 2.5.14. Consider the rational function field F = F(z) and n distinct
elements aq,...,a, € F. Then let P, = P,_,, be distinct rational places and
h(z) =1, (z — ;) € F [z]. Supposey € F such that y(P;) =1 fori=1,...,n.

i=1
Then there exists a Weil differential n of F/F, such that vp,(n) = —1, np (1) =1
fori=1,....,n and

() = (y) + (1 (2)) = (h(2)) — 2P
where I/ (z) € Fy[z| is the derivative of h(z).

Ezample 2.5.15. Consider a GRS code C (D, G) where G = (k—1) Py — (u) defined
as in Example [2.5.8l By Proposition we have C» (D, G)* = Cy(D, H) where
H = D — G+ (n) for some Weil differential 7. Now, let y = 1. Then we have
y(P;) =1fori=1,...,n and by Lemma [2.5.14 we have

(n) = (h'(2)) = (h(2)) — 2P,
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Then

(
= D= (k= 1)Px — (u)) + (K(2)) — (D — nP.) — 2P,
=n—k—1)Ps+

(
=(n—k=1)Px — ((u™) + (K(2)7)).

Thus C¢(D,G)* = Cg(D,(n—k —1)Psx — (z)) where 0 # 2 = u='h/(2) ™! € Fy(z).
Since Co (D, (n—k—1)Pyx — (7)) = GRS, nk(c, b) where b; = z(P;) = v; 'h'(a;)
it follows that the dual of a GRS code is again a GRS code.

We finalize this subsection by presenting BCH and Goppa Codes in terms of the
rational function field Fym(z)/F m. To define Goppa codes, we use the following
notations.

o F,m(z)/F;m is the rational function field of genus g = 0.

L=A{a,...,a,} CFum with |[L]| = n.

g(z) € Fym[z] be a polynomial of degree t such that 1 <t < n — 1 and
g(a;) #0 for all o; € L.

e P,:=P,_,, for 1 <i<mn are pairwise distinct rational places of F m(z)/Fym.
e D=P +..+PF,

e P is the zero divisor of z and P, is the pole divisor of z.

e G =Gy — Py where Gy = (g(2))o and (g(2)) = Gy — tP.

Since g(a;) # 0 for all i = 1,...,n it follows that g(z) does not have a zero at any
P,. Thus we have supp(G) N supp(D) = 0 and we consider the evaluation map

evp : L(G) = Fgm x -+ X Fym
z = (x(Pl)aax(Pn))

Since g = 0 and deg(G) = deg(Gy) — deg(Px) =t —1>2g — 1 = —1 it follows by
the Riemann-Roch Theorem that ¢(G) = {(Gy — Py) = deg(Gyp — Py) + 1 —g =
t—1+1—-g=t.

Now consider ﬁi) for 0 < 7 <t—1. Sincet—j > 1 and 7 > 0 we have
(#9(2)7") = j(2) = (9(2)) = §(Po = Pu) = (Go — tPo) = j Py + (t — j) Pos — Go >

—(Gy — Py) = —G. Thus 2= € Z(G). Also == are linearly independent over
9(2) 9(2)

Fym for 0 < j <t —1 since otherwise aO% 4+ -+ at_lzt(—;) = 0 with a; € Fym not
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all zero, meaning that agz® + -+ - + a;—;2'~' = 0 which gives a contradiction. This
implies that for 0 < j <t — 1, 2= is a basis for .Z(G).

9(2) _ '
On the other hand we have evD(%z)) = (g(ojl), ce g(‘fjln)) for 0 <j <t—1and
hence
-1 -1 -1
g(an) g(az) T g(an)
arg(a)™  agg(ag)™ ang(e,) ™
H = : :
oi 'glar)™t b lglan)™t e agtg(an)

is a generator matrix for C'¢(D,G) by Corollary part (c) since deg(G) =
t—1<n.

This leads us to the Definition of a Goppa Code.
Definition 2.5.16. We define the AG code C(L,g(z)) = C4(D,G) C (Fym)™ by

the generator matrix

g(ag)™ g(ag)™ glop,)™
arg(an)™  asglan)™ o apg(an)™
H = , . .
o (o)™ aftg(an)™t oo altg(an) T

Then, the code I'(L, g(2)) := C(L, g(z))* |, is called the Goppa code with Goppa
polynomial g(z). This means

D(L,g(z)) = {c €2 | H-cl =0}
with H as stated before.

By Proposition [2.5.12| we have C(L, g(2))* = C¢(D,G)* = C4(D, E) where
E =D — G + (n) with some Weil differential . Due to Lemma [2.5.14 we can give
an explicit description of a Goppa Code:

Let y=1¢€ Fym(z). Then y(P;) =1foralli=1,...,n and we have
(n) = (h'(2)) = (h(2)) — 2P,
Then

E=D—G+ (W(2) - (h(z)) — 2Px
=D — (Go — Px) + (M'(2)) — (h(2)) — 2P
=D — G+ Po + (H(2)) — (D — nPy) — 2Ps
= (W(2)) + (n — 1)Px — Go.
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Thus we get
I(L,g(2)) = C(L,g(z))"|s, = C2(D,Go — Po) |5, = C2(D, A — Gy)r,

where A = (h'(2)) + (n — 1) P.

With this explicit description we can give lower bounds for the dimension and
the minimum distance of a Goppa code.

By Theorem we know that for the dimension k, of I'(L, g(2)) it holds
that k; > n —mt.

Moreover, by Theorem we have d(I'(L,g(z)) > n — deg(A — Gy) =
n—(n—1—deg(g(z))) = 1+ deg(g(z)). Since, for a linear code C over F;m, the
minimum distance of the subfield subcode C|r, is always bigger or equal to the
minimum distance of C we can conclude that d(I'(L, g(2))) > 1 + deg(g(z)).

Remark 2.5.17. We will see in Remark [2.5.23] that the minimum distance of a
binary Goppa code with separable polynomial is even greater than 1+ 2deg(g(z)).

Now we define BCH codes in terms of the rational function field Fym(2)/F;m.
We need the following notations:

o F m(z)/F,m is the rational function field of genus g = 0.
e Let 3 € F;.. be a primitive n—th root of unity, i.e. n|(¢™ —1) and () C Fyn.

o Let P, := P, i1 for 1 < ¢ < n are pairwise distinct rational places of

Fym(2)/Fym.
e [ is the zero divisor of z and P, is the pole divisor of z.
e Dg=PFP +...+ P,
o G =aFy+bP, with a,b € Z such that 0 < a+b=deg(G) <n —2.

By this construction we have supp(G) Nsupp(Djs) = @ and hence we can consider
the evaluation map

evp, 1 L(G) = Fym X ... X Fym
T = (m(Pl)’ s 71:(Pn>>
Since g = 0 and deg(G) =a+b>0>2g—1 > —1 it follows by the Riemann-Roch
Theorem that ((G) = deg(aPy +bPyx)+1—g=a+b+ 1.

Consider 27927 for 0 < j < a +b. We have (27%7) = —a(z) + j(z) =
—a(Py — Px) +j(Py— Px) = (j —a)Py+ (a — j) P > —aPy — bPy, = —G and
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thus 2727 € Z(G) for 0 < j < a+b. Also 27927 are linearly independent over
Fym for 0 < j < a + b because otherwise doz7%2° + ... 4 dappz 2% = 0 with
d; € Fgm not all zero, which is equivalent to do2® 4 -+ + dgyp2®™® = 0 and this
would give a contradiction. Thus, for 0 < j < a +b, 272/ is a basis for Z(Q).

On the other hand we have evp,(z7%27) = (1,717, (8%)~*H,... (8" 1)~*H)
for 0 < j < a+ b and hence

R N
po|1FT
i BfaJr.(aer) (571 1) a+ a+b))

is a generator matrix for Co(Dg, G).

This leads us to the definition of a BCH code.

Definition 2.5.18. We define the AG code C¢(Dp,G) = C»(Dg,aPy + bPy) C
(F,m)"™ by the generator matrix

L o
| 1oE e
i ﬁ—a—ll(a—l—b) (ﬁn 1) a+ a+b))

Then the code C := C¢(Dg, G)*|r, is called a BCH code. This means
C={ceF,| H-=0}.
with H stated as above.

We also want to give an explicit description of an BCH code. Again, by
Proposition we have that Co(Dg, G)* = Cy(Dg, E) where E = Dg — G+ (n)
for some Weil differential n. Let y = 27" € F m(z), then y(P;) = 1 and by Lemma
2.5.14] we have

() = (y) + (W' (2)) = (h(2)) — 2P
We have h(z) =[], (z — 8" ') = 2" — 1. Thus,

E=Ds—G+(y)+ ((2) — (h(2)) — 2P
=Dg— (aPy+bPx) —n(z) + (n —1)(2) — (Dsg — nPx) — 2P
=Dg— (aPo+bPx) —n(Py — Px) + (n— 1)(Py — Px) — (Dg — nPx) — 2P
=(—a—1)Fy+(n—b—1)Px.
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Thus we get
C2(Ds,G) |r, = C2(Dg, (—a = 1) Py + (n = b — 1) Poo)ls,.

Using this explicit description and due to the same reasons as for Goppa codes we
have dim(C(Dg, G)*|r,) > n —m(a+ b+ 1) and for the minimum distance d of
BCH codes that d > n — deg(G) =a+ b+ 2.

2.5.1 Classical Definitions of Goppa and BCH codes

In this part we give the classical definitions of Goppa and BCH codes and we show
that they are equivalent to the previous ones based on function fields. This part is
mainly following [Sin19|, [Sti09],|Ros19] and [Joc02].

Definition 2.5.19. Let g(z) € Fym[z] be a polynomial of degree ¢ and let L =
{ov,...,an} € Fym such that g(a;) # 0 for all a; € L. Then the code defined by

{c = (c1,.0y ) €FY | Z o = 0 mod g(z)}
i=1 ¢

is called Goppa code with parameters ¢g(z) and L; denoted by I'(L, g(z)).

Since g(a;) # 0 for all ¢ = 1,...,n it follows that ged(z — a;, g(2)) = 1. Thus
the multiplicative inverse of z — q; exists in Fgm [Z]/( 9(2)) and thus we get the
following Theorem.

Theorem 2.5.20. The multiplicative inverse of z — «; exists in Fgm [Z]/(g(z)) and

- (St g

Zz — O

the value is

Proof. g(z) — g(ay) is divisible by z — oy, thus g(z) = a(2)(z — o;) + g(a;) for some
a(z) € Fym[z]. Then a(z) = %‘Zﬁo‘i) and —g(o;) = a(2)(z — a;) mod g(z). Hence

we can conclude that Z_la_ = —ga(f_)) = _g(i-) g(ziii(ai) mod g(z). O

To show that the classical definition of a Goppa code is equivalent to the
definition of a Goppa code in terms of the rational function field, we want to find a
parity check matrix for I'(L, g(z)) over F,m. From Theorem we can rewrite
the definition of I'(L, g(z)) as

['(L,g(2)) = {c = (c1, .oy n) €FY | Zciwg(ai)_l = 0 mod g(z)} :
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We have

9(z) —g() _gotgiz+...+ g2 —go— g1 — ... — gy
zZ — Q4 Zz — QO
=g+ P ) g (TP A P ol )
.t elzta)+a
= 2"+ 2 (g 4 i) + 290 + g0+ gra) +

+ 2(gd 7 4 gzt g2) + 22(gal T+ L+ gy + ).

Hence for a codeword ¢ = (cy, ..., ¢,) in I'(L, g(z)) it holds that

6 =——""g(a;)"" =0 mod g(z)
i=1
< cig(an) Mg+ z(ag o Fangs + go)
+ 2%(gea T L+ e + 1))
+eag(an) ' g+ A 2(0ng -+ aags + g2)
+2%gas L gpan 1))
+eng(an) (2 g+ o 2(ange o angs o)
+ 2%(gealyt + .+ goan 4+ g1)) = 0 mod g(z)
= 2Hageglo) ™+ 4 gieng(an) ™) + 272 ((gon + ge1)erglon) ™
+ A (gom + gio1)englan) ™) +
+ 2((gat ™ 4+ .. gson + go)erg(an) .
+ (g, 2 4 -+ g3 + g2)eng(an) ")
+ 2°((gea™ 4 .+ oo+ g1)erg(on) T+
+ (gt o+ o+ g1)eng(an) ) = 0 mod g(2)

This leads us to the following Corollary.

Corollary 2.5.21. For a Goppa Code I'(L, g(2)), the parity check matriz over Fm
18

gig(ag)™" qug(as)™! gg(am) ™
g | (@ ta-dgle)” (gro2 + ge-1)gla2)™ o (gt + ge-1)g(0m) ™!
(g™ 4+ g)glan)™ (gas 4o+ g)glae)™ o (gt g1)glon)

Moreover, we can split the matrix H into three parts;
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@ 0 0 0 1 e e 1 g(ay)™? 0 - e 0
g1 g O 0 Qe e e o, 0 glas)! - :
H=| & o SRR R ; e | exy
P () z: ) : : : : : - . . 0
a1 g2 gs - Gt al_ ......... O‘fzil 0 . . 0 g(an)—l

Since the matrix C' is invertible, we have that ¢ € T'(L, g(2)) if and only if ¢(XY)T =
0. Thus we get the following parity check matrix for I'(L, g(2)) over Fym:

glon)™ glog)™ glom)™
o g(aq)™! ag(a)™ o ang(an)™!
H = ) ) . )
ai tglon)™ o)™t e ahtg(an) T

We can see that this is the same parity check matrix over F,» as we have derived
from the Definition [2.5.16] of the Goppa code in terms of the rational function field.
From this we can conclude that both definitions are equivalent.

Remark 2.5.22. If T'(L, g(z)) is a binary Goppa code where g(z) € Fam[z] is a
separable polynomial of degree t and L = {«q, ..., a,} then it holds that

L(L,9(2) =T(L,g%(2)).

Proof. In the following we show why this is true, by following the proof of [[Joc02|,
Lemma 2.1].

Let ¢ € T'(L,g(z)). Assume ¢; # 0 for i € {iy,...,i,}. By the classical
Definition [2.5.19| of a Goppa code, we know that

n

Z G _ zw: Cip, Z}Uﬂ Cij H1gk§w,k¢j(z — )

roop -, N H;”Zl(z — o)

=0 mod g(z).

i=1

Since g(a;) # 0 for all i = 1,...,n it follows that g(2) { [[;_,(» — ai;). So g(z)
divides f(2) = >_i_, ¢i; [[1cpcwrn; (2 — i) € Fam[z]. Thus we have

G

o =0 mod g(z) < g(2) | f(2).

cel(L,g(z) — Z

Since the Goppa code is binary we have

w

f(Z) :Zcij H (Z_Oéik) :Z H (Z_aik)'

1<k<w,k#j j=1 1<k<w,k#j
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Now let

w

1(z) =]z = ).

Jj=1

It holds that I'(z) = f(z), where I'(z) is the derivative of I(z). Since a binary
derivative can only have terms with even exponents, f(z) has the form

f(z) = fo+ fo2 + . o+ fou2®

where 2u < w — 1. Moreover, since the characteristic is 2, we know that every
element in Fom is a square an thus we have

f(z) = k(2)

where k(2) = ko + koz + ... + ko, 2" with k2 = f;. Thus we have g(z) | k?(z2). Since
g(z) is separable it has no double roots and so it must hold that g(z) | k(z). Thus
we have

cel'(L,g(z)) <= g(2) | f(z) and g(z) | k(z).

Now if ¢ € T'(L, g?(z)) we know that ¢*(z) | f(z). But then g(z) | f(z) and thus
c e I'(L,g(z)). On the other hand, if ¢ € I'(L, g(z)) we know g¢(z) | k(z). But then
g*(2) | k*(z) = f(z) and thus ¢ € T'(L, g*(z)). Thus the statement follows. O

Remark 2.5.23. By Remark and since we know that the minimum distance
of a Goppa code I'(L, g(z)) is at least 1 + deg(g(z)) it follows that d(I'(L, g(z))) =
d(T(L, g*(2))) > 1+ 2deg(g(z)) in case that I'(L,g(z)) is a binary Goppa code
where g(z) € Fam[2] is a separable polynomial of degree t.

Now, we show that the classical definition of a BCH code is equivalent to the
definition of a BCH code in terms of the rational function field.

Definition 2.5.24. Assume n|(¢™ — 1) and let 8 € Fm be a primitive n—th root
of unity. Furthermore let | € Z and § > 2. Then we define a code C(n, I, ) over
F,» by the generator matrix

1 ok .. =1

1 I+1 . (n—1)I+1
P 8

i 614;672 . B(nfl)'(l+672)

The code C = C(n,1,8)"|r, is called a BCH code with designed distance §. Thus
we have

C={ceF,|H =0}
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Consider the Definition 2.5.18 of a BCH code in terms of the rational function
field Fym(z)/Fym and set a :== —l,a +b = ¢ — 2 with 6 > 2. Then the parity check
matrix H defined as in Definition [2.5.18 over F,» can be rewritten as

1 Ik A 5(1@—1)1

1 I+1 . (n—1)I+1
o 5. B

i ﬁl—i-'é—Q L. 5(71—1).(1-&-6—2)

which is the same parity check matrix as for the classical definition of a BCH code.
Thus we can also conclude that both definitions are equivalent.

2.5.2 Schur Product of AG codes

In this part we give an overview about the behaviour of Schur products of AG
codes, mainly following [HMS23|, [CMP17],[Mar+14], [COT17|, [MP14],|[PM17|
and |[CR21].

The function field structure is crucial for the behaviour of the Schur product of
AG codes. Due to this, we first consider the product of two subspaces V, W of a
function field F'. This is defined as

V- W =span{fow | v € V;w € W}

where vw is the ordinary product of field elements. The following important
Theorem gives us more information about the product of two Riemann-Roch
spaces.

Theorem 2.5.25. Let F/F, be a function field of genus g and let G, H be two
divisors of F'. Then we get

Z(G)-ZH)C Z(G+H)
Equality holds if deg(G) > 2g and deg(H) > 2g + 1.

Due to this fact we have the following property about the Schur product of AG
codes.

Corollary 2.5.26. Let Cy(D,G),Co(D, H) be two AG codes such that deg(G) >
2g and deg(H) > 29+ 1. Then it holds

C{g(l)7 G) * Cg(D, H) = C{g(D, G+ H)
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Proof. Let a € Cy¢(D,G) and b € Cy(D,H). Then there exist f € £ (G) and
h € £ (H) such that a = evp(f) and b = evp(h). Since a x b = evp(f) *x evp(h) =
evp(fh) we have Cy(D,G)*Cy (D, H) = evp(ZL(G)-Z£(H)). Then, the statement
follows by Theorem [2.5.25 O

Remark 2.5.27. In general, by Theorem [2.5.25] it holds that C« (D, G)*Cy (D, H) C
Cy(D,G + H). Thus, we can conclude that the Schur product of two AG codes is
therefore contained in an AG code and in certain cases even equal to an AG code.
Example 2.5.28. Let C¢ (D, (k—1)Px—(u)) = GRS, x(a,b) and Co(D, (k' —1) Py —
(w)) = GRS, (a,c) be generalized Reed-Solomon codes defined as in Example
2.5.8] We have deg((k — 1)Po — (u)) = k—1 > 2g = 0 as k > 1. Moreover if
E—1>2g+1=11ie k'>2and k+k —1 <n it follows that

Co(D, (k= 1)Pox — (1)) % Co (D, (K = 1) P — (w)) =
Cy(D,(k+k —2)Py — (uw))
GRSn,k_i_k/_l(a, b * C).

Remark 2.5.29. We have already seen in Example [2.2.32] that the dimension of the
square of a RS code has an unusual small dimension. Moreover by the above example
we can see that this observation also holds for GRS codes. Indeed, evaluation codes,
do not behave like random codes, i.e. we can get much stronger upper bounds
than for random codes, as we have seen in Theorem [2.2.31] For general AG codes
it can be seen as follows: Assume 2g — 2 < deg(G) < §. Then by Remark
we know C¢(D,G)? C Cy(D,2G). Moreover by Corollary part (b) we have
k = dim(C¢(D,G)) = deg(G) + 1 — g and dim(C¢(D,2G)) = 2k — 1+ g. So we
can conclude that dim(C¢(D,G)®) < 2k — 1 + g. Thus, the Schur product can
help to distinguish some algebraic geometry codes from random codes. The Schur
product therefore plays an important role when we consider the attacks in Section

21|
By Lemma [2.2.29] for two codes A and B in Iy it holds that

{zeF} |2+ AC B} = (AxB")".

Now assume A = Cy(D,G) and B = Cy(D, H) such that deg(G) > 2g and
deg(H) < n—3. By Proposition 2.5.12 we have that B* = C(D, H)* = C(D, B)
with B = D — H + (n) where 7 is some Weil differential. Since deg(H) < n — 3
and deg((n)) = 2¢ — 2 it follows that deg(B) > 2¢g + 1. Thus by Corollary

we have

AxB+=Cy(D,G+ B)=Cy(D,G+ D — H+ (n)).

48



Then, again by Proposition [2.5.12 we get
Cy(D,G)*Cy(D,H)* =Cy(D,H — G)*.
Thus we have proved the following Proposition;

Proposition 2.5.30. Let C4(D,G),Cy(D, H) be two AG codes such that deg(G) >
2g and deg(H) < n — 3. Then,

Cy(D,H—G) = (Cy(D,G) *xCy(D,H)" )"
= {Z S F(r; ’ z *Cy(D,G) - Cg(D,H)}

This Proposition is very crucial if we consider the attacks in Section [4]

2.5.3 ECP and ECA for AG codes

In this part we will see that every AG code of designed minimum distance d* has

a | £~ |-error correcting pair and a |45 |-error correcting array. We mainly

follow [Pel93|,|Pel92|,[Pel96],[MP14],|CMP17| and [KP95|.

Let C = Cq(D,G) be an AG code of length n where d* = deg(G) — 29 + 2 is
the designed minimum distance of C. In order to get a reasonable bound for d*, we
assume that deg(G) > 2g — 2 . First, we are interested in finding an ¢-ECP for C
to be able to decode C. The next Corollary gives us conditions for a divisor H that
we can use to construct an ECP for C.

Corollary 2.5.31. If G and H are divisors with support disjoint from D such
that t + g < deg(H) < n, then (A=Cy(D,H),B=Cy(D,G — H)) is a t—error
correcting pair for C = Cqo(D, G) whenever deg(G — H) >t + 2g — 2.

Proof. We check the four conditions of an t—ECP by Definition [2.2.33

1. Let a € A,b € B. Then there exist h € Z(H) and f € £(G — H) such that
a = evp(h) and b = evp(f). By considering the Schur product a * b, we get
axb = evp(h)xevp(f) =evp(hf). Also, (hf)=(h)+(f) > —H—(G—H) =
—G and hence hf € Z(G) meaning that a* b € Ct. Thus A* B C Ct.

2. Since deg(H) < n it follows by Corollary part (a) that k(A) =¢(H) >
deg(H) + 1 — g. Since deg(H) >t + g we get k(A) >t+1 > t.

3. We have B* = Cqo(D,G — H), thus by Remark it holds d(B*) >
deg(G — H) — (29 — 2). Since deg(G — H) >t + 2g — 2 we get d(B*) > t.
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4. By Theorem we have d(A) > n — deg(H). On the the other hand, since
t is positive we have deg(H) < deg(G) — 2g + 2 and thus we get d(A) >
n — (deg(G) — 2¢g + 2). By Remark we have d(C) > deg(G) — (29 — 2).
Thus, combining the two inequalities gives d(.A) + d(C) > n — (deg(G) — 29 +
2) + deg(G) — (29 — 2) = n.

]

Remark 2.5.32. Let E = (t +¢g)P, and let S’ ={Py,...,P,} €S C Div(F). By
the Strong Approximation Theorem [2.4.10] there exists f € F such that

Up (f) =t+yg

Upi(f) :O\V/ZIQ,,TL

vp(f) >0VP e S\ S
Consider H = E — (f), then the degree of H is t + g and moreover, f has a
zero of order t + g at P, and neither a zero nor a pole at P,,..., P,. Thus,

supp(H) Nsupp(D) = 0.

Now let t = | £5=¢]. By the above Remark, such a divisor H considered as in
Corollary [2.5.31] always exists. Moreover, we have the following Theorem.

Theorem 2.5.33. Every algebraic geometry code Co(D, G) of designed minimum
distance d* = deg(G) — 29 + 2 has a | £~ ]-error correcting pair whenever
deg(G) > 2g — 2.

Proof. By Remark [2.5.32] we can always find a divisor H of degree t + g such
that supp(H) Nsupp(D) = (. Furthermore, we have 2t < d* — 1 — g and thus
deg(G—H) = deg(G)—(t+g) = deg(G) -2t —g+t > deg(G)—(d* —1—g)—g+t =
deg(G)—d*+1+t =t+2g—1 > t+2g—2. The minimum distance of C is at most n
and at least deg(G) —2g+2, which implies that n > deg(G)—2¢g+2. Combining the
two inequalities gives n > deg(H). By Corollary the statement follows. [

Remark 2.5.34. Let Cy be a (subfield) subcode of Cy. If (A, B) is a t-error correcting
pair for C; then (A, B) is also a t—error correcting pair for Cy. Indeed, one can see
that condition (2) and (3) of an t~-ECP in Definition are fulfilled. Moreover,
since C{+ C Cy and d(Cs) > d(C) also conditions (1) and (4) hold.

Knowing the codes C = Cq(D,G) and B = C4(D, G — H) is sufficient to obtain
a L%J—error correcting pair for C. This is summarized in the next Corollary.

Corollary 2.5.35. Under the conditions stated in Corollary|2.5.31 and assuming
that deg(H) =t + g,deg(G) <n—3 and t > 1, we have

A= (B*C)*.
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Proof. We have C = Co(D,G)*. Sincet > 1,2t < d*—1— g and by the definition of
d* we have deg(G—H) = deg(G)—deg(H) = deg(G)—(t+g) = deg(G)—2t+t—g >
deg(G) —d*+ 1+t =29g+t—1 > 2g9. Moreover, by assumption we have
deg(G) < n — 3. Then, the statement follows by Proposition [2.5.30] O

In the following we give explicit examples of error correcting pairs for some
types of families in AG codes. For all the examples we consider the rational function
field F m(z)/F, of genus g = 0.

Ezample 2.5.36. (GRS codes) Let m = 1. Let us consider the generalized Reed-
Solomon code C = GRS, 1(a,b)* = Cq(D,G) where G = (k — 1)Ps — (u) with
0 # u € Fy(z) such that u(P;) = b; and 2(P;) = a; defined as in Example [2.5.8
Thus we have d* = deg(G) —2¢g +2 = k+1 and it follows that t = L%J = [5].

Now let H = tP.,—(u). Then by this construction we have supp(H)Nsupp(D) =
. Moreover, deg(H) = ¢ and since k < n it holds that deg(H) < n. Since
k > 2t we have G — H = (k — 1 —t)Px > (t — 1)Px. On the other hand since
deg((t —1)Pyx) =t —1>t—2=1t+2g — 2 it follows by Corollary that

A - Cj(D, tPOO - <u>> - GRSn,t+1(a7 b)a
B = Cy(D,(t —1)Ps) = GRS, (a, 1)

is a t—error correcting pair for C over IF,.

Remark 2.5.37. Let C = GRS, x(a,b). Then, as we have seen in Example [2.5.15]
we have that C = GRS,,,,_x(a,c)* where ¢; := b, [1,.i(i —a;)~". Thus, similar
as in the above example, we get that

A =GRS, 1+1(a,c),
B =GRS, (a,1)

is a t-error correcting pair for C over F, where t = [22£].

Ezample 2.5.38. (Goppa codes) Let I'(L, g(2)) = Ca(D, G)|r, be a g-ary Goppa code
where G = Go— Py, with Gy = (g(2))o and (g(z)) = Go—1Px such that deg(g(z)) =
r <n —1 defined as in Definition [2.5.16f We have d* = deg(G) +2—2g=r+1
and thus we get t = Ld*_%j = 5]

Now consider H = tP,,. Then by this construction we have supp(H) N
supp(D) = 0. Moreover, deg(H) = t and since < n—1 we have deg(H) < n. Since
r > 2t we have G—H = (g(2))+7 P — Poo —tPs = (9(2))+ (r—t—1)Ps, > (9(2))+
(t—1)Ps. On the other hand since deg((g(z))+(t—1)Px) =t—1 > t—2 = t42g—2

it follows by Corollary [2.5.31] and Remark [2.5.34] that

A = Cj(D7 tPOO) = GRSn7t+1(Oé, ].),
B = Cf(Dv (t - 1>Poo - (g(z)il) = GRSn,t(aa y)
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where a = (a1, ...,a,) and y; = g(a;) " is a t-error correcting pair for I'(L, g(2))

over Fym.

Example 2.5.39. (BCH codes) Let C = Cq(Dg, G)|r, where G = aPy + bPy be a
BCH code defined as in Definition 2.5.18] We have d* = deg(G)+2—2g = a+b+2
and thus we get ¢ = | T1=4 | = ||,

Now let H = (t — a) P, + aPy. Then by this construction we have supp(H) N
supp(Dg) = . Moreover, deg(H) = t and since a +b < n — 2 we have deg(H) < n.
Since —2t > —(a+b+1) we get G— H = (b+a—1)Px > (t —1)Px. On the other
hand since deg((t — 1)Pw) =t —1>t—2=1t+2g — 2 it follows from Corollary
2.5.3T and Remark 2.5.34] that

A=Cgq(Dg, (t —a)Px + aPy) = Cy(Dg,tPs — (27%)) = GRSy 141 (u, v),
B = Cg(Dﬁ, (t - 1)Poo) = GRS,M(U, 1)

where u = (1,3,...,8" ) and v = (1,57¢,..., (87" 1) is a t-ECP for C over
Fom.

q

From Theorem [2.5.33] and due to the decoding algorithm based on ECP consid-

ered in Section [2.2.3| we can conclude that in AG codes up to Ld*_—;_gj erTors can
be corrected. But, as the next Proposition states, there is still the possibility that

one can find an |21 ]-ECP for an AG code and hence correct up to |45 ] errors.

Proposition 2.5.40. An AG code of designed minimum distance d* over F, has
d*—1

an t—error correcting pair over Fym, where t = LTJ: m case

o)) )

Although, from Proposition [2.5.40, we know that a Ld*glj—ECP exists for an

AG code, we have no method for finding it efficiently. However, by following

[CMP17], we will see that under some conditions we can find for every AG code an

|45 |-ECA allowing us to correct in AG codes up to |£1] errors.

Let Co(D, G) be an AG code and let P be a rational place not in the support
of D. Let (a;);eny be the non-gap sequence at P in increasing order and let (53;);en
be the G' non-gap sequence at P in increasing order. Furthermore let (&;)1<i<, and
(Bj)1<j<n be increasing sequences defined as

1. foralli € {1,...,n}, & is the least integer s.t. dim(C¢ (D, &;P)) = i,

2. forall j € {1,...,n}, Bj is the least integer s.t. dim(C#(D,G + BjP)) = 7.
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For indexes i, j such that {(a; P — D) =0, UG+ B;P — D) =0, ie. the evaluation
map is injective, we have &; = o, and f5; = 3; since (o, P) = {((ov; — 1)P) + 1 and
UG+ BjP)=0G+ (B; —1)P) + 1.
Furthermore we define the triple (A, B, C) of sequences of linear codes in F}; as
i. forallie{1,...,n}, A, =Cg(D,&P),
ii. forall j € {1,...,n}, B; = Co(D,G + 5; P),
iii. for all 7 € {1,...,n}, C, = Co(D,G + 3,P)* = B
As the next statement says, the triple (A, B,C) is an array of codes.
Proposition 2.5.41. The above defined triple (A, B,C) is an array of codes.

Proof. By the construction of (A, B,C), conditions (1) and (2) of an array of codes
in Definition are fulfilled. For &; < 0 we have dim(C«(D, &, P)) = 0 and for
&; = 0 we have dim(C¢(D,0)) = dim(A;) = 1. Let f € Z(0). Since in a function
field every function has at least one zero and one pole it follows that f € F} and
thus A; is the code spanned by (1,...,1). Thus for all 0 < i < n — 1 we have
Ay % B,_; = C- , and therefore condition (3) is also fulfilled. O

In fact, it follows that (A, B,C) is an error-correcting array.

Theorem 2.5.42. Assume deg(G) < n. Let t = | L], Then the above defined
triple (A, B,C) is a t—ECA for Cq(D, G).

Proof. We follow the proof of [|[CMP17|, Theorem 19]. Let & = dim(Cq(D, G)).

We can see that Co(D, G) is an element of the sequence (C,)1<,<, since we have
Cnr = Cz(D,G)*" = Co(D,G) where 3, = 0. Thus we only need to show that

dp—x > d*. Since deg(G) < n it follows that ((G + Bp_wP — D) = 0 and thus we
have B,_r = fn_k. Let (i,7) be a pair such that

a; + ﬁj = ank'

It must hold that «; > 0 since otherwise we have Z(a;P) = {0}. Thus there
exists 5; < Bn,—x = 0. Then we have deg(G + ;P — D) = deg(G) + ; —n < 0 by
assumption. Thus the evaluation map is injective and we have Bj = ;. On the
other hand we have o; = —f3; and ; > —deg(G) since otherwise £ (G+3;P) = {0}.
Then «; < deg(G) < n and thus deg(a; P — D) = o; — n < 0. This means that
the evaluation map is injective and hence &; = «;. Then we can show, similarly as
in [|[KP95|, Corollary 3.9 that n,_, > deg(G) + Bn_k+1 + 1 — 2g. Moreover since
Bn—ks1 > Bu_r+11it holds that 7,y > deg(G)+5,_r+2—2g9 = deg(G)+2—2g = d*.
Thus the statement follows by the definition of dy . O
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Remark 2.5.43. If i < 0 we have dim(C(D,iP)) = 0andifi = 0, dim(C¢(D,iP)) =
1. Now assume i > n + 2g — 1. Since deg((n +2g — 1)P) > 2g — 1 we have by the
Riemann-Roch Theorem that ¢((n+2g —1)P) = n+g. On the other hand we have
deg((n+2g — 1)P — D) = 2g — 1 and thus again by the Riemann-Roch Theorem
{((n+2g—1)P—D) = g. Then by Corollary 2.5.2]it follows that dim(C (D, iP)) = n
if i > n+ 29 — 1. Recall since iP < (i + 1)P we have Z(iP) C Z((i + 1)P).
Moreover, since the evaluation map is surjective on its image it follows that
Cy(D,iP) C Cy(D,(i+ 1)P). Hence for all 0 <i < n+ 29 — 1 we have n + 2¢
codes which have dimension between 1 and n. Note that since g > 0 we have at least
n such codes. Recall that 0 < ¢((i + 1)P) — £(iP) < deg((i + 1)P) — deg(iP) =1
and 0 < ¢((i + 1)P — D) — ((iP — D) < deg((i + 1)P — D) — deg(iP — D) = 1.
Thus, since dim(C¢(D,0P)) = 1 and dim(C¢(D, (n + 2g — 1)P)) = n, either
Cy(D,iP)=Cg(D,(i+1)P) or C4(D,iP) has codimension 1 in C¢(D, (i + 1)P).
Thus we can conclude that for every 1 < ¢ < n there exists an ¢&; such that
dim(C¢ (D, &;P)) = i. Due to the same reasons, we have for j < —deg(G) that
dim(C¢(D,G + jP)) =0, for j = —deg(G) that dim(C¢(D,G + jP)) =1 and for
j > —deg(G)+n+2g—1 that dim(C¢(D,G+jP)) = n. Thus we can also conclude
that for every 1 < j < n there exists an Bj such that dim(C¢ (D, G + BjP) =7.

Thus, by the above Remark and by Theorem it follows that every
AG code Cq(D, G) of designed minimum distance d* has an |21 |-error correcting
array, whenever deg(G) < n and n is smaller than the number of places. Due to
the decoding algorithm based on ECA considered in Section [2.2.4] it follows that

one can correct in AG codes up to [£52| errors.
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3 Decoding Algorithms

We have already seen in Section that in AG codes up to Ld*_zl_g Jor [52]
errors can be corrected using an ECP or an ECA respectively. In this section, we

present a decoding algorithm for Goppa codes and a general decoding algorithm
for AG codes.

3.1 Decoding Algorithm for Goppa Codes

Patterson presented in [Pat75| a decoding algorithm for Goppa codes over F,. This
decoding algorithm is based on a key equation, which can be solved by using an
extended version of Berlekamp’s decoding algorithm for BCH codes. Sugiyama,
Kasahara, Hirasawa and Namekawa [Sug+75| followed Patterson’s work by giving a
method for solving the key equation using the Euclidean algorithm. By considering
a Goppa polynomial of degree ¢ both methods for solving the key equation give the
possibility to correct up to L%J errors. In [Pat75| Patterson also showed that for
binary Goppa codes the key equation can be rewritten which gives the possibility

that up to t errors can be corrected.

3.1.1 Patterson’s decoding Algorithm for ¢g-ary Goppa Codes

In the following we explain Patterson’s decoding algorithm for g—ary Goppa
codes. This algorithm is given in |[Pat75] by Patterson. Assume I'(L, g(2)) is
a Goppa code over [, such that g(z) € Fym[z] is a polynomial of degree ¢ and
L ={o,...,a,} € Fym. To provide an algorithm for decoding such a code,
we first need to introduce some notions. This part is mainly following |[Pat75],
[BML13],[Sin19] and [Joc02].

Let B={i|1<1i<mnande # 0} be the set of error positions and let
y = (y1,-..,yn) be the received vector such that y = ¢ 4 e for some codeword
¢ € I'(L,g(z)) and some error vector e with wt(e) = r < [£]. We define the
syndrome S(z) of the received vector y, the error locator polynomial o(z) and
the error evaluator polynomial w(z) as follows:

n

S(z) = Z . ‘?_Jiai = Z . fiai = Z . Eioﬁ mod g(2)
o(z):= H(z — ;)

i€B

w(z) ::Zei H (z — ay).

i€B  jEB,j#i
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By definition we can see that S(z) is a polynomial of degree at most ¢ — 1, w(z) is
a polynomial of degree at most » — 1 and o(z) is a degree r polynomial. Moreover
0(z) and w(z) are coprime.

Remark 3.1.1. We note that g(z) 1 S(z) since otherwise S(z) =0 mod g(z) and
thus y € I'(L, g(2)).

Since o(a;) = 0 if and only if ¢ € B if and only if e; # 0 it follows that o(z2)

indicates where the errors occurred. If ey # 0 for some k € {1,...,n} we get
w(ag) = e H (g — ay) = exo’ (ag)
JjEB,j#k

where ¢'(z) is the derivative of o(z) and thus

So knowing the polynomials o(z) and w(z) will give us the error vector e. The
syndrome S(z) can be computed knowing y and g(z) but it still remains to find
o(z) and w(z).

Since

we) =2 [[ G-an=3 —Jl-a)

i€B  jEB,j#i i€B jeB

= o(2) Z . fiai

i€B

we get the following equation
w(z) = 0(2)S(z) mod g(z)

which is called key equation. Solving for o(z) and w(z) of "small* degree will give

us the desired polynomials. The key equation can be solved using a modified

version of Berlekamp’s decoding algorithm for BCH codes or using the Euclidean

algorithm. This will be shortly summarized in Section [3.1.3|and |3.1.4, With both
t

methods for solving the key equation, up to |5 | errors can be corrected.

In the following we summarize Patterson’s decoding Algorithm for g-ary Goppa
codes for correcting 7 < | %] errors.

1. Compute the syndrome S(z) € Fom [z]/(g(z))

o6



2. Solve the key equation: Compute o(z) and w(z) such that
w(z) =0(2)S(2) mod g(z)
using algorithms in Section [3.1.3] or [3.1.4]

3. Find the roots of o(z) i.e. compute o(a;) for 1 <i <n. If o(e;) # 0 then
w(aq)
o'(ai)’

e; = 0 otherwise compute e; =

4. Compute c =y —e.

3.1.2 Patterson’s decoding Algorithm for binary Goppa Codes

We have seen in Remark that the minimum distance of a binary Goppa
code with separable polynomial of degree ¢ has minimum distance at least 2t + 1.
Therefore we are interested in a decoding algorithm, that corrects up to ¢ errors.
Thus, in the following we explain how we can rewrite the key equation in the binary
case. This will give us the possibility that we can correct up to the same number

of errors as the degree of the Goppa polynomial. This part is mainly following
[Pat75|, [BML13|,[Sin19] and |Joc02].

Let I'(L, g(2)) be a binary Goppa Code such that g(z) € Fam[2] is a polynomial
of degree t and L = {ay,...,a,} C Fom. For simplicity we assume that g(z) is
irreducible. Let y = ¢+ e be the received vector where ¢ is a codeword in I'(L, g(2))
and e is some error vector with wt(e) =r <t.

Since o(z) € Fom[z] and deg(o(z)) = r < t we can write o(z) as
0(2) = a(2)?® + 2b(2)?
for some a(z),b(z) € Fam[z] with deg(a(z)) < [£] and deg(b(z)) < [5*]. Also

2
we have that w(z) = ¢'(z) where ¢/(2) is the derivative of o(z). Since we are in

characteristic 2 we get
o' (2) = 2a(2)d (2) + b(2)? + 22b(2) (2) = b(2)>.
So the key equation can be rewritten as:
b(2)? = (a(z)? + 2b(2)*)S(2) mod g(2).

Since g(z) is irreducible, deg(S(z)) < t and due to the same reason as in Remark

3.1.1|it follows that the inverse of S(z) exists in Fom [Z]/( 9(2)) and hence we get the

tollowing key equation

a(z) = b(z)u(z) mod g(z) (3)
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where u(z) = \/z +S~1(z) mod g(z). If S7!(z) = 2z then 25(2) = 1 mod g(z)
and thus o(z) = z is the solution.

Since o(a;) = 0 if and only if ¢ € B if and only if ¢; = 1 it again follows that
o(z) indicates where the errors occured. Hence solving the key equation in (3] will
give us the knowledge of o(z) and thus the error vector e. As for g-ary Goppa
codes the key equation can be solved by using the methods explained in Sections

B.1.3 and B.1.4l

In the following we summarize Patterson’s decoding Algorithm for binary Goppa
codes for correcting r < t errors.

1. Compute the Syndrome S(z) € Fgrm [Z]/(g(z))

2. Compute v(z) = S71(2) mod g(z). If v(z) = 2 then o(z) = 2.

3. Compute u(z) = /2 +v(z) mod g(z).

4. Solve the key equation: Compute a(z) and b(z) such that
a(z) = b(z)u(z) mod g(2)

with deg(a(z)) < 4] and deg(b(z)) < |5] using algorithms in Sections
or B.1.4l

5. Compute the error locator polynomial o(2) = a(z)? + 2b(z)?.

6. Find the roots of o(z) i.e. compute o(a;) for 1 <i <mn. If o(a;) = 0 we get
e; = 1 otherwise e; = 0.

7. Compute c =y — e.

Remark 3.1.2. Barreto, Lindner and Misoczki [BML13| extended this work and
showed that one can also rewrite the key equation for Goppa codes over F, where
p is a prime number.

3.1.3 Solving the key equation using Berlekamp’s decoding algorithm
for BCH codes

In this section we give a brief overview of how to solve the key equation using
Berlekamp’s decoding algorithm for BCH codes. We follow [Pat75| and use the
same notation as in Section [3.1.1]
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Recall that the key equation is defined by
w(z) = o(2)S(z) mod g(z).

Berlekamp’s decoding algorithm for BCH codes can be used for the case g(z) = z*.
Reducing our problem to this case provides us with an algorithm for solving the key
equation. Since we can not assume that S(0) = 1, as it is the case in Berlekamp’s
algorithm, we have to modify it. In addition, we use an extended version of
Berlekamp’s algorithm to solve our key equation. Thus in the following, we will
shortly summarize how we can solve

w(z) = 0(2)S(z) mod 2
where o(z) is of least degree with deg(o(2)) < |£] and deg(w(z)) < 5] using

such an extended version of Berlekamp’s algorithm.

Extended version of Berlekamp’s algorithm: Let S(z) = > '_) ;2% and

w.l.o.g. assume that the first nonzero coefficient of S(z) is equal to 1.

If ag = 1 then we define 09 = 1,79 = 1,wp = 1,7 = 0, D(0) = 0 and B(0)

=0.
If ap = 0 then we define g = 1,79 = 1,wp = 0,7 = —1, D(0) = 0 and B(0) =

1.

For 0 < k <t — 2 we compute recursively A which is the coefficient of z¢*! in
S(z)oy. Then we set

Ok+1 = Ok — AkZTIm

Wit = W — D2k
If Ay =0orif D(k) > & or if D(k) = %! and B(k) = 0 then we set
D(k+1) = D(k) and B(k + 1) = B(k) and

Tht1 = 2T, and Ypp1 = 2.

If Ay # 0 and if
B(k—1)=0and D(k—1) < k — EJ “lorif

Blk—1)=1and D(k—1) <k — {—J 1

then we set



and we terminate.

Otherwise we set

D(k+1)=k+1—D(k) and B(k+1) =1— B(k)
Ok Wi
Tk+1 = A_k and Ye+1 = A_k
If there is no k such that we terminate then we have

0(z) = 04-1(2) and w(z) = wi_1(2).

Now we are able to summarize how we can solve the key equation for the general
case of g(z). The following algorithm computes o(z) of least degree such that

w(z) = a(2)5(z) mod g(2) (4)
with deg(o(z)) < [§] and deg(w(z)) < [5H].

1. Fori=0,...,t — 1 we compute the coefficient a; of 2!~ in 2/S(z) mod g(z)
and we set

h(z) = a2t + ... 4+ ayz + ao.
2. We distinguish between two cases:

t even: We solve

O(x) = &(x)h(z) mod x*

and deg(@(x)) < |5 using the extended version

such that deg(c(z)) < & 2

2
of Berlekamp’s decoding algorithm.

t odd: We solve
@(z) = &(z)h(x) mod x'~*

such that deg(d(z)) < 5+ and deg(w(x)) < |52] using the extended version
of Berlekamp’s decoding algorithm.

3. We compute

N = max{deg(5(z)),deg(w(z)) + 1}.
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4. Assume
o(x) =cx"+ ...+ c1x + ¢ with r < N.
Then we set

0(2) = ez + ...+ c.2" 7 and w(z) = 0(2)S(2) mod g(z).

Remark 3.1.3. Recall that the key equation in the binary case is
a(z) = b(z)u(z) mod g(z)

where deg(a(z)) < [£] and deg(b(z)) < [5*]. To apply the above algorithm we
have to rewrite the key equation in order to fulfill the degree constraints in (4)).
Since deg(u(z)) < deg(g(2)), u(z) # 0 mod g(z) because otherwise o(z) = z is

the solution and since we assume that g(z) is irreducible it follows that the inverse

u(2) of u(z) exists in Fom [Z]/(g(z)) Thus we get the following key equation

b(z) = a(z)u"'(2) mod g(z).

Then, using the above algorithm, we can solve for a(z) and b(z).

We finalize this section by giving an example for decoding a binary irreducible
Goppa code using the above algorithm to solve the key equation.

Ezample 3.1.4. Let T'(L,g(z)) be a [16,4] irreducible binary Goppa code such
that g(z) = 23 + & € Fas[z] = Fy(€)[2] where € is a root of f(z) = 2* + 2z + 1,
L={0,6,8 8+ 1L+ + O+ E+ L+ L0+ +E+1,8+ 8+
EE+E+E+1,84+E2+1,8 +1,1} C Fyu and assume that the received vector
is y =(1,0,0,0,0,0,0,1,1,0,0,0,0,0,1,0). The goal is to find ¢ € I'(L, g(z)) such
that ¢ = y — e where e is some error vector of weight at most deg(g(z)) = 3. We
follow the algorithm summarized in Section [3.1.2

We have t = 3. First, we compute the Syndrome S(z). By Theorem [2.5.20| we
get

16

S(z) = Z_; ho- Z —?Jz’g(l 9(2) = 9(e) =22+ (€ 4+ 82+ € mod g(2)

T ;) -

t2)=(E+E+E+ D2+ (E+E+E+ D)2+ +1 mod g(z).

61



If we set u(z) = (z +1(2))27" 7 = (24622 + (8 + €2z + £+ 1 mod g(z) then it
holds that u(2)? = z + #(z) mod g(z).

By Remark we compute the inverse u='(z2) of u(z). We get
u(2) = (€ 4+ 1)+ (E+8z+1 mod g(2).
Thus we have to solve the following key equation
b(z) = a(z)u™'(2) mod g(z)

Wlt a(z) and b(z) of least degree where deg(a(z)) < [£] = 1 and deg(b(z)) <
=1.

For i = 0,1,2 we compute the coefficient d; of 2% in z'u~!(z) mod g(z). We get
=& 41,6 =&+ ¢ and §, = 1. Thus we set

h(z) = 6922 + 61 + 0.
Since t is odd, we have to solve
@(z) = &(z)h(z) mod z2.
with deg(a(x)) < 1, deg(w(z)) = 0 and h(z) = " o = (&€ + &)z +1 mod 2? to

guarantee that the first nonzero coefficient of h(x ) is 1. Now this equation is solved
using the extended version of Berlekamp’s decoding algorithm:

We have h(z) = ZLO hizt where hy = 1 thus we set 09 = 1,79 = 1,wy =
1,D(0) = 0 and B(0) = 0. Since deg(h(x)) = 1 we only have to consider k = 0. We
get Ay =&+ &2, o1(x) = 09 — Dgzmo = 1 + (€3 + &%) and wy () = 1 — Agayp = 1.
We have

G(z) =o1(z) =1+ (€ + &H)r and @(x) = wi(z) = 1.

Thus N =1 and hence we get

a(z) =z + & 4 € and

b(z) = a(z)u'(2) = (£ + €+ 6+ 1z + & + € + 1 mod g(2).
Now we are able to compute o(2);

0(2) = a(2)" + 2b(2)" = (€ + )"+ 22 + (€ +E+ 2+ €+ +E+ L
By computing o(a;) for 1 <i < 16 we find the error vector
e=(0,0,1,0,0,1,0,0,0,0,0,1,0,0,0,0)
and we finally get
c=y—e=(1,0,1,0,0,1,0,1,1,0,0,1,0,0,1,0) € I'(L, g(2))

with wt(e) < 3.
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3.1.4 Solving the key equation using Euclidean algorithm

Even though Euclidean Algorithm is very well-known, in certain cases like solving
the key equation it might be elusive. For this reason, this part is mainly taken
from [Sug+75].

We follow the same notation as in Section but we consider a Goppa
polynomial g(z) of degree 2¢. If we solve the key equation using the Euclidean
algorithm we have the possibility to correct at most t errors.

First we want to give some properties of the Euclidean algorithm. Let r_(2)
and ro(z) be two polynomials such that deg(r_1(2)) > deg(ro(2)). The Euclidean
algorithm for computing ged(r_1(2),70(2)) can be done iteratively like in the
following table.

r_1(2) = q(2)ro(z) + r1(2), deg(ro(2)) > deg(r1(2))
ro(2) = q2(2)r1(2) + 72(2), deg(ri(z)) > deg(ra(2))

: (5)
ri—2(2) = qi(2)ri-1(2) + 1i(2), deg(ri—1(2)) > deg(ri(z))
ric1(2) = Gy (2)ri(2) + i (2), deg(ri(z)) > deg(riy1(2))

We can see that

deg(r;(2)) < deg(ri_1(2)).

Also we can rewrite the equations in a matrix:
Ti—Q(Z) _ Qz(z) 1 Ti—l(z) (6)
ri—1(2) 1 0 ri(z) )

Ui(2) = ¢i(2)Ui-1(2) + Ui—2(2) and Vi(z) = ¢i(2)Vi=1(2) + Vi—2(2) (7)

Then we define

where Uyp(z) = 1,U_1(2) = 0 and Vy(2) =0,V_41(2) = 1.

Claim 1. deg(U;(2)) = Y_j_, deg(g;(2)).

Proof. We prove it by induction over i. For ¢ = 1, we have from

deg(U1(2)) = deg(q1(2)Uo(2) + U-1(2)) = deg(qi(2)).
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Now we assume that it holds for 7, i.e. we have

deg(U, Z deg(q;(z

and we want to show that it also holds for i + 1. By the induction hypothesis and
since deg(g;(z)) > 1 we get

deg(U, Z deg(q; (= i deg(q;(2)) = deg(gi+1(2)Ui(2)).
Thus it follows that
deg(Ui1(2)) = deg(gis1(2)Ui(z) + Ui—1(2)) = deg(giva(2 ideg (¢;(=
O
Claim 2.
v o) = (7 o) (7 0)
Proof. We will prove it by induction over 4. For i = 1 we have from
(03 ) - (HERE g ) - (0 8)
Now we assume that it holds for i i.e. we have
(i i) = (7 ) (7o)
and we want to show that it also holds for i + 1. We have
(e V) = (o s i)
= (i vs) (17 9
_ ((h;Z) (1)) (Qz(lz) (1)) (QiJri(Z) (1])
by induction hypothesis. O
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Claim 3.

Proof. By Claim [2] and from ()

(i Vo) () = (F

=
a

q(z) 1\ (ro(z)
1 0) (rl(z))
_ ~1(2)
 \ro(2) ) '
O]
Furthermore, by Claim [2] we have
Ui(z) Ui-a(2) i
det (Vi(z) %1<2)) = (—=1)"
Thus ged(U;(z2), Vi(z)) = 1 and by Claim [3| we have
=)\ _, Vici(z) —Uisa(2) (2)
(i) e (B ad”) ()
Thus
(2) = (=1)"(=Vi(2)r-1(2) + Us(2)ro(2)) (8)
d so we h
(2) = (=1)'Vi(2)ro(z) mod r_1(z) (9)

Claim 4. We have

deg(ri-1(2)) = deg(r-1(2)) — Z deg(q;(2))-
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Proof. We proof it by induction over ¢. For + = 1 we get from ,

deg(r-1(2)) = deg(q:(2)) + deg(ro(2))

which is equivalent to

deg(ro(2)) = deg(r_1( Zdeg q;(z

Now we assume that it holds for 7, i.e. we have

deg(r;_1(2)) = deg(r_1( Zdeg q;(z

and we want to show that it also holds for i 4+ 1. Since deg(r;(z)) > deg(r;41(2))

by , we have

deg(ri—1(2)) = deg(gi+1(2)) + deg(ri(2)).

We get

deg(gi+1(2)) + deg(ri(2)) = deg(r1( Zdeg ¢ (=

which is equivalent to

i+1
deg(r;i(z)) = deg(r_1( Zdeg q;(z

From Claim [l and Claim [] it follows that

deg(Ui(2)) = deg(r-1(2)) — deg(ri-1(2))

Now we consider the following problem:

(11)

Let S(z) be the syndrome polynomial of degree < 2t. We want to find a monic
polynomial o4(z) of degree < ¢ and a polynomial ws(z) of degree < t such that

ged(os(2),ws(2)) = 1 satisfying
ws(2) = 05(2)5(2) mod g(2).
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Remark 3.1.5. If ged(os(2),ws(2)) = pu(z) # 1 and o4(2) is not monic then we have
0s(2) = p(z)o(2),
wa(z) = p(z)w(2)

where o(z) is the error locator polynomial and w(z) is the error evaluator polynomial.

Proof. From the relations

05(2)S(z) = ws(2) mod ¢g(z) and o(z)S(z) = w(z) mod ¢(z) (12)
we get
0s(2)w(2) = 05(2)0(2)5(2) = o (2)ws(2) mod g(2).
But since deg(os(2)w(z)) < 2t = deg(g(z)) and deg(o(z)ws(2)) < 2t = deg(g(z)) it
follows that o4(2)w(z) =0 ) s(2). As ged(o(z),w(z)) = 1 we can conclude that
0(2) | 05(2) and w(z) | ws(2). O

To state the method for solving the key equation we need the following Lemma.

Lemma 3.1.6.
deg(S(z)) > 2t — deg(a(2)) >t

. By contradiction we

>
< 2t— deg(o(z)). Then deg( ( )S(z )) < 2t and from it
= deg(o(2)) + deg(S(2)). But deg(w(z)) < deg(c(z)) which
< 0. This gives a contradiction. O

0(z)) <
assume that deg(S ( )
follows that deg(w(z))
means that deg(S(z))

Solving the key equation can be done in the following way:

Theorem 3.1.7. Set r_1(z) = g(z) and ro(z) = S(2). Then compute
ged(r_1(2),r0(2)) using the Euclidean Algorithm but stop divisions when ry(z)
satisfies deg(ry_1(2)) >t and deg(rp(z)) <t —1 for some k. Then we have

ws(2) = (=1 ori(2) and o4(2) = SUL(2) (13)
for some § # 0 which makes o5(z) monic.

Proof. The proof is divided in six steps:

1. First we have to show that the number of iterations k such that deg(ry_1(z))
> t and deg(ri(z)) < t—1is unique. We have that deg(ro(z)) = deg(S(z)) >t
by Lemma [3.1.6] Since deg(r;(z)) monotonically decreases as i increases,
there exists a number of iterations ¢ such that deg(r;(z)) <t —1. So we have
that £ is unique.
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. We have Uy(2)S(2) = r1,(2)(—1)* mod g(2) from (9). Thus o,(2) and w(2)
defined in satisfy 04(2)S(2) = ws(z) mod g(z).

. Since deg(r(2)) < t — 1 we have that deg(ws(z)) < ¢t — 1 by definition of
ws(z).

. We have deg(Uy(z)) = deg(r_1(z)) — deg(rr-1(z)) from (L1). But since
deg(rg-1(2)) > t we have that deg(Ux(z)) < 2t —t = t. So it follows that
deg(os(z)) < t.

. We have to show that ged(os(z2),ws(z)) = 1. By contradiction we assume
that ged(os(2),ws(2)) = p(z) # 1. Then it follows by Remark that

os(2) = p(2)o(z) and

ws(2) (2)w(2).

By and we then have

uz)w(z) = wy(z) = (1) ore(2)
= (=1 (=1) (= Vi(2)r-1(2) + Un(2)ro(2))
= —0Vi(2)g(2) + 0Uk(2)5(2)
= —0Vi(2)9(2) + 04(2)5(2)
= —0Vi(2)g(2) + u(2)o(2)S(2).

Since we have that w(z) = ¢(2)S(z) mod g(z) it follows that w(z) = o(2)S(z)+
#(2)g(2) for some ¢(z). So we have

p(2)w(z) = =0Vi(2)g(2) + p(2)o(2)S(2)
= —0Vi(2)g(2) + p(2)(w(2) — ¢(2)g(2))
= —0Vi(2)g(z) + p(z)w(z) — u(2)(2)g(2)

which is equivalent to

|
=

0= g(2)(u(2)p(2) + 0Vi(2)).

So we have that j(2) | Vi(z). By definition of o4(z) it follows that p(z) | Ug(z).
But then we have that ged(Uy(2), Vi(2)) # 1, which gives us a contradiction.

. 0 makes 04(z) monic. So we have that o4(2) and ws(z) given in (|13)) are the
solutions to the key equation.

O
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Ezample 3.1.8. We consider the Example [3.1.4, We have r_(z) = g(2) = 2® + ¢
and ro(z) = u(2) = (€ 4+ 1)22 + (€2 + &)z + 1. Also we have ¢ = 3 and we want
to solve the following key equation using Euclidean algorithm.

where q1(2) = &2+ &8+ &+ 1 and r(z) = (& +& + 1)z + & + 1. Since
deg(ro(z)) = 2 > [2] and deg(ri(z)) = 1 < [35%] we get b(z) = —dri(2) and
a(z) = 6Uy(2). We have § = €3+ 1 and U;(z) = ¢1(2). Thus a(z) = 2 + & + &
and b(z) = (€ + & +E{+1)z+ 8+ + 1.

We get o(2)

0(2) =+ + 2+ (E+E+ 2+ +E+E+1
and by computing o(cq;) for 1 <14 < 16 we find the error vector
e=1(0,0,1,0,0,1,0,0,0,0,0,1,0,0,0,0)
and thus
c=y—e=(1,0,1,0,0,1,0,1,1,0,0,1,0,0,1,0) € I'(L, g(2))

with wt(e) < 3.

3.2 Decoding Algorithm for AG codes

In this part we want to give a general decoding algorithm for AG codes. It is
mainly following [Sti09], [HP95] and [Pel93].

Let Co(D,G) = C¢(D,G)* be an AG code with designed minimum distance
d* = deg(G) — (29 — 2). Furthermore, let b= (by,...,b,) € Fy and let f € Z(G).
Then, we define the syndrome as

[bvf] = vaf<Pv)

The symbol [, ] is bilinear.
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Since (f(P1),. .., f(P,)) is a codeword of Co (D, G) as f € Z(G), we have that
Co(D,G) = {b € B2 | b, f] = 0 ¥f € Z(G)}.
To give a decoding algorithm for AG codes we first need some assumptions:

Let t > 0 be an integer and let Gy € Div(F/F,) such that

supp(G1) Nsupp(D) = @
deg(G1) < deg(G) — (29 —2) —t (14)

As we will now see, under these assumptions, all errors e of weight at most ¢ can
be corrected.

Let y = ¢+ e where ¢ € Co(D,G) and e = (ey, ..., e,) is some error vector such
that wt(e) <t. Let [ :={v | 1 <wv <n and e, # 0} be the set of error positions.
We have |I| = wt(e) < t. Now consider bases of the following Riemann-Roch
spaces;

{fi,..., fi} basis of Z(G1)
{g1,...,gx} basis of Z(G — Gy)
{h1, ..., hy} basis of Z(G)

To find the codeword ¢ € Cqo(D, G) such that ¢ = y — e we have to do the following
four steps.

Step 1: Find a nontrivial solution (ay, ..., q;) of the system
1
Z[y, Hgplea=0forp=1,...k (15)
A=1
and set

l
f=Y arfr€ L(G).
A=1

Remark 3.2.1. Since (frgp) = (fa) + (9p) > —G1 — (G —G1) = -G for 1 <A <
and 1 < p <k it follows that fig, € Z(G).

The next Proposition tells us that a nontrivial solution of the above system
exists and will lead us to some f € Z(G;) which has zeros at P; for all i € I.
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Proposition 3.2.2. 1. With the assumptions given in , we have that the
system given in has a nontrivial solution.

2. If (ov, ..., ) is a nontrivial solution then we have that f(P,) = 0 for all
v € I. This means that f € L(G1 —>_,c; P,). Thus f is called the error
locator function.

Proof. 1. We have I C {1,...,n} and |I| <t. Thus Gy =), ., P, < Gy and hence
UG) — UGi — ey P) < deg(Gh) — deg(Gy — ey o) = deg(Doey Po) < 1
On the other hand, by assumption, we have ¢(G;) > t and so it must hold
that ((Gy — > c; P») > 0. Thus, we can find some 0 # z € Z(G1 — Y, . Po)-
Since Gy — Y, .; P, £ Gy we have that Z(G, — >, ., P,) € Z(G1) and thus
z € £(G1) which means that z has the form z = 25\21 Y fr with vy € F,. Since
(zgp) = (2) + (9p) > —G1 — (G — G1) = —G we have zg, € Z(G) for 1 <p < k.
Furthermore, by bilinearity we have

l
. 295) = Y [, Frgu]a
A=1

Since ¢ € Cqo(D,G) and zg, € Z(G) we have [c, zg,] = 0. Moreover, we have
e, =0 for v ¢ I and 2(P,) =0 Vv € [ since z € Z(G1 — )_,; P,). Thus we have
[9,200) = [ €,25) = [e, 2]+ [e2 205] = [e, 205) = 30y 0 (Po)gp(P) = 0. Thus,
(71, ---,7) is a nontrivial solution as z # 0.

2. Let (a,...,) be a nontrivial solution and let f = Zl/\ Laxfr. By con-
tradiction, assume that there is an error position vy € I such that f(P,,) # 0.
Since |I| < t and by assumption we have deg(G — Gy — ) ., P,) > deg(G) —
deg(G1) —t > 2g — 2 and thus it follows by the Riemann-Roch Theorem that
(G =Gy = e Py) =deg(G -Gy — >, ., P,) +1—g. On the other hand, we
have deg(G — G1—3_ ., o) = deg(G) —deg(G1) — (t —1) > 2g — 1 and thus we
also have (G — Gy — Zvel\vo P,) =deg(G — Gy — Zvel\vo P,)+1—g. But then
it must hold that Z(G —Gi1 =3 o, Po) € ZL(G—G1—3_,cp,, I») meaning that
there exists some h € £ (G — G4) such that h(P,,) # 0 and h(P,) = 0 Yv € I\ {vo}.
Then, since fh € Z(G), we have [y, fh] = [c+e, fh]| = [c, fh] + |e, fh] = [e, fh] =
S e f(Py)h(P,) = ey f(Puy)h(Py,) # 0. Since (as,...,qp) is a solution of the
system we have [y, fg,] = E&zl[y,ngp]a,\ =0for 1 <p<gq. But his a linear
combination of gy, ..., gx and thus it must also hold that [y, fh] = 0 which gives a
contradiction. ]

Step 2: Determine
N(f)={v|1<wv<nand f(P,) =0}
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This can be done by evaluating f(P,) = 23:1 axfoa(P,) for all v =1,...,n. Since
f is an error locator function it follows that I C N(f). But since it can happen
that f(P;) = 0 for some ¢ ¢ I, N(f) can not be viewed as the set of error positions.

Step 3: Solve the following system.

Z h,(P,)z, = [y, h,] for p=1,... m such that z, =0 for v ¢ N(f). (16)

veEN(f)

Then, the error vector e is the unique solution of this system as the following
Theorem states.

Theorem 3.2.3. The system given in (@ has a unique solution, namely the error
vector e = (e1,...,€,).

Proof. Since h, € Z(G) and e, = 0 Vv ¢ N(f) we have [y,h,] = [c+¢€,h,] =
e, h] = > 0oy eohu(Py) = 3 enp) €0l (Py). Thus we can conlude that the error
vector e is a solution of the system. Assume that b = (by,...,b,) € F} is another
solution such that for all v ¢ N(f) we have b, = 0. Then it follows that [b, h,] =
> ven() tu(Po)bo = [y, hy] = [e;hy] forall p=1,....m. As {h1,..., hin} is a basis
of Z(G) it must hold that b — e € Co(D, G). Since f € L(G1 — >, cn(p o) we
have deg(G1) — |N(f)| > 0. This implies that |[N(f)| < deg(G4). On the other
hand, wt(b — e) < |N(f)| < deg(G;) < deg(G) — (29 — 2) = d* by the assumption.
Since d(Cq(D, G)) > d* it follows that b = e. Thus e is the unique solution. [

Step 4: From Step 3 we get ¢ = y — e. Then check if ¢ € Co(D, G), i.e. if
lc,h,] =0for p=1,...,m and wt(e) < t.
Remark 3.2.4. Tt holds that:

(i) If G, and ¢ satisfy the assumptions given in then it holds that ¢ < <1 ].

(i) f 0 <t < LL;WJ then there exists some Gy € Div(F/F,) such that the
assumptions given in hold.

Proof. (i) Assume that hold. Since ¢(G1) >t > 0 there exists some 0 # = € F
such that (z) > —G;. Now let Gy € Div(F/F,) such that G5 = G + (x). Since
0 < G5 we have that Z(0) C .Z(G>) and thus ¢(G2) — 1 < deg(G3). Furthermore,
we have deg(Gs) = deg(Gh),(Gy) = ¢(G) and thus ¢(G;) < deg(Gs) + 1. Thus,
we have the following two inequations:

t <U(Gy) —1<deg(G,) and
t < deg(G) — deg(Gy) — 29 + 1.
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If we add these two inequalities we get

2t < deg(G)+1—-2g=d"—1

and thus we can conclude that ¢ < L%j

(ii) We assume that t < |£5=2|. Let S’ = {P,,...,P,} C S C Div(F/F,).
By the Strong approximation theorem [2.4.10| we can find some function h € F
such that vp (h) = —t — g, vp,(h) = 0 for all i = 2,...,n and vp(h) > 0 for all
P e S\S. Nowlet G = (t +g)P. + (k). Then deg(G,) = t + g and since
h has a pole of order ¢t + g at P, and has no zeros and no poles at P, ..., P,
it follows that supp(G) Nsupp(D) = (. By Riemann-Roch Theorem we have
((Gq) > deg(G1) +1—g=1t+1>t. The assumption ¢t < Ld*_;_gj is equivalent
to d* —2t — g > 1. Thus we get deg(G) — (29 —2) —t —deg(G1) =d* =2t —g >0
and the statement follows. O

The above algorithm and Remark part (ii) prove the following Theorem.
Theorem 3.2.5 (Skorobogatov-Vladut). 1. If Gy and t satisfy the above

algorithm decodes all errors of weight at most t.

2. One can choose a divisor G in such a way that the above algorithm decodes
all errors of weight at most Ld*f%j where d* = deg(G) — (29 — 2) is the
designed minimum distance of Co(D, G).

Remark 3.2.6. It is possible that steps (1)-(3) yield an e, but wt(e) >t or ¢ — e ¢
Ca(D,G). Then we can not find c.

Remark 3.2.7. The above decoding algorithm is very similar to the decoding
algorithm based on ECP considered in Section [2.2.3

Let A = Cy(D,G;) and B = C¢(D,G — G1) where G, G, are divisors with
support disjoint from D and assume that (A, B) is a t-ECP for Cq(D, G). Then
the conditions given in are fullfilled. Indeed, the assumption that supp(G;) N
supp(D) = 0 is clear by the construction of A. Moreover since d(B*) > deg(G —
G1) — (29 — 2) > t by condition (3) of an ECP in Definition it follows that
deg(G — G1) > t +2g — 2. And last, since k(A) = ¢(Gy) — ((G; — D) > t by
Corollary and by condition (2) of an ECP it follows that ¢(G;) > t.

We can see that the decoding algorithm based on ECP deals with codes, while
the above decoding algorithm deals with the corresponding Riemann-Roch spaces.
Recall that

K,={ac A| (y,axb) =0 for all b € B}

and
A(l)={a€ Ala;=0foralliel}
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where I = supp(e).

We can rewrite these sets by using the corresponding Riemann-Roch spaces
Z(Gy) and Z(G — G;) of A and B respectively. Let a = evp(f) for some
f € Z(Gy) and let b, = evp(yg,) for 1 < p < k where gy,...,gx is a basis for
ZL(G —Gy). Since (y,axby,) => " yif(P)gy(P;) and gy, . .., gy is a basis we get

K,={feZ(G1) |y, fg| =0forall p=1,...,k}
and

A ={f e ZL(G) | f(P)=0forallic I} =2(Gi— > P,).

vel

Thus in both decoding algorithms the goal is to find an error locator function
feZ(Gy)ie f(P,)=0forall ve I, respectively to find a € A such that a; =0
for all 2 € I. Then by computing the zeros of f, respectively the zero coordinates
of a, yields a set which contains I. The error vector e is then obtained by solving a
linear system of equations in both algorithms.

Remark 3.2.8. Remark part (ii) also follows directly from Theorem [2.5.33| and
by the above Remark [3.2.7]
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4 Attacks

In this part we will present known attacks for the McEliece and Niederreiter
cryptosystems, following [Bol+17].

4.1 Attacks on Niederreiter Cryptosystem based on GRS
codes and subcodes of GRS codes

Niederreiter |Nie86| proposed the use of generalized Reed-Solomon codes in the
Niederreiter cryptosystem. However, Sidelnikov and Shestakov [SS92| have de-
veloped an attack that shows that such a cryptosystem is not secure. The aim
of this attack is to recover the structure of a generalized Reed-Solomon code
which is permutation equivalent to the secret code. Later, the use of subcodes of
generalized Reed-Solomon codes was proposed by Berger and Loidreau |[BLO5|,
but this was broken by Wieschebrink [Wiel0O]. This attack relies on the observa-
tion that the dimension of the square of a GRS code is small compared to the
dimension of the square of a random code of the same dimension, as already
mentioned in Remark [2.5.29] More specifically, Wieschebrink’s attack is based on
the fact that the square of a low codimensional subcode of a GRS code is with
high probability equal to the square of the GRS code. Thus, this attack is the
first one based on the Schur product. Moreover, the unusual small dimension
of the square of GRS codes gives the possibility to compute a filtration of the
public code allowing to recover the structure as well, as shown in [Cou+14].
This leads to an attack on GRS codes, that is also based on Schur products,
but differs from the approach of Sidelnikov and Shestakov. In the following we
summarize these attacks by mainly following [Wiel0|, [Wie06], [SS92] and [Cou+14].

We start with two Propositions that are important for the attacks.

Proposition 4.1.1. Let a = (ay,...,qy,) be an n-tuple with pairwise distinct
elements in F, and let uw = (uy,...,u,) be an n-tuple with not necessary distinct
but nonzero elements in F, and let k < n. Then

GRS, k(a,u) = GRS,k ((aay + b, ... a0, +b), (cuy, ..., cuy))
forall a,b,c € F, and a,c # 0.

As we have seen in Example [2.5.15] the dual of an GRS code is again an GRS
code. Thus we have the following Proposition.

Proposition 4.1.2. Let a and u be defined as above and let v = (vy, ..., v,) where
v =yt [1,.i(i —a;)~". Then the dual of GRS, x(a,u) is given by

GRS, 1(a,u)t = GRS, n_1(a,v).
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4.1.1 Attack on GRS codes

Given a finite field IF, and parameters n, k such that 2 <k <n — 2. In Section
we have seen that the Niederreiter and McEliece cryptosystems are equivalent if
they are based on the same secret code and so have the same security. We therefore
assume that the private key consists of a generator matrix G of a generalized
Reed-Solomon code. Furthermore, let P be an n x n permutation matrix and S a
k x k non-singular matrix. Since the right multiplication of G by P also results
in a generator matrix of a GRS code that is permutation equivalent to the secret
code, we assume that G, = GP is a generator matrix of GRS, (o, u). Then the
public key consists of M = SG,,, another generator matrix of GRS, (o, u) and
t= L"T_kj, the maximum number of errors that can be added during encryption.
The goal of the attack by Sidelnikov and Shestakov [SS92| is now to recover
a and u by knowing only M. This is done by computing o/ and ' such that
GRSy k(a,u) = GRS, ,(c/,u'). Then a secret message can be recovered using a
decoding algorithm for GRS, x(c/,u’). In the following, we describe the attack by
mainly following [Wiel0O| and [Wie06|.

The attack of Sidelnikov and Shestakov is divided into four steps:

1. Computation of the echelon form E(M) of M

Since k = dim(GRS,, k(a, u)) we get

1 0 ... 0 b1,k+1 cee bl,n
E’(M) _ 0 1 0 b2,1.€+1 cee b2,n
0 ... 0 1 brgsr - bpn

Moreover, since GRS codes are MDS codes by Remark it follows that
bi,j c ]F;

2. Computation of o, for i =k+1,...,n

Let b; be the i-th row of E(M). As we have seen in Example a
codeword ¢ € GRS, ;(¢/, ) is of the form

¢ = (th fuler), . felal)

where f. € F,[z] is a polynomial of degree at most k — 1.

76



We want to compute the associated polynomial f;, for b; which allows us to
compute o for ¢ = k+1,...,n. Since the entries b; 1,...,b;ii—1,bii41, ..., bix
of b; are equal to 0 and f,, is a polynomial of degree at most k£ — 1, it is of
the form

k

ful@)=a, - ]] (@—af (17)

J=lui#j

where 0 # ¢;, € F,. Now, we take two arbitrary rows, lets say by and by and we
divide the entries of b; by the corresponding entries of by. For j = k+1,....n

and by using we get
aj)

ah)

bl,j o u;'fbl (O‘;) Co, (a

/
Ly — i
b27j U;'fb2 (a;) Cby (043 -

From E(M) we have 2. Moreover, by Proposition [4.1.1| we can assume that

by,
oy =0 and aj = 1. In order to compute o for j = k+1,...,n we have to do
a guess on 22—1 Since z% = 0 there are ¢ — 1 possibilities for z% If we assume
2 2 2
that Z% = a for some a € F; then o for j = k+1,...,n can be uniquely
2
computed if z:—l is guessed correctly.
2
. Computation of o for i =3,...,k

For 3 <17 < k we have

J :Cﬂ 1
bij (aj al) Cp, (a] az)’

7

By taking two arbitrary values for j between k + 1 and n, o fori =3,...,k
and thus o' can be uniquely computed by solving a linear system of equations.

. Computation of '

First we want to compute u},...,u;,,. This is done by finding a non-
trivial solution ¢ = (¢y, ..., cxy1) of the linear system
M -c=0

where M’ is the k x (k + 1)-matrix consisting of the k£ + 1 leftmost columns
of M. Also we define G’ to be the k x (k 4 1)-matrix which consists of the
k + 1 leftmost columns of G /. Since M’ = SG’ it follows that c is also a
solution of G’c¢ = 0. Thus we have
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C1 Co - Ck+1 Uy

o] Coth . Ch1Q 41 ub 0
ci(a)" ! eoap) ! Cra1 ()™ Uty

If we assume that u] = 1 we can solve this system uniquely and thus we get
ul, ..., uy,,. Furthermore, we are able to compute the matrix G'. To get the
whole matrix G, ,» we define G” to be the k x k-matrix consisting of the
k leftmost columns of G’ and M” to be the k x k-matrix consisting of the
k leftmost columns of M. Then S = M”(G")~! and hence we can compute
Gow = S7'M. Thus we get uj,,...,u,

-

If o/ and o are fixed then there are (¢ — 1) different possibilities for (o, o, %)

and thus for o/ since o, ..., al, are uniquely determined and z% # 0. Otherwise
2

/ Cby

there are ¢(q — 1)? different possibilities to choose (o, o, o) and hence to choose
2

o'. Thus the above attack proves the following Proposition.

Proposition 4.1.3. Let 2 < k <n — 2 and «,u defined as in Proposition[4.1.1]
There are at most q(q — 1)* pairwise distinct vectors o/ € F, for which a u' € F,
exists such that

GRS, 1(a,u) = GRS, x(a/,u'). (18)

If oy and o are fized, then the number of different o for which u' with (@ exists
15 upper bounded by q — 1.

Remark 4.1.4. For every guess on % there is at most one possible vector o’. Thus,
2

for every guess which results in a o/, we need to check if there exists u’ such that
GRS, k(a,u) = GRS, 1(a/,u) holds. However, there is at least one such .

Example 4.1.5. Consider K = F; and let n = 5,k = 3. Assume the public key
consists of the matrix

11
M=160
3 5

o O ot
W w w
N Ut =

and t = | %% ] = 1. M is a generator matrix of GRSs 3(cv, u) where v = (1, 2,3,4,5)
and u = (2,4,3,1,6) that is permutation equivalent to the secret code. Since
2 < k <n— 2 we can apply the Sidelnikov and Shestakov attack to M.

In a first step we compute the echelon form E(M) of M. We get
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E(M) =

o O =
o = O
_ o O
— o
(G2 0\ N}

Now we choose af = 0,04, = 1 and guess that Z:% = 6. In a next step we compute
2

ol and of. We have

bia ¢ ) —1
5 1 4 , : 21 3’
b c o
2,4 ba 4
bis ¢ ar—1
=0 = LTS — = o5 =4

bg 5 Cb2 (0% 5

Then we solve the following linear system of equations to get aj:

b4 Cp
pal = o - af)
bs,4 Cps
b1 s Ch
—al = — (a5 — aj)
bs,5 Cps

We get ay = 2 and % = 5 and thus we have computed o/ = (0,1,2,3,4).

Cb3

Now we want to compute u':

We have

11
M=160
3 5

S O ot
W w w

and we want to solve the linear system M’ - ¢ = 0. By setting ¢; = 1 we get the
nontrivial solution ¢ = (1,2,2,5). Then we compute

1 C2 C3 Cy4 12 2 5

o ety 3oy i | =102 41

o el ez cqalf 021 3
Now we want to solve the following linear system
!/
1225 “

02 41 Z? =0

0213 3
Uy

By setting v} = 1 we get the unique solution v} = 1,4}, = 2,u} = 5,u) = 4. We
have
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uy ulh u 1 25
" o__ /N /Y /N .
G" = u1a12 uza% uga?é =10 2 3
AN AN AN
U QY U0 Ui 0 26

and

M// —

W o =
oL O =
O O Ot

We compute S = M"(G”)~! and we get

1 6 4

S=16 5 3

3 4 6

Then we compute S~'M and we get

1 2 5 4 3
Gow=|02 355
0 26 16

and thus we have computed v’ = (1,2,5,4,3).

Since a;+6 = o} and 4u; = ) fori = 1,...,5 it follows by Proposition that
GRS53(d/,u') = GRS5 3(r, u). Thus we have recovered o and u by just knowing
the public generator matrix M of GRS53(,u) in case of 2 < k <n —2.

Remark 4.1.6. Due to the observation of an unusually small dimension of the
square of a GRS code, the Schur product was first used by Wieschebrink [Wiel0|
to attack the Niederreiter cryptosystem based on subcodes of GRS codes (we
summarize this attack in the next Section . This observation makes it also
possible to compute a filtration for a GRS code i.e. a nested sequence of subcodes
in order to recover the structure of the GRS code as shown in |[Cou+14|. This
leads to an attack on GRS codes that is different from the attack of Sidelnikov and
Shestakov. In the following we describe how such a filtration is formed by mainly
following [Mara|, [Marb|, [COT17] and |[Cou+14].

Assume 2k — 1 < n — 1. From Example we know that GRS, x(a,b) =
Cy¢(D,E)where D =P, + ...+ P,,E = (k —1)Px — (u) with 0 # u € F,(z) such
that u(P;) = b;, 2(P;) = a;. Now assume generator matrices of GRS, x(a,b) =
Cy(D,(k—1)Pyx — (u)) and GRS, x—1(a,b) = C¢(D, (k — 2)P5, — (u)) are known.
Let A; = Cy(D, (k— j)Px — (u)) where 1 < j < k. By this construction and since
the evaluation map is surjective on its image we have A; O A;;; and thus we get
the filtration

GRSH,]C(CL, b) 2 GRSn,k,l(a, b) 2 c. 2 GRSn,l(CL, b) 2 {O}
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Since GRSy, 1(a,b) = {a - (b,...,b,) | « € F;}, computing this filtration, give us
the possibility to recover b. Moreover, solving a linear system of equations will also
give us a. In the following we explain how this filtration can be computed from the
knowledge of generator matrices of A; and As,.

Consider the set

{zeAj|2xA; C A§'2+)1} (19)

with 1 <j <k —2. Sincedeg((k—(j+ 1)) P —(u))=k—(j+1)>29+1=1
as j < k —2and g = 0 it follows by Corollary [2.5.26| that
Aﬁzl - CZ(Dlv (k - (] + 1))Poo - (u))@)
= Co (D', (2K — 2(j + 1)) Pay — 2(u)).
By Lemma [2.2.29 the solution space of is equal to
A 0 (A % (AT

We have deg((2k — 2(j + 1))Px — 2(u)) = 2k —2(j +1) = 2(k—j—1) <
2(k—2)=(2k—1)—3<(n—1)—3since j > 1 and by assumption. Also we have

deg((k — j)Px — (u)) =k —j > 2> 2g = 0 since j < k — 2. Thus by Proposition
[2.5.30 it follows that

(A; % (AD )5 = Co (D', (2k — 25 + 1)) Po — 2(u) — ((k — §) Poo — (u)))
= Co(D', (k= (j +2)) Pu — (1)) = Ayyo.

Moreover, since A;19 C Ajyq, we have

Ajyo = (Aj* (Aﬁ)l

Yt ={redjn |24, c A Y for 1 <j<k—2 (20)
In this way we can compute the filtration and recover the structure of GRS, x(a, b).
But since a generator matrix GRS, x—1(a,b) is not part of the public key and
we are also not able to compute it from the knowledge of a generator matrix of
GRS, k(a,b) we have to build another filtration in order to recover the structure of

GRS, ;(a,b). Such a filtration can be formed by shortening GRS, x(a,b).

Recall that, since uz® for 0 < i < k — 1 forms a basis for .Z (E), a generator
matrix of GRS, (a,b) = C#(D, E) has the form

by by e by,
G- Cll.bl a2_b2 Ce anbn
a" by ak by ... af b,
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Let r; be the :—th row of G. We compute r; —ar;_1 fort =k, k—1,...,2 and we
multiply 7; with b, . So we get the matrix

1 by bn
= o b
0 ba(ag — ay) by (a, — ay)
0 aghy(ag —ay) ... apby(a, —ay)
0 ab?by(ag —a1) ... a*2b,(a, — ay)

Now let b, = b;(a; — aq1) and a = a; for 2 < i < n. Then the above matrix can be
rewritten as

—
&
I

bl bl
0 by b
0 abby anbl
0 (a/)k72b/2 (aﬁfQ)/b/
Now the matrix
by .. b,

asbl, e an bl

(a5)" 720y ... (ay)"20,

is a generator matrix of GRS, ;—1(a’, V') = Cx (D', F) where D' = Py + ...+ P,
and F = (k — 2) Py, — (v) with 0 # v € F,(2) such that v(P;) = b, 2(P;) = a for
2 < i <n. Infact Co(D’, F) is the shortened code of C = C (D, E) at the position
Py, ie. Cr = Cy (D', F) where T = {1}. Moreover, (v) = (uvw) = (u) + (w) where
0 # w € F,(2) such that w(P;) = a; — a;. Furthermore, assume that a; = 0 by
Proposition [4.1.1] Now let 4; = C¢ (D', (k — 1)Ps — (u)) which is the punctured
code of C at position P and let A; = Co(D’, (k—j)Poo — (uw’ 1)) where 2 < j < k.
Thus we get the following filtration

A DA, D ... D A, D {0} (21)

Since A; is the punctured code of C at position P; and A, is the shortened code of
C at position P;, they can both be computed from the knowledge of the public key
by using Gaussian elimination. Then by using the described method above we are
able to compute the whole filtration, i.e. we get Ay = {a- (ba,...,b,)} | @ € F;}
where b; = biaf_l for 2 < i < n. Furthermore, one can see that the sequence given
in (21)) corresponds to the following spaces of polynomials;

F, 2]k 2 2F,[2]<k-1 2 --- 2 2" 'F, [2] <1 2 {0}.
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Computing such filtrations gives us again the possibility to recover a and b as
shown in [Cou-+14].

The above Remark shows us that the computation of a filtration can give crucial
information about a code. Moreover since the square code of some shortenings of
wild Goppa codes over quadratic extensions do also have an unusual small dimension,
this filtration approach provides also an illustrative example for attacking such
codes, as seen in |[COT17|. Thus the attack on McEliece cryptosystem using
wild Goppa codes over quadratic extensions follows the same spirit to recover the
structure of such a Goppa code. As we will see in Section [4.2] attacks on AG codes
and their subcodes also use such filtration attack techniques based on the Schur
product.

4.1.2 Attack on subcodes of GRS codes

Berger and Loidreau [BLO5| suggested to use subcodes of GRS codes by modifying
the Niederreiter cryptosystem. Since the Niederreiter and McEliece cryptosystem
are equivalent we present the dual version of the Berger and Loidreau cryptosystem,
following [Wie06|,[Wiel0|. This works as follows:

Given finite field F, and parameters n, k,[ such that 0 <! < k < n. Assume
that the private key consists of a generator matrix G of GRS,, (v, u). Furthermore,
let T be a random (k — [) x k matrix over [, of full rank. Then the public key
consists of M = T'G,,,, which is a generator matrix of a (k —[)-dimensional subcode
of GRS, k(o u) and t = [25*] the number of errors that can be added during
encryption. Then, encryption and decryption works in the same way as in the

McEliece cryptosystem.

The cryptosystem of Berger and Loidreau resists the attack of Sidelnikov and
Shestakov [SS92|. But Wieschebrink [Wiel(| has developed another attack that
shows that the use of subcodes of GRS codes is not secure either. Wieschebrink’s
attack is based on the fact that the dimension of the square of a GRS code is
unusually small compared to the dimension of the square of a random code of the
same dimension. This leads to an attack that is the first to be based on the Schur
product. More explicitly, Wieschbrink’s attack exploits the observation that the
square of a low codimensional subcode of a GRS code is with high probability
equal to the square of the GRS code. Then, this allows us to apply the attack of
Sidelnikov and Shestakov. However, if the observation does not apply, an extended
version of Sidelnikov and Shestakov’s attack can be used. This extended version
has already been developed by Wieschebrink in [Wie06|, but is only feasible if ¢
and [ are small. The aim of Wieschebrink’s attack is therefore also to recover a
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and u from the public matrix M. For the attack we distinguish between two cases

Case 1: 2k—1<n—2;
Case 2: 2k —1>n— 2.

In the following, we summarize the attack of Wieschebrink by mainly following
[Wie06| and [Wiel0].

Assume C; be the (k — [)—dimensional public subcode of C = GRS, x(c, u).

First, assume 2k — 1 <n —2. Let s =k — [, let r1,..., 7 be the rows of the
public matrix M and let fi,..., fs be the associated polynomials. The idea is now
to compute C£2). This is done by computing r; * r; for 1 <+, 5 < s and by deleting
linearly dependent vectors. Since C; is a subcode of GRS, x(a, u), r; * r; has the
form

kT = (u%fi(ai)fj(aj)v e auifi(ai)fj(aj))

where both f;(z) and f;(x) have degree at most £ — 1. Thus f;(z)f;(x) has degree

at most 2k — 2 and so it follows that the code CF) =(rp*xr;) for 1 <i,j<sisa
subcode of GRS, o_1(c, w) where T = (u?, ..., u2).

Now, if [ is not too large, it holds with high probability that C%Z) =
GRSpok—1(a,w), i.e. the square of the subcode is equal to the square of
GRS, k(a,u). Then, the Sidelnikov and Shestakov attack can be applied to
a generator matrix of C?) to recover v and 7, i.e. to compute o/ and v such that
GRSnyzk_l(Oé,ﬂ) = GRSka_l(O/,U).

Then, it only remains to find v’ such that GRS, x(a, u) = GRS, x(c/, u'). If the
characteristic of F, is 2 then «' can be found directly from u’. If the characteristic
is different from 2 then let M = (M, ;). Since (M) is a subcode of GRS, x(a, u) it
follows by Proposition that

Mz-yl(o/l)jvl + ...+ Mi,n(&%)jﬂn =0 (22)

Vi=1,...,k—land Vj =0,...,n—k — 1. This gives a system of (k —[)(n — k)
linear equations. Typically it holds that (k —[)(n — k) > n and thus if we assume
vy = 1, v can be uniquely computed by solving this system of equations. Then,
again by Proposition £.1.2] «' can be finally found.

If C£2) # GRS, o1—1(a,w) then an extended version of the Sidelnikov and
Shestakov attack can be applied if it holds that 0 < 2k — 1 — dim(C?) ) < L.

We have Cf) C GRS, ok-1(cv,w). Let M; be a generator matrix of C?), let
s = 2k — 1 and let m be the dimension of Ciz). The goal is again to find o/ and
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v’ such that C; C GRS, ,(a/,u'). This is done by first computing o’ such that

C?) C GRS, 251 (!, U) and then by solving the linear system of equations given
in and using Proposition we compute u' such that C; C GRS, x(c/,u').
The extended version is divided into four steps:

1. Computation of the echelon form E(M;) of M,

Since m = dim(C\*) we get

1 0 ... 0 timsr ... tin
B(M) = 0 1 0 tQm:rH_l oo ton
0 0 1 tm,;nﬂ tm,n
where t; ; € .
2. Computation of o fori=1,... ,m—1

Let t;,t, be two rows of E(M;) and let f;, f, be the associated polyno-

mials. Since C§2) C GRS, 2r-1(cv,w), f; and f, have degree at most s — 1.
Moreover since both rows ¢; and ¢, contain at least m — 1 zeros and have at
least m — 2 zeros in common f; and f, must have the form

m—2
filz) = (x—ap) - Pilx)- || (# —ag,)
r=1
m—2
fo(z) = (z —af) - P(z) - | | (x —ag,)
r=1
where ay,...,a,-2 € {1,...,m} be the positions where ¢; and ¢, have com-

mon zeros. It follows that P;(x) and Py(z) € F,[x] are polynomials of degree
at most s —m.

Thus for all j =m+1,...,n with ¢, ; # 0 we get




Both P;(z) and Q;(x) have degree at most s — m + 1. Furthermore we get

ti,] o P (Oé;)
tmi  Qi(a))
To compute o, fori =1,... ,m—1 we have to find the coefficients of P,(z) and
Qi(z) for i =1,. — 1 Smce t” are known and we want to get the coef-
ficients of E(w) and QZ( )~W€ will ﬁ'rst do a guess on oy, 1,5 Oy o6yt
Let r = s — m and let P( )—p,(ﬁlx’"“—k +p§)x+p and Q;(x) =
qﬁlx”l +...+ q( )z + q . Foralli=1,. — 1 we get a system of linear
equations:
‘ 1yl @ (i)
st _ P (@)™ A p g
bnnst Ly (@)™ o+ 0 Ay + 0
bim+2 Pr+1(a;n+2)TH +...+pial Qo + Py
bm.m-+2 qr—l—l(a;n-i—Q)r o+ ga g + gt

Liym+2or+3 p7(}—|)-1( trorss) T +p§) Q2043 +Pé)

tm,m+27‘+3 q7(“21< m+2r+3)T+1 +...+ qg g m+2r+3 + q((] g

By Proposition we can assume that o, = 0 and a;ﬂiﬂ = 1. If we
further assume that P;(z) and Q;(x) are relatively prime and @;(x) is monic
forte=1,...,m — 1 we are able to compute the coefficients uniquely. If the
guess was correct we can find a sequence o, ...,a’, , of pairwise distinct
elements in [, and different from o, ,...,a}, 5,4 such that (xz —a;}) divides
Qi(z) fori=1,...,m—1.

Remark 4.1.7. If t,,, ; = 0 for some j = m +1,...,m + 2r 4+ 3 then we can

choose a different set of 2r + 3 indices iy, ...,i943 € {m + 1,...,n} with
tiyy -5 li,,5 DOt equal to zero and guess the values o, ..., aj, ..

. Computation of o/, and o for i =m+2r+4,....n
Assume we want to recover the values «;,...,q; ,. To do this, we

choose a permutation 7 : {1,...,n} — {1,...,n} defined by 7(i;) = j,
w(j)=djforj=1,.... m—Tland 7(w) =wforw=m+1,...,m+2r+3.
Then let oy = (ar@), ..., 0xm)) and Uy = (Ur), - - -, Urm)). By permuting
the columns of M; we get that (M), is a generator matrix of a subcode of
GRSy 96-1(ar, Uy). Then we can apply the same method as in step (2) if
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we consider F((Mj),), i.e. we compute (3 := (fy,...,5,) = (a;(l), . ,a;(n))
by assuming that 8; = o} for i =m+1,...,m + 2r + 3. If we do this for
different suitable permutations all ) can be computed.

4. Computation of v’

Since (M) is a subcode of GRS, (o, u) we can solve the linear system
of equations given in to compute u'.

Remark 4.1.8. Again, for each correct guess we can find at most one possible
vector o/. Therefore, for each o’ we need to check if there is a «' such that
(M) C GRS, x(c/,u') holds (there is at least one such o). However, as mentioned
in [Wiel0], this extended version of the Sidelnikov and Shestakov attack is only
feasible if ¢ and [ are small.

Ezxample 4.1.9. Let K =F;;,n =11,k =5,l =1 and assume that our public key
consists of

8§ 8 0 9 3 10 10 9 1 10 6
M= 8 47 0 6 6 1 6 7 4 6
181 4 8 2 6 910 5 9
26 2104 2 4 3 0 1 3
and ¢t = [25%] = 3. M is a generator matrix of a 4-dimensional subcode of

GRSy 5(o,u) where o = (1,2, 3,4,5,6,7,8,9,10,0), v = (7,4,3,1,6,2,5,8,9,10,9).

We have 2k —1=9<n—2=29. Let C; = (M). In a first step we compute
sz). This is done by computing r; * r; for 1 < 4,5 < 4, where r; are rows of M.
By deleting linearly dependent vectors, we obtain a generator matrix M; of Cf)
already in echelon form:

=
I
o0 o000 O
oo o000 OoO RO
cCoococooOoO R OO
cCoocoocor~ooO
coocoorRroOoOoOO
cCoo—~rooooo
corR oo oo oo
e B o R e Bl e W e Bl B e Bl
RO oo oococo o
U0 O~ © i i ~J ©
== R W N 00 N At

We assume that C\? = GRS119(, @) where T = (ui,...,u2). Now we apply the
Sidelnikov and Shestakov attack to M;:
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Since M is already in echelon form, we compute in a next step o}, and ;.

C
We choose o) =0, aj =1 and C:—l =4 and we get
2
bl 10 Cp oy —1 b1 11 Cp o, —1
—— =22 gjj=9and — = 21— = o}, =10.
bato o g by, Oy

Then we compute a3, . . ., ag by solving the corresponding linear system of equations:
b1,10 Cp
) / 1y _ Yoo /
Do (afg —ay) = —(ajy — a3)
3,10 Cos
bi11 Cp
) / 1y _ Yoo /
Deos (afy —ay) = —(a}; — ag)
3,11 Cbs

we get a = 2.

51,10 Cy
_(0/10 - a/l) = _1(0/10 - aﬁ;)

ba 10 Ch,
51,11 Cy
E(O/ll - a/l) = j(a,n - aﬁ;)
) 4
we get ay = 3.
b1 10 Cp
m(a'm - 04/1) = C_bl(a,w - 0/5)
) 5
bi 11 Cp
E(a,u - 0/1) = C_bl(a,n - 0/5)
) 5
we get ag = 4.
b1,10 Cp
ﬁ(allo - 0/1) = C_bl(O/w - 0‘%)
) 6
51,11 Cy
H(O/u - 0/1) = C_bl(O/n - 0‘%)
) 6

we get ag = 5.

b1,10 Cy
_(0/10 - 0/1) = _1(0/10 - 0/7)

b7,10 Co,

b1,11 Cy

s (0/11 - 0/1) = — (0/11 - 0/7)
7,11 Co,
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we get o, = 6.

b / / Cl / /

e - L0 1) = Qg — Oy
8,10 bs
b1 11 Cy
) / ry _ th / /
De ot () —af) = —(a}; — ap)
3,11 Cbg

we get oy = 7.

b / / Cl / /
S ) == )

Qo — ) = Q9 — Ay
b9,10 Cpq
b1 11 Cy
5 / AN 1 / /
Dot (o)) —a}) = —(ay; — ap)
9,11 Cpq

we get ay = 8 and thus we have computed o/ = (0,1,2,3,4,5,6,7,8,9,10). If we
solve the linear system of equations given in and using Proposition , we
get the solution v’ = (10,1,9,3,7,6,4,2,5,8,5). Since o; +10 = o/ and 3u; = u/ for
i=1,...,11 it follows by Proposition that GRS115(a, u) = GRSy 5(a/,0)
and hence (M) C GRSy 5(a/,u’). Thus we have recovered o and u from the
knowledge of the public matrix M.

Now, we consider the second case. Thus assume 2k —1 > n—2. Again, let M be the

s X n public generator matrix of a subcode C; of C = GRS, ;(c, w). As in the first

case, the goal of the attack is to compute o/ and ' such that (M) C GRS, x(c/, u').
Let 1 < d < s — 1. Then, the attack works as follows:

Consider the echelon form E(M) of M. We get

1 0 ... 0 t17s+1 o tl,n

0 1 ... 0 tgs ... ton
E(M) = _ o ”

0 e O 1 t575+1 o ts,n

By extracting the n — d rightmost components of the last s — d rows of E(M) we
get a generator matrix G c,), of the shortened code (C;)r where " = {1,...,d}.
Then, a row b of G(¢,), is of the form

b= (bi,... 0o_a)

Since C; is a subcode of GRS, r(a,u) it holds that (0,...,0,b1,...,b,—4) €
GRS, (o, u) and thus b can be rewritten as

b= (Tar1f(oas1), -, xnflan))

T
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where f(z) € Fy[z] is a polynomial of the form

fx) = g(2) [ [ (e = ay)

J=1

with g(z) € F,[z] such that deg(g(z)) <k —d— 1.
Now let z = (2444 H;l:l(acpri — ))i=1,. n—d and & = (X441, ..., Q). Then we
have

(Cl)T C GRSn,d,k,d<C~k, Z).

If d can be chosen in such a way that it holds that d < s—1 and 2(k—d)—1 < n—d—2,
then the attack considered in the first case can be applied to G(¢,), to recover @,
i.e. to compute 8 := (Bi,...,0n-a) := (& y,...,,). Then it only remains to
recover aj,...,ag. This can be done by permuting columns of M:

Let 7:{1,...,n} = {1,...,n} be a permutation defined by

d+i for1<i<d
(i) =<Ki—d ford+1<i<2d
) for 2d+1 <7 <n.

Let ar = (rq1), - - -, Qr(n)) and ur = (Urq), - - ., Un(n)). By permuting the columns
of M we get that M, is a generator matrix of a subcode of GRS, x(ar, ur). Then we
can again apply the above algorithm to M, i.e. we compute a generator matrix of
the shortened code ({(M;))r and then apply the attack of the first case. In this way
we can recover (aq, ..., 04, Qaqi1, .-, 0y ), 1.6. we compute ' := (B1,..., 0, _4) =
(af, ..., Ay, ..., ), if we assume that 5, = Bat1,. .., 0 g = Bn—a-

Then, by solving the linear system of equations given in and using Propo-
sition we get u'.

Remark 4.1.10. Again, for every correct guess we can find at most one possible
vector /. Thus for every o/ we have to check if there exists v’ such that (M) C
GRS, ;(a/,u") holds.

Example 4.1.11. Let K =F3,n =12,k = 6,1 = 1 and assume that our public key
consists of

7 5 3 8 1 11 9 11 2 1 1 2
12 8 12 6 0 11 2 9 8 6 9 12
M=|10 5 9 7 2 3 10 3 2 5 11 6
7 5 3 4 1 4 11 3 79 1 12
11 9 8 1 11 1 10 6 9 0 3
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and t = L”T_kj = 3. Moreover, M is a generator matrix of a 5-dimensional
subcode C; of GRS126(cv,u) where v = (2,4,1,3,0,5,10,9,6,7,11,8) and u =
(9,2,6,10,1,2,8,6,7,1,11,2).

We have 2k — 1 =11 > n — 2 = 10 and thus we have to consider a shortened
code of C; in order to apply the attack considered in the first case.

We have
10000 0O 4 1 10 8 7 10
01 00O0T10 4 6 8 5 12 12
EM)=1 00100 8 10 11 6 1 2 7
00010 5 6 2 2 11 0 4
oo0oo0oo0o1 1 0 3 1 11 3 1

Let s be the dimension of C; and let d = 1. By extracting the 11 rightmost

components of the last 4 rows of E (M) we get a generator matrix
1000 10 4 6 8 5 12 12
a o100 8 1011 6 1 2 7
@r=10010 5 6 2 211 0 4
0ooo0o11 0 3 111 3 1

of the shortened code (Cy)r where T'= {1}. We have (C;)7 C GRS115(&, z) where
&= (ag,...,a,) and z = (ug(a2 — aq),...,up(a, —aq)). Since 1 < s—1=4 and
20k—1)—-1=9<n—-1-2=9 we can apply the attack of the first case to G(¢,),.

We compute ((C1)r)®. This is done by computing r; * r; for 1 < 4,5 < 4,
where r;, r; are rows of G ¢,),.- By deleting linearly dependent vectors we obtain a
generator matrix M; of ((C1)r)® already in echelon form:

10000O0O0O0O0 9 12
01000O0O0O0O0 9 9
0010O0O0O0OO0O0 & 10
0001O0O0O0O0OO09Y9 2
Mi=]1000O0T1TO0O0O0O0O 8 6
0000O0O1O0O0O0T®G6G 7
0000O0OO0O1O0O0 11 8
0000O0O0OO0O1O0 1 5
000O0O0OO0OO0OO0OT1T12 5

Now we assume that ((C1)r)® = GRSi19(a,%z) where z = (22,...,22_,). Then
the Sidelnikov and Shestakov attack can be applied to M; to recover @, i.e. to
compute 8 := (B1,..., B0 1) := (ah,...,a)). If we guess that bl = 2 and if we

assume that 51 = 0,6, =1 we get 8 = (0,1,9,10,4,11,7,8,12, 2 3)
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Now we choose the permutation 7 : {1,...,12} — {1,...,12} defined by
m(1) =2,7(2) =1 and 7(i) = ¢ for 3 < ¢ < 12. Then, by permuting the first and
second column of M, we get the matrix

5 7 3 8 1 11 9 11 2 1 1 2
8§ 12 12 6 0 11 2 9 &8 6 9 12
M,=|5 10 9 7 2 3 10 3 2 5 11 6
5 7 3 4 1 4 11 3 79 1 12
91 8 1 1 1 10 6 9 0 0 3
which is a generator matrix of a 5—dimensional subcode (C;). of GRS125(tr, tr)
where a,; = (o, a1, a3, ..., ;) and uy = (ug, U1, us, ..., u,). We get
1000010 4 6 &8 5 12 12
01000 O0 4 1 10 8 7 10
EM)=|00100 8 1011 6 1 2 7
000105 6 2 2 11 0 4
coooo0o1 1 0 3 1 11 3 1

Let C = (C1)x. By extracting the 11 rightmost components of the last 4 rows of
E(M,) we get a generator matrix

10000 4 1 10 8 7 10
<G~)20100810116127
c/T 00105 6 2 2 11 0 4

000110 3 1 11 3 1

of the shortened code (C)r where T'= {1}. We have (C)r C GRS115(&, z) where
a = (a,03...,0p) and z = (w1 — o), uz(az — ag), ..., up(a, — az)). By

computing ((C)7)® we get a generator matrix M/ of ((C)7)® already in echelon
form:

10000O0O0O0CO0 2 7
01 00O0O0O0OO0OO0OT11 2
00100O0O0O0OO0T1 2
00010O0O0O0GO0OT1 5
M=|000010000 10 12
000O0O0OT1O0O0O0 12 12
0000O0OO0OT1O0O0OT1 4
000O0O0OOO0ODT1O0 3 11
0000O0O0OO0OO0DT1T 4 7
Now we assume that ((C)7)® = GRS19(&,%) where Z = (22,...,22_,). Then we

apply the Sidelnikov and Shestakov attack to Mj to recover &, i.e. we compute
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p=(B,...,0h_1) = (ca,ah,...,al). By assuming that ] = ; for i = 2,...,11
and by solving the linear system of equations

b c
(B0 = B) = (Bl = B1)
1,10 Chy

b ¢
(B = B3) = (B~ 1)
1,11 Cby

we can compute ;. We get 51 = 5 and thus §' = (5,1,9,10,4,11,7,8,12,2, 3).
Then we have

o' =(5,0,1,9,10,4,11,7,8,12,2,3).

Finally, we solve the linear system of equations given in (22)). Using Proposition
[4.1.2] we get the solution ' = (1,6,5,4,3,6,11,5,8,3,7,6). Since 4a; + 10 = o
and 3u; = u} for i = 1,...,12 it follows by Proposition that GRS126(a,u) =
GRS126(c/,u") and hence (M) C GRS126(c’,u'). Thus we have recovered a and u
from the knowledge of the public matrix M.

Remark 4.1.12. By Definition we know that Goppa codes can be defined as
subfield subcodes of AG codes. Indeed, we have I'(L, g(2)) := C(L, g(2))*|r, =
Cy(D,G)*|r,, where g(z) € Fym|2] is a polynomial of degree ¢ such that 1 <t <
n—1and G = (t —1)Pyx — (g9(2)7!). Thus as we have seen in Example it
follows that

Cy(D,G) =GRS, ((ay,...,an), (g(ar)™ ..., glan)™).

Since the dual of an GRS code is again a GRS code by Proposition 4.1.2 it follows
that Goppa codes are subfield subcodes of GRS codes. Now, we will see why the
above attack for subcodes of GRS codes does not work in general for Goppa codes,
by following [Wiel0O| and [Sto21].

Assume M is the public generator matrix of a Goppa code I'(L, g(z)) which
is a subcode of GRS, (a1, ..., ), (g(ar)™, ... glay)™)). Let k =n —t be the
dimension of GRS, ((au,...,ay), (g(ar)7h, ..., g(a,) 1)), Furthermore, as we
have seen, we have for the dimension s of the Goppa code I'(L, g(z))

s>n—mt=2k—n—(m—2)t.

If we can choose d such that 1 <d <s—1and 2(k —d) —1 <n—d— 2 holds, we
have seen that we can work with a shortenend code. This condition can be rewritten
as 2k —n+1<d < s—1. It must hold that m > 1, since the Goppa code would
otherwise be a GRS code and we can then apply the Sidelnikov and Shestakov attack.
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Thus it follows that (m —2)t > 0. But thenif 2k —n—(m—2)t < s <2k—n+1, it
follows that there is no suitable d, such that the condition holds. Another reason is
that the component-wise products of the rows of the public matrix M are elements
of Fy and thus cannot generate a nontrivial GRS code in Fy... For these reasons,
the attack for subcodes of GRS codes do not work in general for Goppa codes.

4.2 Attacks on McEliece Cryptosystem based on AG codes
and subcodes of AG codes

In 1996, Janwa and Moreno [JM96| proposed to use AG codes and their sub-
field subcodes for the McEliece cryptosystem. However, in [CMP17|, Couvreur,
Marquez-Corbella and Pellikaan presented attacks that show that that the use of
AG codes and their subcodes is not secure. As we already have seen in Remark
[M4.1.6] we can compute a filtration to reconstruct the structure of a GRS code.
The main idea behind the following attacks is to construct an ECP or ECA from
the knowledge of the public generator matrix using filtration attack techniques.
Such an ECP or ECA can then be used for decoding, as we have seen in Sections
[2.2.3|and [2.2.4] Therefore, it is also not necessary to fully recover the public key
structure. However, as we will see, these attacks do not work for subfield subcodes
of AG codes. Thus, since Goppa codes are subfield subcodes of AG codes of genus
zero, the classic McEliece cryptosystem remains unbroken against this type of
attacks. However, we should note that, as a special case of Goppa codes, the use of
wild Goppa codes over quadratic extensions is proved to be insecure by [COT17],
as we have already mentioned in Section In the following we will describe
the attacks on AG codes and their subcodes by manly following [CMP17].

Assume (S, G’, P) is the private key of the McEliece cryptosystem, where G’ is a
generator matrix of an AG code, S is a non-singular matrix, and P is a permutation
matrix. Then, the public key consists of G = SG’P and the integer ¢, which is the
maximal number of errors that can be added during encryption.

Since left multiplication of G’ by S results in a different generator matrix for
the same AG code and right multiplication of SG’ by P results in an AG code, that
is permutation equivalent to the secret code, we can assume that our public key is
(G,t), where G is a generator matrix of Cq(D, E) = C¢(D, E)*. Moreover, suppose
that ¢ < [£1 |, where d* = deg(E) — 2g + 2 is the designed minimum distance of
Ca(D, E). In Section we have seen that in AG codes we can correct up to
| £=2=1 ] errors using an ECP and up to |52 | errors using an ECA. Thus, we

2
distinguish between two cases:

1. If t < |©==1] then the attack is based on the computation of an ECP.
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2. If t < [£1] then the attack is based on the computation of an ECA.

Remark 4.2.1. Since t < Ld*_Qg_lj = Ldeg(E);?’gHJ it follows that deg(FE) > 3¢g in
order to guarantee that t is positive. On the other hand, we assume that ¢ > 1

since otherwise we do not need to correct an error.

By the Definition of an AG code we know that D = P, + ...+ P, where
P, are rational places. Now let P = P, for some i € {1,...,n} and define Dp to be
the divisor obtained from D by deleting P. Define

VieZ U;:=Cy(Dp,iP) and V;:=Cy(Dp, E+iP).

By this construction, (U;);ez and (V;);ez are sequences of AG codes of length n — 1.
Moreover, Uy = C¢(Dp, E) is the punctured code and V_1 = C¢(Dp, E — P) is
the shortened code of Co(D, E) at position P. These sequences are used to either
construct an ECP or an ECA for Co(Dp, E). Therefore, we will take a closer look
at the structure of (U;); and (V;);. First of all recall that if iP < (i + 1)P and
E+iP < E+(i+1)P then £(iP) C £((i+1)P) and £(E+iP) C Z(E+(i+1)P).
Moreover since the evaluation map is surjective on its image it holds that U; C U;,4
and V; C V4. Note that since 0 < £(iP)—{((i—1)P) < deg(iP)—deg((i—1)P) =1
and 0 < ((iP — D) —£((i —1)P — D) < deg(iP — D) —deg((: —1)P — D) =11t
holds that either U; = U; 41 or U; has codimension 1 in U;;;. The same also holds
for V;. Furthermore, for (U;); we have:

e If i < 0 it follows that U; = {0} since deg(iP) =1 < 0.

e If 7 > n+2g—2 then we have deg((n+29—2)P) = (n—1)4+2g—1 > 2g—1 and
thus by the Riemann-Roch theorem it follows that ¢((n+2g—2)P) = n+g—1.
On the other hand we have deg((n +2g — 2)P — Dp) = 2g — 1 and thus by
the Riemann-Roch theorem we have ¢((n +2g — 2)P — Dp) = g. Then by
Corollary we have that dim(Uy,42y-2) =n+¢g—1—g=mn—1 and thus
Unt2g—2 = ngl. Hence for all © > n + 2g — 2 we have U; = IFZ“l.

o If 0 <i <2g—1it follows that {0} C £(0) C ... C Z((2g — 1)P) since
gaps lie in the interval [0,2g — 1] by Proposition [2.4.14] part (2). Thus
Upg C UL C ... C Uz CUy.

o If2g <i<n-—2itfollows £((2g—1)P) C Z((29)P) ... C ZL((n—2)P)
since for ¢ > 2¢g we know that 7 is a non-gap at P by Proposition part
(1). Thus Usy—q1 € Uy € ... € U,—o. Moreover U; has codimension 1 in U4
by the Riemann-Roch theorem.
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o Ifn—1<1i<n+2g—2then deg(iP) =i > n—1 and thus the evaluation map
is no longer injective, but remains surjective on U;. We have Z((n — 2)P) C
ZL(n—1)P) C...C Z((n+29—-3)P) C Z((n+2¢9 —2)P) and thus
Un72 g Unfl g S g Un+2g73 g Fg_l-

In the same way as for (U;); we have for the sequence (V;);:
o Ifi < —deg(FE), V; ={0}.
o Ifi >2g —2+n—deg(E), V;=F".

o If —deg(F) < i < —deg(E) + 29 — 1, Videgm)y S Veodegmys1 S ...
V_deg(E)+29—2 € V_deg(B)+29—1-

N

o If —deg(E)+2g <i< —deg(E)+n—2, V_geg(p)+29-1 & Vodeg(B)+29 S ---
V_deg(E)4+n—2- Moreover V; has codimension 1 in Vi ;.

o If _deg(E)+n_1 <1< _deg(E)+n+29_2a V—deg(E)+n—2 - V—deg(E)+n—1 -
o C V—deg(E)+n+2g—3 C Fg_l'

Since (U;); and (V;); are crucial for the attack, we are interested in the computation
of the terms of these sequences. But first deg(E) and the genus g should be
computable by only knowing the generator matrix of Cqo(D, F) i.e. the public
matrix GG. As we see, this is possible by the next statement.

Proposition 4.2.2. [[Mdr+14], Proposition 18] Let ki, ks be the dimension of
C =Cy(D,E) and C?, respectively. If 29+ 1 < deg(E) < %, then

deg(E) :]{72—]{71 g:k2—2k1+1

Proof. By the Riemann-Roch theorem we have k; = deg(E) + 1 — g and by
Corollary we know C? = Cy(D,2E). Since 2deg(E) < n it follows by
the Riemann-Roch theorem that ks = 2deg(F) + 1 — g and thus the statement
follows. [

By knowing the codes V_; and V_;,; one can compute V_;_;. Thus the sequence
(V)i can be computed iteratively as the next statement shows.

Proposition 4.2.3. Let i > 1, then if deg(F) — 25* < < deg(E) — 29 — 1, then
we have

Via={zeV,|zxV_ 1 C Vf?} = (Voiy1 % (V(Q))l)L~

—1
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Proof. By Lemma we have

{z €V | 24 Vi CVDY = Vo (Vo x (V)™

—1

We have V_; = C¢(Dp,E — iP) and V_;41 = C¢(Dp,E — (i — 1)P). Then, by
assumption deg(E—iP) = deg(E)—i > 2g+1 and thus by Corollary[2.5.26]it follows
that Vg) = Cy(Dp,2E—2iP). Moreover deg(E—(i—1)P) = deg(E)—i+1 > 2g+2
and deg(2E —2iP) = 2deg(FE)—2i < (n—1)—3 by assumption. Thus by Proposition
2.5.30 it follows that

(Vo (V) =Co(Dp, E = (i +1)P) = Vi1,
Since V_,_; C V_; the statement follows. O

In the following way also terms of the sequence (U;); can be computed by
knowing other ones.

Proposition 4.2.4. Let 1,5 be integers.
1. Ifi>2g and j > 29 + 1 then U; x U; = Uy4;.

2. Let I be an integer such that i +1=2j. If i > 2g and 2g+1 < j < ”7_4, then

U=z By | 24U CUP) = (0w (U))

Proof. 1. Since deg(iP) = ¢ > 2g and deg(jP) = j > 2g + 1 it follows by Corollary
that U; x U; = Co(Dp,iP + jP) = Co(Dp, (i + j)P) = Us,.

2. By Corollary [2.5.26| we have UJQ) = Cy(Dp,2jP). Since deg(iP) =i > 2g
and deg(2jP) =2j <n—4 = (n—1) — 3 it follows by Proposition that
{z€Fr 1| 25 U; CUPY = (Ui (UP))E = Co(Dp,2jP — iP) = Co(Dp, (2 —
i)P) =Cy(Dp,lP) =U,. O

From knowing some terms of one sequence, one can also compute some terms
of the other sequence.

Proposition 4.2.5. Let i, j,1 be integers such that i+ j =1, deg(F) +1 <n — 4.
Then,

1. If deg(E) +j > 2g then Uy = {z € Fy~' | 2% V; C Vi} = (V; + (V) 1)~
2. If j > 2g then V; = {z e F} 7' | 2 U; CVi} = (U; * (V)*4)*
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Proof. 1. Since deg(E + jP) > 2g and deg(E +(P) < n—4 = (n—1) -3
we have by Proposition [2.5.30| that {z € Fy~' | 2% V; C Vi} = (V; * (V))7)" =
Cy(Dp,(l —j)P) =Cy(Dp,iP) = U,.

2. Since deg(jP) > 2g and deg(E + [P) < (n — ) — 3 it follows by Proposition
2.5.30| that {z € Fi~' | 2« U; C Vi} = (U; * (V))5)t = Co(Dp, E+ (1 —j)P) =
Cy(Dp, E+iP) =V, O

Proposition 4.2.6. For all i > 2g and j > 2g — deg(F) with either i > 2g or
Jj > 29 —deg(E), we have Viy; = U; V.

Proof. 1f i > 2g then we have deg(iP) > 2g > 2¢ + 1. Furthermore we have
deg(E + jP) > 2g and thus by Corollary 2.5.26, U; % V; = Vii;. If j > 29 — deg(E)
we have deg(F + jP) > 29 > 2g + 1. Moreover deg(iP) > 2¢ and thus again by
Corollary it follows that U; * V; = Vi4;. O

In the following we show how we can compute an ECP or ECA for Cq(Dp, E)
using the sequences (U;); and (V;);. We mainly follow |[CMP17].

4.2.1 Attack on AG codes by using an ECP

Assume that 3¢ +t < deg(E) < % — 2. If t < |£5—2] then the main idea of
this attack is to compute an ECP for the code Cqo(D, E) punctured at position P,
i.e. for Co(Dp, E). This is done in the following way. From the knowledge of the
public matrix GG, one can compute Vi and V_; which are obtained from the code
Cy(D, E) by puncturing and shortening at position P. Then one can compute the
code V_,_, iteratively and hence by applying Corollary 2.5.35, U_,_, can be found,
which yields a t—ECP for Cqo(Dp, F). By this ECP, a received word y punctured
at position P can be decoded, yielding a codeword ¢ punctured at position P. By
correcting an erasure at position P, the codeword ¢ can be found out and thus also
the message can be recovered. The following describes the attack, which is divided
into five steps.

1. Compute deg(E) and the genus g

By the assumptions on deg(F) and since ¢ > 1 we can use Proposition
to compute deg(F) and the genus g by only knowing the public
generator matrix G of Co(D, E).

2. Computation of 1V, and V_;
From the knowledge of the generator matrix G' of Co(D, E) one can compute

the generator matrix of C¢ (D, E') by Gaussian elimination. Removing the
1-th column of this matrix and deleting a zero or double row, which may
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occur, gives a generator matrix of the punctured code Vg of C«(D, E) at
position P. Moreover, V_; is the shortened code of C« (D, F) at position P
and thus by using Theorem part (1), V_; can also be computed by
again using Gaussian elimination.

3. Computation of V_,_,

By the assumptions on deg(E), since t > 1 and g > 0 we have deg(E) — 5% <
0<t+g—1=3g+t—29—1<deg(E)—2g9—1. Thus from the knowledge
of Vy and V_; one can compute V_,_, iteratively by using Proposition

4. Computation of an ECP for Cqo(Dp, E).

We have V_,_, = Cy¢(Dp,E — (t + g)P). Let H = (t 4+ g)P. Then
deg(H) =t+g <n—1,t > 1 and deg(F) < (n — 1) — 3 by assump-
tion. Thus by using Corollary one can compute U_,_,. Moreover,
deg(E—H) = deg(E)—t—g = deg(F)—2t+t—g > deg(E)—d*+1+g+t—g =
t+29—1>t+29—2 Thus (U4, V_4_,) is a t—error correcting pair for

Ca(Dp, E) by Corollary [2.5.31]
5. Applying decoding algorithm for Cq(Dp, F)

Assume a message m is sent, then the message is encrypted as y = mG + e
where e is a random error vector of weight at most . By using the ECP
found in step (4) we can use the decoding algorithm described in Section
2.2.3| to compute ¢ = mG punctured at position P. By correcting an erasure
at position P gives us c. Then, Gaussian elimination leads us to the message
m.

The upper and lower bound on the degree of the divisor E can be relaxed. This is
summarized in the following Remark.

Remark 4.2.7. 1. Assume deg(E) > 4 +2g. By Proposition we have that
Ca(D,E) = Cy(D,H) where H = D — E + (n) for some Weil differential
n. Then deg(H) = n — deg(E) + 29 — 2 < § — 2 by assumption. Thus
using the previous results one can compute the sequence (W;);cz given by
W; = Cy(Dp, H +iP). Since Wit = Cy(Dp, E — iP) = V_; by Proposition
2.5.12] the code V_,_, can be computed and thus the attack also works for
the case deg(E) > 5 + 2g.

2. By (1) we can work on the code or its dual, thus it remains the case § —2 <
deg(E) < § + g. Then shortening gives the possibility that the system can
also be broken: Assume V_; and V_; | are known and we want to compute
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V_i_1 but deg(F) —i > "%, Let T be a subset of {1,...,n — 1} and let
Pr = ZjeT P;. Then we can choose sets of indexes T1,...,T; with s > 2

such that

n — ||

T;| > 2deg(E) —n +4 = deg(E — Pr;) < —2forj=1,...,s

where T N ... N T, = () holds. Then compute the shortened codes (Vi)

and (V_iy1)r; for j =1,...,s. Under the degree constraint deg(E — Pr;), we
can use Proposition to compute (V_j_1)r, for j = 1,...,s. Moreover

if deg(E) — | U 7| > 2g — 2 then this sum is equal to V_;,_; by [|[CMP17|,
j=1

Lemma 26|. In this case we have deg(E) = § — 2+ ¢ where 1 <e < g+ 1.

Since |7T};| > 2deg(E) — n + 4 we have to shorten at least 2¢ positions. On the

other hand it should hold that deg(E) — | J T}| > 2¢g — 2 and thus we need
j=1

deg(E) — 2¢ > 2g. If € = g + 1 then it should hold that deg(E) > 4g + 2.
Thus, the attack on the shortened code is efficient only if deg(FE) > 4g + 2.
But as mentioned in [CMP17| the existence of a code for which the attack
would fail for both C&(Dp, E) and C4(Dp, E)*, for any choice of shortening
and for any choice of point P € supp(D) seems highly improbable.

3. If deg(E) < 3g + t then one can compute an ECA. This is summarized in
the next Section [4.2.2]

Example 4.2.8. Let K = Fi3,n = 14,k = 9. Assume the public key consists of

10000O0O0OO0CO0O 10 11 10 11 9
01000O0OO0O0OO0S5 12 10 3 8
0o01000O0O0O011 8 3 0 3
000100O0O0OO03 4 11 2 5
G=10000100O00 3 10 5 3 4
0000O0O1TO0OO0OO0OT 4 4 4 6
0o0000O0OT1TO0OO0OT 6 2 100
0o0000O0OO0O1O010 2 1 7 5
0000O0OO0OO0OO0OT1IT12 9 4 5 8

and t = 1. Moreover, G is a generator matrix of an AG code Cq(D, E) that is
permutation equivalent to the secret code. The construction of Cqo(D, E) can be
found in the SageMath code in Appendix [A]

Remark 4.2.9. The Schur product of codes and other computations are done using
SageMath. The SageMath codes can be found in Appendix [A]
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(1) We compute deg(E) and g from the knowledge of the generator matrix G by

(2)

using Proposition [4.2.2] By Gaussian elimination we compute the generator

matrix G of C = Cy(D, E);

100001 08 9 10 9 1 3 12
0100012 1 0 1 12 5 8 9 4
G=|l00100 8 102 6 4 10 0 11 6
000109 220 6 6 11 8 3
00007110 1 211 8 10 7 9 2

It follows that k; = dim(C) = 5. Now we compute the generator matrix G®
of C®. This is done by computing b; * b; for 1 < 4,5 < 5, where b; are basis
elements of C. By deleting linearly dependent vectors we get a generator
matrix G® of C?;

1000000000 7 0 4 12
0100000000 1 1210 3
001000000011 6 10 12
0001000000 8 1 10 11

G _ | 0000100000 1210 4 4
0000010000 4 1 8 7
0000001000126 0 2
0000000100 3 11 9 11
0000000010 2 5 9 5
00000000016 1 2 12

We get ky = dim(C®) = 10 and hence we have deg(E) = ky — k; = 10 — 5 =
Sandg=ky—2-k1+1=10—-2-5+1=1.

Since d* = deg(E) —2g+2=5—-2-14+2=>5and t = 1 we have that
1< Ld*_2g_lj = |2=1=1] = 1. Thus the attack is based on the computation of
an t-ECP.

Let P = Ps. Then we delete the 6—th column of G and we get a generator
matrix Gy, of Vp;

100000 8 9 10 9 1 3 12
0100010 1 125 8 9 4
Gp,=10010010 2 6 4 10 0 11 6
000102 20 6 6 11 8 3
00001 1 211 8 10 7 9 2
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(3)

For the computation of a generator matrix év,l of V_; we use Theorem
2.2.19| part (1). We have that

(€)' = (Cr)

where T'= {6}. Thus we compute (C+)T and take the dual code to get Cr:
By deleting the 6—th column of G, we get a generator matrix of the punctured

code (C+)T and then by Gaussian elimination we get a generator matrix Gy,
of V_q;

100099044 8 12 6 4

G = 01 0045865 6 106 12
-t 001074358 2 109 7
00013587410 6 9 9

Now we compute V_;_, = V_,. By Proposition we have that (Vj *
(V4L = V.,. Thus, we first compute V.%). This is done by computing
b; x b; for 1 <, j < 4, where b; are the basis elements of V_;. By deleting
linearly dependent vectors we get a basis for Vg) and hence a generator
matrix (Gy_,)® of V_(Ql);

10000000 5 115 1 7
010000003 6 2 3 0
00100000 2 108 1 10
Gy )@ | 000100001220 8 12
v 0000100010 7 711 7
000001009 125 6
000000106 04 8 5
00000001 2 1 7 0 3

By Gaussian elimination we get the following generator matrix G (V)L of

vy

100007 1 129 7 8 2 8
0100011012 8 3 5 4 4
Gyep=[001000911 8 11 12 11 1 8
0001003 7 11 6 1 11 12
000017 3 4 1 128 0 10

Then we compute V* (V_(Ql))l. This is done by computing v; *w; for 1 <7 <5
and 1 < 7 <5, where v; are the basis elements of 1, and w; are the basis
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(4)

(5)

elements of (V_(21))L. By deleting linearly dependent vectors we get a basis for
Vo * (vf?)i and hence a generator matrix. Then, by Gaussian elimination
we get a generator matrix Gy_, of V_o;

3 1001121 8 11 8 5 5 2 0
Gy,=10100 4 5 8 6 5 6 10 6 12
0011109 11 12 12 12 3 5 3

Let B = V_5. Now we want to compute A such that (A, B) is an -ECP
for Vi~ = Ca(Dp, E) by using Corollary [2.5.35, Thus we first compute a

generator matrix GVOL of Vi-. From Gy, we get by Gaussian elimination;

1000O0O0O0OO010 11 10 11 9
0100O0O0O0O0 5 12 10 3 8
0o0100O0O0O0O1 8 3 0 3

G = 000100O0O03 4 11 2 5
Yo 000010O0OO0O3 10 5 3 4
0oo0o00010O0T7 6 2 100
0o000O0O0O1TO0T1I0 2 1 7 5
0000O0OO0OO0OT112 9 4 5 8

Then we compute v; xw; for 1 <7 < 3 and 1 < 57 < 8, where v; are the
basis elements of B and w; are the basis elements of Vj. By deleting linearly
dependent vectors and by applying Corollary we get a basis for A*L.
Then, by Gaussian elimination we get the following generator matrix G 4 of

A,

g._(10957 37811124 39
A=\0 1597 76 3 2 10 11 5 )

Thus (A, B) is a t-ECP for Co(Dp, F).
Let
c=(1,0,0,0,0,0,0,0,0,10,11,10,11,9) € Co(D, E)
and
e = (4,0,0,0,0,0,0,0,0,0,0,0,0,0)
be the error vector. Then assume

y=c+e=(50,0,0,00,00,0,10,11,10,11,9)
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is the encrypted message, which we try to decrypt. Thus we apply the
decoding algorithm for AG codes based on ECP described in Section [2.2.3
First we delete the 6—th position of y to use the ECP for Vjt = Cq(Dp, E)
found in step (4). Let 7 be the encrypted message y punctured at position
P, € be the error vector e punctured at position P and ¢ be the codeword ¢
punctured at position P. The goal is to find ¢ € Vj-.

We have § = (

y=(5,0,0,0,0,0,0,0,10,11,10,11,9). Then we compute an element

;axb) =0Vbe B}. We get
a=1(0,1,5,9,7,11,7,6,3,2,10,11,5) € K;

and hence we have that the set J only contains 1. Now we solve the following
system of linear equations:

(z,vi) = (U, vi)

for i = 1,...,8 where v; are basis elements of V) = C¢(Dp, E) and z; =0
for j & J.

We get x =€ =(4,0,0,0,0,0,0,0,0,0,0,0,0) and hence

c=7y—¢=(1,0,0,0,0,0,0,0,10,11,10,11,9).
Since ¢t = 1 what means that only one error happened, we can deduce that

¢ =(1,0,0,0,0,0,0,0,0,10,11,10,11,9).

4.2.2 Attack on AG codes by using an ECA

Assume 49 + 1 < deg(EF) < § —2. If t < L%J then the attack is based on the
computation of an ECA for the code Cq(Dp, E'). As we have seen in Section m
we can find such an ECA in the following way. Let (&;)ien and (3;);en be finite
sequences defined as follows.

1. Vie{l,...,n—1}, & is the least integer s.t. dim(C¢(Dp,&;P)) =1,

2. Vje{l,...,n—1}, Bj is the least integer s.t. dim(C¢(Dp, E + BjP)) =j.

Furthermore we define the triple (A, B,C) of sequences of linear codes in IFZ“l as
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ii. Vje{l,...,n—1}, B; = Cy(Dp, E + ;P);
iii. Vr e {1,...,n—1}, C, = Cy(Dp, E + 3,P)* = B-.
The sequences (U;); and (V;); are related to the A;’s and B;’s in the following way
Vi € {].,...,TL— ]_}, Az = U@i and .Bz :VBZ

As we have seen in Proposition [2.5.41] the triple (A, B,C) is an array of codes.
Indeed, since deg(E) < n — 1 by assumption, it follows by Theorem [2.5.42| that

(A, B,C) is an |£=L] —error correcting array for Co(Dp, E). Thus the main idea

of this attack is to find the sequences (A;)1<i<n—1, (Bj)i<j<n—1 and (C;)i1<y<p—1 to
obtain an ECA for Co(Dp, F). Since A; = Uz, and B; = Vg for 1 <i<n—1we
need to compute the sequences (U;); and (V;); until all Aj’s and Bj’s are found. In
the following we summarize the attack.

1. Computation of deg(F) and the genus g

As for the attack based on the computation of an ECP we can use Proposition
for the computation of deg(£) and g.

2. Computation of 1V, and V_;

This computations are the same as in the attack based on the compu-
tation of an ECP.

3. Computation of V_,,..., V_ 5,

By the knowledge of Vj and V_; and by the assumptions on deg(E) one can
use Proposition 2.3 to compute V_y, ..., V_g,_; iteratively.

4. Computation of U ..., Uy

By using part (1) of Proposition . Uy ..., Usyg+1 can be computed.

5. Computation of Uy, s,...,Us o and rest of sequence (U;);

Usg+2, - - ., Usgro can computed by using part (2) of Proposition and by
using Proposition part (1) we can compute the rest of the sequence

(U;);.
6. Computation of V; for i > 0

Using Proposition [.2.6] one can compute V; for i > 0.
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7. Computation of V; for : < —2¢g — 1

This computations can be done by using Proposition part (2).

8. Computation of an ECA for Co(Dp, F)

By the above computations of the sequences (U;); and (V;); we are now able
to find the triple (A, B,C). This gives us an t—ECA for Co(Dp, E).

9. Applying decoding algorithm for Cq(Dp, F)

Assume an encrypted message y = mG + e is sent where e is a random error
vector of weight at most ¢. By using the ECA found in step (8) we can
use the decoding algorithm described in Section to compute ¢ = mG
punctured at position P. By correcting an erasure at position P leads us to
c. Then, by Gaussian elimination we can find out the message m.

As for the attack based on the computation of an ECP, also the upper and lower
bound on the degree of deg(F) can be relaxed. This is summarized in the following
Remark.

Remark 4.2.10. 1. If deg(F) > § — 2 then by using the dual code as explained
in Remark part (1) the attack also works in this case.

2. If 29 +1 < deg(E) < 4g + 1 then one can compute C¢(Dp, E)?. Since
deg(E) > 2g + 1 it follows by Corollary that Cy(Dp, E)® =
Cy(Dp,2F). Since deg(2E) > 4g + 1 one can compute U; and V] =
Cy(Dp,2E + iP) according to the procedure described above. If £ > 0 and
if 2deg(F) + i < n then since V; = C¢(Dp, E) NV all V; can be computed.
If E # 0 then all V; such that i > 2g can be computed using Proposition
and the other V;’s by using Proposition [1.2.5 part (2).

3. If deg(E) < 2g then d* = deg(E) — 29+ 2 < 2 and thus, since ¢t < |“=1], no
error can be corrected. Hence this case is irrelevant.

Example 4.2.11. Let K = Fy3. Assume the public key consist of an generator
matrix

106



—
o

11 10
12 10

—_
= oo
B~ 00
—
2w
—
Wi owX

_ o OO o o oo
~N ~J W w
—
(@]
ot

Q

|
coococococo o~
coococococor~oO
coocococooroO
coococorR,Roc OO
coocoo~Rocooo
cooR~Roococ oo
corRrocoococ oo
o
N e =l = I e I e i W e W et
— =
RS
© N D
IR
SIS I
0 UTO O R Gl W oW

of an AG code Cqo(D, E) as in Example and t = 2.

Remark 4.2.12. The Schur product of codes and other computations are again done
using SageMath. The SageMath codes are in Appendix [A]

(1)

(2)

As in Example we compute deg(F) and g from the public generator
matrix G by using Proposition We have deg(E) =5 and g = 1.

Since d* = deg(F) —29+2=5—-2-142 =5 and t = 2 we have that
2 < % = % = 2. Thus we want to find an t-ECA for Co(Dp, E) i.e.
we have to find the sequences (4;)1<i<13, (Bi)i<i<1z and (C;)1<i<13. Since
A; =Us, and B; =V} for 1 <i < 13 we have to compute the sequences (U;);

and (V) Indeed, by ‘the structure of the sequences (U;); and (V;); we have
to compute Uy, ...,U;4 and V_5, ..., Vy. Then, by computing its dimensions,
we can deduce the triple (A, B,C). This is done in the steps (2) — (8).

Again we take P = F;. As in Example we get a generator matrix Gy,
of Vp;

100000 8 9 10 9 1 3 12
0100010 1 125 8 9 4
Gop=[0010010 2 6 4 10 0 11 6
000102 20 6 6 11 8 3
00001 1 211 8 10 7 9 2

and a generator matrix év,l of V_q;

100099044 8 126 4

G = 01 0045865 6 106 12
-t 001074358 2 109 7
00013587410 6 9 9

We can deduce that Vy has dimension 5 and V_; has dimension 4.
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(3)

(4)

We compute V_, and V_3 using Proposition [4.2.3] As in Example we

get a generator matrix Gy._, of V_o;

. 1001121 8 11 8 5 5 2 0
Gy,=10100 4 5 8 6 5 6 10 6 12
001110 911 12 12 12 3 5 3

Now we compute a generator matrix of V_3: By Proposition we have
that (V_, x (VE?)L)L = V_3. Following the same computations as in Example

m we obtain a generator matrix Gy , of V_s:

G 10 1 2 9 10 6 10 7 4 8 7 3
Vs =01 10 10 0 4 1 9 8 9 1 4 3
We can deduce that V_5 has dimension 3 and V_s3 has dimension 2.

We compute Uy, Uy, Uy and Us using Proposition part (1).

Computation of Us: We have (Vo * VgH)+ = Uy. Thus we obtain a gen-
erator matrix Gy, of Uy;

Goo=(1111111111111)

Computgtion of Uy: We have (V_; x Vol)l = U;. Thus we get a generator
matrix Gy, of Uy;

Goy=(1111111111111)

It follows that Uy = Uj.

Computation of U: We have (V_p % VgH)© = U,. We get a generator
matrix Gy, of Uy;

G (109573 781 124 309
2= 01597 76 3 2 10 11 5 )

Computation of Uz: We have (V_3 % Vi)* = Us. Thus we obtain a generator
matrix Gy, of Us;

B 100976 11 0 9 8 2 11 12
Gyy=(1010474 2 3 12 7 6 1 11
001104 1 11 6 12 6 2 4



(5)

We can deduce that Uy = U; has dimension 1, U, has dimension 2 and Us
has dimension 3.

Now we compute Uy, ...,U;3. First we compute Uy, Us and Ug by using

Proposition part (2).

Computation of Uy: We have (U * (U:,EQ))L)L = U;. Thus we obtain a
generator matrix Gy, of Uy;

10090 1 31020 7 809
g 01040127 051211 118
““T1oo0o110 4 1116 12 6 2 4
00001103 6 1 3 3 6 6

Computation of Us: We have (Us * (UZEZ))L)l = Us. Thus we get a generator
matrix Gy, of Us;

100001258 3 311 7 9
01000152 49 7 128
Gou=]100100 1175 9 8 5 12 4
00010 6 7610 4 1 3 0
000011036 1 3 3 6 6

Computation of Us: We have (U * (U5(2))L)L = Ug. Thus we obtain a
generator matrix Gy, of Us;

1000005212 1 7 5 10
01000058 8 11 11 1 7
g _|00100076 1 410 8 6
10001007348 3 12 2 7
00001031 2 10 4 0 9
00000107 9 11 9 11 1

We can deduce that Uy has dimension 4, Us has dimension 5 and Ug has
dimension 6.

Now we compute the rest of the sequence (U;); by using Proposition

part (1).

Computatiqn of U;: We have Uz x Uy = U;. Thus we obtain a genera-
tor matrix Gy, of Ur;
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Gy, =

Us. Thus we get a generator matrix

Computation of Ug: We have Uy *x Uy

GUS of Ug;

10000O0O0O012 5 6 12 7

4 8 0
3 8 10 4
9 0 4 7

1
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12 1 12 3
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3
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1
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0000O0O0OO0O1O0O09

9
2
6
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000O0O0OO0OO0OO0OTO01

3

GU10

8
2
1
1
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1
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01000O0O0OO0OO0OO0O0 3
001 0O0O0O0O0OO0OGOO0 10
0001O0O0OO0OO0OO0O0OO0O 4
00001O0O0O0OO0O®O0O®O0 G
0o00001O0O0O0OO0O0 3

0000O0O0O1O0O0O0OO0 2

0000O0O0OO0O1O0O0O0 10 8
0000O0OO0OO0OO0OTO0OGO0I11

0000O0OO0OO0OO0OO0OT1TO0 2

3
2

0000O0O0OO0OO0OO0OO0OT1T10 3
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10000O0O0OO0OO0O0OO0O0 8

01000O0O0O0OO0O0O0O0 2
001 0O0O0O0OO0OO®O0OO0OQ 0
000100O0O0OO0OGO0OO0QO0

1
1

00001O0O0O0OO0OO0GO0OO0 12

000O0O0OT1TO0OO0OO0OO0OO0O0 12

0000O0OO0O1O0O0O0OO0OO® 0

1

0000O0OO0OO0O1O0O0O0OO0 8
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(6)

-

i

w

|
DO DD DODIDOD DO OO oo
SO DO DD DD DODDOD OO o O
[l eleleoleolBeolBeleoloBel ol
elelelelololololl =N la)

S OO OO OO O OO oo
(el Nol = Nelo i Ra)
DO DD DD OO O OO
DO DD OO OO O oo
DO DO OH DO o oo
D OO ODDODODODODOoOoO o oo
SO R OO OO o oo
O H O OO DODODOoO oo o oo
_ O OO OO OO oo oo oo

We can deduce that U; has dimension 7, Ug has dimension 8, Uy has dimension
9, Ujo has dimension 10, U;; has dimension 11, U;, has dimension 12 and
U3 = U4 has dimension 13.

We compute (V;); for 1 <i <9 using Proposition [4.2.6]

Computatiqn of Vi: We have V| = Uy x V_;. Thus we obtain a genera-
tor matrix Gy, of Vi;

100000 8 9 109 1 3 12
01000010 12 4 4 5 11 12

Gy = 0010O0O011 12 2 09 5 8
! 0001009 9 3 4512 6
00001012 9 0 9 4 11 10
oo0oo0o0o01 3 2 81311 5

In the same way, we can compute Vo = UsxV_1, Va3 = Uy V_1, Vy = Us*xV_1,
‘{5 = ([6 * Vib V7~: Ug~* V,ll Ve = Ug:k V_1. Thus we get generator matrices
GV27 GV37 GV47 GV57 GV67 GV7 and GVg of ‘/27 ‘/37 ‘/47 ‘/57 ‘/67 ‘/7 and ‘/8

respectively;
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O N ON O
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Since V3 has dimension 13 we can conclude that Vg = V. Moreover, we can
deduce that V; has dimension 6, V5 has dimension 7, V3 has dimension 8§,
V, has dimension 9, V5 has dimension 10, Vg has dimension 11 and V7 has
dimension 12.

(7) We compute V; for —5 < ¢ < —3. This is done by using Proposition [1.2.5]
part (2).

Computation of V_4: We have V_4 = (U * (V_)")*. Thus we obtain
a generator matrix Gy._, of V_y;

Gv,=(10129106 107 487 3)

Computation of V_5: We have V_5 = (Uy * V4)+. We get V_5 = {0}. Thus
we can deduce that V_, has dimension 1 and V_5 has dimension 0.
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(8)

(9)

By the definitions of A;’s, B;-S and C!s we are able to compute the triple
(A, B,C);

A =U B, =V, C,=V4
Ay = Uy By =V_5 Cy=V4
A3 =Us By =V_, Cs =V4
Ay =Uy By=V_4 C,=V4
As = Us Bs = V; Cs = Vgt
As = Us Bs =W Ce = Vi+
A7 = Uy Br =V, Cr =Vt
Ag = Us By = Vs Cs = Vit
Ay = Uy By=Vi Cy =Vt
Ao = Uro Bio=V;s Cro = V5"
An=Un By =V Cn = Vg
A = Upz B =V; Cro = V-
Az = Uz Bz = Vs Chs = Vg"

By Theorem [2.5.42| we can deduce that the triple (A, B,C) is an t-ECA for
Ca(Dp, E).

Now we apply the decoding algorithm for AG codes based on ECA considered
in Section 2.2.41

Let
¢=(0,1,0,0,0,0,0,0,0,5,12,10, 3,8) € Co(D, E)
and
e=(1,1,0,0,0,0,0,0,0,0,0,0,0,0)
be the errror vector. Then assume
y=c+e=(1,2,0,0,0,0,0,0,0,5,12,10,3,8)

is the encrypted message, which we try to decrypt. First we delete the 6—th
position of y to use the ECA for V- = Cq(Dp, F) found in step (8). Let i
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be the encrypted message y punctured at position P, € be the error vector e
punctured at position P and ¢ be the codeword ¢ punctured at position P.
The goal is to find ¢ € Vj-.

We have 7 = (1,2,0,0,0,0,0,0,5,12,10,3,8). Also we can see that
Cs = Vit = Co(Dp, E) and we have that ¢ € e + Cs.

In a first step we compute a; € A; \ A;—1 and b; € B; \ Bj_; for 1 <14, j < 13.
We get

(1,1,1,1,1,1,1,1,1,1,1,1,1)

(1,0,9,5,7,3,7,8,11,12,4,3,9)
(1,0,0,9,7,6,11,0,9,8,2,11,12)
(1,0,0,9,0,1,3,10,2,0,7,8,9)
(1,0,0,0,0,12,5,8,3,3,11,7,9)
(1,0,0,0,0,0,5,2,12,1,7,5, 10)
(1,0,0,0,0,0,0,12,4,7,5,12,2)
( )
(
(
(
(
(

1,0,0,0,0,0,0,0,12,5,6,12,7
1,0,0,0,0,0,0,0,0,2,0,9,12)
1,0,0,0,0,0,0,0,0,0,7,10,3)
1,0,0,0,0,0,0,0,0,0,0,5,8)
1,0,0,0,0,0,0,0,0,0,0,0,8)
a3 = (1,0,0,0,0,0,0,0,0,0,0,0,0)
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and

=(1,0,1,2,9,10,6,10,7,4,8,7,3)
= (0,1,10,10,0,4,1,9,8,9,1,4,3)
~(1,0,0,1,12,1,8,11,8,5,5,2,0)
b4 =(1,0,0,0,9,9,0,4,4,8,12,6,4)
= (1,0,0,0,0,0,8,9,10,9,1,3,12)
= (0,1,0,0,0,0,10,12,4,4,5,11,12)
= (1,0,0,0,0,0,0,5,2,12,7,2,9)
= (1,0,0,0,0,0,0,0,2,0,5,12,8)
= (1,0,0,0,0,0,0,0,0,3,3,2,8)
b10 = (1,0,0,0,0,0,0,0,0,0, 10,7, 12)
b1 = (1,0,0,0,0,0,0,0,0,0,0,8,7)
bi» = (1,0,0,0,0,0,0,0,0,0,0,0,1)
b3 = (1,0,0,0,0,0,0,0,0,0,0,0,0)

Next we compute the 13 x 13 matrix S defined by

Si; = (U, a; x bj).

We get
1 1 1 1 1 2 4 5 7 10 3 9 1
1 0 1 11 9 9 3 7 3 2 5 81
1 0 6 3 12 8 123 0 11 1 6 1
1 7 11 0 2 10 11 9 3 4 8 8 1
119 9 3 4 3 125 4 6 10 8 1
9 9 11 1 3 8 10 4 7 11 5 3 1
S=|l 7 1 6 8 7 6 3 6 5 9 11 4 1
1 1 9 9 5 2 4 110 4 5 5 1
2 1 6 11 7 11 11 1 11 3 5 6 1
11 2 8 12 7 6 0 6 8 3 6 12 1
12 5 5 9 8 10 9 410 3 10 0 1
11 10 1 10 2 1 5 6 6 2 7 0 1
1 0 1 1 1 0 1 1 1 1 1 11

As a consequence of the Definition of an array of codes [2.2.40] we know that
for every (i, j) there exists an integer r such that A; x B; C C:-. Thus, we
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want to find 7(4, ) which is the smallest 7 such that A; * B; C C;-. Define
the 13 x 13 matrix R by

Ri,j = f(l,_])
We get
1 2 3 4 5 6 7 8 9 10 11 12 13
3 4 5 6 7 8 9 10 11 12 13 13 13
4 5 6 7 8 9 10 11 12 13 13 13 13
5 6 7 &8 9 10 11 12 13 13 13 13 13
6 7 8 9 10 11 12 13 13 13 13 13 13
7 8 9 10 11 12 13 13 13 13 13 13 13
R= § 9 10 11 12 13 13 13 13 13 13 13 13

9 10 11 12 13 13 13 13 13 13 13 13 13
10 11 12 13 13 13 13 13 13 13 13 13 13
11 12 13 13 13 13 13 13 13 13 13 13 13
12 13 13 13 13 13 13 13 13 13 13 13 13
13 13 13 13 13 13 13 13 13 13 13 13 13
13 13 13 13 13 13 13 13 13 13 13 13 13

Moreover we define the 13 x 13 matrix S by
S@',j = <E, a; * b]>

Let r = 5. For all (i, ) such that #(i,7) < 5 we know S, ; = (7, a; * b;) =
(€,a; *b;) = S, ;. For all the other pairs (7, j) such that r(, j) > 5 we are not
able to compute S; ;, since it can be possible that S; ; # S; ;. These entries
of S are presented by a *.

N
[l
S M ANV A N S S
F ok ok ok kR A ok ok o O O =
S T S A S
Ok b b R ok ok ok b o ok oF
Ok ok b R ok ok ok b o ok oF
ok ok R ok R b o b oF b ¥ F
ok ok ok ok R ok b b oF b o F
ok ok ok ok R ok o b b b o F
ok b ok R R ok o b b b o F
ok ok ok Ok R R b oF b b oF
ok ok ok R R o oF b b b K
ok ok ok ok R o oF b b b K
ok ok ok ok b o oF b b b K
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Define y5 := 7. Now we want to compute ys € € + Cg and 5, ; for all (4, j)
such that 7(i,7) = r + 1 = 6. Recall the following two conditions;

rank(S(i — 1,7 — 1)) = rank(S(i — 1, 7)) = rank(S(i,j — 1)) (C1)
rank(S(i — 1,7 — 1)) = rank(S(¢, j)) (C2)
By considering the matrix R we can find the pairs (i, j) such that 7(i,5) =6
and (i, 7) is WB. For all these (7, j) we check if condition holds. In this
way we can compute the candidates for 7 = 5. We get the candidates: (3, 3).

Now by using the known entries of S we can find for every candidate (i, )
an unique value S; ; € K such that (C2)) holds. We get S35 = 1.

Next we compute ¢; such that c5 € C5 \ Cs. By the same computations as
for the a;’s and b;’s we get

cs = (1,0,0,0,0,0,0,0,10,11,10,11,9).
Then we compute

A\ _g%s—@m%*%>_1
34— (5, a3 * b3) N

We get A5 = 1 and hence we can compute
Yo = Ys + A5 - c5 = (2,2,0,0,0,0,0,0,2,10,7,1,4).
In a last step, for all (4, j) such that 7(i, j) = 6 we can compute S; ; by
Sij = (Ys,a; x b;) + X5 - (cs5,a; * bj).

Thus we get

N
[l
VI VI S U
F ook ok kA Ak A OO D =
S T S Sy S
Ok ok b R ok ok ok b o ok =
Ok b b R ok ok ok b o ok oF
F ok b ok Ok ok R o F ok b oF
ok ok R ok R ok b b b b ¥ F
ok ok ok ok R ok ok b b b o F
ok ok ok ok R ok o b b b o F
ok ok ok ok R ok oF b b o o F
ok ok ok ok R ok oF b b b K
ok ok ok R b o oF b b b K
ok ok ok ok b o oF b b b ok
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Now we do the same for r = 6 : By considering the matrix R we can find
all the pairs (7, j) such that 7(i,j) = 7 and (7, j) is WB. Moreover we check
if condition holds. This gives us the following candidates: (3,4), (4, 3).
Furthermore, we get S;, = 1 and S} ;3 = 1 and we compute ¢ such that
cg € Cg \ C7. We have

¢ = (1,0,0,0,0,0,0,2,8,3,5,8,12).

Then we compute

55,4 — (Y6, as * ba)

A3 g4 = =9
34 <C@, as * b4> ’
o — (Yg, a4 * b
)\473 _ P43 <y6 Qy 3> _9
(cg,ay * bs)

Thus we get A\¢ = 9 and hence we can compute
Y7 = Ys -+ )\6 s Cg = (11, 2, 07 0, O, O, O, 5, 9, 11, 0, 8, 8)

In a last step we compute the entries S; ; such that 7(i,j) = 7. Thus we
obtain

O}

I
b D . D S e e e
X o X X X X X X O O O O+
Dl D . D S R T s e e e
Xt > > X XX X X X X = =
DD D D D R s s S S S e
DR D D D D . . D S S
b S S . D S R s s S . S

b o D . S S B . . S . S o
b D . D S R s s S S S o
b D . D S D e s . S . S o
bl D . D S D e s . S . S o
Dl D . D S R s s . . D o
Dl D . D S R SR s D . S o

Now we can do the same until » = 12. Then we get
Y13 = (17 17 Oa 07 07 07 0, O’ 07 07 O, O’ 0)

and
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I
e T T e T e T e T e T e S G e e O S G e
DO DDDDDODDODDDODODDO O -
e e e T e T e T e T o T S S e
e e e e e T e
e e e e e e e
DO O
T T e e S G e S g
I T = T O e e T S e
T e T e T e T e S e S G e e e S G S G e
T T e T e T o T e S e G e e e O S G e
e T e T e T e T e T e T e e e e O S G e
e e e T T e T e T S S S O S e
e e T e T e T e T S S e

Moreover, we have y;3 = € since C13 = {0} and hence we get
c=y—e=(0,1,0,0,0,0,0,0,5,12,10, 3, 8).
Since wt(€) = 2 we can conclude that

c=1(0,1,0,0,0,0,0,0,0,5,12,10,3,8) € Co(D, E).

4.2.3 Attack on subcodes of AG codes

In this part we describe the attack on the McEliece cryptosystem based on low
codimensional subcodes of AG codes given in [CMP17|. Thus we assume that the
public key consists of a generator matrix G of a [—dimensional subcode of Cq(D, F)
and the integer ¢ which is again the maximal number of errors that can be added
during encryption. The main idea of this attack is to find the code Cqo(D, E) by
only knowing G. By applying the previous attacks, one can then compute an ECP
or ECA for Cq(Dp, F) in order to recover an encrypted message. In the following
we describe the attack, by mainly following [CMP17].

We have already seen in Section that Wieschebrink in [Wiel0O] uses the
observation that for a low codimensional subcode C of GRS, x(a,b) it holds that
C? = GRS, ar1(a,b* b) with high probability. We are therefore interested in
whether this observation can also be extended to subcodes of AG codes. We have
the following conjecture.

Conjecture 1. Let C be a uniformly random subcode of C#(D, E) of dimension [
such that

-2 [+1
2g+1§deg(E)§n2 and2k:—1+g§(;)
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where k = deg(F) + 1 — ¢ is the dimension of C4(D, E). Then, the probability
that C? is different from C#(D,2F) tends to 0 when k tends to infinity.

Remark 4.2.13. The inequalities makes sense in the following way. First of all if
deg(E) > 2g + 1 we have C¢(D, E)® = Cy(D,2FE) by Corollary [2.5.26 Moreover,
as we have seen in Remark [2.5.29, dim(C¢(D,2E)) = 2k — 1 + g if deg(F) < 252,
Thus if C®®) = C»(D, 2E) it should hold by Propositionthat 2k—14¢g < (l-gl).

Under these conditions, we can therefore say that the square of a subcode of
an AG code is equal to the square of the AG code. However for the attack we
are interested to find Co(D, E). To do so, we have to introduce the notion of
s—closures of AG codes. Thus, we first give the general definition of an s—closure.

Definition 4.2.14. Let A be a commutative unitary algebra over a field K and
suppose that we have a subspace L of A. Let s > 2 be an integer, then the
s—closure of L is defined by

L"={feA|f-L*tCLY}.

The space L is called s—closed if L = L.
The s—closure operation has the following properties:
Proposition 4.2.15. Let L, M and N be subspaces of A and s > 2 be an integer.

Then:

1. f(s) 1S a vector space over K.

2. We have the following increasing sequence: L C ? cC...C ¥ c T,

3. Let f € A. Then f - A C(f- L)(S). Equality holds if f is invertible in A.

4. Let ¢ : A — K be a linear form and consider the non degenerate symmetric

bilinear form over A defined as p(a,b) := ¢(ab). Then
5 (s) s— s
' — (L( 1), (L( ))J-W)J-w‘
This holds in particular when A =Ty and ¢ 1is the standard inner product.

As special cases, A = F'is a function field over K = F, and L a subspace of
a Riemann-Roch space Z(F) for a divisor £ € Div(A) or A = F} and L is a
subspace of Fy.

In the following we will see that certain Riemann-Roch spaces are s—closed.
For this we first need the following Lemma.
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Lemma 4.2.16. Let E, H € Div(F) with deg(F) > 2g. Then
E < H if and only if £(F) C Z(H).

Proof. If E < H then by Definition of an Riemann-Roch space it follows that
Z(E) C Z(H). Thus conversely assume .Z(E) C Z(H) and suppose that £ £ H.
Let E =) m,P and H =) n,P with m,,n, € Z. Then, there exists a place P
such that mp, > np,. Moreover, since deg(F) > 2g¢ it follows by the Riemann-Roch
Theorem that ((E) = deg(E) + 1 — g > g. If deg(E — Fy) > 2g — 2 then it follows
by the Riemann-Roch Theorem that ((E — Fy) = deg(E — Fy) +1—¢g < {(E). On
the other hand if deg(E — Py) < 29 — 2 then {(E — Py) < ideg(E — Fy) + 1 by
Clifford’s Theorem. Thus in both cases it holds that ¢/(E — Py) < ¢(FE). Thus there
exists f € Z(FE)\ Z(FE — ). But then vp,(f) = —mp, < —np, what means that
f ¢ Z(H) which gives a contradiction. O

Proposition 4.2.17. Let E € Div(F) with deg(E) > 29+ 1 and s > 2 be an
integer. Then

Z(E) = Z(E).

Proof. By property (2) of Propositionit follows that Z(E) C Z(E)". On the
other hand, if f € Z(E)’ then by Deﬁmtlonwe have f- Z(E)¢~Y C 02”( ) )
Since deg(E) > 2g + 1 it follows that by Theorem [2.5.25) m that £ (E)¢~YD =
ZL((s—1)E) and Z(E)® = Z(sE). Moreover f-Z(E)*~) = Z((s—1)E ( )
and thus Z((s — 1)E — (f)) € Z(sE). Then by Lemma it follows that
(s —1)E — (f) < sE and thus (f) > —F which means that f € .Z( ). O

Under some conditions also AG codes are s—closed:
Proposition 4.2.18. Let s be an integer such that s > 2 and let E' € Div(F') such
that 29 + 1 < deg(E) < "=2. Then
Cy(D.E) =Cy(D,E).
Proof. By property (4) of Proposition we have
Cs(D.E) = (C2(D, E)*Y  (Co(D, B))H)h.

Since deg(E) > 2g + 1 if follows by Corollary that C¢(D, E)®) = Cy(D, sE)
and C¢(D, E)*~Y) = C4(D, (s — 1)E). Moreover by Proposition we have
Cy(D,sE)* = Cy (D, H) where H = D — sE + (n) for some Weil differential 1.
Then deg(H) = n — sdeg(E) + 2g — 2 > 2¢ since deg(E) < ”7_2 by assumption.
Then by Corollary and by Proposition it follows that C» (D, (s —1)FE)*
Cy(D,H)=Cg(D,(s—1)E + H) = C¢(D, E)*. Thus the statement follows. [J
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The 2—closure is crucial for the attack. Indeed, if we assume that Conjecture
holds, then the 2—closure of an I-dimensional subcode C of C (D, E) is with high
probability equal to C¢ (D, E), as the next Corollary states.

Corollary 4.2.19. Assume that the Conjecture holds. Let 2g+1 < deg(F) < ”T’2
and let k = deg(E)+1—g be the dimension of C#(D, E), such that 2k—1+g < (lzl)
for some l. Then the equality

c® = ¢y (D, E)

holds for uniformly random |—dimensional subcodes C of Co (D, E) with a probability
tending to 1 when k tends to infinity.

Now assume the public key consists of a generator matrix G of a [-dimensional
subcode C of Cqo(D, F) and t the maximal number of errors that can be added
during encryption. By Proposition we have Cqo(D, E) = C¢(D, H) where
H =D — E + (n) for some Weil differential n. Furthermore assume that

-2 1
and 2k —1+¢g < (l—; )

where k = dim(C»(D, H)) and that Conjecture [1|is true. Then by Corollary
it follows that C = Cy(D, H) = Co(D, E) with high probability. Thus the main
idea of this attack is to compute the 2—closure of C which is equal to Cq(D, E)
with high probability. Then, depending on the integer t, the previous attacks can
be applied to obtain either an ECP or an ECA for Co(Dp, E). In the following we
summarize the attack.

29+ 1 <deg(H) < r

1. Compute 5(2)

By property (4) of Proposition 4.2.15( we have c® = (C * (C®)H)+ which is
equal to {z € F | 2% C € C?} by Lemma [2.2.29| In this way ¢® can be
computed. Then, we assume that c® = Ca(D, E).

2. Apply attack based on AG codes

Since Cq(D, F) is found we can apply the above attacks and compute,
depending on ¢, either an ECP or an ECA for Co(Dp, E). The corresponding
decoding algorithm will decode the subcode C and thus an encrypted message
can be recovered.

Remark 4.2.20. 1. If deg(H) > ”7_2 then one can use the shortening trick as
mentioned in Remark part (2). Thus by computing 2-closures of several
shortenings of C and summing them up gives Cq(D, E).
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2. In order that the attack can be applied for subcodes C in Co (D, E) = C#(D, H)
where H = D — E + (n) for some Weil differential 7, the following two
inequalities should hold.

i. (1") > dim(C¢(D,2H))
ii. 2g+1 < deg(H) < 252

By (1) the right-hand side of (ii) can be relaxed and in general the left-hand
side of (ii) is fulfilled. Moreover if (i) does not hold, then the dimension of

C is very small which would be a big loss of efficiency by decoding them as
subcodes of Cq(D, E).

Remark 4.2.21. 1f C = C4(D, E)|, is a subfield subcode of C#(D, E) then C?) C
Cy(D, E)?|p, and therefore the 2—closure is in general not equal to C#(D, E).
Thus the above attack does not work for subfield subcodes. For this reason, Goppa
codes resist this type of attacks.

FExample 4.2.22. Let K =Fy1, k =5,1 =4,n = 11. Assume the public key consist
of

1000356 103 8 8
G- 0100828 1 4009
001086 010 487
000188 3106 5 3

and t = 3. Moreover, (G is a generator matrix of an 4-dimensional subcode C of an
AG code Cq(D, E). The construction of Cq(D, E) can be found in the SageMath
code in Appendix [A]

(1) By Proposition 4.2.15  we have c® = (C % (CP)L)L. Thus we get a generator

matrix G of C- ;

10000 1 5424 5
010006 9754 1
G=|l001001101551 10
00010 1 4579 6
000015 4245 1

We assume that C© = Ca(D,E).

(2) Now we can apply the attack either based on the computation of an ECP or
an ECA, depending on the integer ¢. Thus, we first compute deg(F) and the
genus ¢ by using Proposition [4.2.2] By Gaussian elimination we compute the
generator matrix G of C = C(D, E);
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1000O0O01I0 5 1 10 6
010000 G6G 2 10 7 7

G = 00100O0T7T 4 6 6 9
10001009 6 6 4 7
000010 7 7 10 2 6
0000O0OT1G6 10 1 5 10

It follows that ky = dim(C) = 6. Now we compute a generator matrix G
of C?. We get

G =

SO O OO OO oo oo
S OO O OO oo oo
S OO OO O oo oo
SO DO DD DO oo O OoOOo
[ eNoNoNoNRoll S =Nl la)
DD DD OO R OO oo o
SO DO O OO o oo
S OO OO o oo
SO R OO oo oo
SR OO OO oo o oo
— O O OO O oo o oo

and thus ky = dim(C®) = 11. Hence we have deg(E) = ky — ky = 11 — 6 =
band g=ky—2-k;+1=11—-2-6+1=0. Thus d* =deg(E) —29+2=17

and t = |[£=2= | = [I51] = 3. Since g = 0 we can now apply both attacks.

We will do it using an ECP: We take P = P, and we compute Vy and V_;.
By deleting the 2nd column of Gz we get a generator matrix Gy, of Vj;

1000010 5 1 10 6
00000G6G 2 10 7 7
g 010007 4 6 6 9
Wl 001009 6 6 4 7
00010 7 7 10 2 6
000016 10 1 5 10

By using Theorem [2.2.19 part (1) we get a generator matrix C?‘L1 of V_y;

1000010 5 1 10 6
010007 4 6 6 9
Go.,=|l0oo0o100 9 6 6 4 7
00010 7 7 10 2 6
00001 6 10 1 5 10
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Since g = 0 and ¢ = 3 we have to compute V_,_, = V_3. For that we first
compute V_,: By Proposition we have V_o = (1 * (V(Ql))L)

L. Doing
this computations we get a generator matrix Gy._, of V_o;

10007 8 981 10

G = 01007 5 8228 2
-2 0010210483 5
00013 3 426 3

Again, by Proposition , we have V_g = (V_; % (V_@)L)L. Thus we get a
generator matrix Gy._, of V_g;

3 1002 2 3612 5
Gy,=1010110 8143 5
0019 7 474 2 10

Now we want to compute an +-ECP for Vi* = Co(Dp, E). By Gaussian
elimination we get a generator matrix GVOL of Vi,

1000 1 5424 5
G._ 1010010155110
Wl 0010 1 4579 6

0001 5 4245 1

We define B := V_3. By Corollary [2.5.35/ we have A = (B x Vj")*. Thus we
get a generator matrix G4 of A;

1000439811
Gy = 0100753932
0010914836
0001337953

Then by Corollary [2.5.31| we can conclude that (A, B) is a t—ECP for Vj*.
Now we apply the decoding algorithm for AG codes based on ECP.

Assume y = c+e = (0,0,5,6,0,10,1,5,5,1,0) is the encrypted message where
c¢=(0,0,1,0,0,10,1,5,5,1,10) € Co(D, F) and e = (0,0,4,6,0,0,0,0,0,0,1)
is the error vector. First we delete the 2nd position of y to use the ECP
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found above. Let 7 be the encrypted message y punctured at position 2, €
be the error vector e punctured at position 2 and let ¢ be the codeword ¢
punctured at position 2. The goal is to find ¢ € Cq(Dp, E).

We have y = (0,5,6,0,10,1,5,5,1,0). Pick a = (8,0,0,1,2,5,2,7,2,0) € Ky.
Thus J = {2,3,10} and so errors only could happen at these positions. Next,
we compute the following system of linear equations;

<$a Ui> = <g7 Ui)

for i = 1,...,6 where v; are basis elements of V) = C¢(Dp, E) and z; =0

for j ¢ J.
We get x =€ =(0,4,6,0,0,0,0,0,0,1) and hence

e=y—e=1(0,1,0,0,10,1,5,5,1,10)

Since t = 3 what means that only three errors can happened, we can deduce
that

c=(0,0,1,0,0,10,1,5,5,1,10) € Co(D, E).

In the following we summarize the results from this Section. Furthermore we

also consider [WGR24|,|Alb+22] and |Bol+17].

The classic McEliece cryptosystem using binary irreducible Goppa codes remains
unbroken for most parameter sets. However, the parameters originally proposed by
McEliece, where n = 1024, k = 524 and Goppa polynomial of degree t = 50, are
broken due to information set decoding [BLP0§|. On the other hand wild Goppa
codes over quadratic extensions are also insecure, as shown in [COT17|. Attacks
on the classic McEliece cryptosystem using Goppa codes are therefore only known
for certain parameter sets.

Indeed, the generator matrix of a Goppa code is very unstructured, just like the
public matrix in the McEliece cryptosystem. An attacker can therefore not exploit
any structure. For this reason, Goppa codes have many properties in common with
random codes.

However, in [MP14], it is shown that a high-rate Goppa code can be distinguished
from a random code using the Schur product, namely by the fact that the dimension
of the square of the dual is much smaller than that of a random code. We have
also made such an observation for GRS and AG codes which has led to successful
attacks on these codes and on subcodes of these as we have seen in this Section.
By Remark and Remark [£.2.21] we know that these attacks generally do not
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work for Goppa codes. Moreover, by Remark [£.1.6], the attack on wild Goppa Codes
over quadratic extensions also uses the fact that the square of some shortenings of
the Goppa code has also an unusually small dimension. Therefore, the question
arises whether such a distinguisher based on square codes can also be converted
into an attack for high-rate Goppa codes.

Due to the unusually small dimension of the square code of an AG code we have
seen that we are able to compute an ECP or an ECA from the public generator
matrix. Such an ECP or ECA can then be used for decoding as we have seen in
Section [2.2.3] and [2.2.4] In this way it is also not required to recover the structure
of the secret code. Therefore, as mentioned in [MP14], the security of the McEliece
cryptosystem is not only based on the difficulty of decoding a general linear code,
it is rather also depending on the difficulty of retrieving efficiently an ECP or an
ECA from the public generator matrix.

The classic McEliece cryptosystem using binary irreducible Goppa codes, is
currently in the fourth round of the NIST standardization process [ST22|. The
main advantage is its high security. However, this also leads to a large size of the
public key, which is why NIST does not expect it to be widely used. On the other
hand, another advantage of the classic McEliece cryptosystem compared to other
post-quantum cryptosystems is the small size of the ciphertext. For example, for
the proposed parameters n = 8192, k = 6528,¢ = 128 we get a 256 bit security.
Then we have the large public key size of 1357824 bytes and the secret key size of
14120 bytes, whereas the ciphertext size is only 240 bytes.
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A SageMath Codes

In this section we present some fundamental codes in SageMath [Sag23| considering
the Examples presented in the previous sections.

1. Construction of private and public key in Examples 4.2.8 and [4.2.11}

#Define Elliptic Function Field

sage: K = GF(13)

sage: F.<x>=FunctionField(K);_.<Y>=F[];F

Rational function field in x over Finite Field of size 13
sage: H.<y>=F.extension(Y~2-x~3-x);H

Function field in y defined by y~2 + 12*%x73 + 12%x

sage: g=H.genus()

#Define places of H and place at infinity

sage: pls=H.places()

sage: P_inf=H.places_infinite() [0]

#Define Divisor G and degree of G

sage: G=5*P_inf

sage: deg_of_G=G.degree()

#Define places for divisor D

sage: pls_D=[pls[1]]+[pls[i+7] for i in range(len(pls)-7)]

#Define AG code and generator matrix (secret)
sage: AG=codes.EvaluationAGCode(pls_D,G);AG
[14, 5] evaluation AG code over GF(13)

sage: g_AG=AG.generator_matrix()

#Define AG dual

#Define generator matrix of AG dual (public)
sage: AG_dual=AG.dual_code();AG_dual

[14, 9] linear code over GF(13)

sage: g_AG_dual=AG_dual.generator_matrix()

#Compute designed minimum distance

sage: dstar=deg_of_G-2xg+2

#Compute integer tl1 in case of ECP (public)
#Compute integer t2 in case of ECA (public)
sage: tl=floor((dstar-1-g)/2)

sage: t2=floor((dstar-1)/2)
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2. Construction of secret and public key in Example 4.2.22}

#Define Rational Function Field

sage: K.<x> = FunctionField(GF(11,’a’)); K

Rational function field in x over Finite Field of size 11
sage: g=K.genus()

#Define Places of K and place at infinity
sage: pls=K.places()

sage: P_inf= pls[0]

#Define Divisor G and degree of G

sage: G=b5*P_inf

sage: deg_of_G=G.degree()

#Define places for divisor D

sage: pls_D=pls.remove(pls[0])

#Define AG code and generator matrix
#Define AG dual code (secret)

sage: AG=codes.EvaluationAGCode(pls,G); AG
[11, 6] evaluation AG code over GF(11)

sage: g_AG=AG.generator_matrix()

sage: AG_dual=AG.dual_code() ;AG_dual

[11, 5] linear code over GF(11)

sage: g_AG_dual=AG_dual.generator_matrix()

#Define subcode of AG dual

sage: A=matrix(GF(11),[[1, 6, 9, 2, 7],[10, 5, 2, 5, 5],
8, 6, 3, 0o, 8],[3, 4, 3, 4, 9],
(2, 10, 10, 8, 1011)

sage: subcode_of_AG_dual=LinearCode (A*g_AG_dual) ;subcode_of_AG_dual

[11, 4] linear code over GF(11)

#Define generator matrix of subcode of AG dual (public)

sage: g_subcode_AG_dual= subcode_of_AG_dual.generator_matrix()

#Compute designed minimum distance

sage: dstar=deg_of_G-2xg+2

#Compute integer tl1 in case of ECP (public)
#Compute integer t2 in case of ECA (public)
sage: tl=floor((dstar-1-g)/2)

sage: t2=floor((dstar-1)/2)
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3. Construction of secret and public key in Example

#Define base field K

sage: K=GF(7)

#Define generalized Reed-Solomon code of length n and
dimension r (secret)

sage: n,r=5,3

sage: vector_x=vector(K,[2,4,3,1,6])

sage: vector_alpha=vector(K,[1,2,3,4,5])

sage: Cl = codes.GeneralizedReedSolomonCode(vector_alpha,r,

vector_x) ;C1

[6, 3, 3] Generalized Reed-Solomon Code over GF(7)

#Define generator matrix of C1

sage: G1=Cl.generator_matrix()

#Define a 3x3 non-singular matrix T

sage: T=matrix(X,[[3,6,2],[2,3,5],[6,3,3]1]1)

#Define public key

sage: Public=Tx*G1

4. Construction of secret and public key in Example

#Define base field

sage: K=GF(11)

#Define generalized Reed-Solomon code of length n and

dimension k (secret)

sage: n,k=11,5

sage: vector_x=vector(X,[7,4,3,1,6,2,5,8,9,10,9])

sage: vector_alpha=vector(X,[1,2,3,4,5,6,7,8,9,10,11])

sage: Cl = codes.GeneralizedReedSolomonCode(vector_alpha,k,

vector_x) ;C1

[11, 5, 7] Generalized Reed-Solomon Code over GF(11)

#Define generator matrix of C1

sage: G1=Cl.generator_matrix()

#Define a random (k-1) x k matrix T where 1l<=k

sage: 1=1

sage: T=matrix(X,[[8,1,6,3,2]1,[8,6,1,6,10],[1,9,5,3,1],
[4,8,7,6,2]])

#Define public key

sage: M=Tx*G1
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5. Compute Schur product of codes.

#Define function for the computation of a generator matrix of

the Schur product C1xC2.
Input: Generator matrix Gl of C1,
Generator matrix G2 of C2 (over base field K)
Output: Generator matrix of C1xC2
sage: def schur_product(G1,G2):

sage: k1=G1.nrows ()

sage: k2=G2.nrows ()

sage: S=[G1[i] .pairwise_product(G2[j]) for i in range(kl)
for j in range(k2)]

sage: S_square= matrix(K,S)

sage: C_square=LinearCode (S_square)

sage: G_square=C_square.generator_matrix()

sage: return G_square

6. ECP decoding algorithm

#Define function for decoding algorithm for C using ECP.

#Input: received vector y, Generator matrix G_A of A,
Generator matrix G_B of B, Generator Matrix G of C
(over base field K)

#0utput: codeword c¢ of C_dual

sage: def decoding_ecp(y,G_A,G_B,G):

sage: k_B=G_B.nrows ()

sage: zero = [0 for k in range(k_B)]

sage: zeroA = [0 for h in range(len(y))]

sage: zeroA = vector(K,zerol)

sage: c=True

sage: A=LinearCode (G_A)

sage: C=LinearCode(G)

sage: C_dual=C.dual_code()

sage: G_dual=C_dual.generator_matrix()

sage: for i in A:

sage: if 1 !'= zeroA:

sage: if [y.inner_product(i.pairwise_product(G_B[j]))
for j in range(k_B)]==zero:

sage: a=copy (1)

sage: k=G_dual.nrows ()

sage: r=vector (K, [y.inner_product(G_dual[l]) for 1
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in range(k)])

sage: e=copy (zerol)

sage: J=[]

sage: I=[]

sage: for t in range(len(a)):

sage: if a[t] == 0:

sage: J=J+[t]

sage: if aft] !'= 0:

sage: I=I+[t]

sage: G_dual=G_dual.delete_columns(I)
sage: x=G_dual.solve_right(r)

sage: for t in range(len(J)):

sage: e[J[t]1=x[t]

sage: c=y-e

sage: return c

sage: break

sage: if c==True:

sage: print(’received word has more than t errors’)

7. ECA decoding algorithm

#Define function for the decoding algorithm for C using ECA.
#Input: received vector y, List L_A of Generator matrices

of sequence A, List L_B of Generator matrices of sequence B,
List L_C of Generator matrices of sequence C=(Cr) for r>w-1,
base field K, Integer w such that C=C_w

#0utput: codeword c of C

def decoding_eca(y,L_A,L_B,L_C,w,K):

sage: U=[LinearCode(L_A[i]) for i in range(len(L_A))]
sage: V=[LinearCode(L_B[i]) for i in range(len(L_B))]
sage: C=[LinearCode(L_C[i]) for i in range(len(L_C))]
sage: r_U = len(U)

sage: r_V = len(V)

sage: r_C = len(L_C)

sage: l1C=rC+w-1

sage: a = [0 for k in range(r_U)]

sage: al0] = vector(K,[1 for k in range(len(y))])
sage: for i in range(r_U-1):

sage: gen = U[i+1].generator_matrix()

sage: r_gen = gen.nrows ()

sage: for j in range(r_gen):
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sage: ai = genl[j]

sage: if ai in U[i]:

sage: continue

sage: else:

sage: ali+1] = ai

sage: break

sage: b = [0 for k in range(r_V)]

sage: B=L_B[0]

sage: b[0]=B[0]

sage: for i in range(r_V-1):

sage: gen = V[i+1] .generator_matrix()

sage: r_gen = gen.nrows ()

sage: for j in range(r_gen):

sage: bi = genl[j]

sage: if bi in V[i]:

sage: continue

sage: else:

sage: b[i+1] = bi

sage: break

sage: r_a = len(a)

sage: r_b =len(b)

sage: Z = IntegerRing()

sage: S=matrix (K, [[y.inner_product(ali] .pairwise_product(b[j]))

for j in range(r_b)] for i in range(r_a)])

sage: R = matrix(Z, [[0 for x in range(r_a)] for
y in range(r_b)])

sage: for i in range(r_U):

sage: for j in range(r_V):

sage: gen_U = L_A[i]

sage: gen_V = L_B[j]

sage: r_gen_U = gen_U.nrows()

sage: r_gen_V = gen_V.nrows()

sage: M = matrix(X, [gen_U[k] .pairwise_product(gen_V[1])

for k in range(r_gen_U)
for 1 in range(r_gen_V)])

sage: Star = LinearCode (M)

sage: Star_generator_matrix = Star.generator_matrix()
sage: r_Star = Star_generator_matrix.nrows()

sage: for k in range(r_C):

sage: Tr_Fs = [Star_generator_matrix[s] in
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sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:

sage:

sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:
sage:

C[k] .dual_code()
for s in range(r_Star)]
Tr = [True for 1 in range(r_Star)]
if Tr_Fs == Tr:
R[i,j] = w+k
break
r_r = R.nrows()
Rt = R.transpose()
r_c = Rt.nrows()
ystrich = copy(y)
for s in range(r_C-1):
Candidates = []
Sstrich = copy(S)
Cs_gen = L_C[s]
for i in range(Cs_gen.nrows()):
cs = Cs_gen[i]
if cs in C[s+1]:
continue
else:
break
h = w+s+1
indices = []
for i in range(r_r):
for j in range(r_c):
if R[i,j] == h:
indices = indices + [(i,j)]
if R[i-1,j]1'= R[i,j] and R[i,j-11!'= R[i,]]
and R[i-1,j-1]1!= R[1i,j]:
if S[:i,:j].rank()==S[:i,:j+1].rank()
and S[:i,:j+1].rank()==
S[:i+1,:j].rank():
Candidates = Candidates+[(i,j)]
lamdas = []
for o in range(len(Candidates)):
index = Candidates/[o]
row = index[0]
column = index[1]
for x in K:
Sstrich[row,column] = x
if Sstrichl[:row,:column].rank() ==
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Sstrich[:row+1l, :column+1] .rank():
sage: lamda = (x-ystrich.inner_product(
alrow] .pairwise_product(b[column])))/
(cs.inner_product([row] .pairwise_product(b[column])))

sage: lamdas = lamdas + [lamda]
sage: break

sage: lamda_s = mode(lamdas)

sage: y_s = ystrich+lamda_s[0]*cs

sage: for i in range(len(indices)):

sage: index = indices[i]

sage: row = index[0]

sage: column = index[1]

sage: S[row,column] = ystrich.inner_product

(alrow] .pairwise_product(b[column]))+lamda_s[0]*
cs.inner_product (a[row] .pairwise_product(b[column]))

sage: ystrich = copy(y_s)
sage: e = ystrich
sage: return y-e
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