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Abstract

Code-based cryptosystems are promising candidates for post-quantum
cryptography, such as the McEliece and Niederreiter cryptosystems. Their
security is based on the difficulty of decoding a general linear code.

In this thesis, we study the security of algebraic geometry codes in
code-based cryptography. These codes include very well-known families like
generalized Reed-Solomon, BCH and Goppa codes. Furthermore, they can
be described using certain tools, e.g. the theory of algebraic function fields,
which we will focus on.
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1 Introduction
When we send a message or an email, use e-banking or exchange other sensitive
data we want to be sure that the transmission is secure. Cryptosystems ensure
that the communication between two parties is secure and that no third party can
view or manipulate the data. We distinguish between secret key and public key
cryptosystems. In a secret key cryptosystem two parties agree on a secret key that
is used to exchange confidential data. However, since it is not always possible to
exchange a key secretly, such as when two parties meet, Diffie and Hellman [DH76]
introduced the fundamental concepts of public key cryptosystems in 1976. These
types of cryptosystems are based on a key pair consisting of a private and a public
key. The latter one is used for encryption some data into a cipher in such a way
that it becomes unreadable for third parties and the first key is used for decryption.
The security of public key cryptosystems is based on mathematical problems that
are very hard to solve without the knowledge of the private key.

In presence of a quantum computer, most of the currently used public key
cryptosystems, such as RSA cryptosystem based on Diffie-Hellman, will no longer
be secure. Finding potential cryptoystems that are secure against attacks supported
by both quantum and classical computers is therefore the goal of post-quantum
cryptography. Thus, in 2017, the National Institute of Standards and Technology
[ST22] lauchned a competition, called the post-quantum cryptography standardiza-
tion, in finding such new systems. Code-based cryptography is an important class
of cryptosystems that provides some possible candidates.

More explicitly, code-based cryptosystems exploit the difficulty of decoding
a general linear code. This idea goes back to McEliece [McE78] who published
in 1978 a public key cryptosystem that was the first one using linear codes. By
a linear code, we mean an Fq-subspace of n-tuples Fn

q with Fq a finite field and
n a positive integer. Linear codes can be described using a generator or parity
check matrix. If a codeword c ∈ C is sent over a noisy channel and some y ∈ Fn

q

containing some errors is received then one is interested in which codeword c was
sent. Therefore, codes with an efficient decoding algorithm that corrects as many
errors as possible are most useful. The minimum distance d of a linear code, which
is defined through the Hamming metric on Fn

q , gives us information about how
many errors a linear code can correct.

In the McEliece cryptosystem [McE78], a generator matrix G of a code C with
an efficient decoding algorithm is used as the private key. The public key consists
of a disguised matrix G̃ of the generator matrix G and an integer t indicating the
number of errors the code C can correct. Encryption is done by multiplying a
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message with G̃ and adding at most t errors. Using the private key the receiver
can decrypt the cipher and read the message. McEliece’s original proposal is based
on binary irreducible Goppa codes, which is still a candidate for post-quantum
cryptography and is currently in the fourth round of the post-quantum cryptog-
raphy standardization process. However, due to its large public key size NIST
does not expect it to be widely used. In 1986 Niederreiter [Nie86] presented a
variation of the McEliece cryptosystem in order to reduce the key size. Instead of
a generator matrix a parity check matrix of C is used. In the original proposal,
Niederreiter suggested to use generalized Reed-Solomon codes, but this was broken
by Sidelnikov and Shestakov [SS92]. In fact, as shown in [LDW94], the McEliece
and Niederreiter cryptosystems are equivalent if they are based on the same code
and thus have the same security.

On the other hand, algebraic function fields have exciting applications in
algebraic coding theory and hence in code-based cryptography. An algebraic
function field over a field K, denoted by F/K, is defined as a finite extension of
K(x). This structure is studied by local components, such as the notion of a place
or correspondingly discrete valuations rings or maps of F/K. Furthermore, one
can consider finitely many places, called a divisor. To understand the function
field structure, for instance, one may first need to understand the functions in
F/K that have special behaviors on a given divisor such as having a pole or zero
on a point, described by a place, in a divisor. For a fixed divisor these type of
functions form a finite dimensional space, called a Riemann-Roch space. Due to
its finite dimensional vector space structure, Riemann-Roch spaces play a crucial
role in algebraic coding theory. Indeed, as introduced by Goppa [Gop82] in 1982,
one can construct a linear code by evaluating functions in a Riemann-Roch space
at given places. This type of codes are called Algebraic Geometry (AG in short)
codes and their properties are directly studied by the theory of algebraic function
fields, especially the corresponding Riemann-Roch spaces. This large class of
codes involves very well-known families such as Goppa, BCH and generalized
Reed-Solomon (GRS in short) codes.

In the meantime, several proposals have been made to replace Goppa codes
in order to reduce the key size of the McEliece cryptosystem, such as AG codes
and their subfield subcodes by Janwa and Moreno [JM96]. However, most of these
codes have been proven to be insecure. The Schur product of codes plays a crucial
role in these attacks, for instance, Wieschebrink [Wie10] used the observation that
the dimension of the square of a GRS code is small compared to that of a random
code of the same dimension to develop a successful attack on subcodes of GRS
codes. This observation also led to the approach of computing a filtration from
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the public code, which resulted in an alternative attack on GRS codes [Cou+14].
Furthermore, this filtration approach has also led to successful attacks on wild
Goppa codes over quadratic extensions [COT17] and, moreover, on all AG codes
and their low codimensional subcodes [CMP17]. More specifically, the attack on
AG codes is based on the computation of either an error-correcting pair or an
error-correcting array. Using the notion of s-closures, the AG attack can also be
applied to their subcodes. However, no attack has yet been found for subfield
subcodes of AG codes and thus also for general Goppa codes, as they are subfield
subcodes of AG codes.

In this thesis, we study the literature on the security of AG codes in code-based
cryptography. In Section 2 we first give the necessary background for code-based
cryptography and AG codes. We also present decoding algorithms for linear codes
based on error-correcting pairs and arrays, which are crucial for the attacks on AG
codes considered in the last section. In Section 3 we will give a general decoding
algorithm for AG codes as well as Patterson’s decoding algorithm for Goppa codes.
In the last Section 4, we will focus on the security of AG codes in the McEliece
and Niederreiter cryptosystem by considering the attacks. As subfield subcodes of
AG codes, we will see why Goppa codes resist these types of attacks.
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2 Preliminaries
In this section we present necessary background from public key cryptography,
algebraic coding theory and algebraic function fields to algebraic geometry codes.

2.1 Public Key Cryptography

Here, we give a brief overview about public key cryptosystems, mainly following
[SPH08],[Sal06], [DK15],[Ros22], [BBD09] and [ST22].

When transmitting confidential data over the Internet, security is a major
concern. The use of cryptosystems offers the possibility that the transmission of
data between two parties is secure and no third party can see or manipulate it.
More specifically, cryptosystems consist of an encryption and decryption process.
In the encryption process, a message or data is transmitted into a cipher in a way
that it becomes unreadable to unauthorized persons. In the decryption process,
however, the original message can be recovered with the knowledge of authorized
persons.

There are two types of cryptosystems, so called secret key cryptosystems and
public key cryptosystems. In a secret key cryptosystem two parties agree on a secret
key, that is used for both encryption and decryption. One of the oldest secret key
cryptosystem, called the Caesar cipher, was already used by the Romans more
than 2000 years ago. In such a Caesar cipher each letter of a message is shifted
by a fixed number of letters k. However, since there are only 26 possibilities for
the secret key k, Caesar ciphers are not secure. A major drawback of secret key
cryptosystems is the secure exchange of the secret key. Since this is not always
possible, Diffie and Hellman [DH76] introduced the fundamental concepts of public
key cryptosystems in 1976. Such public key cryptosystems appear as a solution in
many applications such as the security of banking, government security, etc.

Public key cryptosystems are based on a key pair consisting of a private key
and a public key. Such a key pair is owned by a person, called the receiver, who
publishes the public key and keeps the private key secret. With the use of the public
key, a message can be encrypted into a cipher and by using the corresponding
private key the cipher can be decrypted. Since the private key is kept secret by the
receiver, recovering the message should only be possible for the receiver. Public key
cryptosystem give the possibility that everyone can use the public key and send
some secrets to the receiver.

To get a mathematical formulation of a public key cryptosystem we need three
spaces:

M: message space K: key space C: cipher space
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An element k of K is described as k = (ks, kp) where ks denotes the secret
(private) key and kp the public key. For every public key kp there is a corresponding
encryption function

ekp : M → C

and for every secret key ks there is a corresponding decryption function

dks : C → M.

If a receiver gets a cipher c then he/she can compute the message m by applying
the corresponding decryption function of the secret key. Thus it should hold that
dks(ekp(m)) = m for all m ∈ M. To guarantee that the public key cryptosystem
is secure it should be infeasible to compute the pre-image from a cipher c by just
knowing the public key kp. Thus the encryption function should be choosen as a
oneway trapdoor function, meaning that a cipher can be efficiently computed and
only the private key allows the receiver to compute the pre-images of the encryption
function efficiently. These oneway trapdoor functions are based on mathematical
problems that are very hard to solve without the knowledge of the private key.
Example 2.1.1. The RSA cryptosystem [RSA78] was the first public key cryptosys-
tem. It is created in 1978 by Rivest, Shamir and Adleman and is one of the most
widely used nowadays. It works as follows:

A receiver chooses two large distinct prime numbers p and q and computes
n = pq. The receiver also chooses an integer 1 < e < ϕ(n) such that gcd(e, ϕ(n)) = 1
where ϕ is the Euler totient function and ϕ(n) = (p− 1)(q− 1). With the extended
euclidean algorithm the receiver computes d ∈ Z such that ed+ ϕ(n)b = 1 where
b ∈ Z. With that, the receiver gets the following key pair:

• Public key: kp = (n, e)

• Private key ks = (p, q, d)

For kp the corresponding encryption function is

ekp : Zn → Zn

m 7→ c = me.

By computing cd = (me)d = med = m1−ϕ(n)b = m(mϕ(n))−b ≡ m1−b ≡ m mod n
the receiver can recover the message m. Thus the corresponding decryption function
of ks is

dks : Zn → Zn

c 7→ cd = m.
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If one knows the prime numbers p and q then ϕ(n) and also d can be computed
by using the extended euclidean algorithm. But this would mean, that also the
decryption function is found and hence the system would not be secure. Thus,
the security of the RSA cryptosystem is based on the hardness of finding the
factorization of n.

Example 2.1.2. The El Gamal cryptosystem [ElG85] was created in 1985 by El
Gamal. This system works as follows:

The receiver chooses a finite group G, an α ∈ G and computes β = αa for some
a ∈ N. Then, the receiver gets the following key pair:

• Public key: kp = (G,α, β)

• Private key: ks = a

For kp the corresponding encryption function is

ekp : G → G×G

m 7→ (c1 = αr, c2 = mβr).

where r ∈ N can be randomly chosen by the person who wants to send a message to
the receiver. Moreover r = logα(αr) is kept private by this person. By computing
c2c

−a
1 = mβrα−ar = m(αa)rα−ar = mαar−ar = m the receiver is able to recover

the message m by using the private key a = logα(β). Thus the corresponding
decryption function of ks is

dks : G×G → G

(c1, c2) 7→ c2c
−a
1 = m.

If one can solve a = logα(β) then the decryption function can be found and hence
the message can be recovered. Thus the security of the El Gamal cryptosystem is
based on the discrete logarithm problem.

In the case that a quantum computer will be built the factorization and discrete
logarithm problem would be solved in a feasible time through Shor’s algorithm
[Sho94]. Hence many of the currently used public key cryptosystems, such as RSA,
will no longer be secure. The goal of post-quantum cryptography is to find new
systems which would be secure against attacks supported by both quantum and
classical computers. Thus, in 2017, the National Institute of Standards and Tech-
nology (NIST) [ST22] started Post-Quantum Cryptography Standardization which
is a competition for finding such new systems. Several post-quantum cryptosystems
have been proposed and in a evaluation process of multiple rounds NIST try to
select different possible and acceptable candidates for post-quantum cryptography.
Code-based cryptosystems are promising candidates for post-quantum cryptography.
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The security of such cryptosystems is based on the difficult problem of decoding
a general linear code. This idea goes back to McEliece [McE78], who published
the first public key cryptosystem based on algebraic coding theory in 1978. The
classic McEliece cryptosystem, based on binary irreducible Goppa codes, is still a
candidate for post-quantum cryptography. However, due to the large size of the
public key, NIST does not expect it to be widely used, although it is considered
secure. In Section 2.2 we give a brief overview of code-based cryptography. To this
end, we first give an overview of algebraic coding theory in the next Section.

2.2 Algebraic Coding Theory

In this part, we introduce the basic notions of algebraic coding theory, mainly
following [Lin82], [Sti09], [HP03], [Hil86], [McE04],[Ros19] and [Saç21].

Algebraic coding theory has been raised from the following engineering problem.
If a message is sent over a communication channel then it can happen that through
noise the original message is distorted and can no longer be recovered. In order to
guarantee that the message can be found, in case some noise happened, there will
be added some redundancy to the message using an encoder. Linear codes provide
a simple way to encode messages. So we begin with the definition of a linear code
and its fundamental notions.

Let Fn
q denote the vector space of all n−tuples over a finite field Fq.

Definition 2.2.1. An [n, k] linear code C is a k-dimensional linear subspace of
Fn
q . n and k are called the length and dimension of the code C, respectively.

An element c of C is of the form c = (c1, . . . , cn) with ci ∈ Fq and is called a
codeword.

We note that a linear code can be defined as an image of a linear map as it is
illustrated by the following example.

Example 2.2.2. Let Lk := {f ∈ Fq[x] | deg(f) ≤ k−1} be the set of all polynomials
of degree at most k − 1 in Fq[x] where k is an integer with 1 ≤ k ≤ n = q − 1.
Furthermore, let β be a primitive element of Fq i.e. F∗

q = ⟨β⟩. Consider the
Fq-linear evaluation map

ev : Lk → Fq × · · · × Fq

f 7→ (f(β), . . . , f(βn)).

If 0 ̸= f ∈ ker(ev) := {f ∈ Lk | f(βi) = 0 for all 1 ≤ i ≤ n} then f has n distinct
roots. But since f is a polynomial of degree at most k − 1 and k ≤ n we have that
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ker(ev) = {0} which means that ev is an injective map. Thus,

RSk(β) := Im(ev) = {(f(β), . . . , f(βn)) | f ∈ Lk}

can be viewed as an [n, k] linear code over Fq and is called a Reed-Solomon (RS)
code.

Linear codes have the advantage that they are easy to specify. Thus, there are
two common ways to describe a linear code C, one is by using a generator matrix
and the other one is by using a parity check matrix.

Definition 2.2.3. A generator matrix G for a linear code C is a k × n matrix
whose rows form a basis for C. Then, the code C can be described as follows:

C = {c ∈ Fn
q | c = mG for some m ∈ Fk

q}.

Definition 2.2.4. A parity check matrix H for the linear code C is a (n−k)×n
matrix such that

C = {c ∈ Fn
q |Hct = 0}.

Since there are several basis for a vector space, we can easily note that there
exist many generator matrices for a code C in general. Similar also holds for parity
check matrices because there can be several solutions for a homogeneous system of
equations.

Remark 2.2.5. Since HcT = 0 for all c ∈ C and c = mG for some m ∈ Fk
q it follows

that H(mG)T = HGTmT = 0 for all m ∈ Fk
q . Thus it holds hat HGT = GHT = 0.

The rows of H are also linearly independent. Hence H is also a generator matrix
for some code, called dual code. To define this code we need the notion of the
standard inner product.

Definition 2.2.6. The standard inner product for a = (a1, . . . , an) ∈ Fn
q and

b = (b1, . . . , bn) ∈ Fn
q is defined as

⟨a, b⟩ :=
n∑

i=1

aibi.

Definition 2.2.7. For an [n, k] linear code C, its dual, denoted by C⊥, is defined
as

C⊥ := {x ∈ Fn
q | ⟨c, x⟩ = 0 for all c ∈ C}.
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It is clear that C⊥ is also a linear code of length n and dimension n − k.
Furthermore, a generator matrix for C is a parity check matrix of C⊥ and the parity
check matrix for C is a generator matrix for C⊥. Indeed, if we assume that g1, . . . , gk
are rows of G, that are basis vectors of C, then for any x ∈ C⊥, ⟨gi, x⟩ = 0 for every
i = 1, . . . , k. Therefore GxT = 0 for any x, and it follows that the generator matrix
of the code C is a parity check matrix of the code C⊥. Also the parity check matrix
of C is the generator matrix for C⊥ because GHT = 0. Thanks to this explanation,
we can see that one can compute a parity check matrix of a linear code C from the
knowledge of a generator matrix of C. The following theorem is a special situation
of this, where a generator matrix is in the standard form, i.e. G = [Ik|A].

Theorem 2.2.8. If a generator matrix G of C is in standard form then

H = [−AT |In−k]

is a parity check matrix for C.

We note that by the relation of G and H, it is also possible to compute a
generator matrix of a linear code C from the knowledge of a parity check matrix of C.

Since a linear code C has qk codewords, these can be used to transmit qk distinct
messages by viewing the messages as k− tuples m ∈ Fk

q . Thus, the most common
way to encode a message m is by multiplying m with a generator matrix G of C
which results in a codeword c. Now assume a codeword c = mG for some m ∈ Fk

q

is sent over a noisy communication channel, meaning that y = c + e is received
where e is some error vector. Then one is interested in what codeword c was sent.
Since it is very likely that as few errors as possible occurred during transmission,
we assume that the sent codeword c is closest to the received vector y. The search
for the closest codeword is therefore called nearest vector decoding. To ensure that
there is an unique nearest codeword, not too many errors should have happened.
Thus, the minimum distance of a linear code C gives us an upper bound on the
error correcting-capability of C. To define this important invariant of a linear code
C we need the definition of the Hamming distance between two vectors in Fn

q .

Definition 2.2.9. Let x, y ∈ Fn
q . Then the Hamming distance d(x, y) of x and

y is defined by

d(x, y) := |{i|1 ≤ i ≤ n, xi ̸= yi}|.

Furthermore, the Hamming weight wt(x) of x is defined by

wt(x) := d(x,0)

where 0 is the zero vector of length n.
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It is well-known that the Hamming distance defines a metric on Fn
q . This leads

us to introduce the minimum distance of a linear code as follows.

Definition 2.2.10. The minimum distance d(C) of a nontrivial code C is defined
by

d(C) := min{d(x, y)|x ∈ C, y ∈ C, x ̸= y}.

The minimum weight of C is defined by

wt(C) := min{wt(x)|x ∈ C, x ̸= 0}.

An [n, k] code C with minimum distance d(C) will be described as an [n, k, d] linear
code.

Remark 2.2.11. Since C is linear and d(x, y) = d(x− y, 0) = wt(x− y) it follows
that the minimum distance of a linear code C is equal to the minimum weight of C.

The following Theorem shows how the minimum distance is a measurement for
the error-correcting capacity of a linear code.

Theorem 2.2.12. A linear code C is t-error correcting if and only if d(C) ≥ 2t+1.

Proof. First we assume that d(C) ≥ 2t+1. Suppose that c1 ∈ C was sent and some
y ∈ Fn

q is received such that d(c1, y) ≤ t. If c2 is another codeword then it must
hold that d(c2, y) ≥ t+1 since otherwise we have d(c1, c2) ≤ d(c1, y)+ d(y, c2) ≤ 2t
by the triangle inequality of the metric d. This results in a contradiction to the
assumption that d(C) ≥ 2t + 1. So c1 would be the nearest codeword to y and
hence one can correct any error.
Now, assume by contradiction that d(C) ≤ 2t. Then there exists two distinct
codewords c1 and c2 such that d(c1, c2) = d(C) ≤ 2t. Assume that y ∈ Fn

q is received
such that d(c1, y) = d(c2, y) = t. However, then there exists no unique nearest
codeword to y and hence one can not distinguish what codeword was sent, meaning
that one can not correct t errors.

Thus, linear codes with an efficient decoding algorithm, correcting as many
errors as possible, are most useful. We should note that one of major problem in
algebraic coding theory is to compute d (or k) for given n, k (or n and d). Even
though the exact computation is impossible in general, we have the following
relation between between n, k and d.

Theorem 2.2.13. [Singleton Bound] Let C be an [n, k, d] linear code over Fq. Then
k ≤ n− d+1. The codes whose parameters attain this bound are called maximum
distance separable (MDS) codes.
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Thanks to this bound, we can compute the exact minimum distance of a
Reed-Solomon code described in Example 2.2.2.

Example 2.2.14. Let c ∈ RSk(β) such that c = ev(f) for some f ∈ Lk. We have

wt(c) = n− |{i ∈ {1, . . . , n} | f(βi) = 0}|.

Since deg(f) ≤ k − 1, the set |{i ∈ {1, . . . , n} : f(βi) = 0}| can be at most
k − 1 which implies that wt(c) ≥ n − (k − 1) = n − k + 1. By Remark 2.2.11
we have d ≥ n − k + 1. On the other hand, by the Singleton bound 2.2.13 we
know d ≤ n− k + 1. Thus the minimum distance of a RS code is d = n− k + 1.
Furthermore, RS codes are MDS codes.

One can also construct a linear code from a given code. In the following
subsection, we consider certain techniques, which appear in the literature.

2.2.1 Construct new Codes form old Codes

In the following we consider important linear codes which are obtained by combining
and modifying other existing linear codes. This part is mainly following [HP03].

Assume a linear code C over some finite field F is given. By deleting entries of
some codewords of C we get new codes which are called punctured and shortened
codes.

Definition 2.2.15. Let C be a [n, k] linear code over Fq. By deleting the i-th entry
of every codeword c ∈ C we get a new linear code C∗ over Fq of length n− 1 which
is called the punctured code on the i-th coordinate.

Remark 2.2.16. By deleting the i-th column of a generator matrix of C and by
removing a zero or double row which may occur, we get a generator matrix for C∗.

As we know the parameters of the given code, we can derive the parameters of
its punctured code.

Theorem 2.2.17. Let C be an [n, k, d] linear code over Fq and let C∗ be the code C
punctured on the i−th coordinate.

1. If d > 1, C∗ is an [n− 1, k, d∗] code where d∗ = d− 1 if C has a minimum
weight codeword with a nonzero i−th coordinate and d∗ = d otherwise.

2. When d = 1, C∗ is an [n−1, k, 1] code if C has no codewords of weight 1 whose
nonzero entry is in cordinate i; otherwise, if k > 1, C∗ is an [n− 1, k− 1, d∗]
code with d∗ ≥ 1.
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Proof. 1. Since we delete the i−th entry of every codeword the lenght reduces by
1 and so the lenght of C∗ is n−1. Moreover, the only possibility that we have
less codewords and so a smaller dimension than k is that two codewords have
the same entries in all coordinates except at position i. But then the minimum
distance of C would be 1 and this is a contradiction to the assumption that
d > 1. So the dimension of C∗ is k in that case. For the minimum distance,
consider the minimum weight codewords and assume there exists one with a
nonzero entry at position i. Then the weight of that codeword reduces by
1 and hence the distance of C∗ will be d∗ = d− 1. If there is no minimum
weight codeword with a nonzero entry at position i then the distance of C∗

is d∗ = d.

2. Since we delete the i−th entry of every codeword the lenght reduces by 1
and so the lenght of C∗ is n − 1. The dimension argument is the same as
in the previous case, if there would be a codeword of weight 1 which has a
nonzero entry at position i then after deleting the i−th position we will have
less codewords and so a smaller dimension. So the dimension of C∗ is k − 1
if k > 1. If there is no such codeword then the dimension of C∗ is k. If d = 1
and there is no codeword of weight 1 whose nonzero coordinate is at position
i then after deleting the i−th coordinate there is still a codeword of weight
1 and so d∗ = 1. If there is a codeword of weight 1 with the nonzero entry
at position i then it is possible that we have d∗ = 1 (in case that there is
anonther minimum weight codeword with a nonzero entry at position j ̸= i).
Otherwise d∗ > 1.

Another way of obtaining a new code is described by shortened codes.

Definition 2.2.18. Let C be an [n, k] linear code over Fq and let T be any set of t
coordinates in {1, . . . , n}. Let C(T ) be the set of codewords which have zero entry
at every coordinate in T . Then, C(T ) is a subcode of C. Puncturing C(T ) on T
gives a new linear code over Fq of length n− t called the code shortened on T
and is denoted by CT .

The following theorem explains how punctured and shortened codes are related.
To this end, let us denote the code C punctured on T , that is the code obtained by
removing every entries t ∈ T of a codeword in C, by CT .

Theorem 2.2.19. Let C be an [n, k, d] linear code over Fq. Let T be a set of t
coordinates in {1, . . . , n}. Then,

1. (C⊥)T = (CT )⊥ and (C⊥)T = (CT )⊥.
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2. If t < d then CT and (C⊥)T have dimensions k and n− t− k, respectively.

3. if t = d and T is the set of coordinates where a minimum weight codeword
is nonzero then CT and (C⊥)T have dimensions k − 1 and n − d − k + 1,
respectively.

If we only consider the codewords of C which have entries in a subfield of F we get
a new code which is called subfield subcode of C.

Definition 2.2.20. Let C be a linear code over Fqt . The subfield subcode,
C|Fq = C ∩ Fn

q , of C with respect to Fq is the set of codewords in C which have
entries in Fq.

Remark 2.2.21. Since C is linear over Fqt , the subfield subcode C|Fq is linear over
Fq.

Let {b1, . . . , bt} be a basis of Fqt over Fq and consider an element z ∈ Fqt . Thus
z can be written as z = z1b1 + . . .+ ztbt with zi ∈ Fq. Now let z̃ = [z1, . . . , zt]

T be
a t× 1 column vector. If

H =


h1,1 . . . h1,n

h2,1 . . . h2,n
...

h(n−k),1 . . . h(n−k),n


is a parity check matrix for the linear code C then we can replace hi,j by h̃i,j and
we get the following matrix

H̃ =


h̃1,1 . . . h̃1,n

h̃2,1 . . . h̃2,n
...

h̃(n−k),1 . . . h̃(n−k),n

.

It follows that H̃ is a t(n− k)× n matrix over Fq. It is possible that the rows of
H̃ are linearly dependent. Thus, by deleting this dependent rows, we will get a
matrix H|Fq which is a parity check matrix for the subfield subcode C|Fq . So we
have the following lower bound for the dimension of the subfield subcode.

Theorem 2.2.22. Let C be an [n, k] code over Fqt. Then C|Fq is an [n, kq] code
over Fq where kq ≥ n− t(n− k).

We can also give an upper bound for the dimension of the subfield subcode:

Theorem 2.2.23. Let C be an [n, k] code over Fqt. Then C|Fq is an [n, kq] code
over Fq where kq ≤ k. If C has a basis of codewords in Fn

q then this is also a basis
of C|Fq and C|Fq is k-dimensional.
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Proof. Consider the generator matrix for C|Fq . This is a kq × n full rank matrix
and so we have kq independent rows which are in Fn

q . It follows that they stay
independent over Fqt and hence the statement follows.

For the next code, coming from a linear code C, we consider the trace function.
If we evaluate this function at every codeword in C we get another code called trace
code.

Definition 2.2.24. The function Trt : Fqt → Fq defined by

Trt(α) =
t−1∑
i=0

αqi , for all α ∈ Fqt

is called trace function.

The following Lemma shows that such a function is a non-zero Fq-linear map.

Lemma 2.2.25. The trace function has the following properties.

1. Trt is not identically zero.

2. Trt(α + β) = Trt(α) + Trt(β) for all α, β ∈ Fqt.

3. Trt(aα) = aTrt(α) for all a ∈ Fq and all α ∈ Fqt.

Definition 2.2.26. Let c = (c1, . . . , cn) be a vector in Fn
qt . The trace of a vector

is defined as

Trt(c) = (Trt(c1), . . . ,Trt(cn)).

The trace of a linear code C of length n is then defined as

Tr(C) = {Trt(c)|c ∈ C}.

By the properties in Lemma 2.2.25, we can easily verify that Tr(C) is a linear
code of length n over Fq.

We end up this subsection by elaborating the relation between subfield subcodes
and trace codes as we did for punctured and shortened codes. More explicitly, this
relation is known as the Delsarte’s theorem in the literature, which relates the dual
of subfield subcodes and trace codes.

Theorem 2.2.27. Let C be a linear code of length n over Fqt. Then (C|Fq)
⊥ =

Trt(C⊥).
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2.2.2 Schur Product of Codes

In this part, we introduce the notion of Schur product of codes, which is used to
provide efficient decoding algorithms for some linear codes. Moreover, the Schur
product will be crucial for the attacks considered in Section 4. This part is mainly
following [CMP17],[Ran15], [COT17], [MP14] and [PM17].

Definition 2.2.28. The Schur product is the component wise product on Fn
q .

More expilictly, given two elements a = (a1, . . . , an) and b = (b1, . . . , bn) in Fn
q their

Schur Product is defined as

a ∗ b := (a1b1, . . . , anbn).

We note that Fn
q forms a ring with ∗. Furthermore, one can define the Schur

product of subspaces of Fn
q . Indeed, for two linear codes A,B ⊆ Fn

q , their Schur
product is the code A ∗ B defined as

A ∗ B := SpanFq
{a ∗ b | a ∈ A and b ∈ B}.

For B = A, then A ∗ A is denoted by A(2) and is called the square code of A.
Moreover we define A(t) by induction for any positive integer t.

By the definition of the standard inner product it follows that

⟨a ∗ b, c⟩ = ⟨a, b ∗ c⟩ =
n∑

i=1

aibici for all a, b, c ∈ Fn
q .

This observation leads us to the following Lemma.

Lemma 2.2.29. Let A and B be two codes in Fn
q . Then

{z ∈ Fn
q |z ∗ A ⊆ B} = (A ∗ B⊥)⊥.

Proof. Let z ∈ Fn
q such that z ∗A ⊆ B. Then we have by the definition of the dual

code that ⟨z ∗ a, b⟩ = 0 for all a ∈ A and b ∈ B⊥. Since ⟨z ∗ a, b⟩ = ⟨z, a ∗ b⟩ = 0 it
follows that z ∈ (A ∗ B⊥)⊥.
Conversely, consider z ∈ (A ∗ B⊥)⊥. Then we have ⟨z, a ∗ b⟩ = 0 for all a ∈ A and
b ∈ B⊥. Since ⟨z, a ∗ b⟩ = ⟨z ∗ a, b⟩ = 0 it follows that z ∗ a ∈ (B⊥)⊥ = B and hence
we have z ∗ A ⊆ B.

We have the following upper bound for the dimension of the Schur product of
codes.
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Proposition 2.2.30. Let A and B be two linear codes in Fn
q . Then,

dim(A ∗ B) ≤ min
{
n, dim(A)dim(B)−

(
dim(A ∩ B)

2

)}
dim(A(2)) ≤ min

{
n,

(
dim(A) + 1

2

)}
.

Proof. 1. Let BA = {e1, . . . , es, as+1, . . . , ak} be a basis for A and BB =
{e1, . . . , es, bs+1, . . . , bl} be a basis for B where {e1, . . . , es} is a basis for
A ∩ B. We have kl = dim(A)dim(B) products u ∗ v for u ∈ BA and v ∈ BB.
Since for all i ̸= j, ei ∗ ej occurs twice in these products and this number is
exactly

(
s
2

)
, the first statement follows.

2. From the first statement we have dim(A(2)) ≤ min{n, dim(A)2 −
(
dim(A)

2

)
}.

Since dim(A)2−
(
dim(A)

2

)
= dim(A)2− dim(A)(dim(A)−1)

2
=
(
dim(A)+1

2

)
the second

statement follows.

The following Theorem shows that the dimension of the square of a random
linear code is equal to the upper bound with high probability.

Theorem 2.2.31. Let C be an [n, k] linear code with n >
(
k+1
2

)
chosen at random.

Then the dimension of the square code C(2) is equal to
(
k+1
2

)
with high probability.

Evaluation codes behave well with respect to the Schur product. Indeed, in
the following example, we can see that the square of an RS code is again RS. In
addition, we can also make the observation that it has an unusually small dimension.
Schur product of general algebraic geometry codes can be found in Section 2.5.

Example 2.2.32. Let us consider a Reed-Solomon code as described in Example
2.2.2. Then RSk(β)

(2) = RS2k−1(β) as 2k − 1 ≤ n and thus dim(RSk(β)
(2)) =

min{2k − 1, n}. By Theorem 2.2.31 we can conclude that the dimension of the
square of a RS code is unusually small compared to the dimension of the square of
a random code with the same dimension.

2.2.3 Decoding using Error Correcting Pairs (ECP)

In the following, a decoding algorithm for linear codes based on error correcting
pairs (ECP) is considered. The notion of an error correcting pair for a linear code
was introduced independently by Pellikaan [Pel92] and Kötter [Kot92]. This part
is mainly following [Pel92], [Pel93], [CMP17], [MP14] and [PM17].
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Definition 2.2.33. Let t be a positive integer. Let C be a Fq-linear code of length
n and let A and B be Fqe-linear codes of length n for some positive integer e. Then,
(A,B) is called t-error correcting pair for C over Fqe if the following conditions
hold:

1) (A ∗ B) ⊆ C⊥

2) k(A) > t

3) d(B⊥) > t

4) d(A) + d(C) > n

Example 2.2.34. Let C = RS2t(β)
⊥ be a RS code of dimension n− 2t and length

n = q − 1 defined as in Example 2.2.2. Now let A = RSt+1(β) and B = RSt(β).
Then (A,B) is a t−error correcting pair for C. To show this is true, we check the
four conditions being a t−ECP for C:

1) Let a ∈ A, b ∈ B. Then there exists f ∈ Lt+1 and g ∈ Lt such that a = ev(f)
and b = ev(g). We have a ∗ b = ev(f) ∗ ev(g) = ev(fg). Since fg has degree
at most 2t− 1 we have a ∗ b ∈ C⊥ = RS2t(β).

2) By definition of A we have k(A) = t+ 1 > t.

3) We have k(B) = t and hence k(B⊥) = n− t. On the other hand, recall that
RS codes and their dual have MDS property. Therefore, d(B⊥) = t+ 1 > t.

4) We have k(C) = n− 2t and k(A) = t+1. Since a Reed-Solomon code is MDS
we have d(C) = 2t+ 1 and d(A) = n− t. So, d(A) + d(C) = n+ t+ 1 > n.

Now assume that (A,B) is a t-error correcting pair for a Fq-linear code C and
assume y = c+ e is the received vector where c ∈ C and e is some error vector. In
the following we want to give a decoding algorithm for C, that is able to correct up
to t errors by using such an ECP. The idea behind the decoding algorithm based
on ECP is to first find a set which contains the set of error positions and then
determine the error values by solving a linear system of equations.
Remark 2.2.35. We assume that t ≥ 1. This makes sense because otherwise we do
not need to correct any error.

Assume wt(e) ≤ t and let

Ky = {a ∈ A | ⟨y, a ∗ b⟩ = 0 for all b ∈ B}.

Note that Ky = Ke. This holds because 0 = ⟨y, a ∗ b⟩ = ⟨c + e, a ∗ b⟩ =
⟨c, a ∗ b⟩+ ⟨e, a ∗ b⟩ = ⟨e, a ∗ b⟩ by condition (1) of an ECP.
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The set Ky is crucial for the decoding algorithm; the set of zero coordinates of a
non-zero a ∈ Ky contains the set of error positions. In this way, we can determine
on which entries the errors may lie. In the following we will explain why this is
true.

Let J ⊆ {1, . . . , n} and define

A(J) = {a ∈ A | aj = 0 for all j ∈ J}.

Let I = supp(e) then it holds that

A(I) = Ky.

Indeed for some a ∈ A(I) it follows that ai = 0 for all i ∈ I which means that
ai is zero at the error positions. Moreover we have ⟨y, a ∗ b⟩ = ⟨e, a ∗ b⟩ by
condition (1) of an ECP. Since ai = 0 for all i ∈ I and ei = 0 for all i /∈ I we
have ⟨y, a ∗ b⟩ = ⟨e, a ∗ b⟩ =

∑
i∈I eiaibi = 0 and thus a ∈ Ky. On the other hand,

if a ∈ Ky then by definition it holds that 0 = ⟨y, a ∗ b⟩ = ⟨e, a ∗ b⟩ = ⟨e ∗ a, b⟩
for each b ∈ B. Hence we have that e ∗ a ∈ B⊥. But as wt(e ∗ a) ≤ wt(e) and
wt(e) ≤ t < d(B⊥) by condition (3) of an ECP, it follows that e ∗ a = 0 and so
ai = 0 for all i ∈ I. Thus a ∈ A(I).

Moreover, we can see that Ky is a subspace of A, so is A(I). Now note that
we can write A(I) as the intersection of vector spaces of dimension k(A) − 1
(i.e. co-dimension 1 spaces). These spaces can be obtained by intersecting all
Vi = {a ∈ A : ai = 0} with i ∈ I. Thus, since k(A) > t ≥ 1 by condition (2)
of an ECP and Ky = A(I) it follows that Ky is not the trivial space. Therefore
condition (2) of an ECP guarantees that we can find a non-zero element in Ky. So
we choose a non-zero a ∈ Ky and look at the zero coordinates of a. The set of zero
coordinates of a, we denote by J . Since ai = 0 for i ∈ I it follows that I ⊆ J . Thus,
the zero coordinates of a give us the possible positions where the errors occurred.
Remark 2.2.36. If wt(e) > t then we have Ky = {0}.

In a next step we want to compute the error values. This is done by solving a
linear system of equations.

Let v1, . . . , vr be basis elements of C⊥. Consider the following system of linear
equations:

⟨x, vi⟩ = ⟨y, vi⟩ for i = 1, . . . , r with xj = 0 for j /∈ J.

Since c ∈ C and vi ∈ C⊥ for i = 1, . . . , r it holds that ⟨y, vi⟩ = ⟨c+ e, vi⟩ = ⟨e, vi⟩.
Also we know that I ⊆ J and thus we have that ej = 0 for j /∈ J . Hence it
follows that e is a solution of this linear system of equations. Now assume that x̃
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is another solution. Then we have that ⟨x̃ − e, vi⟩ = 0 for i = 1, . . . , r and thus
x̃ − e ∈ C. Because x̃j = ej = 0 for j /∈ J it follows that x̃j − ej = 0 for j /∈ J .
But it can also hold that x̃j − ej is zero for j ∈ J . Thus wt(x̃ − e) ≤ |J |. Since
d(A) ≤ wt(a) = n−|J | it follows from condition (4) of an ECP that |J | ≤ d(C)− 1.
Thus wt(x̃− e) ≤ d(C)− 1 and hence x̃− e = 0 which means that x̃ = e. Thus e is
the unique solution of this linear system of equations.

Due to the above observations, we have proved the following Theorem.

Theorem 2.2.37. If C is a Fq-linear code of length n and (A,B) is a t-error
correcting pair for C over Fqe, then one can correct all words y with at most t errors
with complexity O((ne)3).

Remark 2.2.38. If a linear code C has a t-error correcting pair then t ≤ ⌊d(C)−1
2

⌋ by
Theorem 2.2.37 and Theorem 2.2.12.

In the following we summarize the decoding algorithm based on ECP.

Let C be a Fq-linear code such that (A,B) is a t−ECP for C. Then, the following
algorithm corrects up to t errors.

1. Compute a non-zero a ∈ Ky = {a ∈ A | ⟨y, a ∗ b⟩ = 0 ∀b ∈ B}. If Ky = {0}
then wt(e) > t.

2. Compute J = {i | ai = 0}.

3. Let v1, . . . , vr be basis elements of C⊥. Solve the linear system

⟨x, vi⟩ = ⟨y, vi⟩ for i = 1, . . . , r with xj = 0 for j /∈ J.

Then x = e is the unique solution.

4. Compute c = y − e.

Remark 2.2.39. A SageMath code of this decoding algorithm can be found in
Appendix A. Moreover, an example is presented in Section 4.

2.2.4 Decoding using Error Correcting Arrays (ECA)

In this part, we give another decoding algorithm for linear codes. The idea behind
this algorithm comes from Feng and Rao [FR93]. Duursma has looked at it more
general as majority coset decoding in [Duu93b],[Duu93a]. The idea is the following.
If y1 ∈ C1 + e is given where C1 is a code for that we need a decoding algorithm
then coset decoding yields y2 ∈ C2 + e where C2 ⊆ C1 is a code for which we have a
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decoding algorithm. This idea can be used to give a decoding algorithm based on
error correcting arrays. We mainly follow [Pel93], [CMP17], [KP95] and [GMR13].

We first start with the definition of an array of codes.

Definition 2.2.40. An array of codes is a triple (A,B, C) of sequences of linear
codes in Fn

q , enumerated by A = (Ai)1≤i≤n, B = (Bj)1≤j≤n, C = (Cr)1≤r≤n, such
that the following conditions hold:

(1) dim(Ai) = i, dim(Bj) = j and dim(Cr) = n− r;

(2) Ai ⊆ Ai+1, Bj ⊆ Bj+1 and Cr+1 ⊆ Cr;

(3) for every r ∈ {1, . . . , n} there exists a pair (i, j) such that Ai∗Bj ⊆ C⊥
r \C⊥

r−1.

If (A,B, C) is an array of codes, we define the function r̂ as follows.

r̂(i, j) := min{r ∈ {1, . . . , n} | Ai ∗Bj ⊆ C⊥
r }.

Remark 2.2.41. 1. Condition (3) of an array of codes means that the function r̂
is surjective.

2. Since Cn = {0} we have C⊥
n = Fn

q and thus it follows that for all (i, j) there
exists an r ∈ {1, . . . , n} such that Ai ∗Bj ⊆ C⊥

r .

3. If i ≤ i′ and j ≤ j′ then r̂(i, j) ≤ r̂(i′, j′). Thus r̂ is monotone increasing.
But r̂ is not necessarily strictly increasing. More explicitly, if there exists a
pair (i, j) ̸= (n, n) such that r̂(i, j) = n then it follows that r̂(i′, j′) = n for
all i′ ≥ i, j′ ≥ j.

Since r̂ is not necessarily strictly increasing by the above Remark, we introduce
the notion of a well behaving pair.

Definition 2.2.42. A pair (i, j) with 1 ≤ i ≤ n, 1 ≤ j ≤ n is said to be well
behaving (WB in short) if for all (i′, j′) such that i′ ≤ i, j′ ≤ j and (i′, j′) ̸=
(i, j) we have r̂(i′, j′) < r̂(i, j).

Furthermore, we define

N(r) := {(i, j) |1 ≤ i ≤ n, 1 ≤ j ≤ n, r̂(i, j) = r + 1 and (i, j) is WB};
n̂r := |N(r)| and

d̂r := min{n̂r′ | r ≤ r′ < n} ∪ {d(Cn)}.

The minimum distance of the zero code is by definition ∞.
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Theorem 2.2.43. For an array of codes we have that d̂r ≤ d(Cr) for all 1 ≤ r ≤ n.

Proof. Let ai ∈ Ai \ Ai−1 and bj ∈ Bj \Bj−1. Then a1, . . . , ai is a basis of Ai and
b1, . . . , bj is a basis of Bj by conditions (1) and (2) of an array of codes. We now
prove the claim by descending induction on r. For r = n we have by definition
of d̂r that d̂n = d(Cn). Now we assume that it holds for r + 1 i.e. d̂r+1 ≤ d(Cr+1)
and we want to show that it also holds for r. Let y be a nonzero codeword in Cr.
If y ∈ Cr+1 ⊆ Cr then we have that wt(y) ≥ d(Cr+1) ≥ d̂r+1 ≥ d̂r by induction
hypothesis and by definition of d̂r. If y ∈ Cr \ Cr+1 then we check the entries Si,j

of the matrix S defined by Si,j = ⟨y, ai ∗ bj⟩. If r̂(i, j) ≤ r we have ai ∗ bj ∈ C⊥
r

and thus Si,j = 0. By condition (3) of an array of codes we know that there exists
a pair (i, j) such that r̂(i, j) = r + 1. Indeed, since r̂ is increasing there is a pair
(i, j) such that r̂(i, j) = r + 1 and (i, j) is WB, i.e. (i, j) ∈ N(r). Thus we have
Ai ∗Bj ⊆ C⊥

r+1 \ C⊥
r . Since (i, j) is WB and by conditions (1) and (2) of an array

of codes we have C⊥
r+1 = C⊥

r + ⟨ai ∗ bj⟩. Thus, it must hold that Si,j ̸= 0. Indeed,
assume by contradiction that Si,j = 0. Since y ∈ Cr it follows that ⟨y, x⟩ = 0
for all x ∈ C⊥

r+1. But then y ∈ Cr+1 which gives a contradiction. Therefore S
has an echelon form with nonzero pivots at all (i, j) ∈ Nr and thus rank(S) ≥ n̂r.
Furthermore, S can be decomposed into S = AJBT where A is a matrix with
rows a1, . . . , an, B is a matrix with rows b1, . . . , bn and J is a matrix with y on
the diagonal and zero else. Then we have n̂r ≤ rank(S) ≤ rank(J) = wt(y). Thus,
since d̂r ≤ n̂r by definition, it follows that d̂r ≤ d(Cr).

Definition 2.2.44. An array of codes (A,B, C) of sequences of linear codes in
Fn
q enumerated by A = (Ai)1≤i≤n, B = (Bj)1≤j≤n, C = (Cr)1≤r≤n is called t-error

correcting array (t−ECA) for a code C in Fn
q if there exists an w with 1 ≤ w ≤ n

such that C = Cw and t ≤ ⌊ d̂w−1
2

⌋.

Remark 2.2.45. In [KP95] or in [Pel93] the definition of an t−error correcting array
for a code C is more general than the definition above. Usually an t−ECA for a
code C is associated with a sequence of codes (Cr)w≤r≤l with C = Cw and Cl = {0}
or there exists (i, j) such that (Ai, Bj) is a t−error correcting pair for Cl where
l = r̂(i, j) and t ≤ ⌊ d̂w−1

2
⌋.

Now, assume that (A,B, C) is an t−error correcting array for Cw where
t ≤ ⌊ d̂w−1

2
⌋. Moreover, assume yw = cw + e is the received vector where cw

is a codeword in Cw and e is an error vector of weight at most t. Now, the
idea behind the decoding algorithm using error correcting arrays is to find some
yw+1 ∈ Cw+1 + e where Cw+1 ⊆ Cw. Then by doing this in several steps we will
obtain some yn ∈ Cn + e. Since Cn = {0} it follows that yn = e and thus we have
found the error vector. In the following we describe how the decoding algorithm
using ECA works.
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Let ai, bj are defined as in the proof of Theorem 2.2.43. Then, we define the n× n
matrix S̃ by the entries

S̃i,j = ⟨yw, ai ∗ bj⟩ for 1 ≤ i, j ≤ n.

For all (i, j) such that r̂(i, j) ≤ w it follows that ⟨yw, ai ∗ bj⟩ = ⟨cw + e, ai ∗ bj⟩ =
⟨e, ai ∗ bj⟩ since cw ∈ Cw and ai ∗ bj ∈ C⊥

w by definition of r̂. Thus, we define the
n× n matrix S by the entries

Si,j = ⟨e, ai ∗ bj⟩ for 1 ≤ i, j ≤ n,

and the matrix S(i, j) by the entries Si′,j′ for 1 ≤ i′ ≤ i and 1 ≤ j′ ≤ j.
Remark 2.2.46. From the proof of Theorem 2.2.43 we know rank(S) ≤ wt(e) ≤ t.

As explained above we are able to compute Si,j for all (i, j) such that r̂(i, j) ≤ w.
However, we are interested in the computation of the rest of the matrix S. Therefore,
we consider two more conditions:

(C1) rank(S(i− 1, j − 1)) = rank(S(i− 1, j)) = rank(S(i, j − 1));

(C2) rank(S(i− 1, j − 1)) = rank(S(i, j)).

We note that condition (C2) implies condition (C1). Indeed, let us suppose
rank(S(i− 1, j− 1)) = rank(S(i, j)) = d and assume that rank(S(i− 1, j)) = d+1.
But then rank(S(i, j)) = d+ 1 which gives a contradiction. The same also follows
for rank(S(i, j − 1)).
Furthermore, if condition (C1) holds then there exists an unique value for Si,j

such that condition (C2) holds. Indeed, let us suppose that condition (C1) holds.
Assume v1, . . . , vd be the columns of S(i− 1, j − 1) and let x be the last column of
S(i− 1, j). Then we have λ1v1+ . . .+λdvd = x with λi ∈ Fq. Now let ṽi =

(
vi
yi

)
and

x̃ =
(
x
a

)
with a, yi ∈ Fq be the columns of S(i, j). Since rank(S(i, j)) = d we have

that λ1ṽ1 + . . .+ λdṽd = λ1

(
v1
y1

)
+ . . .+ λd

(
vd
yd

)
=
(
x
a

)
. Thus a = λ1y1 + . . .+ λdyd

and hence there exists an unique value for Si,j such that condition (C2) holds. The
same also follows for rank(S(i, j − 1)).

By this observation we can introduce the following notions.

Definition 2.2.47. (i) A pair (i, j) where condition (C1) holds but not (C2) is
called a discrepancy.

(ii) A pair (i, j) such that condition (C1) holds, r̂(i, j) = r + 1 and (i, j) is WB
is called a candidate. If further condition (C2) holds then (i, j) is called
true candidate, if (C2) does not hold (i, j) is called a false candidate.
Moreover, we denote the number of true candidates by T and the number of
false candidates by F .

22



Remark 2.2.48. Assume we know all syndromes Si′,j′ such that r̂(i′, j′) ≤ r. Consider
all the pairs (i, j) such that r̂(i, j) = r+1 and (i, j) is WB. Then the WB property
ensures that we know S(i− 1, j − 1), S(i, j − 1) and S(i− 1, j). We can therefore
check whether the condition (C1) is fulfilled for (i, j) and can thus determine the
candidates for r̂ = r + 1.

Assume yr ∈ Cr + e where r ≥ w and all the syndromes Si,j such that r̂(i, j) ≤ r
are known. Now, we want to find some yr+1 ∈ Cr+1 + e and all the syndromes Si,j

such that r̂(i, j) = r + 1. This can be done in the following way.

First, we note that if condition (C1) holds for (i, j), then condition (C2) also
holds for all (i′, j), 1 ≤ i′ < i and (i, j′), 1 ≤ j′ < j and vice versa. Thus, we can
conclude that there is at most one discrepancy in each column and row of S. By
this observation it follows that the number of discrepancies is equal to the rank
of S. Discrepancies at entries (i, j) such that r̂(i, j) ≤ r are called known and
we denote them by K. All the other discrepancies are called unknown, since we
are not able to check condition (C2). Indeed, all false candidates are unknown
discrepancies. Due to this we have K + F ≤ number of all discrepancies = rank(S)
which is smaller than t by Remark 2.2.46. Thus we have

K + F ≤ t. (1)

If (i, j) is a known discrepancy then it must hold that all the pairs (i′, j), (i, j′) ∈ Nr

with i′ > i, j′ > j are not candidates. Furthermore, one can see that for every
pair (i, j) such that r̂(i, j) = r + 1 and (i, j) is WB, i.e. (i, j) ∈ Nr, which is not a
candidate, there exists a known discrepancy in the same row or column or in both.
Also one can see that for every candidate, independent if true or false, there exists
no known discrepancy in the same row nor column. More specific, if (i, j) is a false
candidate then (i, j) is a discrepancy. Since there is at most one discrepancy in
each row and column there is no known discrepancy in the same row nor column.
On the other hand if (i, j) is a true candidate, then we know that (C2) also holds
for all (i′, j), 1 ≤ i′ < i and (i, j′), 1 ≤ j′ < j. As (C2) implies (C1) the claim
follows. Thus we have

n̂r ≤ T + F + 2K. (2)

By combining the inequalities (1) and (2) we get n̂r ≤ T +F +2K ≤ T +2t−F . On
the other hand by the definition of t and d̂w we have 2t ≤ d̂w − 1 < d̂w ≤ d̂r ≤ n̂r.
Thus

n̂r ≤ T + F + 2K ≤ T + 2t− F < T − F + n̂r

and this implies that F < T . Thus we see that the number of true candidates is
strictly bigger than the number of false candidates. This observation is crucial
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for the decoding algorithm. Indeed, for every pair (i, j) ∈ Nr such that (i, j) is a
candidate, we compute a special λ. Then this λ that occurs most often among all
these gives us the possibility to compute all entries Si,j such that r̂(i, j) = r + 1
and some yr+1 ∈ Cr+1.

Indeed, since Cr contains Cr+1 and the quotient is one dimensional by condition
(1) and (2) of an array of codes there exists some cr ∈ Cr \ Cr+1 such that
Cr = ⟨cr⟩ + Cr+1. Moreover there exists an unique λr ∈ Fq such that yr+1 =
yr + λrcr ∈ e+ Cr+1. Then, we have

⟨yr+1, ai ∗ bj⟩ = ⟨yr, ai ∗ bj⟩+ λr⟨cr, ai ∗ bj⟩ = Si,j.

If r̂(i, j) = r + 1 and (i, j) is WB, then we have C⊥
r+1 = C⊥

r + ⟨ai ∗ bj⟩. Thus
⟨cr, ai ∗ bj⟩ ≠ 0. Then for every candidate (i, j) we define

λi,j =
S ′
i,j − ⟨yr, ai ∗ bj⟩
⟨cr, ai ∗ bj⟩

where S ′
i,j ∈ Fq is the unique value such that condition (C2) holds. If (i, j) is a

true candidate then it holds Si,j = S ′
i,j and λi,j = λr. Since T > F , λr is equal to

that λ which occurs most often among the λi,j. This gives us the possibility that
we can compute Si,j such that r̂(i, j) = r + 1 and yr+1.

Thus, the decoding algorithm based on error correcting arrays is summarized
as the following;

Let A = (Ai)1≤i≤n,B = (Bj)1≤j≤n and C = (Cr)1≤r≤n be sequences of linear
codes in Fn

q . Assume (A,B, C) is a t−ECA for C = Cw where 1 ≤ w ≤ n and
t ≤ ⌊ d̂w−1

2
⌋. Furthermore assume yw = cw + e is the received vector such that

cw ∈ Cw and e is an error vector of weight at most t. Then the following algorithm
corrects up to t errors in Cw;

1. Compute Si,j for all the pairs (i, j) such that r̂(i, j) ≤ w.

Then for r = w we have to do the following steps.

2. Compute the candidates for r̂(i, j) = r + 1, i.e. compute all the pairs (i, j)
such that r̂(i, j) = r + 1, (i, j) is WB and condition (C1) holds.

3. Compute cr such that cr ∈ Cr \ Cr+1.

4. For all candidates, compute the unique value S ′
i,j ∈ Fq such that condition

(C2) also holds.

24



5. For every candidate compute λi,j =
S′
i,j−⟨yr,ai∗bj⟩
⟨cr,ai∗bj⟩ . That λ that occurs most

often among the λi,j is equal to λr.

6. Compute Si,j = ⟨yr, ai ∗bj⟩+λr⟨cr, ai ∗bj⟩ for all (i, j) such that r̂(i, j) = r+1
and yr+1 = yr + λrcr. Then repeat steps (2) to (6) for r = r + 1.

The steps (2) to (6) are done until we get yn ∈ Cn + e. Then since Cn = {0} we
have found yn = e.

Remark 2.2.49. Since T > F and by condition (3) of an array of codes it follows
that for every w ≤ r ≤ n− 1 there exists a pair (i, j) ∈ Nr which is a candidate.

Remark 2.2.50. For the general definition of an t−ECA as in Remark 2.2.45, we
either obtain yl ∈ Cl + e with Cl = {0} and thus yl = e or we obtain an t−ECP
for Cw where t ≤ ⌊ d̂w−1

2
⌋, which we can use for decoding.

Thus, we have proved the following Theorem.

Theorem 2.2.51. A linear code C in Fn
q with an t-ECA has a decoding algorithm

which corrects up to t errors with complexity O(n3).

Remark 2.2.52. A SageMath code of this decoding algorithm can be found in
Appendix A and an example is presented in Section 4.

2.3 Code-Based Cryptography

Code-based cryptosystems are capable of resisting attacks supported by quantum
computers and are therefore promising candidates for post-quantum cryptography.
The security of these systems is based on the difficulty of decoding a general linear
code. In 1978, McEliece [McE78] presented the first public key cryptosystem based
on linear codes. In his original proposal, which is still a candidate for post-quantum
cryptography, McEliece uses binary irreducible Goppa codes. Later, in 1986,
Niederreiter [Nie86] proposed a variant of the McEliece cryptosystem that is dual to
this one. In fact, as shown in [LDW94], the Niederreiter and McEliece cryptosystems
are equivalent and thus have the same security if they are based on the same code. In
the original proposal, Niederreiter suggested using generalized Reed-Solomon codes,
but this has been shown to be insecure by the attack of Sidelnikov and Shestakov
[SS92]. The major disadvantage of McEliece cryptosystem, however, is the large
public key size. For this reason, various proposals were made to replace Goppa
codes, such as subcodes of generalized Reed-Solomon codes [BL05] or algebraic
geometry codes and their subfield subcodes [JM96]. However, most of them have
proven to be insecure. In Section 4 we will present some attacks. To this end, we
give a brief overview of how McEliece’s and Niederreiter’s cryptosystems work, by
mainly following [McE78],[EOS07],[CMP17], [Bol+17],[Ros22] and [LDW94].
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2.3.1 McEliece Cryptosystem

Let F be a family of linear codes over Fq with an efficient decoding algorithm.
An element C ∈ F is represented by the triple (C,AC, t) where AC denotes a
decoding algorithm for C and t is the number of errors which can be corrected.
In the original proposal of McEliece, C is chosen as an binary irreducible Goppa
code, for which we have an efficient decoding algorithm. Goppa codes are defined
in Section 2.5 and a decoding algorithm for these codes is considered in Section 3.1.2.

We pick a finite field Fq, parameters n, k and assume that these are public.
Then the key pair is generated as follows.

A receiver considers an element (C,AC, t) ∈ F and a generator matrix G ∈ Fk×n
q

for the code C. Also the receiver picks a random k × k non-singular matrix S and
a random n× n permutation matrix P and computes G̃ = SGP . With that the
receiver gets the following key pair:

• public key: (G̃, t)

• private key: (S,G, P )

If a message m ∈ Fk
q should be secretly sent to the receiver then one computes

y = mG̃+ e where e ∈ Fn
q is an error vector of weight at most t.

In order to decrypt the message m the receiver computes y′ = yP−1 = mSG+eP−1.
Since wt(eP−1) ≤ t the decoding algorithm AC can be used to compute the codeword
c′ = mSG of C. By computing m′ = mS and by multiplying m′ with S−1 the
receiver gets the message m.

2.3.2 Niederreiter Cryptosystem

The Niederreiter cryptosystem [Nie86] is dual to the McEliece cryptosystem.
Instead of a generator matrix of C, a parity check matrix is used. In the original
proposal Niederreiter chooses a generalized Reed-Solomon code for C. These
codes are defined in Section 2.5. Moreover we will see that GRS codes have an
⌊n−k

2
⌋-ECP, which gives the possibility to correct up to ⌊n−k

2
⌋-errors.

We pick a finite field Fq, parameters n, k and assume that these are public.
Then the key pair is generated in the following way.

A receiver considers an element (C,AC, t) ∈ F and a parity check matrix
H ∈ F(n−k)×n

q . Moreover, the receiver picks a random (n−k)× (n−k) non-singular
matrix S and a random n × n permutation matrix P and computes H̃ = SHP .
Then the receiver gets the following key pair:

• public key: (H̃, t)
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• private key: (S,H, P )

If a message m ∈ Fn
q of weight at most t should be secretly sent to the receiver

then one computes y = H̃mT .
To decrypt the message m the receiver computes y′ = S−1y = HPmT . Since
wt(PmT ) ≤ t the decoding algorithm AC can be used to compute (m′)T = PmT .
By multiplying (m′)T with P−1 the receiver gets the message mT .

Li, Deng and Wang [LDW94] showed that the McEliece and Niederreiter
cryptosystems are equivalent and hence have the same security if the same code C
is chosen. We shortly explain why this is true by following the proof of [LDW94].

Let (C,AC, t) ∈ F with generator matrix G ∈ Fk×n
q and parity check matrix

H ∈ F(n−k)×n
q . By Theorem 2.2.8 one can compute H from G and vice versa. Let

G̃ = SGP and H̃ = MHP where S is a random k× k non-singular matrix, M is a
random (n−k)× (n−k) non-singular matrix and P is a random n×n permutation
matrix.

Let y = mG̃ + e with wt(e) ≤ t be the encrypted message in the McEliece
cryptosystem. By multiplying yT with H̃ we get z = H̃yT = H̃(mG̃ + e)T =
H̃eT since H̃G̃T = 0. This is exactly an encrypted message in the Niederreiter
cryptosystem, and hence if we can find e from z, meaning that the Niederreiter
cryptosystem is broken, we can also find m and thus also the McEliece cryptosystem
is broken.

On the other hand, assume y = H̃mT with wt(m) ≤ t is the encrypted
message in the Niederreiter cryptosystem. Then we can consider w ∈ Fn

q such that
w = xG̃+m for some x ∈ Fn

q . This is exactly an encrypted message in the McEliece
cryptosystem, and again if this is broken also the Niederreiter cryptosystem is.

2.4 Algebraic Function Fields

Algebraic Geometry Codes can be described by certain tools and the theory of
algebraic function fields belongs to them. In this thesis, we follow this theory. For
this reason, we present the necessary background in this subsection by mainly
following [Sti09],[CMP17],[HMS23],[KP95],[Saç21] and [Saç22].

Let K be a field and denote K[x] the polynomial ring in one variable over K.
Then we define K(x) as the field of fractions of K[x]. That is,

K(x) :=

{
f(x)

g(x)
: f(x), g(x) ∈ K[x] with g(x) ̸= 0

}
,
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which is called the rational function field over K. Indeed, K(x) is a field and
an infinite transcendental extension over K. For applications in algebraic coding
theory and cryptography, the field K is chosen as a finite field Fq. However, the
results in this section hold for arbitrary base fields.

A field F is said to be a function field over K, denoted by F/K, if it is a finite
extension of K(x). We often consider simple algebraic extensions of K(x), which
are generated by an irreducible polynomial, i.e., F = K(x, y), where y ∈ F is a
root of some irreducible polynomial ϕ(T ) ∈ K(x)[T ].

In general, we would like to study this global object by some local components
such as valuation maps, or correspondingly valuation rings and places. To this end,
we first define a discrete valuation map.

Definition 2.4.1. A discrete valuation of F/K is a map v : F → Z∪ {∞} such
that

(i) v(z) = ∞ if and only if z = 0.

(ii) v(xy) = v(x) + v(y) for all x, y ∈ F .

(iii) v(x+ y) ≥ min{v(x), v(y)} for all x, y ∈ F (triangle inequality).

(iv) There exits z ∈ F such that v(z) = 1.

(v) For all a ∈ K \ {0}, v(a) = 0.

Remark 2.4.2. (i) We note that a discrete valuation map v is surjective. Indeed,
by the item (iv), there exists z ∈ F such that v(z) = 1, and hence for every
n ∈ Z we can consider the function zn as the preimage of n because v(zn) = n
by item (ii).

(ii) One can see a more general definition of a discrete valuation map as Z is
replaced by any partially ordered set. For further details, we refer [Sal06] to
the reader.

Example 2.4.3. Let F = K(x) and define a map v on F as

v

(
f(x)

g(x)

)
:= deg(g(x))− deg(f(x)).

Then such a map satisfies the axioms (i)-(v), and hence it is a discrete valuation map.
It is denoted by v∞(f(x)

g(x)
) := deg(g(x)) − deg(f(x)). Similarly, for an irreducible

polynomial p(x), we note that any function has a representation as f(x)
g(x)

= p(x)nh(x),
where p(x) ̸ | h(x) and n ∈ Z, because K[x] is an unique factorization domain.
By this representation, we can define vp(x)(

f(x)
g(x)

) := n and see that it is a discrete
valuation map.
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This definition allows us to consider the following local sets inside of F/K.

Definition 2.4.4. Let v be a discrete valuation map on F/K. Then the sets

O := {z ∈ F : v(z) ≥ 0}, and
P := {z ∈ F : v(z) > 0},

are called a valuation ring and a place, respectively.

Remark 2.4.5. We note that [Sti09] defines first valuation rings by elaborating
its ring structure such as being principal ideal domain. Then, correspondingly, a
place is defined as the unique maximal ideal of the valuation ring. The principal
ideal structure allows to introduce a generator of a place, which is called a prime
element. Therefore, the representation of each f ∈ F in terms of a prime element
yields a discrete valuation map. In the definition above, we use the equivalence
of places, valuation rings and discrete valuation maps in other way around. For
instance, one can note that a place defined as above is the unique maximal ideal of
the valuation ring. Moreover, Example 2.4.3 can be equivalently explained by the
following example.

Example 2.4.6. Let F = K(x) be the rational function field.

1. For every irreducible monic polynomial p(x) ∈ K[x] we have

Op(x) =

{
f(x)

g(x)
∈ K(x) : p(x) ∤ g(x)

}
,

Pp(x) =

{
f(x)

g(x)
∈ K(x) : p(x) | f(x), p(x) ∤ g(x)

}
.

2. Moreover we have

O∞ =

{
f(x)

g(x)
∈ K(x) | deg(g(x)) ≥ deg(f(x))

}
,

P∞ =

{
f(x)

g(x)
∈ K(x) | deg(g(x)) > deg(f(x))

}
.

We can easily observe that FP := O/P is a field, and it is well-know that it is a
finite extension of the base field K. This leads to the following definition.

Definition 2.4.7. (i) The field FP is called the residue class field of P .

(ii) The degree of a place P is defined as the extension degree

deg(P ) := [FP : K].
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(iii) P is called a rational place if deg(P ) = 1.

By these definitions, for a given place P and a function z ∈ F we introduce the
following notation;

z(P ) := z + P.

This notation is interpreted as evaluation of z at P . For a function f ∈ F and
place P ∈ PF , we say P is a zero (resp., pole) of f if f(P ) = 0 or equivalently
vP (f) > 0 (resp., f(P ) = ∞, that is, vP (f) < 0). These notions are important
when we define Algebraic Geometry Codes.

Example 2.4.8. Let F = K(x) and let P = Px−α with α ∈ K be a place. Then
deg(P ) = 1 and if z = f(x)

g(x)
∈ K(x) then z(P ) = z(α) where

z(α) =

{
f(α)
g(α)

if g(α) ̸= 0

∞ if g(α) = 0.

Another important theorem, which is useful while providing parameters of
Algebraic Geometry Codes, is the Weak Approximation Theorem.

Theorem 2.4.9 (The Weak Approximation Theorem). Let F/K be a function
field, and P1, . . . , Pn ∈ PF be pairwise distinct places of F/K. Suppose that we are
given not necessary distinct functions x1, . . . , xn ∈ F , and not necessarily distinct
integers r1, . . . , rn ∈ Z . Then there is some x ∈ F such that

vPi
(x− xi) = ri, for i = 1, . . . , n.

A stronger version of the Weak Approximation Theorem is the Strong Approxi-
mation Theorem.

Theorem 2.4.10 (The Strong Approximation Theorem). Let S ⊊ PF be a proper
subset of PF and P1, . . . , Pr ∈ S. Suppose there are given elements x1, . . . , xr ∈ F
and integers n1, . . . , nr ∈ Z. Then there exists an element x ∈ F such that

vPi
(x− xi) = ni for all i = 1, . . . , r, and
vP (x) ≥ 0 for all P ∈ S \ {P1, . . . , Pr}.

By using the places, one can define an important local notion in F/K, which
is known as a divisor. More explicitly, a divisor is defined as a formal sum of
places and represented by G =

∑
P∈PF

nPP with finitely many nonzero inte-
gers nP . The support of G is the set of places with nonzero coefficients, i.e.,
supp(G) = {P ∈ PF : nP ̸= 0}. Also, we define the degree of a divisor as
deg(G) =

∑
P∈PF

nP deg(P ). We denote the divisor group of F , i.e., the set
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containing all divisors, by Div(F ). Since every nonzero function in F has finitely
many zeros and poles but at least one zero and one pole, we can introduce the
zero and pole divisors of a function 0 ̸= f ∈ F by (f)0 =

∑
vP (f)>0 vP (f)P and

(f)∞ = −
∑

vP (f)<0 vP (f)P , respectively. Then, (f) := (f)0 − (f)∞ is called
principal divisor of f . Moreover, all principal divisors have degree 0. We also recall
that two divisors G,G′ ∈ Div(F ) are equivalent if G = G′+(x) for some x ∈ F \{0}.

Given divisor G ∈ Div(F ), its Riemann–Roch space is defined as

L (G) := {x ∈ F : (x) +G ≥ 0} ∪ {0}.

It is known that this space forms a finite dimensional vector space over K, whose
dimension is denoted by ℓ(G).

One can observe that if G ≤ H then L (G) ⊆ L (H) and ℓ(H) − ℓ(G) ≤
deg(H) − deg(G). Let us also recall that if deg(G) < 0, then ℓ(G) = 0, and if
deg(G) = 0 then we have that G is principal if and only if ℓ(G) ≥ 1 if and only if
ℓ(G) = 1. Further, if G and G′ are equivalent divisors then ℓ(G) = ℓ(G′). However,
computing the dimension or giving an explicit basis is difficult and leads to the
definition of the genus of a function field. For an explicit expression of ℓ(G) we
recall the Riemann-Roch Theorem.

Theorem 2.4.11 (Riemann-Roch Theorem). There exists a divisor W and a
positive integer g such that for every divisor G ∈ Div(F ) we have

ℓ(G) = deg(G) + 1− g + ℓ(W −G).

Such a divisor is called a canonical divisor and the integer g is called the genus
of F/K.

If F/K is a function field of genus g and G ∈ Div(F ), then, as a consequence of
the Riemann-Roch Theorem, we have ℓ(G) ≥ deg(G)+1− g. Another consequence
of the Riemann-Roch Theorem is that if deg(G) ≥ 2g − 1, then we have ℓ(G) =
deg(G) + 1− g.
Example 2.4.12. We can see that the genus of the rational function field F = K(x)
is equal to zero. Indeed, let m ≥ 0 and G = mP∞ where P∞ denotes the pole of x.
Then 1, x, . . . , xm ∈ L (G). Thus for sufficiently large m we have

m+ 1 ≤ ℓ(G) = deg(G) + 1− g = m+ 1− g.

by the Riemann-Roch Theorem. Since g ≥ 0 it must hold that g = 0.
For the divisors G with 0 ≤ G ≤ 2g− 2 one can consider the Clifford’s Theorem

which says that ℓ(G) ≤ 1 + 1
2
deg(G).

Another notion used when presenting an example of an error correcting array
for an algebraic geometry code are gaps respectively non-gaps.
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Definition 2.4.13. Let G ∈ Div(F ) be a divisor and let P be a rational place.
A positive integer i is called a G-gap at P if L (G + iP ) = L (G + (i − 1)P ).
Otherwise i is a G non-gap at P . In case G = 0 we just say gap and non-gap
respectively.

Moreover we have the following properties of gaps and non-gaps.

Proposition 2.4.14. [[CMP17], Proposition 1]

1. If i ≥ −deg(G) + 2g then i is an G non-gap at P .

2. The G-gaps at P lie in the interval [−deg(G),−deg(G) + 2g − 1] and the
number of gaps are exactly equal to g.

Because Riemann-Roch spaces are vector spaces, we can consider the product
of two Riemann-Roch spaces with respect to the product in F . Indeed, for L (G)
and L (H) with G,H ∈ Div(F ), we defined their product as

L (G) · L (H) = spanK{f · g ∈ F : f ∈ L (G), g ∈ L (H)}.

This product plays a role as we defined the Schur product of Algebraic Geometry
codes.

Finally, we introduce the local components of a Weil differential, which will play
a significant role while introducing AG codes in Definition 2.5.10. To this end, we
fix some notation by following [Sti09]. Let AF and AF (G) denote the adele space
of F/K and the adele space of a divisor G, respectively. Let us consider an adele

ι : PF −→ F

P 7−→ x,

Q ̸= P 7−→ 0

for x ∈ F , that is, (ι) = (. . . , 0, x, 0 . . .), where x is located at the P -th coordinate
and the other entries are equal to 0. Therefore, an embedding of F into AF can be
given as

ιP : F −→ AF ,

x 7−→ ι,

where (ι) = (ιP )P∈PF
. For x ∈ F , let us denote this adele, whose P -th component is

x and all other components are 0, by ιP (x) ∈ AF . On the other hand, we know that
a Weil differential is defined as a K-linear map AF → K vanishing on AF (G) + F
for some divisor G. All Weil differentials form a vector space over K and denoted
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by ΩF . Recall that for a canonical divisor W there exists a Weil differential ω such
that W = (ω). Moreover, we have deg(W ) = 2g − 2 and ℓ(W ) = g which is a
consequence of the Riemann-Roch Theorem. Moreover, for a divisor G, the Weil
differential space of G is defined as

ΩF (G) := {ω ∈ ΩF : ω = 0 and (ω) ≥ G}.

It is known that it is a finite dimensional vector space over K.
Now we are ready to give the following definition.

Definition 2.4.15. Let P ∈ PF . For a Weil differential ω ∈ ΩF , its local
component at P is defined as

ωP : F −→ K

x 7−→ ωP (x) := ω(ιP (x)).

For the local components of a Weil differential in K(x), we present the following
result.

Proposition 2.4.16. Let F = K(x). Then

(i) −2P∞ is a canocical divisor.

(ii) There exists a unique Weil differential ω ∈ ΩK(x) with (w) = −2P∞ and
(ω)∞(x−1) = −1.

(iii) The local components ωP∞ and ωPa of a Weil differential ω in (ii) satisfy

ωP∞((x− a)n) =

{
0, n ̸= −1

−1, n = −1;

and

ωPa((x− a)n) =

{
0, n ̸= −1

1, n = −1.

2.5 Algebraic Geometry Codes

Algebraic Geometry codes were introduced by Goppa [Gop82] in 1982. This large
class of codes is constructed by evaluating functions in a Riemann-Roch space
at given places and includes very well-known families such as Goppa, BCH and
generalized Reed-Solomon codes. Therefore, in the following part, mainly following
[Sti09],[Saç21] and [Saç22], we will define AG codes and see how Goppa, BCH and
generalized Reed-Solomon codes can be described using rational function fields.
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Throughout this part, the following notations are used:

F/Fq is an algebraic function field of genus g,
P1, . . . , Pn are pairwise distinct rational places of F/Fq,
D = P1 + · · ·+ Pn ∈ Div(F ),
G ∈ Div(F ) such that supp(G) ∩ supp(D) = ∅.

Since we consider places Pi of degree one and since deg(Pi) = [FPi
: Fq], we

have that the residue class field FPi
is equal to Fq. Furthermore, for some

x ∈ L (G) it follows that x has no poles at Pi for all i ∈ {1, . . . , n} since
supp(G) ∩ supp(D) = ∅. This means that x(Pi) ̸= ∞ and hence we have that
x(Pi) ∈ Fq for all i ∈ {1, . . . , n}. Thus we consider the Fq-linear evaluation map
evD : L (G) → Fn

q given by

evD(x) := (x(P1), . . . , x(Pn)) ∈ Fn
q .

This leads us to the definition of an Algebraic Geometry Code:

Definition 2.5.1. An Algebraic Geometry Code (or AG code in short)
CL (D,G) associated with the divisors D and G is defined as

CL (D,G) := {(x(P1), . . . , x(Pn)) | x ∈ L (G) } ⊆ Fn
q .

CL (D,G) is the image of L (G) under the evaluation map.

In the following, we will consider the dimension, minimum distance, and gener-
ator matrix of an AG code. We will see that these properties are directly derived
from the invariants in the theory of algebraic function fields, in particular from the
corresponding Riemann-Roch spaces.

Theorem 2.5.2. CL (D,G) is an [n, k, d] code with parameters

k = ℓ(G)− ℓ(G−D) and d ≥ n− deg(G).

Proof. Let G =
∑

mjP̃j −
∑

nlP̃l where P̃j, P̃l are divisors of F/Fq and mj, nj > 0.
Then the kernel of the evaluation map is

Ker(evD) = {x ∈ L (G) | vPi
(x) > 0 for every i = 1, ..., n}

= {x ∈ L (G) | (x) ≥
∑
vPi

>0

vPi
(x)Pi +

∑
nlP̃l −

∑
mjP̃j}

= L (G−D).

By the first isomorphism theorem it follows that

L (G)⧸Ker(evD) =
L (G)⧸L (G−D)

∼= Im(evD) = CL (D,G)
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and thus we have k = dim(CL (D,G)) = dim(L (G)) − dim(L (G − D)) =
ℓ(G)− ℓ(G−D).

For the minimum distance we assume that CL (D,G) is not the trivial space.
Thus let 0 ̸= c ∈ CL (D,G) such that c = evD(x) for some x ∈ L (G) with
wt(c) = d. This means that there are exactly n − d coordinates, denoted by
i1, ..., in−d, such that x(Pis) = 0 for Pis ∈ supp(D) = {P1, ..., Pn}. Since x ∈ L (G)
it follows that

(x) ≥
∑

nlP̃l −
∑

mjP̃j + Pi1 + ...+ Pin−d

and thus there exists an element 0 ̸= x ∈ L (G − (Pi1 + ... + Pin−d
)). But

then it must hold that that deg(G − (Pi1 + ... + Pin−d
))) ≥ 0, since otherwise

L (G− (Pi1 + ...+ Pin−d
)) = {0}. Thus it follows that d ≥ n− deg(G).

Depending on the divisor G which defines an AG code, we can have further
information on the parameters.

Corollary 2.5.3. Suppose deg(G) < n. Then the evaluation map

evD : L (G) → CL (D,G)

is injective and we have:

(a) CL (D,G) is an [n,k,d] code with

d ≥ n− deg(G) and k = ℓ(G) ≥ deg(G) + 1− g.

Then it follows

k + d ≥ n+ 1− g.

(b) If in addition 2g − 2 < deg(G) < n, then k = deg(G) + 1− g.

(c) If {x1, . . . , xk} is a basis of L (G) then the matrix

M =

 x1(P1) x1(P2) · · · x1(Pn)
...

...
...

xk(P1) xk(P2) · · · xk(Pn)


is a generator matrix for CL (D,G).
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Proof. By assumption we have deg(G−D) = deg(G)− n < 0 which means that
L (G−D) = {0}. Since ker(evD) = L (G−D) it follows that the evaluation map
is injective.
(a) From Theorem 2.5.2 we have that d ≥ n− deg(G) and k = ℓ(G). Moreover we
know from Riemann-Roch Theorem that ℓ(G) ≥ deg(G) + 1− g. Thus it follows
that k + d ≥ deg(G) + 1− g + d ≥ deg(G) + 1− g + n− deg(G) = n+ 1− g.
(b) Since 2g − 2 < deg(G) < n it follows from the Riemann-Roch Theorem that
k = l(G) = deg(G) + 1− g.
(c) Since k = dim(L (G)) we can take a basis x1, ..., xk of L (G). Then evD(xi) =
(xi(P1), ..., xi(Pn)) for i = 1, ..., k and thus we get a generator matrix M for
CL (D,G).

Remark 2.5.4. For deg(G) < n we have that n+ 1 ≥ k + d ≥ n+ 1− g where the
first inequality comes from the Singleton bound 2.2.13 and the second inequality
from Corollary 2.5.3 part (a). Thus for g = 0 we have that CL (D,G) is a MDS
code.

Definition 2.5.5. The integer d∗ := n− deg(G) is called designed minimum
distance of the code CL (D,G).

Remark 2.5.6. By Corollary 2.5.2 it holds that d(CL (D,G)) ≥ d∗. Thus, to obtain
a reasonable bound on the minimum distance of CL (D,G) it is often assumed that
deg(G) < n.

In the following we describe generalized Reed-Solomon codes in terms of the
rational function field Fq(z)/Fq. We first do it for the special case of Reed-Solomon
codes.
Example 2.5.7. Let Fq(z)/Fq be the rational function field. Hence we know that
g = 0. Moreover, let β be a primitive element such that F∗

q = ⟨β⟩ and consider the
rational places Pi = Pz−βi for 1 ≤ i ≤ n = q − 1. Then let D = P1 + . . .+ Pn and
G = (k − 1)P∞ be divisors of Fq(z)/Fq where k ≤ n and P∞ denotes the pole of z.
By this construction we have that supp(D) ∩ supp(G) = ∅.

Since deg(G) = k−1 > 2g−1 = −1 we have that ℓ(G) = deg(G)+1−g = k by
the Riemann-Roch Theorem. Furthermore, 1, z, . . . , zk−1 forms a basis for L (G).
Thus we have that Lk = L (G) where Lk = {f ∈ Fq[z] | deg(f) ≤ k−1} is defined
as in Example 2.2.2. Since in a rational function field it holds that f(Pi) = f(βi)
for i = 1, . . . , n, the AG code CL (D,G) is equal to

CL (D,G) = {(f(β), . . . , f(βn)) | f ∈ Lk}

and is a Reed-Solomon code. Thus we can see that the classic definition of a RS
code as in Example 2.2.2 is equivalent to the definition of a RS code in terms of
the rational function field Fq(z).
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Let G ∈ Div(Fq(z)) of degree k−1. Since deg(G−(k−1)P∞) = 0 ≥ 2g−1 = −1
we have that ℓ(G− (k − 1)P∞) = 1 by the Riemann-Roch Theorem. This means
that G − (k − 1)P∞ is principal and thus there exists 0 ̸= u ∈ Fq(z) such that
G− (k−1)P∞ = (u). Due to this we can conclude that in the rational function field
Fq(z) any divisor G of degree k − 1 is equivalent to (k − 1)P∞. This observation is
used to define generalized Reed-Solomon codes in terms of the rational function
field as we see in the next example.
Example 2.5.8. Consider the rational function field Fq(z)/Fq. Let n ≤ q, α1, . . . , αn

be distinct elements of Fq and let v1, . . . , vn be nonzero but not necessarily distinct
elements of Fq. Then let Pi = Pz−αi

be rational places and set D = P1 + . . .+ Pn.
Furthermore, let G = (k − 1)P∞ − (u) with k ≤ n, 0 ̸= u ∈ Fq(z) such that
u(Pi) = vi and P∞ denotes the pole of z. Since vi ∈ F∗

q, it follows that u has no
zeros and no poles at Pi for i = 1, . . . , n and thus supp(D) ∩ supp(G) = ∅. Then
CL (D,G) is called generalized Reed-Solomon (GRS) code.

Since g = 0 we have deg(G) = k − 1 ≥ 2g − 1 = −1 and thus by the
Riemann-Roch Theorem it follows that ℓ(G) = deg(G) + 1− g = k. Furthermore,
u, uz, . . . , uzk−1 forms a basis for L (G). Thus

L (G) = {uf(z) | f ∈ Fq[z] and deg(f) ≤ k − 1}.

Since αi = z(Pi) and u(Pi) = vi we have (uf(z))(Pi) = vif(z(Pi)) = vif(αi) for
i = 1, . . . , n. Therefore

CL (D,G) = {(v1f(α1), . . . , vnf(αn)) | f ∈ Fq[z] with deg(f) ≤ k − 1}

where the right hand side is the classic Definition of a GRS code. Thus, CL (D,G) =
GRSn,k(α, v). By Corollary 2.5.3 we have that the matrix

M =


v1 v2 · · · vn

α1v1 α2v2 · · · αnvn
...

...
...

αk−1
1 v1 αk−1

2 v2 · · · αk−1
n vn


is a generator matrix for GRSn,k(α, v).
Remark 2.5.9. 1. If n = q− 1, α = (β, . . . , βn) where β is a primitive n−th root

of unity and v = (1, . . . , 1) then we have that GRSn,k(α, v) = RSk(α).

2. Since deg(G) = k− 1 < n as k ≤ n and g = 0 in case of the rational function
field it follows by Remark 2.5.4 that GRS codes are MDS codes.

3. For given v1, . . . , vn ∈ F∗
q there always exists a function u ∈ Fq(z) such

that u(Pi) = vi by the Weak Approximation Theorem 2.4.9. Thus, every
generalized Reed-Solomon code can be represented as an AG code in Fq(z).

37



4. In a rational function field Fq(z) we have exactly q+1 rational places, namely
Pz−αi

where αi ∈ Fq and P∞. Thus the length of a generalized Reed-Solomon
code can be extended to n = q + 1.

In the following we will see that the dual of an AG code is again an AG code.
To this end, we redefine an AG code in terms of the local components of a Weil
differential.

Definition 2.5.10. Let P1, . . . , Pn be rational places and D = P1 + · · ·+ Pn. Let
G be a divisor with supp(D) ∩ supp(G) = ∅. The image of the following map

ρD : ΩF (G−D) −→ Fn
q

ω 7−→ (ωP1(1), . . . , ωPn(1))

is called an Algebraic Geometry Code, and is denoted by CΩ(D,G).

Remark 2.5.11. This definition is the dual of an AG code given in Definition 2.5.1.

Proposition 2.5.12. Let η be a Weil differential such that vPi
(η) = −1 and

ηPi
(1) = 1 for i = 1, . . . , n. Then

CL (D,G)⊥ = CΩ(D,G) = CL (D,H) with H := D −G+ (η).

Remark 2.5.13. By this Proposition and Theorem 2.5.2 it follows that d(CΩ(D,G)) =
d(CL (D,H)) ≥ n−deg(H) = deg(G)−(2g−2). Thus d∗ = deg(G)−(2g−2) is called
designed minimum distance of CΩ(D,G). Again, to obtain a reasonable bound
on the minimum distance of CΩ(D,G) it is often assumed that deg(G) > 2g − 2.

In a rational function field such a Weil differential η always exists by the Weak
approximation Theorem 2.4.9. Moreover, we can give an explicit description of it:

Lemma 2.5.14. Consider the rational function field F = Fq(z) and n distinct
elements α1, . . . , αn ∈ F . Then let Pi = Pz−αi

be distinct rational places and
h(z) :=

∏n
i=1(z − αi) ∈ Fq[z]. Suppose y ∈ F such that y(Pi) = 1 for i = 1, . . . , n.

Then there exists a Weil differential η of F/Fq such that vPi
(η) = −1, ηPi

(1) = 1
for i = 1, . . . , n and

(η) = (y) + (h′(z))− (h(z))− 2P∞

where h′(z) ∈ Fq[z] is the derivative of h(z).

Example 2.5.15. Consider a GRS code CL (D,G) where G = (k−1)P∞−(u) defined
as in Example 2.5.8. By Proposition 2.5.12 we have CL (D,G)⊥ = CL (D,H) where
H = D − G + (η) for some Weil differential η. Now, let y = 1. Then we have
y(Pi) = 1 for i = 1, . . . , n and by Lemma 2.5.14 we have

(η) = (h′(z))− (h(z))− 2P∞.
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Then

H = D −G+ (h′(z))− (h(z))− 2P∞

= D − ((k − 1)P∞ − (u)) + (h′(z))− (D − nP∞)− 2P∞

= (n− k − 1)P∞ + (u) + (h′(z))

= (n− k − 1)P∞ − ((u−1) + (h′(z)−1)).

Thus CL (D,G)⊥ = CL (D, (n− k− 1)P∞ − (x)) where 0 ̸= x = u−1h′(z)−1 ∈ Fq(z).
Since CL (D, (n−k−1)P∞− (x)) = GRSn,n−k(α, b) where bi = x(Pi) = v−1

i h′(αi)
−1

it follows that the dual of a GRS code is again a GRS code.

We finalize this subsection by presenting BCH and Goppa Codes in terms of the
rational function field Fqm(z)/Fqm . To define Goppa codes, we use the following
notations.

• Fqm(z)/Fqm is the rational function field of genus g = 0.

• L = {α1, . . . , αn} ⊆ Fqm with |L| = n.

• g(z) ∈ Fqm [z] be a polynomial of degree t such that 1 ≤ t ≤ n − 1 and
g(αi) ̸= 0 for all αi ∈ L.

• Pi := Pz−αi
for 1 ≤ i ≤ n are pairwise distinct rational places of Fqm(z)/Fqm .

• D = P1 + ...+ Pn.

• P0 is the zero divisor of z and P∞ is the pole divisor of z.

• G = G0 − P∞ where G0 = (g(z))0 and (g(z)) = G0 − tP∞.

Since g(αi) ̸= 0 for all i = 1, . . . , n it follows that g(z) does not have a zero at any
Pi. Thus we have supp(G) ∩ supp(D) = ∅ and we consider the evaluation map

evD : L (G) → Fqm × · · · × Fqm

x 7→ (x(P1), . . . , x(Pn)).

Since g = 0 and deg(G) = deg(G0)− deg(P∞) = t− 1 ≥ 2g − 1 = −1 it follows by
the Riemann-Roch Theorem that ℓ(G) = ℓ(G0 − P∞) = deg(G0 − P∞) + 1− g =
t− 1 + 1− g = t.

Now consider zj

g(z)
for 0 ≤ j ≤ t − 1. Since t − j ≥ 1 and j ≥ 0 we have

(zjg(z)−1) = j(z)− (g(z)) = j(P0 − P∞)− (G0 − tP∞) = jP0 + (t− j)P∞ −G0 ≥
−(G0 − P∞) = −G. Thus zj

g(z)
∈ L (G). Also zj

g(z)
are linearly independent over

Fqm for 0 ≤ j ≤ t− 1 since otherwise a0
z0

g(z)
+ · · ·+ at−1

zt−1

g(z)
= 0 with ai ∈ Fqm not
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all zero, meaning that a0z0 + · · ·+ at−1z
t−1 = 0 which gives a contradiction. This

implies that for 0 ≤ j ≤ t− 1, zj

g(z)
is a basis for L (G).

On the other hand we have evD(
zj

g(z)
) = (

αj
1

g(α1)
, . . . , αj

n

g(αn)
) for 0 ≤ j ≤ t− 1 and

hence

H =


g(α1)

−1 g(α2)
−1 · · · g(αn)

−1

α1g(α1)
−1 α2g(α2)

−1 · · · αng(αn)
−1

...
...

...
αt−1
1 g(α1)

−1 αt−1
2 g(α2)

−1 · · · αt−1
n g(αn)

−1


is a generator matrix for CL (D,G) by Corollary 2.5.3 part (c) since deg(G) =
t− 1 < n.

This leads us to the Definition of a Goppa Code.

Definition 2.5.16. We define the AG code C(L, g(z)) = CL (D,G) ⊆ (Fqm)
n by

the generator matrix

H =


g(α1)

−1 g(α2)
−1 · · · g(αn)

−1

α1g(α1)
−1 α2g(α2)

−1 · · · αng(αn)
−1

...
...

...
αt−1
1 g(α1)

−1 αt−1
2 g(α2)

−1 · · · αt−1
n g(αn)

−1

.

Then, the code Γ(L, g(z)) := C(L, g(z))⊥|Fq is called the Goppa code with Goppa
polynomial g(z). This means

Γ(L, g(z)) = {c ∈ Fn
q | H · ct = 0}

with H as stated before.

By Proposition 2.5.12 we have C(L, g(z))⊥ = CL (D,G)⊥ = CL (D,E) where
E = D −G+ (η) with some Weil differential η. Due to Lemma 2.5.14 we can give
an explicit description of a Goppa Code:

Let y = 1 ∈ Fqm(z). Then y(Pi) = 1 for all i = 1, . . . , n and we have

(η) = (h′(z))− (h(z))− 2P∞.

Then

E = D −G+ (h′(z))− (h(z))− 2P∞

= D − (G0 − P∞) + (h′(z))− (h(z))− 2P∞

= D −G0 + P∞ + (h′(z))− (D − nP∞)− 2P∞

= (h′(z)) + (n− 1)P∞ −G0.
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Thus we get

Γ(L, g(z)) = C(L, g(z))⊥|Fq = CL (D,G0 − P∞)⊥|Fq = CL (D,A−G0)|Fq

where A = (h′(z)) + (n− 1)P∞.

With this explicit description we can give lower bounds for the dimension and
the minimum distance of a Goppa code.

By Theorem 2.2.22 we know that for the dimension kq of Γ(L, g(z)) it holds
that kq ≥ n−mt.

Moreover, by Theorem 2.5.2 we have d(Γ(L, g(z)) ≥ n − deg(A − G0) =
n− (n− 1− deg(g(z))) = 1 + deg(g(z)). Since, for a linear code C over Fqm , the
minimum distance of the subfield subcode C|Fq is always bigger or equal to the
minimum distance of C we can conclude that d(Γ(L, g(z))) ≥ 1 + deg(g(z)).

Remark 2.5.17. We will see in Remark 2.5.23 that the minimum distance of a
binary Goppa code with separable polynomial is even greater than 1 + 2deg(g(z)).

Now we define BCH codes in terms of the rational function field Fqm(z)/Fqm .
We need the following notations:

• Fqm(z)/Fqm is the rational function field of genus g = 0.

• Let β ∈ F∗
qm be a primitive n−th root of unity, i.e. n|(qm− 1) and ⟨β⟩ ⊆ F∗

qm .

• Let Pi := Pz−βi−1 for 1 ≤ i ≤ n are pairwise distinct rational places of
Fqm(z)/Fqm .

• P0 is the zero divisor of z and P∞ is the pole divisor of z.

• Dβ = P1 + . . .+ Pn.

• G = aP0 + bP∞ with a, b ∈ Z such that 0 ≤ a+ b = deg(G) ≤ n− 2.

By this construction we have supp(G) ∩ supp(Dβ) = ∅ and hence we can consider
the evaluation map

evDβ
: L (G) → Fqm × . . .× Fqm

x 7→ (x(P1), . . . , x(Pn)).

Since g = 0 and deg(G) = a+ b ≥ 0 ≥ 2g−1 ≥ −1 it follows by the Riemann-Roch
Theorem that ℓ(G) = deg(aP0 + bP∞) + 1− g = a+ b+ 1.

Consider z−azj for 0 ≤ j ≤ a + b. We have (z−azj) = −a(z) + j(z) =
−a(P0 − P∞) + j(P0 − P∞) = (j − a)P0 + (a − j)P∞ ≥ −aP0 − bP∞ = −G and
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thus z−azj ∈ L (G) for 0 ≤ j ≤ a + b. Also z−azj are linearly independent over
Fqm for 0 ≤ j ≤ a + b because otherwise d0z

−az0 + . . . + da+bz
−aza+b = 0 with

di ∈ Fqm not all zero, which is equivalent to d0z
0 + · · · + da+bz

a+b = 0 and this
would give a contradiction. Thus, for 0 ≤ j ≤ a+ b, z−azj is a basis for L (G).

On the other hand we have evDβ
(z−azj) = (1, β−a+j, (β2)−a+j, . . . , (βn−1)−a+j)

for 0 ≤ j ≤ a+ b and hence

H =


1 β−a · · · (βn−1)−a)
1 β−a+1 · · · (βn−1)−a+1)
...

...
...

1 β−a+(a+b) · · · (βn−1)−a+(a+b))


is a generator matrix for CL (Dβ, G).

This leads us to the definition of a BCH code.

Definition 2.5.18. We define the AG code CL (Dβ, G) = CL (Dβ, aP0 + bP∞) ⊆
(Fqm)

n by the generator matrix

H =


1 β−a · · · (βn−1)−a)
1 β−a+1 · · · (βn−1)−a+1)
...

...
...

1 β−a+(a+b) · · · (βn−1)−a+(a+b))

.

Then the code C := CL (Dβ, G)⊥|Fq is called a BCH code. This means

C = {c ∈ Fq | H · ct = 0}.

with H stated as above.

We also want to give an explicit description of an BCH code. Again, by
Proposition 2.5.12 we have that CL (Dβ, G)⊥ = CL (Dβ, E) where E = Dβ −G+(η)
for some Weil differential η. Let y = z−n ∈ Fqm(z), then y(Pi) = 1 and by Lemma
2.5.14 we have

(η) = (y) + (h′(z))− (h(z))− 2P∞.

We have h(z) =
∏n

i=1(z − βi−1) = zn − 1. Thus,

E = Dβ −G+ (y) + (h′(z))− (h(z))− 2P∞

= Dβ − (aP0 + bP∞)− n(z) + (n− 1)(z)− (Dβ − nP∞)− 2P∞

= Dβ − (aP0 + bP∞)− n(P0 − P∞) + (n− 1)(P0 − P∞)− (Dβ − nP∞)− 2P∞

= (−a− 1)P0 + (n− b− 1)P∞.
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Thus we get

CL (Dβ, G)⊥|Fq = CL (Dβ, (−a− 1)P0 + (n− b− 1)P∞)|Fq .

Using this explicit description and due to the same reasons as for Goppa codes we
have dim(CL (Dβ, G)⊥|Fq) ≥ n−m(a+ b+ 1) and for the minimum distance d of
BCH codes that d ≥ n− deg(G) = a+ b+ 2.

2.5.1 Classical Definitions of Goppa and BCH codes

In this part we give the classical definitions of Goppa and BCH codes and we show
that they are equivalent to the previous ones based on function fields. This part is
mainly following [Sin19], [Sti09],[Ros19] and [Joc02].

Definition 2.5.19. Let g(z) ∈ Fqm [z] be a polynomial of degree t and let L =
{α1, ..., αn} ⊆ Fqm such that g(αi) ̸= 0 for all αi ∈ L. Then the code defined by{

c = (c1, ..., cn) ∈ Fn
q |

n∑
i=1

ci
z − αi

≡ 0 mod g(z)

}
is called Goppa code with parameters g(z) and L; denoted by Γ(L, g(z)).

Since g(αi) ̸= 0 for all i = 1, . . . , n it follows that gcd(z − αi, g(z)) = 1. Thus
the multiplicative inverse of z − αi exists in Fqm [z]⧸(g(z)) and thus we get the
following Theorem.

Theorem 2.5.20. The multiplicative inverse of z − αi exists in Fqm [z]⧸(g(z)) and
the value is

−
(
g(z)− g(αi)

z − αi

)
g(αi)

−1.

Proof. g(z)− g(αi) is divisible by z−αi, thus g(z) = a(z)(z−αi) + g(αi) for some
a(z) ∈ Fqm [z]. Then a(z) = g(z)−g(αi)

z−αi
and −g(αi) ≡ a(z)(z − αi) mod g(z). Hence

we can conclude that 1
z−αi

≡ − a(z)
g(αi)

≡ − 1
g(αi)

g(z)−g(αi)
z−αi

mod g(z).

To show that the classical definition of a Goppa code is equivalent to the
definition of a Goppa code in terms of the rational function field, we want to find a
parity check matrix for Γ(L, g(z)) over Fqm . From Theorem 2.5.20 we can rewrite
the definition of Γ(L, g(z)) as

Γ(L, g(z)) =

{
c = (c1, ...., cn) ∈ Fn

q |
n∑

i=1

ci
g(αi)− g(z)

z − αi

g(αi)
−1 ≡ 0 mod g(z)

}
.
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We have

g(z)− g(αi)

z − αi

=
g0 + g1z + . . .+ gtz

t − g0 − g1αi − . . .− gtα
t
i

z − αi

= gt(z
t−1 + zt−2αi + . . .+ αt−1

i ) + gt−1(z
t−2 + zt−3αi + . . .+ αt−2

i )

+ . . .+ g2(z + αi) + g1

= zt−1gt + zt−2(gtαi + gt−1) + zt−3(gtα
2
i + gt−1αi + gt−2) + . . .

+ z(gtα
t−2
i + . . .+ g3αi + g2) + z0(gtα

t−1
i + . . .+ g2αi + g1).

Hence for a codeword c = (c1, ..., cn) in Γ(L, g(z)) it holds that

n∑
i=1

ci
g(z)− g(αi)

z − αi

g(αi)
−1 ≡ 0 mod g(z)

⇐⇒ c1g(α1)
−1(zt−1gt + . . .+ z(α1gt + . . .+ α1g3 + g2)

+ z0(gtα
t−1
1 + . . .+ g2α1 + g1))

+ c2g(α2)
−1(zt−1gt + . . .+ z(α2gt + . . .+ α2g3 + g2)

+ z0(gtα
t−1
2 + . . .+ g2α2 + g1)) + . . .

+ cng(αn)
−1(zt−1gt + . . .+ z(αngt + . . .+ αng3 + g2)

+ z0(gtα
t−1
n + . . .+ g2αn + g1)) ≡ 0 mod g(z)

⇐⇒ zt−1(gtc1g(α1)
−1 + . . .+ gtcng(αn)

−1) + zt−2((gtα1 + gt−1)c1g(α1)
−1

+ . . .+ (gtαn + gt−1)cng(αn)
−1) + . . .

+ z((gtα
t−2
1 + . . .+ g3α1 + g2)c1g(α1)

−1 + . . .

+ (gtα
t−2
n + . . .+ g3αn + g2)cng(αn)

−1)

+ z0((gtα
t−1
1 + . . .+ g2α1 + g1)c1g(α1)

−1 + . . .

+ (gtα
t−1
n + . . .+ g2αn + g1)cng(αn)

−1) ≡ 0 mod g(z)

This leads us to the following Corollary.

Corollary 2.5.21. For a Goppa Code Γ(L, g(z)), the parity check matrix over Fqm

is

H =


gtg(α1)

−1 gtg(α2)
−1 · · · gtg(αn)

−1

(gtα1 + gt−1)g(α1)
−1 (gtα2 + gt−1)g(α2)

−1 · · · (gtαn + gt−1)g(αn)
−1

...
...

...
...

(gtα
t−1
1 + . . .+ g1)g(α1)

−1 (gtα
t−1
2 + . . .+ g1)g(α2)

−1 · · · (gtα
t−1
n + . . .+ g1)g(αn)

−1


Moreover, we can split the matrix H into three parts;
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H =


gt 0 0 · · · 0
gt−1 gt 0 · · · 0

... . . . . . . . . . ...

... . . . . . . . . . 0
g1 g2 g3 · · · gt




1 · · · · · · · · · 1
α1 · · · · · · · · · αn
...

...
...

...
...

...
...

...
...

...
αt−1
1 · · · · · · · · · αt−1

n




g(α1)

−1 0 · · · · · · 0

0 g(α2)
−1 . . . . . . ...

... . . . . . . . . . ...

... . . . . . . . . . 0
0 · · · · · · 0 g(αn)

−1

 = CXY

Since the matrix C is invertible, we have that c ∈ Γ(L, g(z)) if and only if c(XY )T =
0. Thus we get the following parity check matrix for Γ(L, g(z)) over Fqm :

H =


g(α1)

−1 g(α2)
−1 · · · g(αn)

−1

α1g(α1)
−1 α2g(α2)

−1 · · · αng(αn)
−1

...
...

...
...

αt−1
1 g(α1)

−1 αt−1
2 g(α2)

−1 · · · αt−1
n g(αn)

−1


We can see that this is the same parity check matrix over Fqm as we have derived
from the Definition 2.5.16 of the Goppa code in terms of the rational function field.
From this we can conclude that both definitions are equivalent.

Remark 2.5.22. If Γ(L, g(z)) is a binary Goppa code where g(z) ∈ F2m [z] is a
separable polynomial of degree t and L = {α1, . . . , αn} then it holds that

Γ(L, g(z)) = Γ(L, g2(z)).

Proof. In the following we show why this is true, by following the proof of [[Joc02],
Lemma 2.1].

Let c ∈ Γ(L, g(z)). Assume ci ≠ 0 for i ∈ {i1, . . . , iw}. By the classical
Definition 2.5.19 of a Goppa code, we know that

n∑
i=1

ci
z − αi

=
w∑

k=1

cik
z − αik

=

∑w
j=1 cij

∏
1≤k≤w,k ̸=j(z − αik)∏w

j=1(z − αij)
= 0 mod g(z).

Since g(αi) ̸= 0 for all i = 1, . . . , n it follows that g(z) ∤
∏w

j=1(z − αij). So g(z)
divides f(z) =

∑w
j=1 cij

∏
1≤k≤w,k ̸=j(z − αik) ∈ F2m [z]. Thus we have

c ∈ Γ(L, g(z)) ⇐⇒
n∑

i=1

ci
z − αi

= 0 mod g(z) ⇐⇒ g(z) | f(z).

Since the Goppa code is binary we have

f(z) =
w∑

j=1

cij
∏

1≤k≤w,k ̸=j

(z − αik) =
w∑

j=1

∏
1≤k≤w,k ̸=j

(z − αik).
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Now let

l(z) =
w∏

j=1

(z − αij).

It holds that l′(z) = f(z), where l′(z) is the derivative of l(z). Since a binary
derivative can only have terms with even exponents, f(z) has the form

f(z) = f0 + f2z
2 + . . .+ f2uz

2u

where 2u ≤ w − 1. Moreover, since the characteristic is 2, we know that every
element in F2m is a square an thus we have

f(z) = k2(z)

where k(z) = k0 + k2z + . . .+ k2uz
u with k2

i = fi. Thus we have g(z) | k2(z). Since
g(z) is separable it has no double roots and so it must hold that g(z) | k(z). Thus
we have

c ∈ Γ(L, g(z)) ⇐⇒ g(z) | f(z) and g(z) | k(z).

Now if c ∈ Γ(L, g2(z)) we know that g2(z) | f(z). But then g(z) | f(z) and thus
c ∈ Γ(L, g(z)). On the other hand, if c ∈ Γ(L, g(z)) we know g(z) | k(z). But then
g2(z) | k2(z) = f(z) and thus c ∈ Γ(L, g2(z)). Thus the statement follows.

Remark 2.5.23. By Remark 2.5.22 and since we know that the minimum distance
of a Goppa code Γ(L, g(z)) is at least 1 + deg(g(z)) it follows that d(Γ(L, g(z))) =
d(Γ(L, g2(z))) ≥ 1 + 2deg(g(z)) in case that Γ(L, g(z)) is a binary Goppa code
where g(z) ∈ F2m [z] is a separable polynomial of degree t.

Now, we show that the classical definition of a BCH code is equivalent to the
definition of a BCH code in terms of the rational function field.

Definition 2.5.24. Assume n|(qm − 1) and let β ∈ Fqm be a primitive n−th root
of unity. Furthermore let l ∈ Z and δ ≥ 2. Then we define a code C(n, l, δ) over
Fqm by the generator matrix

H =


1 βl · · · β(n−1)l

1 βl+1 · · · β(n−1)l+1

...
...

...
1 βl+δ−2 · · · β(n−1)(l+δ−2)

.

The code C = C(n, l, δ)⊥|Fq is called a BCH code with designed distance δ. Thus
we have

C = {c ∈ Fn
q | H · ct = 0}.
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Consider the Definition 2.5.18 of a BCH code in terms of the rational function
field Fqm(z)/Fqm and set a := −l, a+ b = δ − 2 with δ ≥ 2. Then the parity check
matrix H defined as in Definition 2.5.18 over Fqm can be rewritten as

H =


1 βl · · · β(n−1)l

1 βl+1 · · · β(n−1)l+1

...
...

...
1 βl+δ−2 · · · β(n−1)(l+δ−2)


which is the same parity check matrix as for the classical definition of a BCH code.
Thus we can also conclude that both definitions are equivalent.

2.5.2 Schur Product of AG codes

In this part we give an overview about the behaviour of Schur products of AG
codes, mainly following [HMS23], [CMP17],[Már+14], [COT17], [MP14],[PM17]
and [CR21].

The function field structure is crucial for the behaviour of the Schur product of
AG codes. Due to this, we first consider the product of two subspaces V,W of a
function field F . This is defined as

V ·W = span{vw | v ∈ V,w ∈ W}

where vw is the ordinary product of field elements. The following important
Theorem gives us more information about the product of two Riemann-Roch
spaces.

Theorem 2.5.25. Let F/Fq be a function field of genus g and let G,H be two
divisors of F . Then we get

L (G) · L (H) ⊆ L (G+H)

Equality holds if deg(G) ≥ 2g and deg(H) ≥ 2g + 1.

Due to this fact we have the following property about the Schur product of AG
codes.

Corollary 2.5.26. Let CL (D,G), CL (D,H) be two AG codes such that deg(G) ≥
2g and deg(H) ≥ 2g + 1. Then it holds

CL (D,G) ∗ CL (D,H) = CL (D,G+H).
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Proof. Let a ∈ CL (D,G) and b ∈ CL (D,H). Then there exist f ∈ L (G) and
h ∈ L (H) such that a = evD(f) and b = evD(h). Since a ∗ b = evD(f) ∗ evD(h) =
evD(fh) we have CL (D,G)∗CL (D,H) = evD(L (G) ·L (H)). Then, the statement
follows by Theorem 2.5.25.

Remark 2.5.27. In general, by Theorem 2.5.25, it holds that CL (D,G)∗CL (D,H) ⊆
CL (D,G+H). Thus, we can conclude that the Schur product of two AG codes is
therefore contained in an AG code and in certain cases even equal to an AG code.

Example 2.5.28. Let CL (D, (k−1)P∞−(u)) = GRSn,k(a, b) and CL (D, (k′−1)P∞−
(w)) = GRSn,k′(a, c) be generalized Reed-Solomon codes defined as in Example
2.5.8. We have deg((k − 1)P∞ − (u)) = k − 1 ≥ 2g = 0 as k ≥ 1. Moreover if
k′ − 1 ≥ 2g + 1 = 1 i.e. k′ ≥ 2 and k + k′ − 1 ≤ n it follows that

CL (D, (k − 1)P∞ − (u)) ∗ CL (D, (k′ − 1)P∞ − (w)) =

CL (D, (k + k′ − 2)P∞ − (uw)) =

GRSn,k+k′−1(a, b ∗ c).

Remark 2.5.29. We have already seen in Example 2.2.32, that the dimension of the
square of a RS code has an unusual small dimension. Moreover by the above example
we can see that this observation also holds for GRS codes. Indeed, evaluation codes,
do not behave like random codes, i.e. we can get much stronger upper bounds
than for random codes, as we have seen in Theorem 2.2.31. For general AG codes
it can be seen as follows: Assume 2g − 2 < deg(G) < n

2
. Then by Remark 2.5.27

we know CL (D,G)(2) ⊆ CL (D, 2G). Moreover by Corollary 2.5.3 part (b) we have
k = dim(CL (D,G)) = deg(G) + 1− g and dim(CL (D, 2G)) = 2k − 1 + g. So we
can conclude that dim(CL (D,G)(2)) ≤ 2k − 1 + g. Thus, the Schur product can
help to distinguish some algebraic geometry codes from random codes. The Schur
product therefore plays an important role when we consider the attacks in Section
4.

By Lemma 2.2.29, for two codes A and B in Fn
q it holds that

{z ∈ Fn
q | z ∗ A ⊆ B} = (A ∗ B⊥)⊥.

Now assume A = CL (D,G) and B = CL (D,H) such that deg(G) ≥ 2g and
deg(H) ≤ n−3. By Proposition 2.5.12 we have that B⊥ = CL (D,H)⊥ = CL (D,B)
with B = D −H + (η) where η is some Weil differential. Since deg(H) ≤ n − 3
and deg((η)) = 2g − 2 it follows that deg(B) ≥ 2g + 1. Thus by Corollary 2.5.26
we have

A ∗ B⊥ = CL (D,G+B) = CL (D,G+D −H + (η)).
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Then, again by Proposition 2.5.12 we get

CL (D,G) ∗ CL (D,H)⊥ = CL (D,H −G)⊥.

Thus we have proved the following Proposition;

Proposition 2.5.30. Let CL (D,G), CL (D,H) be two AG codes such that deg(G) ≥
2g and deg(H) ≤ n− 3. Then,

CL (D,H −G) = (CL (D,G) ∗ CL (D,H)⊥)⊥

= {z ∈ Fn
q | z ∗ CL (D,G) ⊆ CL (D,H)}.

This Proposition is very crucial if we consider the attacks in Section 4.

2.5.3 ECP and ECA for AG codes

In this part we will see that every AG code of designed minimum distance d∗ has
a ⌊d∗−1−g

2
⌋-error correcting pair and a ⌊d∗−1

2
⌋-error correcting array. We mainly

follow [Pel93],[Pel92],[Pel96],[MP14],[CMP17] and [KP95].

Let C = CΩ(D,G) be an AG code of length n where d∗ = deg(G) − 2g + 2 is
the designed minimum distance of C. In order to get a reasonable bound for d∗, we
assume that deg(G) > 2g − 2 . First, we are interested in finding an t-ECP for C
to be able to decode C. The next Corollary gives us conditions for a divisor H that
we can use to construct an ECP for C.

Corollary 2.5.31. If G and H are divisors with support disjoint from D such
that t+ g ≤ deg(H) < n, then (A = CL (D,H),B = CL (D,G−H)) is a t−error
correcting pair for C = CΩ(D,G) whenever deg(G−H) > t+ 2g − 2.

Proof. We check the four conditions of an t−ECP by Definition 2.2.33.

1. Let a ∈ A, b ∈ B. Then there exist h ∈ L (H) and f ∈ L (G−H) such that
a = evD(h) and b = evD(f). By considering the Schur product a ∗ b, we get
a∗b = evD(h)∗evD(f) = evD(hf). Also, (hf) = (h)+(f) ≥ −H−(G−H) =
−G and hence hf ∈ L (G) meaning that a ∗ b ∈ C⊥. Thus A ∗B ⊆ C⊥.

2. Since deg(H) < n it follows by Corollary 2.5.3 part (a) that k(A) = ℓ(H) ≥
deg(H) + 1− g. Since deg(H) ≥ t+ g we get k(A) ≥ t+ 1 > t.

3. We have B⊥ = CΩ(D,G − H), thus by Remark 2.5.13 it holds d(B⊥) ≥
deg(G−H)− (2g − 2). Since deg(G−H) > t+ 2g − 2 we get d(B⊥) > t.
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4. By Theorem 2.5.2 we have d(A) ≥ n− deg(H). On the the other hand, since
t is positive we have deg(H) < deg(G) − 2g + 2 and thus we get d(A) >
n− (deg(G)− 2g + 2). By Remark 2.5.13 we have d(C) ≥ deg(G)− (2g − 2).
Thus, combining the two inequalities gives d(A) + d(C) > n− (deg(G)− 2g +
2) + deg(G)− (2g − 2) = n.

Remark 2.5.32. Let E = (t + g)P1 and let S ′ = {P1, . . . , Pn} ⊆ S ⊊ Div(F ). By
the Strong Approximation Theorem 2.4.10 there exists f ∈ F such that

vP1(f) = t+ g

vPi
(f) = 0 ∀i = 2, . . . , n

vP (f) ≥ 0 ∀P ∈ S \ S ′.

Consider H = E − (f), then the degree of H is t + g and moreover, f has a
zero of order t + g at P1 and neither a zero nor a pole at P2, . . . , Pn. Thus,
supp(H) ∩ supp(D) = ∅.

Now let t = ⌊d∗−1−g
2

⌋. By the above Remark, such a divisor H considered as in
Corollary 2.5.31 always exists. Moreover, we have the following Theorem.

Theorem 2.5.33. Every algebraic geometry code CΩ(D,G) of designed minimum
distance d∗ = deg(G) − 2g + 2 has a ⌊d∗−1−g

2
⌋-error correcting pair whenever

deg(G) > 2g − 2.

Proof. By Remark 2.5.32 we can always find a divisor H of degree t + g such
that supp(H) ∩ supp(D) = ∅. Furthermore, we have 2t ≤ d∗ − 1 − g and thus
deg(G−H) = deg(G)−(t+g) = deg(G)−2t−g+t ≥ deg(G)−(d∗−1−g)−g+t =
deg(G)−d∗+1+t = t+2g−1 > t+2g−2. The minimum distance of C is at most n
and at least deg(G)−2g+2, which implies that n ≥ deg(G)−2g+2. Combining the
two inequalities gives n > deg(H). By Corollary 2.5.31 the statement follows.

Remark 2.5.34. Let C2 be a (subfield) subcode of C1. If (A,B) is a t-error correcting
pair for C1 then (A,B) is also a t−error correcting pair for C2. Indeed, one can see
that condition (2) and (3) of an t-ECP in Definition 2.2.33 are fulfilled. Moreover,
since C⊥

1 ⊆ C⊥
2 and d(C2) ≥ d(C1) also conditions (1) and (4) hold.

Knowing the codes C = CΩ(D,G) and B = CL (D,G−H) is sufficient to obtain
a ⌊d∗−1−g

2
⌋-error correcting pair for C. This is summarized in the next Corollary.

Corollary 2.5.35. Under the conditions stated in Corollary 2.5.31 and assuming
that deg(H) = t+ g, deg(G) ≤ n− 3 and t ≥ 1, we have

A = (B ∗ C)⊥.
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Proof. We have C = CL (D,G)⊥. Since t ≥ 1, 2t ≤ d∗−1−g and by the definition of
d∗ we have deg(G−H) = deg(G)−deg(H) = deg(G)−(t+g) = deg(G)−2t+t−g ≥
deg(G) − d∗ + 1 + t = 2g + t − 1 ≥ 2g. Moreover, by assumption we have
deg(G) ≤ n− 3. Then, the statement follows by Proposition 2.5.30.

In the following we give explicit examples of error correcting pairs for some
types of families in AG codes. For all the examples we consider the rational function
field Fqm(z)/Fq of genus g = 0.
Example 2.5.36. (GRS codes) Let m = 1. Let us consider the generalized Reed-
Solomon code C = GRSn,k(a, b)

⊥ = CΩ(D,G) where G = (k − 1)P∞ − (u) with
0 ̸= u ∈ Fq(z) such that u(Pi) = bi and z(Pi) = ai defined as in Example 2.5.8.
Thus we have d∗ = deg(G)− 2g+2 = k+1 and it follows that t = ⌊d∗−1−g

2
⌋ = ⌊k

2
⌋.

Now let H = tP∞−(u). Then by this construction we have supp(H)∩supp(D) =
∅. Moreover, deg(H) = t and since k ≤ n it holds that deg(H) < n. Since
k ≥ 2t we have G − H = (k − 1 − t)P∞ ≥ (t − 1)P∞. On the other hand since
deg((t− 1)P∞) = t− 1 > t− 2 = t+ 2g − 2 it follows by Corollary 2.5.31 that

A = CL (D, tP∞ − (u)) = GRSn,t+1(a, b),

B = CL (D, (t− 1)P∞) = GRSn,t(a, 1)

is a t−error correcting pair for C over Fq.
Remark 2.5.37. Let C = GRSn,k(a, b). Then, as we have seen in Example 2.5.15,
we have that C = GRSn,n−k(a, c)

⊥ where ci := b−1
i

∏
j ̸=i(αi − αj)

−1. Thus, similar
as in the above example, we get that

A = GRSn,t+1(a, c),

B = GRSn,t(a, 1)

is a t-error correcting pair for C over Fq where t = ⌊n−k
2
⌋.

Example 2.5.38. (Goppa codes) Let Γ(L, g(z)) = CΩ(D,G)|Fq be a q-ary Goppa code
where G = G0−P∞ with G0 = (g(z))0 and (g(z)) = G0−rP∞ such that deg(g(z)) =
r ≤ n− 1 defined as in Definition 2.5.16. We have d∗ = deg(G) + 2− 2g = r + 1
and thus we get t = ⌊d∗−1−g

2
⌋ = ⌊ r

2
⌋.

Now consider H = tP∞. Then by this construction we have supp(H) ∩
supp(D) = ∅. Moreover, deg(H) = t and since r ≤ n−1 we have deg(H) < n. Since
r ≥ 2t we have G−H = (g(z))+rP∞−P∞−tP∞ = (g(z))+(r−t−1)P∞ ≥ (g(z))+
(t−1)P∞. On the other hand since deg((g(z))+(t−1)P∞) = t−1 > t−2 = t+2g−2
it follows by Corollary 2.5.31 and Remark 2.5.34 that

A = CL (D, tP∞) = GRSn,t+1(α, 1),

B = CL (D, (t− 1)P∞ − (g(z)−1) = GRSn,t(α, y)
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where α = (α1, . . . , αn) and yi = g(αi)
−1 is a t-error correcting pair for Γ(L, g(z))

over Fqm .

Example 2.5.39. (BCH codes) Let C = CΩ(Dβ, G)|Fq where G = aP0 + bP∞ be a
BCH code defined as in Definition 2.5.18. We have d∗ = deg(G)+2−2g = a+ b+2
and thus we get t = ⌊d∗−1−g

2
⌋ = ⌊a+b+1

2
⌋.

Now let H = (t− a)P∞ + aP0. Then by this construction we have supp(H) ∩
supp(Dβ) = ∅. Moreover, deg(H) = t and since a+ b ≤ n− 2 we have deg(H) < n.
Since −2t ≥ −(a+ b+1) we get G−H = (b+ a− t)P∞ ≥ (t− 1)P∞. On the other
hand since deg((t− 1)P∞) = t− 1 > t− 2 = t+ 2g − 2 it follows from Corollary
2.5.31 and Remark 2.5.34 that

A = CL (Dβ, (t− a)P∞ + aP0) = CL (Dβ, tP∞ − (z−a)) = GRSn,t+1(u, v),

B = CL (Dβ, (t− 1)P∞) = GRSn,t(u, 1)

where u = (1, β, . . . , βn−1) and v = (1, β−a, . . . , (β−a)n−1) is a t-ECP for C over
Fqm .

From Theorem 2.5.33 and due to the decoding algorithm based on ECP consid-
ered in Section 2.2.3 we can conclude that in AG codes up to ⌊d∗−1−g

2
⌋ errors can

be corrected. But, as the next Proposition states, there is still the possibility that
one can find an ⌊d∗−1

2
⌋-ECP for an AG code and hence correct up to ⌊d∗−1

2
⌋ errors.

Proposition 2.5.40. An AG code of designed minimum distance d∗ over Fq has
an t−error correcting pair over Fqm, where t = ⌊d∗−1

2
⌋, in case

m > logq

(
2

(
n

t

)
+ 2

(
n

t+ 1

)
+ 1

)
.

Although, from Proposition 2.5.40, we know that a ⌊d∗−1
2

⌋-ECP exists for an
AG code, we have no method for finding it efficiently. However, by following
[CMP17], we will see that under some conditions we can find for every AG code an
⌊d∗−1

2
⌋-ECA allowing us to correct in AG codes up to ⌊d∗−1

2
⌋ errors.

Let CΩ(D,G) be an AG code and let P be a rational place not in the support
of D. Let (αi)i∈N be the non-gap sequence at P in increasing order and let (βj)j∈N
be the G non-gap sequence at P in increasing order. Furthermore let (α̂i)1≤i≤n and
(β̂j)1≤j≤n be increasing sequences defined as

1. for all i ∈ {1, . . . , n}, α̂i is the least integer s.t. dim(CL (D, α̂iP )) = i,

2. for all j ∈ {1, . . . , n}, β̂j is the least integer s.t. dim(CL (D,G+ β̂jP )) = j.
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For indexes i, j such that ℓ(αiP −D) = 0, ℓ(G+ βjP −D) = 0, i.e. the evaluation
map is injective, we have α̂i = αi and β̂j = βj since ℓ(αiP ) = ℓ((αi − 1)P ) + 1 and
ℓ(G+ βjP ) = ℓ(G+ (βj − 1)P ) + 1.

Furthermore we define the triple (A,B, C) of sequences of linear codes in Fn
q as

i. for all i ∈ {1, . . . , n}, Ai = CL (D, α̂iP ),

ii. for all j ∈ {1, . . . , n}, Bj = CL (D,G+ β̂jP ),

iii. for all r ∈ {1, . . . , n}, Cr = CL (D,G+ β̂rP )⊥ = B⊥
r .

As the next statement says, the triple (A,B, C) is an array of codes.

Proposition 2.5.41. The above defined triple (A,B, C) is an array of codes.

Proof. By the construction of (A,B, C), conditions (1) and (2) of an array of codes
in Definition 2.2.40 are fulfilled. For α̂1 < 0 we have dim(CL (D, α̂1P )) = 0 and for
α̂1 = 0 we have dim(CL (D, 0)) = dim(A1) = 1. Let f ∈ L (0). Since in a function
field every function has at least one zero and one pole it follows that f ∈ F∗

q and
thus A1 is the code spanned by (1, . . . , 1). Thus for all 0 ≤ i ≤ n − 1 we have
A1 ∗Bn−i = C⊥

n−i and therefore condition (3) is also fulfilled.

In fact, it follows that (A,B, C) is an error-correcting array.

Theorem 2.5.42. Assume deg(G) < n. Let t = ⌊d∗−1
2

⌋. Then the above defined
triple (A,B, C) is a t−ECA for CΩ(D,G).

Proof. We follow the proof of [[CMP17], Theorem 19]. Let k = dim(CΩ(D,G)).
We can see that CΩ(D,G) is an element of the sequence (Cr)1≤r≤n since we have
Cn−k = CL (D,G)⊥ = CΩ(D,G) where β̂n−k = 0. Thus we only need to show that
d̂n−k ≥ d∗. Since deg(G) < n it follows that ℓ(G+ β̂n−kP −D) = 0 and thus we
have β̂n−k = βn−k. Let (i, j) be a pair such that

αi + βj = βn−k.

It must hold that αi ≥ 0 since otherwise we have L (αiP ) = {0}. Thus there
exists βj ≤ βn−k = 0. Then we have deg(G+ βjP −D) = deg(G) + βj − n < 0 by
assumption. Thus the evaluation map is injective and we have β̂j = βj. On the
other hand we have αi = −βj and βj ≥ −deg(G) since otherwise L (G+βjP ) = {0}.
Then αi ≤ deg(G) < n and thus deg(αiP − D) = αi − n < 0. This means that
the evaluation map is injective and hence α̂i = αi. Then we can show, similarly as
in [[KP95], Corollary 3.9] that n̂n−k ≥ deg(G) + βn−k+1 + 1− 2g. Moreover since
βn−k+1 ≥ βn−k+1 it holds that n̂n−k ≥ deg(G)+βn−k+2−2g = deg(G)+2−2g = d∗.
Thus the statement follows by the definition of d̂n−k.
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Remark 2.5.43. If i < 0 we have dim(CL (D, iP )) = 0 and if i = 0, dim(CL (D, iP )) =
1. Now assume i ≥ n+ 2g − 1. Since deg((n+ 2g − 1)P ) ≥ 2g − 1 we have by the
Riemann-Roch Theorem that ℓ((n+2g− 1)P ) = n+ g. On the other hand we have
deg((n+ 2g − 1)P −D) = 2g − 1 and thus again by the Riemann-Roch Theorem
ℓ((n+2g−1)P−D) = g. Then by Corollary 2.5.2 it follows that dim(CL (D, iP )) = n
if i ≥ n + 2g − 1. Recall since iP ≤ (i + 1)P we have L (iP ) ⊆ L ((i + 1)P ).
Moreover, since the evaluation map is surjective on its image it follows that
CL (D, iP ) ⊆ CL (D, (i + 1)P ). Hence for all 0 ≤ i ≤ n + 2g − 1 we have n + 2g
codes which have dimension between 1 and n. Note that since g ≥ 0 we have at least
n such codes. Recall that 0 ≤ ℓ((i+ 1)P )− ℓ(iP ) ≤ deg((i+ 1)P )− deg(iP ) = 1
and 0 ≤ ℓ((i + 1)P − D) − ℓ(iP − D) ≤ deg((i + 1)P − D) − deg(iP − D) = 1.
Thus, since dim(CL (D, 0P )) = 1 and dim(CL (D, (n + 2g − 1)P )) = n, either
CL (D, iP ) = CL (D, (i+ 1)P ) or CL (D, iP ) has codimension 1 in CL (D, (i+ 1)P ).
Thus we can conclude that for every 1 ≤ i ≤ n there exists an α̂i such that
dim(CL (D, α̂iP )) = i. Due to the same reasons, we have for j < −deg(G) that
dim(CL (D,G+ jP )) = 0, for j = −deg(G) that dim(CL (D,G+ jP )) = 1 and for
j ≥ −deg(G)+n+2g−1 that dim(CL (D,G+jP )) = n. Thus we can also conclude
that for every 1 ≤ j ≤ n there exists an β̂j such that dim(CL (D,G+ β̂jP ) = j.

Thus, by the above Remark 2.5.43 and by Theorem 2.5.42 it follows that every
AG code CΩ(D,G) of designed minimum distance d∗ has an ⌊d∗−1

2
⌋-error correcting

array, whenever deg(G) < n and n is smaller than the number of places. Due to
the decoding algorithm based on ECA considered in Section 2.2.4 it follows that
one can correct in AG codes up to ⌊d∗−1

2
⌋ errors.
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3 Decoding Algorithms
We have already seen in Section 2.5.3 that in AG codes up to ⌊d∗−1−g

2
⌋ or ⌊d∗−1

2
⌋

errors can be corrected using an ECP or an ECA respectively. In this section, we
present a decoding algorithm for Goppa codes and a general decoding algorithm
for AG codes.

3.1 Decoding Algorithm for Goppa Codes

Patterson presented in [Pat75] a decoding algorithm for Goppa codes over Fq. This
decoding algorithm is based on a key equation, which can be solved by using an
extended version of Berlekamp’s decoding algorithm for BCH codes. Sugiyama,
Kasahara, Hirasawa and Namekawa [Sug+75] followed Patterson’s work by giving a
method for solving the key equation using the Euclidean algorithm. By considering
a Goppa polynomial of degree t both methods for solving the key equation give the
possibility to correct up to

⌊
t
2

⌋
errors. In [Pat75] Patterson also showed that for

binary Goppa codes the key equation can be rewritten which gives the possibility
that up to t errors can be corrected.

3.1.1 Patterson’s decoding Algorithm for q-ary Goppa Codes

In the following we explain Patterson’s decoding algorithm for q−ary Goppa
codes. This algorithm is given in [Pat75] by Patterson. Assume Γ(L, g(z)) is
a Goppa code over Fq such that g(z) ∈ Fqm [z] is a polynomial of degree t and
L = {α1, . . . , αn} ⊆ Fqm . To provide an algorithm for decoding such a code,
we first need to introduce some notions. This part is mainly following [Pat75],
[BML13],[Sin19] and [Joc02].

Let B = {i | 1 ≤ i ≤ n and ei ̸= 0} be the set of error positions and let
y = (y1, . . . , yn) be the received vector such that y = c + e for some codeword
c ∈ Γ(L, g(z)) and some error vector e with wt(e) = r ≤ ⌊ t

2
⌋. We define the

syndrome S(z) of the received vector y, the error locator polynomial σ(z) and
the error evaluator polynomial ω(z) as follows:

S(z) :=
n∑

i=1

yi
z − αi

=
n∑

i=1

ei
z − αi

=
∑
i∈B

ei
z − αi

mod g(z)

σ(z) :=
∏
i∈B

(z − αi)

ω(z) :=
∑
i∈B

ei
∏

j∈B,j ̸=i

(z − αj).
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By definition we can see that S(z) is a polynomial of degree at most t− 1, ω(z) is
a polynomial of degree at most r − 1 and σ(z) is a degree r polynomial. Moreover
σ(z) and ω(z) are coprime.

Remark 3.1.1. We note that g(z) ∤ S(z) since otherwise S(z) = 0 mod g(z) and
thus y ∈ Γ(L, g(z)).

Since σ(αi) = 0 if and only if i ∈ B if and only if ei ̸= 0 it follows that σ(z)
indicates where the errors occurred. If ek ̸= 0 for some k ∈ {1, . . . , n} we get

ω(αk) = ek
∏

j∈B,j ̸=k

(αk − αj) = ekσ
′(αk)

where σ′(z) is the derivative of σ(z) and thus

ek =
ω(αk)

σ′(αk)
.

So knowing the polynomials σ(z) and ω(z) will give us the error vector e. The
syndrome S(z) can be computed knowing y and g(z) but it still remains to find
σ(z) and ω(z).

Since

ω(z) =
∑
i∈B

ei
∏

j∈B,j ̸=i

(z − αj) =
∑
i∈B

ei
z − αi

∏
j∈B

(z − αj)

= σ(z)
∑
i∈B

ei
z − αi

we get the following equation

ω(z) = σ(z)S(z) mod g(z)

which is called key equation. Solving for σ(z) and ω(z) of ”small“ degree will give
us the desired polynomials. The key equation can be solved using a modified
version of Berlekamp’s decoding algorithm for BCH codes or using the Euclidean
algorithm. This will be shortly summarized in Section 3.1.3 and 3.1.4. With both
methods for solving the key equation, up to ⌊ t

2
⌋ errors can be corrected.

In the following we summarize Patterson’s decoding Algorithm for q-ary Goppa
codes for correcting r ≤ ⌊ t

2
⌋ errors.

1. Compute the syndrome S(z) ∈ Fqm [z]⧸(g(z)).
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2. Solve the key equation: Compute σ(z) and ω(z) such that

ω(z) = σ(z)S(z) mod g(z)

using algorithms in Section 3.1.3 or 3.1.4.

3. Find the roots of σ(z) i.e. compute σ(αi) for 1 ≤ i ≤ n. If σ(αi) ̸= 0 then
ei = 0 otherwise compute ei =

ω(αi)
σ′(αi)

.

4. Compute c = y − e.

3.1.2 Patterson’s decoding Algorithm for binary Goppa Codes

We have seen in Remark 2.5.23 that the minimum distance of a binary Goppa
code with separable polynomial of degree t has minimum distance at least 2t+ 1.
Therefore we are interested in a decoding algorithm, that corrects up to t errors.
Thus, in the following we explain how we can rewrite the key equation in the binary
case. This will give us the possibility that we can correct up to the same number
of errors as the degree of the Goppa polynomial. This part is mainly following
[Pat75], [BML13],[Sin19] and [Joc02].

Let Γ(L, g(z)) be a binary Goppa Code such that g(z) ∈ F2m [z] is a polynomial
of degree t and L = {α1, . . . , αn} ⊆ F2m . For simplicity we assume that g(z) is
irreducible. Let y = c+ e be the received vector where c is a codeword in Γ(L, g(z))
and e is some error vector with wt(e) = r ≤ t.

Since σ(z) ∈ F2m [z] and deg(σ(z)) = r ≤ t we can write σ(z) as

σ(z) = a(z)2 + zb(z)2

for some a(z), b(z) ∈ F2m [z] with deg(a(z)) ≤ ⌊ t
2
⌋ and deg(b(z)) ≤ ⌊ t−1

2
⌋. Also

we have that ω(z) = σ′(z) where σ′(z) is the derivative of σ(z). Since we are in
characteristic 2 we get

σ′(z) = 2a(z)a′(z) + b(z)2 + 2zb(z)b′(z) = b(z)2.

So the key equation can be rewritten as:

b(z)2 = (a(z)2 + zb(z)2)S(z) mod g(z).

Since g(z) is irreducible, deg(S(z)) < t and due to the same reason as in Remark
3.1.1 it follows that the inverse of S(z) exists in F2m [z]⧸(g(z)) and hence we get the
following key equation

a(z) = b(z)u(z) mod g(z) (3)
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where u(z) =
√

z + S−1(z) mod g(z). If S−1(z) = z then zS(z) = 1 mod g(z)
and thus σ(z) = z is the solution.

Since σ(αi) = 0 if and only if i ∈ B if and only if ei = 1 it again follows that
σ(z) indicates where the errors occured. Hence solving the key equation in (3) will
give us the knowledge of σ(z) and thus the error vector e. As for q-ary Goppa
codes the key equation can be solved by using the methods explained in Sections
3.1.3 and 3.1.4.

In the following we summarize Patterson’s decoding Algorithm for binary Goppa
codes for correcting r ≤ t errors.

1. Compute the Syndrome S(z) ∈ Fqm [z]⧸(g(z)).

2. Compute v(z) = S−1(z) mod g(z). If v(z) = z then σ(z) = z.

3. Compute u(z) =
√
z + v(z) mod g(z).

4. Solve the key equation: Compute a(z) and b(z) such that

a(z) = b(z)u(z) mod g(z)

with deg(a(z)) ≤ ⌊ t
2
⌋ and deg(b(z)) ≤ ⌊ t−1

2
⌋ using algorithms in Sections

3.1.3 or 3.1.4.

5. Compute the error locator polynomial σ(z) = a(z)2 + zb(z)2.

6. Find the roots of σ(z) i.e. compute σ(αi) for 1 ≤ i ≤ n. If σ(αi) = 0 we get
ei = 1 otherwise ei = 0.

7. Compute c = y − e.

Remark 3.1.2. Barreto, Lindner and Misoczki [BML13] extended this work and
showed that one can also rewrite the key equation for Goppa codes over Fp where
p is a prime number.

3.1.3 Solving the key equation using Berlekamp’s decoding algorithm
for BCH codes

In this section we give a brief overview of how to solve the key equation using
Berlekamp’s decoding algorithm for BCH codes. We follow [Pat75] and use the
same notation as in Section 3.1.1.
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Recall that the key equation is defined by

ω(z) = σ(z)S(z) mod g(z).

Berlekamp’s decoding algorithm for BCH codes can be used for the case g(z) = zt.
Reducing our problem to this case provides us with an algorithm for solving the key
equation. Since we can not assume that S(0) = 1, as it is the case in Berlekamp’s
algorithm, we have to modify it. In addition, we use an extended version of
Berlekamp’s algorithm to solve our key equation. Thus in the following, we will
shortly summarize how we can solve

ω(z) = σ(z)S(z) mod zt

where σ(z) is of least degree with deg(σ(z)) ≤ ⌊ t
2
⌋ and deg(ω(z)) ≤ ⌊ t−1

2
⌋ using

such an extended version of Berlekamp’s algorithm.

Extended version of Berlekamp’s algorithm: Let S(z) =
∑t−1

i=0 aiz
i and

w.l.o.g. assume that the first nonzero coefficient of S(z) is equal to 1.

If a0 = 1 then we define σ0 = 1, τ0 = 1, ω0 = 1, γ0 = 0, D(0) = 0 and B(0) = 0.
If a0 = 0 then we define σ0 = 1, τ0 = 1, ω0 = 0, γ0 = −1, D(0) = 0 and B(0) = 1.

For 0 ≤ k ≤ t − 2 we compute recursively ∆k which is the coefficient of zk+1 in
S(z)σk. Then we set

σk+1 = σk −∆kzτk,

ωk+1 = ωk −∆kzγk.

If ∆k = 0 or if D(k) > k+1
2

or if D(k) = k+1
2

and B(k) = 0 then we set

D(k + 1) = D(k) and B(k + 1) = B(k) and
τk+1 = zτk and γk+1 = zγk.

If ∆k ̸= 0 and if

B(k − 1) = 0 and D(k − 1) ≤ k −
⌊
t

2

⌋
− 1 or if

B(k − 1) = 1 and D(k − 1) ≤ k −
⌊
t− 1

2

⌋
− 1

then we set

σ(z) = zt−kσk−1, ω(z) = zt−kωk−1
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and we terminate.

Otherwise we set

D(k + 1) = k + 1−D(k) and B(k + 1) = 1−B(k)

τk+1 =
σk

∆k

and γk+1 =
ωk

∆k

.

If there is no k such that we terminate then we have

σ(z) = σt−1(z) and ω(z) = ωt−1(z).

Now we are able to summarize how we can solve the key equation for the general
case of g(z). The following algorithm computes σ(z) of least degree such that

ω(z) = σ(z)S(z) mod g(z) (4)

with deg(σ(z)) ≤ ⌊ t
2
⌋ and deg(ω(z)) ≤ ⌊ t−1

2
⌋.

1. For i = 0, . . . , t− 1 we compute the coefficient ai of zt−1 in ziS(z) mod g(z)
and we set

h(x) = at−1x
t−1 + . . .+ a1x+ a0.

2. We distinguish between two cases:

t even: We solve

ω̃(x) = σ̃(x)h(x) mod xt

such that deg(σ̃(x)) ≤ t
2

and deg(ω̃(x)) ≤ ⌊ t−1
2
⌋ using the extended version

of Berlekamp’s decoding algorithm.

t odd: We solve

ω̃(x) = σ̃(x)h(x) mod xt−1

such that deg(σ̃(x)) ≤ t−1
2

and deg(ω̃(x)) ≤ ⌊ t−2
2
⌋ using the extended version

of Berlekamp’s decoding algorithm.

3. We compute

N = max{deg(σ̃(x)), deg(ω̃(x)) + 1}.
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4. Assume

σ̃(x) = crx
r + . . .+ c1x+ c0 with r ≤ N.

Then we set

σ(z) = c0z
N + . . .+ crz

N−r and ω(z) = σ(z)S(z) mod g(z).

Remark 3.1.3. Recall that the key equation in the binary case is

a(z) = b(z)u(z) mod g(z)

where deg(a(z)) ≤ ⌊ t
2
⌋ and deg(b(z)) ≤ ⌊ t−1

2
⌋. To apply the above algorithm we

have to rewrite the key equation in order to fulfill the degree constraints in (4).
Since deg(u(z)) < deg(g(z)), u(z) ̸= 0 mod g(z) because otherwise σ(z) = z is
the solution and since we assume that g(z) is irreducible it follows that the inverse
u−1(z) of u(z) exists in Fqm [z]⧸(g(z)). Thus we get the following key equation

b(z) = a(z)u−1(z) mod g(z).

Then, using the above algorithm, we can solve for a(z) and b(z).

We finalize this section by giving an example for decoding a binary irreducible
Goppa code using the above algorithm to solve the key equation.

Example 3.1.4. Let Γ(L, g(z)) be a [16, 4] irreducible binary Goppa code such
that g(z) = z3 + ξ ∈ F24 [z] ∼= F2(ξ)[z] where ξ is a root of f(x) = x4 + x + 1,
L = {0, ξ, ξ2, ξ3, ξ + 1, ξ2 + ξ, ξ3 + ξ2, ξ3 + ξ + 1, ξ2 + 1, ξ3 + ξ, ξ2 + ξ + 1, ξ3 + ξ2 +
ξ, ξ3 + ξ2 + ξ + 1, ξ3 + ξ2 + 1, ξ3 + 1, 1} ⊆ F24 and assume that the received vector
is y = (1, 0, 0, 0, 0, 0, 0, 1, 1, 0, 0, 0, 0, 0, 1, 0). The goal is to find c ∈ Γ(L, g(z)) such
that c = y − e where e is some error vector of weight at most deg(g(z)) = 3. We
follow the algorithm summarized in Section 3.1.2.

We have t = 3. First, we compute the Syndrome S(z). By Theorem 2.5.20 we
get

S(z) =
16∑
i=1

yi
z − αi

=
16∑
i=1

−yi
1

g(αi)

g(z)− g(αi)

z − αi

= z2 + (ξ3 + ξ)z + ξ2 mod g(z)

and t(z) = S−1(z)

t(z) = (ξ3 + ξ2 + ξ + 1)z2 + (ξ3 + ξ2 + ξ + 1)z + ξ2 + 1 mod g(z).
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If we set u(z) = (z + t(z))2
4·3−1

= (ξ2 + ξ)z2 + (ξ3 + ξ2)z + ξ + 1 mod g(z) then it
holds that u(z)2 = z + t(z) mod g(z).

By Remark 3.1.3 we compute the inverse u−1(z) of u(z). We get

u−1(z) = (ξ3 + 1)z2 + (ξ2 + ξ)z + 1 mod g(z).

Thus we have to solve the following key equation

b(z) = a(z)u−1(z) mod g(z)

with a(z) and b(z) of least degree where deg(a(z)) ≤ ⌊ t
2
⌋ = 1 and deg(b(z)) ≤

t−1
2

= 1.

For i = 0, 1, 2 we compute the coefficient δi of z2 in ziu−1(z) mod g(z). We get
δ0 = ξ3 + 1, δ1 = ξ2 + ξ and δ2 = 1. Thus we set

h̃(x) = δ2x
2 + δ1x+ δ0.

Since t is odd, we have to solve

ω̃(x) = σ̃(x)h(x) mod x2.

with deg(σ̃(x)) ≤ 1, deg(ω̃(x)) = 0 and h(x) = h̃(x)
δ0

= (ξ3 + ξ2)x + 1 mod x2 to
guarantee that the first nonzero coefficient of h(x) is 1. Now this equation is solved
using the extended version of Berlekamp’s decoding algorithm:

We have h(x) =
∑1

i=0 hix
i where h0 = 1 thus we set σ0 = 1, τ0 = 1, ω0 =

1, D(0) = 0 and B(0) = 0. Since deg(h(x)) = 1 we only have to consider k = 0. We
get ∆0 = ξ3 + ξ2, σ1(x) = σ0 −∆0xτ0 = 1+ (ξ3 + ξ2)x and ω1(x) = 1−∆0xγ0 = 1.
We have

σ̃(x) = σ1(x) = 1 + (ξ3 + ξ2)x and ω̃(x) = ω1(x) = 1.

Thus N = 1 and hence we get

a(z) = z + ξ3 + ξ2 and
b(z) = a(z)u−1(z) = (ξ3 + ξ2 + ξ + 1)z + ξ3 + ξ2 + 1 mod g(z).

Now we are able to compute σ(z);

σ(z) = a(z)2 + zb(z)2 = (ξ3 + ξ)z3 + z2 + (ξ3 + ξ2 + ξ)z + ξ3 + ξ2 + ξ + 1.

By computing σ(αi) for 1 ≤ i ≤ 16 we find the error vector

e = (0, 0, 1, 0, 0, 1, 0, 0, 0, 0, 0, 1, 0, 0, 0, 0)

and we finally get

c = y − e = (1, 0, 1, 0, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 1, 0) ∈ Γ(L, g(z))

with wt(e) ≤ 3.
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3.1.4 Solving the key equation using Euclidean algorithm

Even though Euclidean Algorithm is very well-known, in certain cases like solving
the key equation it might be elusive. For this reason, this part is mainly taken
from [Sug+75].

We follow the same notation as in Section 3.1.1 but we consider a Goppa
polynomial g(z) of degree 2t. If we solve the key equation using the Euclidean
algorithm we have the possibility to correct at most t errors.

First we want to give some properties of the Euclidean algorithm. Let r−1(z)
and r0(z) be two polynomials such that deg(r−1(z)) > deg(r0(z)). The Euclidean
algorithm for computing gcd(r−1(z), r0(z)) can be done iteratively like in the
following table.

r−1(z) = q1(z)r0(z) + r1(z), deg(r0(z)) > deg(r1(z))

r0(z) = q2(z)r1(z) + r2(z), deg(r1(z)) > deg(r2(z))

...
... (5)

ri−2(z) = qi(z)ri−1(z) + ri(z), deg(ri−1(z)) > deg(ri(z))

ri−1(z) = qi+1(z)ri(z) + ri+1(z), deg(ri(z)) > deg(ri+1(z))

...
...

We can see that

deg(ri(z)) < deg(ri−1(z)).

Also we can rewrite the equations in a matrix:(
ri−2(z)
ri−1(z)

)
=

(
qi(z) 1
1 0

)(
ri−1(z)
ri(z)

)
. (6)

Then we define

Ui(z) = qi(z)Ui−1(z) + Ui−2(z) and Vi(z) = qi(z)Vi−1(z) + Vi−2(z) (7)

where U0(z) = 1, U−1(z) = 0 and V0(z) = 0, V−1(z) = 1.

Claim 1. deg(Ui(z)) =
∑i

j=1 deg(qj(z)).

Proof. We prove it by induction over i. For i = 1, we have from (7)

deg(U1(z)) = deg(q1(z)U0(z) + U−1(z)) = deg(q1(z)).
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Now we assume that it holds for i, i.e. we have

deg(Ui(z)) =
i∑

j=1

deg(qj(z))

and we want to show that it also holds for i+ 1. By the induction hypothesis and
since deg(qi(z)) ≥ 1 we get

deg(Ui−1(z)) =
i−1∑
j=1

deg(qj(z)) <
i+1∑
j=1

deg(qj(z)) = deg(qi+1(z)Ui(z)).

Thus it follows that

deg(Ui+1(z)) = deg(qi+1(z)Ui(z) + Ui−1(z)) = deg(qi+1(z)Ui(z)) =
i+1∑
j=1

deg(qj(z)).

Claim 2. (
Ui(z) Ui−1(z)
Vi(z) Vi−1(z)

)
=

(
q1(z) 1
1 0

)
. . .

(
qi(z) 1
1 0

)
.

Proof. We will prove it by induction over i. For i = 1 we have from (7)(
U1(z) U0(z)
V1(z) V0(z)

)
=

(
q1(z)U0(z) + U−1(z) U0(z)
q1(z)V0(z) + V−1(z) V0(z)

)
=

(
q1(z) 1
1 0

)
.

Now we assume that it holds for i i.e. we have(
Ui(z) Ui−1(z)
Vi(z) Vi−1(z)

)
=

(
q1(z) 1
1 0

)
. . .

(
qi(z) 1
1 0

)
and we want to show that it also holds for i+ 1. We have(

Ui+1(z) Ui(z)
Vi+1(z) Vi(z)

)
=

(
qi+1(z)Ui(z) + Ui−1(z) Ui(z)
qi+1(z)Vi(z) + Vi−1(z) Vi(z)

)
=

(
Ui(z) Ui−1(z)
Vi(z) Vi−1(z)

)(
qi+1(z) 1

1 0

)
=

(
q1(z) 1
1 0

)
. . .

(
qi(z) 1
1 0

)(
qi+1(z) 1

1 0

)
by induction hypothesis.

64



Claim 3. (
r−1(z)
r0(z)

)
=

(
Ui(z) Ui−1(z)
Vi(z) Vi−1(z)

)(
ri−1(z)
ri(z)

)
.

Proof. By Claim 2 and from (6) we have(
Ui(z) Ui−1(z)
Vi(z) Vi−1(z)

)(
ri−1(z)
ri(z)

)
=

(
q1(z) 1
1 0

)
· . . . ·

(
qi−1(z) 1

1 0

)(
qi(z) 1
1 0

)(
ri−1(z)
ri(z)

)
=

(
q1(z) 1
1 0

)
· . . . ·

(
qi−2(z) 1

1 0

)(
qi−1(z) 1

1 0

)(
ri−2(z)
ri−1(z)

)
= . . .

=

(
q1(z) 1
1 0

)(
r0(z)
r1(z)

)
=

(
r−1(z)
r0(z)

)
.

Furthermore, by Claim 2 we have

det
(
Ui(z) Ui−1(z)
Vi(z) Vi−1(z)

)
= (−1)i.

Thus gcd(Ui(z), Vi(z)) = 1 and by Claim 3 we have(
ri−1(z)
ri(z)

)
= (−1)i

(
Vi−1(z) −Ui−1(z)
−Vi(z) Ui(z)

)(
r−1(z)
r0(z)

)
.

Thus

ri(z) = (−1)i(−Vi(z)r−1(z) + Ui(z)r0(z)) (8)

and so we have

ri(z) = (−1)iUi(z)r0(z) mod r−1(z). (9)

Claim 4. We have

deg(ri−1(z)) = deg(r−1(z))−
i∑

j=1

deg(qj(z)).
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Proof. We proof it by induction over i. For i = 1 we get from (5),

deg(r−1(z)) = deg(q1(z)) + deg(r0(z)) (10)

which is equivalent to

deg(r0(z)) = deg(r−1(z))−
1∑

j=1

deg(qj(z)).

Now we assume that it holds for i, i.e. we have

deg(ri−1(z)) = deg(r−1(z))−
i∑

j=1

deg(qj(z))

and we want to show that it also holds for i+ 1. Since deg(ri(z)) > deg(ri+1(z))
by (5), we have

deg(ri−1(z)) = deg(qi+1(z)) + deg(ri(z)).

We get

deg(qi+1(z)) + deg(ri(z)) = deg(r−1(z))−
i∑

j=1

deg(qj(z))

which is equivalent to

deg(ri(z)) = deg(r−1(z))−
i+1∑
j=1

deg(qj(z)).

From Claim 1 and Claim 4 it follows that

deg(Ui(z)) = deg(r−1(z))− deg(ri−1(z)) (11)

Now we consider the following problem:

Let S(z) be the syndrome polynomial of degree < 2t. We want to find a monic
polynomial σs(z) of degree ≤ t and a polynomial ωs(z) of degree < t such that
gcd(σs(z), ωs(z)) = 1 satisfying

ωs(z) = σs(z)S(z) mod g(z).
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Remark 3.1.5. If gcd(σs(z), ωs(z)) = µ(z) ̸= 1 and σs(z) is not monic then we have

σs(z) = µ(z)σ(z),

ωs(z) = µ(z)ω(z)

where σ(z) is the error locator polynomial and ω(z) is the error evaluator polynomial.

Proof. From the relations

σs(z)S(z) = ωs(z) mod g(z) and σ(z)S(z) = ω(z) mod g(z) (12)

we get

σs(z)ω(z) = σs(z)σ(z)S(z) = σ(z)ωs(z) mod g(z).

But since deg(σs(z)ω(z)) < 2t = deg(g(z)) and deg(σ(z)ωs(z)) < 2t = deg(g(z)) it
follows that σs(z)ω(z) = σ(z)ωs(z). As gcd(σ(z), ω(z)) = 1 we can conclude that
σ(z) | σs(z) and ω(z) | ωs(z).

To state the method for solving the key equation we need the following Lemma.

Lemma 3.1.6.

deg(S(z)) ≥ 2t− deg(σ(z)) ≥ t

Proof. Since deg(σ(z)) ≤ t we have that 2t− deg(σ(z)) ≥ t. By contradiction we
assume that deg(S(z)) < 2t− deg(σ(z)). Then deg(σ(z)S(z)) < 2t and from (12) it
follows that deg(ω(z))= deg(σ(z)) + deg(S(z)). But deg(ω(z)) < deg(σ(z)) which
means that deg(S(z)) < 0. This gives a contradiction.

Solving the key equation can be done in the following way:

Theorem 3.1.7. Set r−1(z) = g(z) and r0(z) = S(z). Then compute
gcd(r−1(z), r0(z)) using the Euclidean Algorithm but stop divisions when rk(z)
satisfies deg(rk−1(z)) ≥ t and deg(rk(z)) ≤ t− 1 for some k. Then we have

ωs(z) = (−1)kδrk(z) and σs(z) = δUk(z) (13)

for some δ ̸= 0 which makes σs(z) monic.

Proof. The proof is divided in six steps:

1. First we have to show that the number of iterations k such that deg(rk−1(z))
≥ t and deg(rk(z)) ≤ t−1 is unique. We have that deg(r0(z)) = deg(S(z)) ≥ t
by Lemma 3.1.6. Since deg(ri(z)) monotonically decreases as i increases,
there exists a number of iterations i such that deg(ri(z)) ≤ t− 1. So we have
that k is unique.
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2. We have Uk(z)S(z) = rk(z)(−1)k mod g(z) from (9). Thus σs(z) and ωs(z)
defined in (13) satisfy σs(z)S(z) = ωs(z) mod g(z).

3. Since deg(rk(z)) ≤ t − 1 we have that deg(ωs(z)) ≤ t − 1 by definition of
ωs(z).

4. We have deg(Uk(z)) = deg(r−1(z)) − deg(rk−1(z)) from (11). But since
deg(rk−1(z)) ≥ t we have that deg(Uk(z)) ≤ 2t − t = t. So it follows that
deg(σs(z)) ≤ t.

5. We have to show that gcd(σs(z), ωs(z)) = 1. By contradiction we assume
that gcd(σs(z), ωs(z)) = µ(z) ̸= 1. Then it follows by Remark 3.1.5 that

σs(z) = µ(z)σ(z) and
ωs(z) = µ(z)ω(z).

By (13) and (8) we then have

µ(z)ω(z) = ωs(z) = (−1)kδrk(z)

= (−1)kδ(−1)k(−Vk(z)r−1(z) + Uk(z)r0(z))

= −δVk(z)g(z) + δUk(z)S(z)

= −δVk(z)g(z) + σs(z)S(z)

= −δVk(z)g(z) + µ(z)σ(z)S(z).

Since we have that ω(z) = σ(z)S(z) mod g(z) it follows that ω(z) = σ(z)S(z)+
ϕ(z)g(z) for some ϕ(z). So we have

µ(z)ω(z) = −δVk(z)g(z) + µ(z)σ(z)S(z)

= −δVk(z)g(z) + µ(z)(ω(z)− ϕ(z)g(z))

= −δVk(z)g(z) + µ(z)ω(z)− µ(z)ϕ(z)g(z)

which is equivalent to

0 = g(z)(µ(z)ϕ(z) + δVk(z)).

So we have that µ(z) | Vk(z). By definition of σs(z) it follows that µ(z) | Uk(z).
But then we have that gcd(Uk(z), Vk(z)) ̸= 1, which gives us a contradiction.

6. δ makes σs(z) monic. So we have that σs(z) and ωs(z) given in (13) are the
solutions to the key equation.
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Example 3.1.8. We consider the Example 3.1.4. We have r−1(z) = g(z) = z3 + ξ
and r0(z) = u−1(z) = (ξ3 + 1)z2 + (ξ2 + ξ)z + 1. Also we have t = 3 and we want
to solve the following key equation using Euclidean algorithm.

b(z) = a(z)u−1(z) mod g(z)

where deg(a(z)) ≤ ⌊ t
2
⌋ = 1 and deg(b(z)) ≤ ⌊ t−1

2
⌋ = 1. We get

r−1(z) = q1(z)r0(z) + r1(z)

where q1(z) = ξz + ξ3 + ξ + 1 and r1(z) = (ξ3 + ξ2 + 1)z + ξ3 + 1. Since
deg(r0(z)) = 2 ≥ ⌊3

2
⌋ and deg(r1(z)) = 1 ≤ ⌊3−1

2
⌋ we get b(z) = −δr1(z) and

a(z) = δU1(z). We have δ = ξ3 + 1 and U1(z) = q1(z). Thus a(z) = z + ξ3 + ξ2

and b(z) = (ξ3 + ξ2 + ξ + 1)z + ξ3 + ξ2 + 1.

We get σ(z)

σ(z) = (ξ3 + ξ)z3 + z2 + (ξ3 + ξ2 + ξ)z + ξ3 + ξ2 + ξ + 1

and by computing σ(αi) for 1 ≤ i ≤ 16 we find the error vector

e = (0, 0, 1, 0, 0, 1, 0, 0, 0, 0, 0, 1, 0, 0, 0, 0)

and thus

c = y − e = (1, 0, 1, 0, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 1, 0) ∈ Γ(L, g(z))

with wt(e) ≤ 3.

3.2 Decoding Algorithm for AG codes

In this part we want to give a general decoding algorithm for AG codes. It is
mainly following [Sti09], [HP95] and [Pel93].

Let CΩ(D,G) = CL (D,G)⊥ be an AG code with designed minimum distance
d∗ = deg(G)− (2g − 2). Furthermore, let b = (b1, . . . , bn) ∈ Fn

q and let f ∈ L (G).
Then, we define the syndrome as

[b, f ] =
n∑

v=1

bvf(Pv).

The symbol [ , ] is bilinear.
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Since (f(P1), . . . , f(Pn)) is a codeword of CL (D,G) as f ∈ L (G), we have that

CΩ(D,G) = {b ∈ Fn
q | [b, f ] = 0 ∀f ∈ L (G)}.

To give a decoding algorithm for AG codes we first need some assumptions:

Let t ≥ 0 be an integer and let G1 ∈ Div(F/Fq) such that

supp(G1) ∩ supp(D) = ∅
deg(G1) < deg(G)− (2g − 2)− t (14)

l(G1) > t

As we will now see, under these assumptions, all errors e of weight at most t can
be corrected.

Let y = c+ e where c ∈ CΩ(D,G) and e = (e1, . . . , en) is some error vector such
that wt(e) ≤ t. Let I := {v | 1 ≤ v ≤ n and ev ≠ 0} be the set of error positions.
We have |I| = wt(e) ≤ t. Now consider bases of the following Riemann-Roch
spaces;

{f1, . . . , fl} basis of L (G1)

{g1, . . . , gk} basis of L (G−G1)

{h1, . . . , hm} basis of L (G)

To find the codeword c ∈ CΩ(D,G) such that c = y− e we have to do the following
four steps.

Step 1: Find a nontrivial solution (α1, . . . , αl) of the system

l∑
λ=1

[y, fλgp]xλ = 0 for p = 1, . . . , k (15)

and set

f :=
l∑

λ=1

αλfλ ∈ L (G1).

Remark 3.2.1. Since (fλgp) = (fλ) + (gp) ≥ −G1 − (G−G1) = −G for 1 ≤ λ ≤ l
and 1 ≤ p ≤ k it follows that fλgp ∈ L (G).

The next Proposition tells us that a nontrivial solution of the above system
exists and will lead us to some f ∈ L (G1) which has zeros at Pi for all i ∈ I.
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Proposition 3.2.2. 1. With the assumptions given in (14), we have that the
system given in (15) has a nontrivial solution.

2. If (α1, . . . , αn) is a nontrivial solution then we have that f(Pv) = 0 for all
v ∈ I. This means that f ∈ L (G1 −

∑
v∈I Pv). Thus f is called the error

locator function.

Proof. 1. We have I ⊆ {1, . . . , n} and |I| ≤ t . Thus G1−
∑

v∈I Pv ≤ G1 and hence
ℓ(G1) − ℓ(G1 −

∑
v∈I Pv) ≤ deg(G1) − deg(G1 −

∑
v∈I Pv) = deg(

∑
v∈I Pv) ≤ t.

On the other hand, by assumption, we have ℓ(G1) > t and so it must hold
that ℓ(G1 −

∑
v∈I Pv) > 0. Thus, we can find some 0 ̸= z ∈ L (G1 −

∑
v∈I Pv).

Since G1 −
∑

v∈I Pv ≤ G1 we have that L (G1 −
∑

v∈I Pv) ⊆ L (G1) and thus
z ∈ L (G1) which means that z has the form z =

∑l
λ=1 γλfλ with γλ ∈ Fq. Since

(zgp) = (z) + (gp) ≥ −G1 − (G − G1) = −G we have zgp ∈ L (G) for 1 ≤ p ≤ k.
Furthermore, by bilinearity we have

[y, zgp] =
l∑

λ=1

[y, fλgp]γλ.

Since c ∈ CΩ(D,G) and zgp ∈ L (G) we have [c, zgp] = 0. Moreover, we have
ev = 0 for v /∈ I and z(Pv) = 0 ∀v ∈ I since z ∈ L (G1 −

∑
v∈I Pv). Thus we have

[y, zgp] = [c+ e, zgp] = [c, zgp] + [e, zgp] = [e, zgp] =
∑n

v=1 evz(Pv)gp(Pv) = 0. Thus,
(γ1, . . . , γl) is a nontrivial solution as z ̸= 0.

2. Let (α1, . . . , αl) be a nontrivial solution and let f =
∑l

λ=1 αλfλ. By con-
tradiction, assume that there is an error position v0 ∈ I such that f(Pv0) ̸= 0.
Since |I| ≤ t and by assumption we have deg(G − G1 −

∑
v∈I Pv) ≥ deg(G) −

deg(G1) − t > 2g − 2 and thus it follows by the Riemann-Roch Theorem that
ℓ(G−G1 −

∑
v∈I Pv) = deg(G−G1 −

∑
v∈I Pv) + 1− g. On the other hand, we

have deg(G−G1−
∑

v∈I\v0 Pv) ≥ deg(G)−deg(G1)− (t− 1) > 2g− 1 and thus we
also have ℓ(G−G1 −

∑
v∈I\v0 Pv) = deg(G−G1 −

∑
v∈I\v0 Pv) + 1− g. But then

it must hold that L (G−G1 −
∑

v∈I Pv) ⊊ L (G−G1 −
∑

v∈I\v0 Pv) meaning that
there exists some h ∈ L (G−G1) such that h(Pv0) ̸= 0 and h(Pv) = 0 ∀v ∈ I \{v0}.
Then, since fh ∈ L (G), we have [y, fh] = [c+ e, fh] = [c, fh] + [e, fh] = [e, fh] =∑n

v=1 evf(Pv)h(Pv) = ev0f(Pv0)h(Pv0) ̸= 0. Since (α1, . . . , αl) is a solution of the
system we have [y, fgp] =

∑l
λ=1[y, fλgp]αλ = 0 for 1 ≤ p ≤ q. But h is a linear

combination of g1, . . . , gk and thus it must also hold that [y, fh] = 0 which gives a
contradiction.

Step 2: Determine

N(f) = {v| 1 ≤ v ≤ n and f(Pv) = 0}.
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This can be done by evaluating f(Pv) =
∑l

λ=1 αλfλ(Pv) for all v = 1, . . . , n. Since
f is an error locator function it follows that I ⊆ N(f). But since it can happen
that f(Pi) = 0 for some i /∈ I, N(f) can not be viewed as the set of error positions.

Step 3: Solve the following system.∑
v∈N(f)

hµ(Pv)zv = [y, hµ] for µ = 1, . . . ,m such that zv = 0 for v /∈ N(f). (16)

Then, the error vector e is the unique solution of this system as the following
Theorem states.

Theorem 3.2.3. The system given in (16) has a unique solution, namely the error
vector e = (e1, . . . , ev).

Proof. Since hµ ∈ L (G) and ev = 0 ∀v /∈ N(f) we have [y, hµ] = [c + e, hµ] =
[e, hµ] =

∑n
v=1 evhµ(Pv) =

∑
v∈N(f) evhµ(Pv). Thus we can conlude that the error

vector e is a solution of the system. Assume that b = (b1, . . . , bn) ∈ Fn
q is another

solution such that for all v /∈ N(f) we have bv = 0. Then it follows that [b, hµ] =∑
v∈N(f) hµ(Pv)bv = [y, hµ] = [e, hµ] for all µ = 1, . . . ,m. As {h1, . . . , hm} is a basis

of L (G) it must hold that b− e ∈ CΩ(D,G). Since f ∈ L (G1 −
∑

v∈N(f) Pv) we
have deg(G1) − |N(f)| ≥ 0. This implies that |N(f)| ≤ deg(G1). On the other
hand, wt(b− e) ≤ |N(f)| ≤ deg(G1) < deg(G)− (2g − 2) = d∗ by the assumption.
Since d(CΩ(D,G)) ≥ d∗ it follows that b = e. Thus e is the unique solution.

Step 4: From Step 3 we get c = y − e. Then check if c ∈ CΩ(D,G), i.e. if
[c, hµ] = 0 for µ = 1, . . . ,m and wt(e) ≤ t.

Remark 3.2.4. It holds that:

(i) If G1 and t satisfy the assumptions given in (14) then it holds that t ≤ ⌊d∗−1
2

⌋.

(ii) If 0 ≤ t ≤ ⌊d∗−1−g
2

⌋ then there exists some G1 ∈ Div(F/Fq) such that the
assumptions given in (14) hold.

Proof. (i) Assume that (14) hold. Since ℓ(G1) > t ≥ 0 there exists some 0 ̸= x ∈ F
such that (x) ≥ −G1. Now let G2 ∈ Div(F/Fq) such that G2 = G1 + (x). Since
0 ≤ G2 we have that L (0) ⊆ L (G2) and thus ℓ(G2)− 1 ≤ deg(G2). Furthermore,
we have deg(G2) = deg(G1), ℓ(G2) = ℓ(G1) and thus ℓ(G1) ≤ deg(G2) + 1. Thus,
we have the following two inequations:

t ≤ ℓ(G1)− 1 ≤ deg(G1) and
t ≤ deg(G)− deg(G1)− 2g + 1.
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If we add these two inequalities we get

2t ≤ deg(G) + 1− 2g = d∗ − 1

and thus we can conclude that t ≤ ⌊d∗−1
2

⌋.

(ii) We assume that t ≤ ⌊d∗−1−g
2

⌋. Let S ′ = {P1, . . . , Pn} ⊆ S ⊊ Div(F/Fq).
By the Strong approximation theorem 2.4.10 we can find some function h ∈ F
such that vP1(h) = −t − g, vPi

(h) = 0 for all i = 2, . . . , n and vP (h) ≥ 0 for all
P ∈ S \ S

′ . Now let G1 = (t + g)P1 + (h). Then deg(G1) = t + g and since
h has a pole of order t + g at P1 and has no zeros and no poles at P2, . . . , Pn

it follows that supp(G1) ∩ supp(D) = ∅. By Riemann-Roch Theorem we have
ℓ(G1) ≥ deg(G1) + 1− g = t+ 1 > t. The assumption t ≤ ⌊d∗−1−g

2
⌋ is equivalent

to d∗ − 2t− g ≥ 1. Thus we get deg(G)− (2g− 2)− t− deg(G1) = d∗ − 2t− g > 0
and the statement follows.

The above algorithm and Remark 3.2.4 part (ii) prove the following Theorem.

Theorem 3.2.5 (Skorobogatov-Vladut). 1. If G1 and t satisfy (14) the above
algorithm decodes all errors of weight at most t.

2. One can choose a divisor G1 in such a way that the above algorithm decodes
all errors of weight at most ⌊d∗−1−g

2
⌋ where d∗ = deg(G) − (2g − 2) is the

designed minimum distance of CΩ(D,G).

Remark 3.2.6. It is possible that steps (1)-(3) yield an e, but wt(e) > t or c− e /∈
CΩ(D,G). Then we can not find c.

Remark 3.2.7. The above decoding algorithm is very similar to the decoding
algorithm based on ECP considered in Section 2.2.3.

Let A = CL (D,G1) and B = CL (D,G − G1) where G,G1 are divisors with
support disjoint from D and assume that (A,B) is a t-ECP for CΩ(D,G). Then
the conditions given in (14) are fullfilled. Indeed, the assumption that supp(G1) ∩
supp(D) = ∅ is clear by the construction of A. Moreover since d(B⊥) ≥ deg(G−
G1)− (2g − 2) > t by condition (3) of an ECP in Definition 2.2.33 it follows that
deg(G − G1) > t + 2g − 2. And last, since k(A) = ℓ(G1) − ℓ(G1 − D) > t by
Corollary 2.5.3 and by condition (2) of an ECP it follows that ℓ(G1) > t.

We can see that the decoding algorithm based on ECP deals with codes, while
the above decoding algorithm deals with the corresponding Riemann-Roch spaces.
Recall that

Ky = {a ∈ A | ⟨y, a ∗ b⟩ = 0 for all b ∈ B}

and
A(I) = {a ∈ A | ai = 0 for all i ∈ I}
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where I = supp(e).
We can rewrite these sets by using the corresponding Riemann-Roch spaces

L (G1) and L (G − G1) of A and B respectively. Let a = evD(f) for some
f ∈ L (G1) and let bp = evD(gp) for 1 ≤ p ≤ k where g1, . . . , gk is a basis for
L (G−G1). Since ⟨y, a ∗ bp⟩ =

∑n
i=1 yif(Pi)gp(Pi) and g1, . . . , gk is a basis we get

Ky = {f ∈ L (G1) | [y, fgp] = 0 for all p = 1, . . . , k}

and

A(I) = {f ∈ L (G1) | f(Pi) = 0 for all i ∈ I} = L (G1 −
∑
v∈I

Pv).

Thus in both decoding algorithms the goal is to find an error locator function
f ∈ L (G1) i.e. f(Pv) = 0 for all v ∈ I, respectively to find a ∈ A such that ai = 0
for all i ∈ I. Then by computing the zeros of f , respectively the zero coordinates
of a, yields a set which contains I. The error vector e is then obtained by solving a
linear system of equations in both algorithms.

Remark 3.2.8. Remark 3.2.4 part (ii) also follows directly from Theorem 2.5.33 and
by the above Remark 3.2.7.
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4 Attacks
In this part we will present known attacks for the McEliece and Niederreiter
cryptosystems, following [Bol+17].

4.1 Attacks on Niederreiter Cryptosystem based on GRS
codes and subcodes of GRS codes

Niederreiter [Nie86] proposed the use of generalized Reed-Solomon codes in the
Niederreiter cryptosystem. However, Sidelnikov and Shestakov [SS92] have de-
veloped an attack that shows that such a cryptosystem is not secure. The aim
of this attack is to recover the structure of a generalized Reed-Solomon code
which is permutation equivalent to the secret code. Later, the use of subcodes of
generalized Reed-Solomon codes was proposed by Berger and Loidreau [BL05],
but this was broken by Wieschebrink [Wie10]. This attack relies on the observa-
tion that the dimension of the square of a GRS code is small compared to the
dimension of the square of a random code of the same dimension, as already
mentioned in Remark 2.5.29. More specifically, Wieschebrink’s attack is based on
the fact that the square of a low codimensional subcode of a GRS code is with
high probability equal to the square of the GRS code. Thus, this attack is the
first one based on the Schur product. Moreover, the unusual small dimension
of the square of GRS codes gives the possibility to compute a filtration of the
public code allowing to recover the structure as well, as shown in [Cou+14].
This leads to an attack on GRS codes, that is also based on Schur products,
but differs from the approach of Sidelnikov and Shestakov. In the following we
summarize these attacks by mainly following [Wie10], [Wie06], [SS92] and [Cou+14].

We start with two Propositions that are important for the attacks.

Proposition 4.1.1. Let α = (α1, . . . , αn) be an n-tuple with pairwise distinct
elements in Fq and let u = (u1, . . . , un) be an n-tuple with not necessary distinct
but nonzero elements in Fq and let k ≤ n. Then

GRSn,k(α, u) = GRSn,k((aα1 + b, . . . , aαn + b), (cu1, . . . , cun))

for all a, b, c ∈ Fq and a, c ̸= 0.

As we have seen in Example 2.5.15, the dual of an GRS code is again an GRS
code. Thus we have the following Proposition.

Proposition 4.1.2. Let α and u be defined as above and let v = (v1, . . . , vn) where
vi := u−1

i

∏
j ̸=i(αi − αj)

−1. Then the dual of GRSn,k(α, u) is given by

GRSn,k(α, u)
⊥ = GRSn,n−k(α, v).
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4.1.1 Attack on GRS codes

Given a finite field Fq and parameters n, k such that 2 ≤ k ≤ n− 2. In Section 2.3
we have seen that the Niederreiter and McEliece cryptosystems are equivalent if
they are based on the same secret code and so have the same security. We therefore
assume that the private key consists of a generator matrix G of a generalized
Reed-Solomon code. Furthermore, let P be an n× n permutation matrix and S a
k × k non-singular matrix. Since the right multiplication of G by P also results
in a generator matrix of a GRS code that is permutation equivalent to the secret
code, we assume that Gα,u = GP is a generator matrix of GRSn,k(α, u). Then the
public key consists of M = SGα,u, another generator matrix of GRSn,k(α, u) and
t = ⌊n−k

2
⌋, the maximum number of errors that can be added during encryption.

The goal of the attack by Sidelnikov and Shestakov [SS92] is now to recover
α and u by knowing only M . This is done by computing α′ and u′ such that
GRSn,k(α, u) = GRSn,k(α

′, u′). Then a secret message can be recovered using a
decoding algorithm for GRSn,k(α

′, u′). In the following, we describe the attack by
mainly following [Wie10] and [Wie06].

The attack of Sidelnikov and Shestakov is divided into four steps:

1. Computation of the echelon form E(M) of M

Since k = dim(GRSn,k(α, u)) we get

E(M) =


1 0 . . . 0 b1,k+1 . . . b1,n
0 1 . . . 0 b2,k+1 . . . b2,n

. . . ...
...

0 . . . 0 1 bk,k+1 . . . bk,n

 .

Moreover, since GRS codes are MDS codes by Remark 2.5.9 it follows that
bi,j ∈ F∗

q.

2. Computation of α′
i for i = k + 1, . . . , n

Let bi be the i-th row of E(M). As we have seen in Example 2.5.8 a
codeword c ∈ GRSn,k(α

′, u′) is of the form

c = (u′
1fc(α

′
1), . . . , u

′
nfc(α

′
n))

where fc ∈ Fq[x] is a polynomial of degree at most k − 1.
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We want to compute the associated polynomial fbi for bi which allows us to
compute α′

i for i = k+1, . . . , n. Since the entries bi,1, . . . , bi,i−1, bi,i+1, . . . , bi,k
of bi are equal to 0 and fbi is a polynomial of degree at most k − 1, it is of
the form

fbi(x) = cbi ·
k∏

j=1,i ̸=j

(x− α′
j) (17)

where 0 ̸= cbi ∈ Fq. Now, we take two arbitrary rows, lets say b1 and b2 and we
divide the entries of b1 by the corresponding entries of b2. For j = k+1, . . . , n
and by using (17) we get

b1,j
b2,j

=
u′
jfb1(α

′
j)

u′
jfb2(α

′
j)

=
cb1(α

′
j − α′

2)

cb2(α
′
j − α′

1)
.

From E(M) we have b1,j
b2,j

. Moreover, by Proposition 4.1.1 we can assume that
α′
1 = 0 and α′

2 = 1. In order to compute α′
j for j = k+1, . . . , n we have to do

a guess on cb1
cb2

. Since cb1
cb2

̸= 0 there are q− 1 possibilities for cb1
cb2

. If we assume
that cb1

cb2
= a for some a ∈ F∗

q then α′
j for j = k + 1, . . . , n can be uniquely

computed if cb1
cb2

is guessed correctly.

3. Computation of α′
i for i = 3, . . . , k

For 3 ≤ i ≤ k we have

b1,j
bi,j

(α′
j − α′

1) =
cb1
cbi

(α′
j − α′

i).

By taking two arbitrary values for j between k + 1 and n, α′
i for i = 3, . . . , k

and thus α′ can be uniquely computed by solving a linear system of equations.

4. Computation of u′

First we want to compute u′
1, . . . , u

′
k+1. This is done by finding a non-

trivial solution c = (c1, . . . , ck+1) of the linear system

M ′ · c = 0

where M ′ is the k × (k + 1)-matrix consisting of the k + 1 leftmost columns
of M . Also we define G′ to be the k × (k + 1)-matrix which consists of the
k + 1 leftmost columns of Gα′,u′ . Since M ′ = SG′ it follows that c is also a
solution of G′c = 0. Thus we have
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
c1 c2 . . . ck+1

c1α
′
1 c2α

′
2 . . . ck+1α

′
k+1

...
...

c1(α
′
1)

k−1 c2(α
′
2)

k−1 . . . ck+1(α
′
k+1)

k−1

 ·


u′
1

u′
2
...

u′
k+1

 = 0.

If we assume that u′
1 = 1 we can solve this system uniquely and thus we get

u′
1, . . . , u

′
k+1. Furthermore, we are able to compute the matrix G′. To get the

whole matrix Gα′,u′ we define G′′ to be the k × k-matrix consisting of the
k leftmost columns of G′ and M ′′ to be the k × k-matrix consisting of the
k leftmost columns of M . Then S = M ′′(G′′)−1 and hence we can compute
Gα′,u′ = S−1M . Thus we get u′

k+2, . . . , u
′
n.

If α′
1 and α′

2 are fixed then there are (q − 1) different possibilities for (α′
1, α

′
2,

cb1
cb2

)

and thus for α′ since α′
3, . . . , α

′
n are uniquely determined and cb1

cb2
̸= 0. Otherwise

there are q(q − 1)2 different possibilities to choose (α′
1, α

′
2,

cb1
cb2

) and hence to choose
α′. Thus the above attack proves the following Proposition.

Proposition 4.1.3. Let 2 ≤ k ≤ n− 2 and α, u defined as in Proposition 4.1.1.
There are at most q(q − 1)2 pairwise distinct vectors α′ ∈ Fq for which a u′ ∈ Fq

exists such that

GRSn,k(α, u) = GRSn,k(α
′, u′). (18)

If α1 and α2 are fixed, then the number of different α′ for which u′ with (18) exists
is upper bounded by q − 1.

Remark 4.1.4. For every guess on cb1
cb2

there is at most one possible vector α′. Thus,
for every guess which results in a α′, we need to check if there exists u′ such that
GRSn,k(α, u) = GRSn,k(α

′, u′) holds. However, there is at least one such α′.

Example 4.1.5. Consider K = F7 and let n = 5, k = 3. Assume the public key
consists of the matrix

M =

 1 1 5 3 1
6 0 0 3 5
3 5 0 3 2


and t = ⌊n−k

2
⌋ = 1. M is a generator matrix of GRS5,3(α, u) where α = (1, 2, 3, 4, 5)

and u = (2, 4, 3, 1, 6) that is permutation equivalent to the secret code. Since
2 ≤ k ≤ n− 2 we can apply the Sidelnikov and Shestakov attack to M .

In a first step we compute the echelon form E(M) of M . We get
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E(M) =

 1 0 0 4 2
0 1 0 1 2
0 0 1 1 5

.

Now we choose α′
1 = 0, α′

2 = 1 and guess that cb1
cb2

= 6. In a next step we compute
α′
4 and α′

5. We have

b1,4
b2,4

=
cb1
cb2

α′
4 − 1

α′
4

⇐⇒ α′
4 = 3;

b1,5
b2,5

=
cb1
cb2

α′
5 − 1

α′
5

⇐⇒ α′
5 = 4.

Then we solve the following linear system of equations to get α′
3:

b1,4
b3,4

α′
4 =

cb1
cb3

(α′
4 − α′

3)

b1,5
b3,5

α′
5 =

cb1
cb3

(α′
5 − α′

3)

We get α′
3 = 2 and cb1

cb3
= 5 and thus we have computed α′ = (0, 1, 2, 3, 4).

Now we want to compute u′:

We have

M ′ =

 1 1 5 3
6 0 0 3
3 5 0 3


and we want to solve the linear system M ′ · c = 0. By setting c1 = 1 we get the
nontrivial solution c = (1, 2, 2, 5). Then we compute c1 c2 c3 c4

c1α
′
1 c2α

′
2 c3α

′
3 c4α

′
4

c1α
′2
1 c2α

′2
2 c3α

′2
3 c4α

′2
4

 =

 1 2 2 5
0 2 4 1
0 2 1 3

.

Now we want to solve the following linear system 1 2 2 5
0 2 4 1
0 2 1 3

 ·


u′
1

u′
2

u′
3

u′
4

 = 0.

By setting u′
1 = 1 we get the unique solution u′

1 = 1, u′
2 = 2, u′

3 = 5, u′
4 = 4. We

have
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G′′ =

 u′
1 u′

2 u′
3

u′
1α

′
1 u′

2α
′
2 u′

3α
′
3

u′
1α

′2
1 u′

2α
′2
2 u′

3α
′2
3

 =

 1 2 5
0 2 3
0 2 6


and

M ′′ =

 1 1 5
6 0 0
3 5 0

.

We compute S = M ′′(G′′)−1 and we get

S =

 1 6 4
6 5 3
3 4 6

.

Then we compute S−1M and we get

Gα′,u′ =

 1 2 5 4 3
0 2 3 5 5
0 2 6 1 6

.

and thus we have computed u′ = (1, 2, 5, 4, 3).
Since αi+6 = α′

i and 4ui = u′
i for i = 1, . . . , 5 it follows by Proposition 4.1.1 that

GRS5,3(α
′, u′) = GRS5,3(α, u). Thus we have recovered α and u by just knowing

the public generator matrix M of GRS5,3(α, u) in case of 2 ≤ k ≤ n− 2.
Remark 4.1.6. Due to the observation of an unusually small dimension of the
square of a GRS code, the Schur product was first used by Wieschebrink [Wie10]
to attack the Niederreiter cryptosystem based on subcodes of GRS codes (we
summarize this attack in the next Section 4.1.2). This observation makes it also
possible to compute a filtration for a GRS code i.e. a nested sequence of subcodes
in order to recover the structure of the GRS code as shown in [Cou+14]. This
leads to an attack on GRS codes that is different from the attack of Sidelnikov and
Shestakov. In the following we describe how such a filtration is formed by mainly
following [Mára], [Márb], [COT17] and [Cou+14].

Assume 2k − 1 ≤ n − 1. From Example 2.5.8 we know that GRSn,k(a, b) =
CL (D,E) where D = P1 + . . .+ Pn, E = (k − 1)P∞ − (u) with 0 ̸= u ∈ Fq(z) such
that u(Pi) = bi, z(Pi) = ai. Now assume generator matrices of GRSn,k(a, b) =
CL (D, (k − 1)P∞ − (u)) and GRSn,k−1(a, b) = CL (D, (k − 2)P∞ − (u)) are known.
Let Aj = CL (D, (k− j)P∞ − (u)) where 1 ≤ j ≤ k. By this construction and since
the evaluation map is surjective on its image we have Aj ⊇ Aj+1 and thus we get
the filtration

GRSn,k(a, b) ⊇ GRSn,k−1(a, b) ⊇ . . . ⊇ GRSn,1(a, b) ⊇ {0}.
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Since GRSn,1(a, b) = {α · (b1, . . . , bn) | α ∈ F∗
q}, computing this filtration, give us

the possibility to recover b. Moreover, solving a linear system of equations will also
give us a. In the following we explain how this filtration can be computed from the
knowledge of generator matrices of A1 and A2.

Consider the set

{z ∈ Aj+1 | z ∗ Aj ⊆ A
(2)
j+1} (19)

with 1 ≤ j ≤ k − 2. Since deg((k − (j + 1))P∞ − (u)) = k − (j + 1) ≥ 2g + 1 = 1
as j ≤ k − 2 and g = 0 it follows by Corollary 2.5.26 that

A
(2)
j+1 = CL (D′, (k − (j + 1))P∞ − (u))(2)

= CL (D′, (2k − 2(j + 1))P∞ − 2(u)).

By Lemma 2.2.29 the solution space of (19) is equal to

Aj+1 ∩ (Aj ∗ (A(2)
j+1)

⊥)⊥.

We have deg((2k − 2(j + 1))P∞ − 2(u)) = 2k − 2(j + 1) = 2(k − j − 1) ≤
2(k− 2) = (2k− 1)− 3 ≤ (n− 1)− 3 since j ≥ 1 and by assumption. Also we have
deg((k − j)P∞ − (u)) = k − j ≥ 2 ≥ 2g = 0 since j ≤ k − 2. Thus by Proposition
2.5.30 it follows that

(Aj ∗ (A(2)
j+1)

⊥)⊥ = CL (D′, (2k − 2(j + 1))P∞ − 2(u)− ((k − j)P∞ − (u)))

= CL (D′, (k − (j + 2))P∞ − (u)) = Aj+2.

Moreover, since Aj+2 ⊆ Aj+1, we have

Aj+2 = (Aj ∗ (A(2)
j+1)

⊥)⊥ = {z ∈ Aj+1 | z ∗ Aj ⊆ A
(2)
j+1} for 1 ≤ j ≤ k − 2. (20)

In this way we can compute the filtration and recover the structure of GRSn,k(a, b).
But since a generator matrix GRSn,k−1(a, b) is not part of the public key and
we are also not able to compute it from the knowledge of a generator matrix of
GRSn,k(a, b) we have to build another filtration in order to recover the structure of
GRSn,k(a, b). Such a filtration can be formed by shortening GRSn,k(a, b).

Recall that, since uxi for 0 ≤ i ≤ k − 1 forms a basis for L (E), a generator
matrix of GRSn,k(a, b) = CL (D,E) has the form

G =


b1 b2 . . . bn
a1b1 a2b2 . . . anbn

...
...

...
ak−1
1 b1 ak−1

2 b2 . . . ak−1
n bn

.
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Let ri be the i−th row of G. We compute ri − a1ri−1 for i = k, k− 1, . . . , 2 and we
multiply r1 with b−1

1 . So we get the matrix
1 b2

b1
. . . bn

b1

0 b2(a2 − a1) . . . bn(an − a1)
0 a2b2(a2 − a1) . . . anbn(an − a1)
...

...
...

0 ak−2
2 b2(a2 − a1) . . . ak−2

n bn(an − a1)

.

Now let b′i = bi(ai − a1) and a′i = ai for 2 ≤ i ≤ n. Then the above matrix can be
rewritten as 

1 b2
b1

. . . bn
b1

0 b′2 . . . b′n
0 a′2b

′
2 . . . a′nb

′
n

...
...

...
0 (a′2)

k−2b′2 . . . (ak−2
n )′b′n

.

Now the matrix 
b′2 . . . b′n
a′2b

′
2 . . . a′nb

′
n

...
...

(a′2)
k−2b′2 . . . (a′n)

k−2b′n


is a generator matrix of GRSn−1,k−1(a

′, b′) = CL (D′, F ) where D′ = P2 + . . .+ Pn

and F = (k − 2)P∞ − (v) with 0 ̸= v ∈ Fq(z) such that v(Pi) = b′i, z(Pi) = a′i for
2 ≤ i ≤ n. In fact CL (D′, F ) is the shortened code of C = CL (D,E) at the position
P1, i.e. CT = CL (D′, F ) where T = {1}. Moreover, (v) = (uw) = (u) + (w) where
0 ̸= w ∈ Fq(z) such that w(Pi) = ai − a1. Furthermore, assume that a1 = 0 by
Proposition 4.1.1. Now let A1 = CL (D′, (k − 1)P∞ − (u)) which is the punctured
code of C at position P1 and let Aj = CL (D′, (k−j)P∞−(uwj−1)) where 2 ≤ j ≤ k.
Thus we get the following filtration

A1 ⊇ A2 ⊇ . . . ⊇ Ak ⊇ {0}. (21)

Since A1 is the punctured code of C at position P1 and A2 is the shortened code of
C at position P1, they can both be computed from the knowledge of the public key
by using Gaussian elimination. Then by using the described method above we are
able to compute the whole filtration, i.e. we get Ak = {α · (b2, . . . , bn)} | α ∈ F∗

q}
where bi = bia

k−1
i for 2 ≤ i ≤ n. Furthermore, one can see that the sequence given

in (21) corresponds to the following spaces of polynomials;

Fq[z]<k ⊇ zFq[z]<k−1 ⊇ · · · ⊇ zk−1Fq[z]<1 ⊇ {0}.
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Computing such filtrations gives us again the possibility to recover a and b as
shown in [Cou+14].

The above Remark shows us that the computation of a filtration can give crucial
information about a code. Moreover since the square code of some shortenings of
wild Goppa codes over quadratic extensions do also have an unusual small dimension,
this filtration approach provides also an illustrative example for attacking such
codes, as seen in [COT17]. Thus the attack on McEliece cryptosystem using
wild Goppa codes over quadratic extensions follows the same spirit to recover the
structure of such a Goppa code. As we will see in Section 4.2, attacks on AG codes
and their subcodes also use such filtration attack techniques based on the Schur
product.

4.1.2 Attack on subcodes of GRS codes

Berger and Loidreau [BL05] suggested to use subcodes of GRS codes by modifying
the Niederreiter cryptosystem. Since the Niederreiter and McEliece cryptosystem
are equivalent we present the dual version of the Berger and Loidreau cryptosystem,
following [Wie06],[Wie10]. This works as follows:

Given finite field Fq and parameters n, k, l such that 0 < l ≤ k ≤ n. Assume
that the private key consists of a generator matrix G of GRSn,k(α, u). Furthermore,
let T be a random (k − l) × k matrix over Fq of full rank. Then the public key
consists of M = TGα,u which is a generator matrix of a (k− l)-dimensional subcode
of GRSn,k(α, u) and t = ⌊n−k

2
⌋ the number of errors that can be added during

encryption. Then, encryption and decryption works in the same way as in the
McEliece cryptosystem.

The cryptosystem of Berger and Loidreau resists the attack of Sidelnikov and
Shestakov [SS92]. But Wieschebrink [Wie10] has developed another attack that
shows that the use of subcodes of GRS codes is not secure either. Wieschebrink’s
attack is based on the fact that the dimension of the square of a GRS code is
unusually small compared to the dimension of the square of a random code of the
same dimension. This leads to an attack that is the first to be based on the Schur
product. More explicitly, Wieschbrink’s attack exploits the observation that the
square of a low codimensional subcode of a GRS code is with high probability
equal to the square of the GRS code. Then, this allows us to apply the attack of
Sidelnikov and Shestakov. However, if the observation does not apply, an extended
version of Sidelnikov and Shestakov’s attack can be used. This extended version
has already been developed by Wieschebrink in [Wie06], but is only feasible if q
and l are small. The aim of Wieschebrink’s attack is therefore also to recover α
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and u from the public matrix M . For the attack we distinguish between two cases

Case 1: 2k − 1 ≤ n− 2;

Case 2: 2k − 1 > n− 2.

In the following, we summarize the attack of Wieschebrink by mainly following
[Wie06] and [Wie10].

Assume C1 be the (k − l)−dimensional public subcode of C = GRSn,k(α, u).

First, assume 2k − 1 ≤ n− 2. Let s = k − l, let r1, . . . , rs be the rows of the
public matrix M and let f1, . . . , fs be the associated polynomials. The idea is now
to compute C(2)

1 . This is done by computing ri ∗ rj for 1 ≤ i, j ≤ s and by deleting
linearly dependent vectors. Since C1 is a subcode of GRSn,k(α, u), ri ∗ rj has the
form

ri ∗ rj = (u2
1fi(αi)fj(αj), . . . , u

2
nfi(αi)fj(αj))

where both fi(x) and fj(x) have degree at most k − 1. Thus fi(x)fj(x) has degree
at most 2k − 2 and so it follows that the code C(2)

1 = ⟨ri ∗ rj⟩ for 1 ≤ i, j ≤ s is a
subcode of GRSn,2k−1(α, u) where u = (u2

1, . . . , u
2
n).

Now, if l is not too large, it holds with high probability that C(2)
1 =

GRSn,2k−1(α, u), i.e. the square of the subcode is equal to the square of
GRSn,k(α, u). Then, the Sidelnikov and Shestakov attack can be applied to
a generator matrix of C(2)

1 to recover α and u, i.e. to compute α′ and u′ such that
GRSn,2k−1(α, u) = GRSn,2k−1(α

′, u′).
Then, it only remains to find u′ such that GRSn,k(α, u) = GRSn,k(α

′, u′). If the
characteristic of Fq is 2 then u′ can be found directly from u′. If the characteristic
is different from 2 then let M = (Mi,j). Since ⟨M⟩ is a subcode of GRSn,k(α, u) it
follows by Proposition 4.1.2 that

Mi,1(α
′
1)

jv1 + . . .+Mi,n(α
′
n)

jvn = 0 (22)

∀i = 1, . . . , k − l and ∀j = 0, . . . , n− k − 1. This gives a system of (k − l)(n− k)
linear equations. Typically it holds that (k − l)(n− k) > n and thus if we assume
v1 = 1, v can be uniquely computed by solving this system of equations. Then,
again by Proposition 4.1.2, u′ can be finally found.

If C(2)
1 ̸= GRSn,2k−1(α, u) then an extended version of the Sidelnikov and

Shestakov attack can be applied if it holds that 0 < 2k − 1− dim(C(2)
1 ) < l.

We have C(2)
1 ⊂ GRSn,2k−1(α, u). Let M1 be a generator matrix of C(2)

1 , let
s = 2k − 1 and let m be the dimension of C(2)

1 . The goal is again to find α′ and
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u′ such that C1 ⊂ GRSn,k(α
′, u′). This is done by first computing α′ such that

C(2)
1 ⊂ GRSn,2k−1(α

′, u′) and then by solving the linear system of equations given
in (22) and using Proposition 4.1.2 we compute u′ such that C1 ⊂ GRSn,k(α

′, u′).
The extended version is divided into four steps:

1. Computation of the echelon form E(M1) of M1

Since m = dim(C(2)
1 ) we get

E(M1) =


1 0 . . . 0 t1,m+1 . . . t1,n
0 1 . . . 0 t2,m+1 . . . t2,n

. . . ...
...

0 . . . 0 1 tm,m+1 . . . tm,n


where ti,j ∈ Fq.

2. Computation of α′
i for i = 1, . . . ,m− 1

Let ti, tb be two rows of E(M1) and let fi, fb be the associated polyno-
mials. Since C(2)

1 ⊂ GRSn,2k−1(α, u), fi and fb have degree at most s − 1.
Moreover since both rows ti and tb contain at least m− 1 zeros and have at
least m− 2 zeros in common fi and fb must have the form

fi(x) = (x− α′
b) · Pi(x) ·

m−2∏
r=1

(x− α′
ar)

fb(x) = (x− α′
i) · Pb(x) ·

m−2∏
r=1

(x− α′
ar)

where a1, . . . , am−2 ∈ {1, . . . ,m} be the positions where ti and tb have com-
mon zeros. It follows that Pi(x) and Pb(x) ∈ Fq[x] are polynomials of degree
at most s−m.

Thus for all j = m+ 1, . . . , n with tb,j ̸= 0 we get

ti,j
tb,j

=
fi(α

′
j)

fb(α′
j)

=
(α′

j − α′
b)Pi(α

′
j)

(α′
j − α′

i)Pb(α′
j)
.

Now let b = m and

P̃i(x) = (x− α′
m)Pi(x) and Q̃i(x) = (x− α′

i)Pm(x).
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Both P̃i(x) and Q̃i(x) have degree at most s−m+ 1. Furthermore we get

ti,j
tm,j

=
P̃i(α

′
j)

Q̃i(α′
j)
.

To compute α′
i for i = 1, . . . ,m−1 we have to find the coefficients of P̃i(x) and

Q̃i(x) for i = 1, . . . ,m− 1. Since ti,j
tm,j

are known and we want to get the coef-
ficients of P̃i(x) and Q̃i(x) we will first do a guess on α′

m+1, . . . , α
′
m+2(s−m)+3.

Let r = s − m and let P̃i(x) = p
(i)
r+1x

r+1 + . . . + p
(i)
1 x + p

(i)
0 and Q̃i(x) =

q
(i)
r+1x

r+1 + . . .+ q
(i)
1 x+ q

(i)
0 . For all i = 1, . . . ,m− 1 we get a system of linear

equations:

ti,m+1

tm,m+1

=
p
(i)
r+1(α

′
m+1)

r+1 + . . .+ p
(i)
1 α′

m+1 + p
(i)
0

q
(i)
r+1(α

′
m+1)

r+1 + . . .+ q
(i)
1 α′

m+1 + q
(i)
0

ti,m+2

tm,m+2

=
p
(i)
r+1(α

′
m+2)

r+1 + . . .+ p
(i)
1 α′

m+2 + p
(i)
0

q
(i)
r+1(α

′
m+2)

r+1 + . . .+ q
(i)
1 α′

m+2 + q
(i)
0

...

ti,m+2r+3

tm,m+2r+3

=
p
(i)
r+1(α

′
m+2r+3)

r+1 + . . .+ p
(i)
1 α′

m+2r+3 + p
(i)
0

q
(i)
r+1(α

′
m+2r+3)

r+1 + . . .+ q
(i)
1 α′

m+2r+3 + q
(i)
0

By Proposition 4.1.1 we can assume that α′
m+1 = 0 and α′

m+2 = 1. If we
further assume that P̃i(x) and Q̃i(x) are relatively prime and Q̃i(x) is monic
for i = 1, . . . ,m− 1 we are able to compute the coefficients uniquely. If the
guess was correct we can find a sequence α′

1, . . . , α
′
m−1 of pairwise distinct

elements in Fq and different from α′
m+1, . . . , α

′
m+2r+3 such that (x−α′

i) divides
Q̃i(x) for i = 1, . . . ,m− 1.

Remark 4.1.7. If tm,j = 0 for some j = m+ 1, . . . ,m+ 2r + 3 then we can
choose a different set of 2r + 3 indices i1, . . . , i2r+3 ∈ {m + 1, . . . , n} with
ti1 , . . . , ti2r+3 not equal to zero and guess the values α′

i1
, . . . , α′

i2r+3
.

3. Computation of α′
m and α′

i for i = m+ 2r + 4, . . . , n

Assume we want to recover the values αi1 , . . . , αim−1 . To do this, we
choose a permutation π : {1, . . . , n} → {1, . . . , n} defined by π(ij) = j,
π(j) = ij for j = 1, . . . ,m− 1 and π(w) = w for w = m+ 1, . . . ,m+ 2r + 3.
Then let απ = (απ(1), . . . , απ(n)) and uπ = (uπ(1), . . . , uπ(n)). By permuting
the columns of M1 we get that (M1)π is a generator matrix of a subcode of
GRSn,2k−1(απ, uπ). Then we can apply the same method as in step (2) if
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we consider E((M1)π), i.e. we compute β := (β1, . . . , βn) := (α′
π(1), . . . , α

′
π(n))

by assuming that βi = α′
i for i = m + 1, . . . ,m + 2r + 3. If we do this for

different suitable permutations all α′
i can be computed.

4. Computation of u′

Since ⟨M⟩ is a subcode of GRSn,k(α, u) we can solve the linear system
of equations given in (22) to compute u′.

Remark 4.1.8. Again, for each correct guess we can find at most one possible
vector α′. Therefore, for each α′ we need to check if there is a u′ such that
⟨M⟩ ⊂ GRSn,k(α

′, u′) holds (there is at least one such α′). However, as mentioned
in [Wie10], this extended version of the Sidelnikov and Shestakov attack is only
feasible if q and l are small.

Example 4.1.9. Let K = F11, n = 11, k = 5, l = 1 and assume that our public key
consists of

M =


8 8 0 9 3 10 10 9 1 10 6
8 4 7 0 6 6 1 6 7 4 6
1 8 1 4 8 2 6 9 10 5 9
2 6 2 10 4 2 4 3 0 1 3


and t = ⌊n−k

2
⌋ = 3. M is a generator matrix of a 4-dimensional subcode of

GRS11,5(α, u) where α = (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 0), u = (7, 4, 3, 1, 6, 2, 5, 8, 9, 10, 9).

We have 2k − 1 = 9 ≤ n − 2 = 9. Let C1 = ⟨M⟩. In a first step we compute
C(2)
1 . This is done by computing ri ∗ rj for 1 ≤ i, j ≤ 4, where ri are rows of M .

By deleting linearly dependent vectors, we obtain a generator matrix M1 of C(2)
1

already in echelon form:

M1 =



1 0 0 0 0 0 0 0 0 9 5
0 1 0 0 0 0 0 0 0 7 2
0 0 1 0 0 0 0 0 0 4 8
0 0 0 1 0 0 0 0 0 4 2
0 0 0 0 1 0 0 0 0 9 3
0 0 0 0 0 1 0 0 0 7 4
0 0 0 0 0 0 1 0 0 6 4
0 0 0 0 0 0 0 1 0 7 7
0 0 0 0 0 0 0 0 1 5 1


.

We assume that C(2)
1 = GRS11,9(α, u) where u = (u2

1, . . . , u
2
n). Now we apply the

Sidelnikov and Shestakov attack to M1:
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Since M1 is already in echelon form, we compute in a next step α′
10 and α′

11.
We choose α′

1 = 0, α′
2 = 1 and cb1

cb2
= 4 and we get

b1,10
b2,10

=
cb1
cb2

α′
10 − 1

α′
10

⇐⇒ α′
10 = 9 and

b1,11
b2,11

=
cb1
cb2

α′
11 − 1

α′
11

⇐⇒ α′
11 = 10.

Then we compute α′
3, . . . , α

′
9 by solving the corresponding linear system of equations:
b1,10
b3,10

(α′
10 − α′

1) =
cb1
cb3

(α′
10 − α′

3)

b1,11
b3,11

(α′
11 − α′

1) =
cb1
cb3

(α′
11 − α′

3)

we get α′
3 = 2.

b1,10
b4,10

(α′
10 − α′

1) =
cb1
cb4

(α′
10 − α′

4)

b1,11
b4,11

(α′
11 − α′

1) =
cb1
cb4

(α′
11 − α′

4)

we get α′
4 = 3.

b1,10
b5,10

(α′
10 − α′

1) =
cb1
cb5

(α′
10 − α′

5)

b1,11
b5,11

(α′
11 − α′

1) =
cb1
cb5

(α′
11 − α′

5)

we get α′
5 = 4.

b1,10
b6,10

(α′
10 − α′

1) =
cb1
cb6

(α′
10 − α′

6)

b1,11
b6,11

(α′
11 − α′

1) =
cb1
cb6

(α′
11 − α′

6)

we get α′
6 = 5.

b1,10
b7,10

(α′
10 − α′

1) =
cb1
cb7

(α′
10 − α′

7)

b1,11
b7,11

(α′
11 − α′

1) =
cb1
cb7

(α′
11 − α′

7)
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we get α′
7 = 6.

b1,10
b8,10

(α′
10 − α′

1) =
cb1
cb8

(α′
10 − α′

8)

b1,11
b8,11

(α′
11 − α′

1) =
cb1
cb8

(α′
11 − α′

8)

we get α′
8 = 7.

b1,10
b9,10

(α′
10 − α′

1) =
cb1
cb9

(α′
10 − α′

9)

b1,11
b9,11

(α′
11 − α′

1) =
cb1
cb9

(α′
11 − α′

9)

we get α′
9 = 8 and thus we have computed α′ = (0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10). If we

solve the linear system of equations given in (22) and using Proposition 4.1.2, we
get the solution u′ = (10, 1, 9, 3, 7, 6, 4, 2, 5, 8, 5). Since αi+10 = α′

i and 3ui = u′
i for

i = 1, . . . , 11 it follows by Proposition 4.1.1 that GRS11,5(α, u) = GRS11,5(α
′, u′)

and hence ⟨M⟩ ⊂ GRS11,5(α
′, u′). Thus we have recovered α and u from the

knowledge of the public matrix M .
Now, we consider the second case. Thus assume 2k−1 > n−2. Again, let M be the
s× n public generator matrix of a subcode C1 of C = GRSn,k(α, u). As in the first
case, the goal of the attack is to compute α′ and u′ such that ⟨M⟩ ⊂ GRSn,k(α

′, u′).
Let 1 ≤ d ≤ s− 1. Then, the attack works as follows:

Consider the echelon form E(M) of M . We get

E(M) =


1 0 . . . 0 t1,s+1 . . . t1,n
0 1 . . . 0 t2,s+1 . . . t2,n

. . . ...
...

0 . . . 0 1 ts,s+1 . . . ts,n

.

By extracting the n− d rightmost components of the last s− d rows of E(M) we
get a generator matrix G(C1)T of the shortened code (C1)T where T = {1, . . . , d}.
Then, a row b of G(C1)T is of the form

b = (b1, . . . , bn−d).

Since C1 is a subcode of GRSn,k(α, u) it holds that (0, . . . , 0, b1, . . . , bn−d) ∈
GRSn,k(α, u) and thus b can be rewritten as

b = (xd+1f(αd+1), . . . , xnf(αn))

89



where f(x) ∈ Fq[x] is a polynomial of the form

f(x) = g(x)
d∏

j=1

(x− αj)

with g(x) ∈ Fq[x] such that deg(g(x)) ≤ k − d− 1.
Now let z = (xd+i

∏d
j=1(αd+i − αj))i=1,...,n−d and α̃ = (αd+1, . . . , αn). Then we

have

(C1)T ⊂ GRSn−d,k−d(α̃, z).

If d can be chosen in such a way that it holds that d ≤ s−1 and 2(k−d)−1 ≤ n−d−2,
then the attack considered in the first case can be applied to G(C1)T to recover α̃,
i.e. to compute β := (β1, . . . , βn−d) := (α′

d+1, . . . , α
′
n). Then it only remains to

recover α1, . . . , αd. This can be done by permuting columns of M :

Let π : {1, . . . , n} → {1, . . . , n} be a permutation defined by

π(i) =


d+ i for 1 ≤ i ≤ d

i− d for d+ 1 ≤ i ≤ 2d

i for 2d+ 1 ≤ i ≤ n.

Let απ = (απ(1), . . . , απ(n)) and uπ = (uπ(1), . . . , uπ(n)). By permuting the columns
of M we get that Mπ is a generator matrix of a subcode of GRSn,k(απ, uπ). Then we
can again apply the above algorithm to Mπ, i.e. we compute a generator matrix of
the shortened code (⟨Mπ⟩)T and then apply the attack of the first case. In this way
we can recover (α1, . . . , αd, α2d+1, . . . , αn), i.e. we compute β′ := (β′

1, . . . , β
′
n−d) :=

(α′
1, . . . , α

′
d, α

′
2d+1, . . . , α

′
n), if we assume that β′

d+1 = βd+1, . . . , β
′
n−d = βn−d.

Then, by solving the linear system of equations given in (22) and using Propo-
sition 4.1.2 we get u′.

Remark 4.1.10. Again, for every correct guess we can find at most one possible
vector α′. Thus for every α′ we have to check if there exists u′ such that ⟨M⟩ ⊂
GRSn,k(α

′, u′) holds.

Example 4.1.11. Let K = F13, n = 12, k = 6, l = 1 and assume that our public key
consists of

M =


7 5 3 8 1 11 9 11 2 1 1 2
12 8 12 6 0 11 2 9 8 6 9 12
10 5 9 7 2 3 10 3 2 5 11 6
7 5 3 4 1 4 11 3 7 9 1 12
11 9 8 1 11 1 10 6 9 0 0 3


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and t = ⌊n−k
2
⌋ = 3. Moreover, M is a generator matrix of a 5-dimensional

subcode C1 of GRS12,6(α, u) where α = (2, 4, 1, 3, 0, 5, 10, 9, 6, 7, 11, 8) and u =
(9, 2, 6, 10, 1, 2, 8, 6, 7, 1, 11, 2).

We have 2k − 1 = 11 > n− 2 = 10 and thus we have to consider a shortened
code of C1 in order to apply the attack considered in the first case.

We have

E(M) =


1 0 0 0 0 0 4 1 10 8 7 10
0 1 0 0 0 10 4 6 8 5 12 12
0 0 1 0 0 8 10 11 6 1 2 7
0 0 0 1 0 5 6 2 2 11 0 4
0 0 0 0 1 1 0 3 1 11 3 1

.

Let s be the dimension of C1 and let d = 1. By extracting the 11 rightmost
components of the last 4 rows of E(M) we get a generator matrix

G(C1)T =


1 0 0 0 10 4 6 8 5 12 12
0 1 0 0 8 10 11 6 1 2 7
0 0 1 0 5 6 2 2 11 0 4
0 0 0 1 1 0 3 1 11 3 1


of the shortened code (C1)T where T = {1}. We have (C1)T ⊂ GRS11,5(α̃, z) where
α̃ = (α2, . . . , αn) and z = (u2(α2 − α1), . . . , un(αn − α1)). Since 1 ≤ s− 1 = 4 and
2(k− 1)− 1 = 9 ≤ n− 1− 2 = 9 we can apply the attack of the first case to G(C1)T .

We compute ((C1)T )(2). This is done by computing ri ∗ rj for 1 ≤ i, j ≤ 4,
where ri, rj are rows of G(C1)T . By deleting linearly dependent vectors we obtain a
generator matrix M1 of ((C1)T )(2) already in echelon form:

M1 =



1 0 0 0 0 0 0 0 0 9 12
0 1 0 0 0 0 0 0 0 9 9
0 0 1 0 0 0 0 0 0 8 10
0 0 0 1 0 0 0 0 0 9 2
0 0 0 0 1 0 0 0 0 8 6
0 0 0 0 0 1 0 0 0 6 7
0 0 0 0 0 0 1 0 0 11 8
0 0 0 0 0 0 0 1 0 1 5
0 0 0 0 0 0 0 0 1 12 5


.

Now we assume that ((C1)T )(2) = GRS11,9(α̃, z) where z = (z21 , . . . , z
2
n−1). Then

the Sidelnikov and Shestakov attack can be applied to M1 to recover α̃, i.e. to
compute β := (β1, . . . , βn−1) := (α′

2, . . . , α
′
n). If we guess that cb1

cb2
= 2 and if we

assume that β1 = 0, β2 = 1 we get β = (0, 1, 9, 10, 4, 11, 7, 8, 12, 2, 3).
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Now we choose the permutation π : {1, . . . , 12} → {1, . . . , 12} defined by
π(1) = 2, π(2) = 1 and π(i) = i for 3 ≤ i ≤ 12. Then, by permuting the first and
second column of M , we get the matrix

Mπ =


5 7 3 8 1 11 9 11 2 1 1 2
8 12 12 6 0 11 2 9 8 6 9 12
5 10 9 7 2 3 10 3 2 5 11 6
5 7 3 4 1 4 11 3 7 9 1 12
9 11 8 1 11 1 10 6 9 0 0 3


which is a generator matrix of a 5−dimensional subcode (C1)π of GRS12,5(απ, uπ)
where απ = (α2, α1, α3, . . . , αn) and uπ = (u2, u1, u3, . . . , un). We get

E(Mπ) =


1 0 0 0 0 10 4 6 8 5 12 12
0 1 0 0 0 0 4 1 10 8 7 10
0 0 1 0 0 8 10 11 6 1 2 7
0 0 0 1 0 5 6 2 2 11 0 4
0 0 0 0 1 1 0 3 1 11 3 1

.

Let C̃ = (C1)π. By extracting the 11 rightmost components of the last 4 rows of
E(Mπ) we get a generator matrix

(GC̃)T =


1 0 0 0 0 4 1 10 8 7 10
0 1 0 0 8 10 11 6 1 2 7
0 0 1 0 5 6 2 2 11 0 4
0 0 0 1 1 0 3 1 11 3 1


of the shortened code (C̃)T where T = {1}. We have (C̃)T ⊂ GRS11,5(α̃, z) where
α̃ = (α1, α3 . . . , αn) and z = (u1(α1 − α2), u3(α3 − α2), . . . , un(αn − α2)). By
computing ((C̃)T )(2) we get a generator matrix M ′

1 of ((C̃)T )(2) already in echelon
form:

M ′
1 =



1 0 0 0 0 0 0 0 0 2 7
0 1 0 0 0 0 0 0 0 11 2
0 0 1 0 0 0 0 0 0 1 2
0 0 0 1 0 0 0 0 0 10 5
0 0 0 0 1 0 0 0 0 10 12
0 0 0 0 0 1 0 0 0 12 12
0 0 0 0 0 0 1 0 0 1 4
0 0 0 0 0 0 0 1 0 3 11
0 0 0 0 0 0 0 0 1 4 7


.

Now we assume that ((C̃)T )(2) = GRS11,9(α̃, z) where z = (z21 , . . . , z
2
n−1). Then we

apply the Sidelnikov and Shestakov attack to M ′
1 to recover α̃, i.e. we compute
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β′ := (β′
1, . . . , β

′
n−1) := (α′

1, α
′
3, . . . , α

′
n). By assuming that β′

i = βi for i = 2, . . . , 11
and by solving the linear system of equations

b2,10
b1,10

(β′
10 − β′

2) =
cb2
cb1

(β′
10 − β′

1)

b2,11
b1,11

(β′
11 − β′

2) =
cb2
cb1

(β′
11 − β′

1)

we can compute β′
1. We get β′

1 = 5 and thus β′ = (5, 1, 9, 10, 4, 11, 7, 8, 12, 2, 3).
Then we have

α′ = (5, 0, 1, 9, 10, 4, 11, 7, 8, 12, 2, 3).

Finally, we solve the linear system of equations given in (22). Using Proposition
4.1.2 we get the solution u′ = (1, 6, 5, 4, 3, 6, 11, 5, 8, 3, 7, 6). Since 4αi + 10 = α′

i

and 3ui = u′
i for i = 1, . . . , 12 it follows by Proposition 4.1.1 that GRS12,6(α, u) =

GRS12,6(α
′, u′) and hence ⟨M⟩ ⊂ GRS12,6(α

′, u′). Thus we have recovered α and u
from the knowledge of the public matrix M .

Remark 4.1.12. By Definition 2.5.16 we know that Goppa codes can be defined as
subfield subcodes of AG codes. Indeed, we have Γ(L, g(z)) := C(L, g(z))⊥|Fq =
CL (D,G)⊥|Fq , where g(z) ∈ Fqm [z] is a polynomial of degree t such that 1 ≤ t ≤
n − 1 and G = (t − 1)P∞ − (g(z)−1). Thus as we have seen in Example 2.5.8 it
follows that

CL (D,G) = GRSn,t((α1, . . . , αn), (g(α1)
−1, . . . , g(αn)

−1)).

Since the dual of an GRS code is again a GRS code by Proposition 4.1.2 it follows
that Goppa codes are subfield subcodes of GRS codes. Now, we will see why the
above attack for subcodes of GRS codes does not work in general for Goppa codes,
by following [Wie10] and [Sto21].

Assume M is the public generator matrix of a Goppa code Γ(L, g(z)) which
is a subcode of GRSn,t((α1, . . . , αn), (g(α1)

−1, . . . , g(αn)
−1)). Let k = n− t be the

dimension of GRSn,t((α1, . . . , αn), (g(α1)
−1, . . . , g(αn)

−1))⊥. Furthermore, as we
have seen, we have for the dimension s of the Goppa code Γ(L, g(z))

s ≥ n−mt = 2k − n− (m− 2)t.

If we can choose d such that 1 ≤ d ≤ s− 1 and 2(k − d)− 1 ≤ n− d− 2 holds, we
have seen that we can work with a shortenend code. This condition can be rewritten
as 2k − n+ 1 ≤ d ≤ s− 1. It must hold that m > 1, since the Goppa code would
otherwise be a GRS code and we can then apply the Sidelnikov and Shestakov attack.
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Thus it follows that (m−2)t ≥ 0. But then if 2k−n− (m−2)t ≤ s ≤ 2k−n+1, it
follows that there is no suitable d, such that the condition holds. Another reason is
that the component-wise products of the rows of the public matrix M are elements
of Fn

q and thus cannot generate a nontrivial GRS code in Fn
qm . For these reasons,

the attack for subcodes of GRS codes do not work in general for Goppa codes.

4.2 Attacks on McEliece Cryptosystem based on AG codes
and subcodes of AG codes

In 1996, Janwa and Moreno [JM96] proposed to use AG codes and their sub-
field subcodes for the McEliece cryptosystem. However, in [CMP17], Couvreur,
Màrquez-Corbella and Pellikaan presented attacks that show that that the use of
AG codes and their subcodes is not secure. As we already have seen in Remark
4.1.6, we can compute a filtration to reconstruct the structure of a GRS code.
The main idea behind the following attacks is to construct an ECP or ECA from
the knowledge of the public generator matrix using filtration attack techniques.
Such an ECP or ECA can then be used for decoding, as we have seen in Sections
2.2.3 and 2.2.4. Therefore, it is also not necessary to fully recover the public key
structure. However, as we will see, these attacks do not work for subfield subcodes
of AG codes. Thus, since Goppa codes are subfield subcodes of AG codes of genus
zero, the classic McEliece cryptosystem remains unbroken against this type of
attacks. However, we should note that, as a special case of Goppa codes, the use of
wild Goppa codes over quadratic extensions is proved to be insecure by [COT17],
as we have already mentioned in Section 4.1.1. In the following we will describe
the attacks on AG codes and their subcodes by manly following [CMP17].

Assume (S,G′, P ) is the private key of the McEliece cryptosystem, where G′ is a
generator matrix of an AG code, S is a non-singular matrix, and P is a permutation
matrix. Then, the public key consists of G = SG′P and the integer t, which is the
maximal number of errors that can be added during encryption.

Since left multiplication of G′ by S results in a different generator matrix for
the same AG code and right multiplication of SG′ by P results in an AG code, that
is permutation equivalent to the secret code, we can assume that our public key is
(G, t), where G is a generator matrix of CΩ(D,E) = CL (D,E)⊥. Moreover, suppose
that t ≤ ⌊d∗−1

2
⌋, where d∗ = deg(E)− 2g + 2 is the designed minimum distance of

CΩ(D,E). In Section 2.5.3 we have seen that in AG codes we can correct up to
⌊d∗−g−1

2
⌋ errors using an ECP and up to ⌊d∗−1

2
⌋ errors using an ECA. Thus, we

distinguish between two cases:

1. If t ≤ ⌊d∗−g−1
2

⌋ then the attack is based on the computation of an ECP.
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2. If t ≤ ⌊d∗−1
2

⌋ then the attack is based on the computation of an ECA.

Remark 4.2.1. Since t ≤ ⌊d∗−g−1
2

⌋ = ⌊deg(E)−3g+1
2

⌋ it follows that deg(E) ≥ 3g in
order to guarantee that t is positive. On the other hand, we assume that t ≥ 1
since otherwise we do not need to correct an error.

By the Definition 2.5.1 of an AG code we know that D = P1 + . . .+ Pn where
Pi are rational places. Now let P = Pi for some i ∈ {1, . . . , n} and define DP to be
the divisor obtained from D by deleting P . Define

∀i ∈ Z Ui := CL (DP , iP ) and Vi := CL (DP , E + iP ).

By this construction, (Ui)i∈Z and (Vi)i∈Z are sequences of AG codes of length n− 1.
Moreover, U0 = CL (DP , E) is the punctured code and V−1 = CL (DP , E − P ) is
the shortened code of CL (D,E) at position P . These sequences are used to either
construct an ECP or an ECA for CΩ(DP , E). Therefore, we will take a closer look
at the structure of (Ui)i and (Vi)i. First of all recall that if iP ≤ (i + 1)P and
E+iP ≤ E+(i+1)P then L (iP ) ⊆ L ((i+1)P ) and L (E+iP ) ⊆ L (E+(i+1)P ).
Moreover since the evaluation map is surjective on its image it holds that Ui ⊆ Ui+1

and Vi ⊆ Vi+1. Note that since 0 ≤ ℓ(iP )−ℓ((i−1)P ) ≤ deg(iP )−deg((i−1)P ) = 1
and 0 ≤ ℓ(iP −D)− ℓ((i− 1)P −D) ≤ deg(iP −D)− deg((i− 1)P −D) = 1 it
holds that either Ui = Ui+1 or Ui has codimension 1 in Ui+1. The same also holds
for Vi. Furthermore, for (Ui)i we have:

• If i < 0 it follows that Ui = {0} since deg(iP ) = i < 0.

• If i ≥ n+2g−2 then we have deg((n+2g−2)P ) = (n−1)+2g−1 ≥ 2g−1 and
thus by the Riemann-Roch theorem it follows that ℓ((n+2g−2)P ) = n+g−1.
On the other hand we have deg((n+ 2g − 2)P −DP ) = 2g − 1 and thus by
the Riemann-Roch theorem we have ℓ((n+ 2g − 2)P −DP ) = g. Then by
Corollary 2.5.2 we have that dim(Un+2g−2) = n+ g − 1− g = n− 1 and thus
Un+2g−2 = Fn−1

q . Hence for all i ≥ n+ 2g − 2 we have Ui = Fn−1
q .

• If 0 ≤ i ≤ 2g − 1 it follows that {0} ⊆ L (0) ⊆ . . . ⊆ L ((2g − 1)P ) since
gaps lie in the interval [0, 2g − 1] by Proposition 2.4.14 part (2). Thus
U0 ⊆ U1 ⊆ . . . ⊆ U2g−2 ⊆ U2g−1.

• If 2g ≤ i ≤ n− 2 it follows L ((2g− 1)P ) ⊊ L ((2g)P ) ⊊ . . . ⊊ L ((n− 2)P )
since for i ≥ 2g we know that i is a non-gap at P by Proposition 2.4.14 part
(1). Thus U2g−1 ⊊ U2g ⊊ . . . ⊊ Un−2. Moreover Ui has codimension 1 in Ui+1

by the Riemann-Roch theorem.
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• If n−1 ≤ i ≤ n+2g−2 then deg(iP ) = i ≥ n−1 and thus the evaluation map
is no longer injective, but remains surjective on Ui. We have L ((n− 2)P ) ⊆
L ((n − 1)P ) ⊆ . . . ⊆ L ((n + 2g − 3)P ) ⊆ L ((n + 2g − 2)P ) and thus
Un−2 ⊆ Un−1 ⊆ . . . ⊆ Un+2g−3 ⊆ Fn−1

q .

In the same way as for (Ui)i we have for the sequence (Vi)i:

• If i < −deg(E), Vi = {0}.

• If i ≥ 2g − 2 + n− deg(E), Vi = Fn−1
q .

• If −deg(E) ≤ i ≤ −deg(E) + 2g − 1, V−deg(E) ⊆ V−deg(E)+1 ⊆ . . . ⊆
V−deg(E)+2g−2 ⊆ V−deg(E)+2g−1.

• If −deg(E)+ 2g ≤ i ≤ −deg(E)+n− 2, V−deg(E)+2g−1 ⊊ V−deg(E)+2g ⊊ . . . ⊊
V−deg(E)+n−2. Moreover Vi has codimension 1 in Vi+1.

• If −deg(E)+n−1 ≤ i ≤ −deg(E)+n+2g−2, V−deg(E)+n−2 ⊆ V−deg(E)+n−1 ⊆
. . . ⊆ V−deg(E)+n+2g−3 ⊆ Fn−1

q .

Since (Ui)i and (Vi)i are crucial for the attack, we are interested in the computation
of the terms of these sequences. But first deg(E) and the genus g should be
computable by only knowing the generator matrix of CΩ(D,E) i.e. the public
matrix G. As we see, this is possible by the next statement.

Proposition 4.2.2. [[Már+14], Proposition 18] Let k1, k2 be the dimension of
C = CL (D,E) and C(2), respectively. If 2g + 1 ≤ deg(E) < n

2
, then

deg(E) = k2 − k1 g = k2 − 2k1 + 1.

Proof. By the Riemann-Roch theorem we have k1 = deg(E) + 1 − g and by
Corollary 2.5.26 we know C(2) = CL (D, 2E). Since 2deg(E) < n it follows by
the Riemann-Roch theorem that k2 = 2deg(E) + 1 − g and thus the statement
follows.

By knowing the codes V−i and V−i+1 one can compute V−i−1. Thus the sequence
(Vi)i can be computed iteratively as the next statement shows.

Proposition 4.2.3. Let i ≥ 1, then if deg(E)− n−4
2

≤ i ≤ deg(E)− 2g − 1, then
we have

V−i−1 = {z ∈ V−i | z ∗ V−i+1 ⊆ V
(2)
−i } = (V−i+1 ∗ (V (2)

−i )
⊥)⊥.
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Proof. By Lemma 2.2.29 we have

{z ∈ V−i | z ∗ V−i+1 ⊆ V
(2)
−i } = V−i ∩ (V−i+1 ∗ (V (2)

−i )
⊥)⊥.

We have V−i = CL (DP , E − iP ) and V−i+1 = CL (DP , E − (i − 1)P ). Then, by
assumption deg(E−iP ) = deg(E)−i ≥ 2g+1 and thus by Corollary 2.5.26 it follows
that V (2)

−i = CL (DP , 2E−2iP ). Moreover deg(E−(i−1)P ) = deg(E)−i+1 ≥ 2g+2
and deg(2E−2iP ) = 2deg(E)−2i ≤ (n−1)−3 by assumption. Thus by Proposition
2.5.30 it follows that

(V−i+1 ∗ (V (2)
−i )

⊥)⊥ = CL (DP , E − (i+ 1)P ) = V−i−1.

Since V−i−1 ⊆ V−i the statement follows.

In the following way also terms of the sequence (Ui)i can be computed by
knowing other ones.

Proposition 4.2.4. Let i, j be integers.

1. If i ≥ 2g and j ≥ 2g + 1 then Ui ∗ Uj = Ui+j.

2. Let l be an integer such that i+ l = 2j. If i ≥ 2g and 2g + 1 ≤ j ≤ n−4
2

, then

Ul = {z ∈ Fn−1
q | z ∗ Ui ⊆ U

(2)
j } = (Ui ∗ (U (2)

j )⊥)⊥

Proof. 1. Since deg(iP ) = i ≥ 2g and deg(jP ) = j ≥ 2g+ 1 it follows by Corollary
2.5.26 that Ui ∗ Uj = CL (DP , iP + jP ) = CL (DP , (i+ j)P ) = Ui+j.
2. By Corollary 2.5.26 we have U

(2)
j = CL (DP , 2jP ). Since deg(iP ) = i ≥ 2g

and deg(2jP ) = 2j ≤ n − 4 = (n − 1) − 3 it follows by Proposition 2.5.30 that
{z ∈ Fn−1

q | z ∗ Ui ⊆ U
(2)
j } = (Ui ∗ (U (2)

j )⊥)⊥ = CL (DP , 2jP − iP ) = CL (DP , (2j −
i)P ) = CL (DP , lP ) = Ul.

From knowing some terms of one sequence, one can also compute some terms
of the other sequence.

Proposition 4.2.5. Let i, j, l be integers such that i+ j = l, deg(E) + l ≤ n− 4.
Then,

1. If deg(E) + j ≥ 2g then Ui = {z ∈ Fn−1
q | z ∗ Vj ⊆ Vl} = (Vj ∗ (Vl)

⊥)⊥.

2. If j ≥ 2g then Vi = {z ∈ Fn−1
q | z ∗ Uj ⊆ Vl} = (Uj ∗ (Vl)

⊥)⊥
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Proof. 1. Since deg(E + jP ) ≥ 2g and deg(E + lP ) ≤ n − 4 = (n − 1) − 3
we have by Proposition 2.5.30 that {z ∈ Fn−1

q | z ∗ Vj ⊆ Vl} = (Vj ∗ (Vl)
⊥)⊥ =

CL (DP , (l − j)P ) = CL (DP , iP ) = Ui.
2. Since deg(jP ) ≥ 2g and deg(E + lP ) ≤ (n − 1) − 3 it follows by Proposition
2.5.30 that {z ∈ Fn−1

q | z ∗ Uj ⊆ Vl} = (Uj ∗ (Vl)
⊥)⊥ = CL (DP , E + (l − j)P ) =

CL (DP , E + iP ) = Vi.

Proposition 4.2.6. For all i ≥ 2g and j ≥ 2g − deg(E) with either i > 2g or
j > 2g − deg(E), we have Vi+j = Ui ∗ Vj.

Proof. If i > 2g then we have deg(iP ) > 2g ≥ 2g + 1. Furthermore we have
deg(E + jP ) ≥ 2g and thus by Corollary 2.5.26, Ui ∗ Vj = Vi+j . If j > 2g− deg(E)
we have deg(E + jP ) > 2g ≥ 2g + 1. Moreover deg(iP ) ≥ 2g and thus again by
Corollary 2.5.26 it follows that Ui ∗ Vj = Vi+j.

In the following we show how we can compute an ECP or ECA for CΩ(DP , E)
using the sequences (Ui)i and (Vi)i. We mainly follow [CMP17].

4.2.1 Attack on AG codes by using an ECP

Assume that 3g + t ≤ deg(E) ≤ n
2
− 2. If t ≤ ⌊d∗−1−g

2
⌋ then the main idea of

this attack is to compute an ECP for the code CΩ(D,E) punctured at position P ,
i.e. for CΩ(DP , E). This is done in the following way. From the knowledge of the
public matrix G, one can compute V0 and V−1 which are obtained from the code
CL (D,E) by puncturing and shortening at position P . Then one can compute the
code V−t−g iteratively and hence by applying Corollary 2.5.35, U−t−g can be found,
which yields a t−ECP for CΩ(DP , E). By this ECP, a received word y punctured
at position P can be decoded, yielding a codeword c punctured at position P . By
correcting an erasure at position P , the codeword c can be found out and thus also
the message can be recovered. The following describes the attack, which is divided
into five steps.

1. Compute deg(E) and the genus g

By the assumptions on deg(E) and since t ≥ 1 we can use Proposition
4.2.2 to compute deg(E) and the genus g by only knowing the public
generator matrix G of CΩ(D,E).

2. Computation of V0 and V−1

From the knowledge of the generator matrix G of CΩ(D,E) one can compute
the generator matrix of CL (D,E) by Gaussian elimination. Removing the
i-th column of this matrix and deleting a zero or double row, which may
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occur, gives a generator matrix of the punctured code V0 of CL (D,E) at
position P . Moreover, V−1 is the shortened code of CL (D,E) at position P
and thus by using Theorem 2.2.19 part (1), V−1 can also be computed by
again using Gaussian elimination.

3. Computation of V−t−g

By the assumptions on deg(E), since t ≥ 1 and g ≥ 0 we have deg(E)− n−4
2

≤
0 ≤ t+ g− 1 = 3g+ t− 2g− 1 ≤ deg(E)− 2g− 1. Thus from the knowledge
of V0 and V−1 one can compute V−t−g iteratively by using Proposition 4.2.3.

4. Computation of an ECP for CΩ(DP , E).

We have V−t−g = CL (DP , E − (t + g)P ). Let H = (t + g)P . Then
deg(H) = t + g < n − 1, t ≥ 1 and deg(E) ≤ (n − 1) − 3 by assump-
tion. Thus by using Corollary 2.5.35 one can compute U−t−g. Moreover,
deg(E−H) = deg(E)−t−g = deg(E)−2t+t−g ≥ deg(E)−d∗+1+g+t−g =
t+ 2g − 1 > t+ 2g − 2. Thus (U−t−g, V−t−g) is a t−error correcting pair for
CΩ(DP , E) by Corollary 2.5.31.

5. Applying decoding algorithm for CΩ(DP , E)

Assume a message m is sent, then the message is encrypted as y = mG+ e
where e is a random error vector of weight at most t. By using the ECP
found in step (4) we can use the decoding algorithm described in Section
2.2.3 to compute c = mG punctured at position P . By correcting an erasure
at position P gives us c. Then, Gaussian elimination leads us to the message
m.

The upper and lower bound on the degree of the divisor E can be relaxed. This is
summarized in the following Remark.

Remark 4.2.7. 1. Assume deg(E) ≥ n
2
+2g. By Proposition 2.5.12 we have that

CΩ(D,E) = CL (D,H) where H = D − E + (η) for some Weil differential
η. Then deg(H) = n − deg(E) + 2g − 2 ≤ n

2
− 2 by assumption. Thus

using the previous results one can compute the sequence (Wi)i∈Z given by
Wi = CL (DP , H + iP ). Since W⊥

i = CL (DP , E − iP ) = V−i by Proposition
2.5.12, the code V−t−g can be computed and thus the attack also works for
the case deg(E) ≥ n

2
+ 2g.

2. By (1) we can work on the code or its dual, thus it remains the case n
2
− 2 <

deg(E) < n
2
+ g. Then shortening gives the possibility that the system can

also be broken: Assume V−i and V−i+1 are known and we want to compute
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V−i−1 but deg(E) − i > n−4
2

. Let T be a subset of {1, . . . , n − 1} and let
PT =

∑
j∈T Pj. Then we can choose sets of indexes T1, . . . , Ts with s ≥ 2

such that

|Tj| ≥ 2deg(E)− n+ 4 ⇒ deg(E − PTj
) ≤ n− |Tj|

2
− 2 for j = 1, . . . , s

where T1 ∩ . . . ∩ Ts = ∅ holds. Then compute the shortened codes (V−i)Tj

and (V−i+1)Tj
for j = 1, . . . , s. Under the degree constraint deg(E − PTj

), we
can use Proposition 4.2.3 to compute (V−i−1)Tj

for j = 1, . . . , s. Moreover

if deg(E) − |
s⋃

j=1

Tj| > 2g − 2 then this sum is equal to V−i−1 by [[CMP17],

Lemma 26]. In this case we have deg(E) = n
2
− 2 + ϵ where 1 ≤ ϵ ≤ g + 1.

Since |Tj| ≥ 2deg(E)−n+4 we have to shorten at least 2ϵ positions. On the

other hand it should hold that deg(E)− |
s⋃

j=1

Tj| > 2g − 2 and thus we need

deg(E) − 2ϵ > 2g. If ϵ = g + 1 then it should hold that deg(E) > 4g + 2.
Thus, the attack on the shortened code is efficient only if deg(E) > 4g + 2.
But as mentioned in [CMP17] the existence of a code for which the attack
would fail for both CL (DP , E) and CL (DP , E)⊥, for any choice of shortening
and for any choice of point P ∈ supp(D) seems highly improbable.

3. If deg(E) < 3g + t then one can compute an ECA. This is summarized in
the next Section 4.2.2.

Example 4.2.8. Let K = F13, n = 14, k = 9. Assume the public key consists of

G =



1 0 0 0 0 0 0 0 0 10 11 10 11 9
0 1 0 0 0 0 0 0 0 5 12 10 3 8
0 0 1 0 0 0 0 0 0 11 8 3 0 3
0 0 0 1 0 0 0 0 0 3 4 11 2 5
0 0 0 0 1 0 0 0 0 3 10 5 3 4
0 0 0 0 0 1 0 0 0 7 4 4 4 6
0 0 0 0 0 0 1 0 0 7 6 2 10 0
0 0 0 0 0 0 0 1 0 10 2 1 7 5
0 0 0 0 0 0 0 0 1 12 9 4 5 8


and t = 1. Moreover, G is a generator matrix of an AG code CΩ(D,E) that is
permutation equivalent to the secret code. The construction of CΩ(D,E) can be
found in the SageMath code in Appendix A.

Remark 4.2.9. The Schur product of codes and other computations are done using
SageMath. The SageMath codes can be found in Appendix A.
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(1) We compute deg(E) and g from the knowledge of the generator matrix G by
using Proposition 4.2.2. By Gaussian elimination we compute the generator
matrix G̃ of C = CL (D,E);

G̃ =


1 0 0 0 0 1 0 8 9 10 9 1 3 12
0 1 0 0 0 12 1 0 1 12 5 8 9 4
0 0 1 0 0 8 10 2 6 4 10 0 11 6
0 0 0 1 0 9 2 2 0 6 6 11 8 3
0 0 0 0 1 10 1 2 11 8 10 7 9 2

.

It follows that k1 = dim(C) = 5. Now we compute the generator matrix G̃(2)

of C(2). This is done by computing bi ∗ bj for 1 ≤ i, j ≤ 5, where bi are basis
elements of C. By deleting linearly dependent vectors we get a generator
matrix G̃(2) of C(2);

G̃(2) =



1 0 0 0 0 0 0 0 0 0 7 0 4 12
0 1 0 0 0 0 0 0 0 0 1 12 10 3
0 0 1 0 0 0 0 0 0 0 11 6 10 12
0 0 0 1 0 0 0 0 0 0 8 1 10 11
0 0 0 0 1 0 0 0 0 0 12 10 4 4
0 0 0 0 0 1 0 0 0 0 4 1 8 7
0 0 0 0 0 0 1 0 0 0 12 6 0 2
0 0 0 0 0 0 0 1 0 0 3 11 9 11
0 0 0 0 0 0 0 0 1 0 2 5 9 5
0 0 0 0 0 0 0 0 0 1 6 1 2 12


.

We get k2 = dim(C(2)) = 10 and hence we have deg(E) = k2 − k1 = 10− 5 =
5 and g = k2 − 2 · k1 + 1 = 10− 2 · 5 + 1 = 1.

(2) Since d∗ = deg(E) − 2g + 2 = 5 − 2 · 1 + 2 = 5 and t = 1 we have that
1 ≤ ⌊d∗−g−1

2
⌋ = ⌊5−1−1

2
⌋ = 1. Thus the attack is based on the computation of

an t-ECP.

Let P = P6. Then we delete the 6−th column of G̃ and we get a generator
matrix G̃V0 of V0;

G̃V0 =


1 0 0 0 0 0 8 9 10 9 1 3 12
0 1 0 0 0 1 0 1 12 5 8 9 4
0 0 1 0 0 10 2 6 4 10 0 11 6
0 0 0 1 0 2 2 0 6 6 11 8 3
0 0 0 0 1 1 2 11 8 10 7 9 2

.
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For the computation of a generator matrix G̃V−1 of V−1 we use Theorem
2.2.19 part (1). We have that

(C⊥)T = (CT )⊥

where T = {6}. Thus we compute (C⊥)T and take the dual code to get CT :
By deleting the 6−th column of G, we get a generator matrix of the punctured
code (C⊥)T and then by Gaussian elimination we get a generator matrix G̃V−1

of V−1;

G̃V−1 =


1 0 0 0 9 9 0 4 4 8 12 6 4
0 1 0 0 4 5 8 6 5 6 10 6 12
0 0 1 0 7 4 3 5 8 2 10 9 7
0 0 0 1 3 5 8 7 4 10 6 9 9

.

(3) Now we compute V−t−g = V−2. By Proposition 4.2.3 we have that (V0 ∗
(V

(2)
−1 )

⊥)⊥ = V−2. Thus, we first compute V
(2)
−1 . This is done by computing

bi ∗ bj for 1 ≤ i, j ≤ 4, where bi are the basis elements of V−1. By deleting
linearly dependent vectors we get a basis for V

(2)
−1 and hence a generator

matrix (G̃V−1)
(2) of V (2)

−1 ;

(G̃V−1)
(2) =



1 0 0 0 0 0 0 0 5 11 5 1 7
0 1 0 0 0 0 0 0 3 6 2 3 0
0 0 1 0 0 0 0 0 2 10 8 1 10
0 0 0 1 0 0 0 0 12 2 0 8 12
0 0 0 0 1 0 0 0 10 7 7 11 7
0 0 0 0 0 1 0 0 9 1 2 5 6
0 0 0 0 0 0 1 0 6 0 4 8 5
0 0 0 0 0 0 0 1 2 1 7 0 3


.

By Gaussian elimination we get the following generator matrix G̃
(V

(2)
−1 )⊥

of

(V
(2)
−1 )

⊥

G̃
(V

(2)
−1 )⊥

=


1 0 0 0 0 7 1 12 9 7 8 2 8
0 1 0 0 0 1 10 12 8 3 5 4 4
0 0 1 0 0 9 11 8 11 12 11 1 8
0 0 0 1 0 0 3 7 11 6 1 11 12
0 0 0 0 1 7 3 4 1 12 8 0 10

.

Then we compute V0∗(V (2)
−1 )

⊥. This is done by computing vi∗wj for 1 ≤ i ≤ 5
and 1 ≤ j ≤ 5, where vi are the basis elements of V0 and wj are the basis
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elements of (V (2)
−1 )

⊥. By deleting linearly dependent vectors we get a basis for
V0 ∗ (V (2)

−1 )
⊥ and hence a generator matrix. Then, by Gaussian elimination

we get a generator matrix G̃V−2 of V−2;

G̃V−2 =

 1 0 0 1 12 1 8 11 8 5 5 2 0
0 1 0 0 4 5 8 6 5 6 10 6 12
0 0 1 1 10 9 11 12 12 12 3 5 3

.

(4) Let B = V−2. Now we want to compute A such that (A,B) is an t-ECP
for V ⊥

0 = CΩ(DP , E) by using Corollary 2.5.35. Thus we first compute a
generator matrix G̃V ⊥

0
of V ⊥

0 . From G̃V0 we get by Gaussian elimination;

G̃V ⊥
0

=



1 0 0 0 0 0 0 0 10 11 10 11 9
0 1 0 0 0 0 0 0 5 12 10 3 8
0 0 1 0 0 0 0 0 11 8 3 0 3
0 0 0 1 0 0 0 0 3 4 11 2 5
0 0 0 0 1 0 0 0 3 10 5 3 4
0 0 0 0 0 1 0 0 7 6 2 10 0
0 0 0 0 0 0 1 0 10 2 1 7 5
0 0 0 0 0 0 0 1 12 9 4 5 8


.

Then we compute vi ∗ wj for 1 ≤ i ≤ 3 and 1 ≤ j ≤ 8, where vi are the
basis elements of B and wj are the basis elements of V ⊥

0 . By deleting linearly
dependent vectors and by applying Corollary 2.5.35 we get a basis for A⊥.
Then, by Gaussian elimination we get the following generator matrix G̃A of
A;

G̃A =

(
1 0 9 5 7 3 7 8 11 12 4 3 9
0 1 5 9 7 11 7 6 3 2 10 11 5

)
.

Thus (A,B) is a t-ECP for CΩ(DP , E).

(5) Let

c = (1, 0, 0, 0, 0, 0, 0, 0, 0, 10, 11, 10, 11, 9) ∈ CΩ(D,E)

and

e = (4, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0)

be the error vector. Then assume

y = c+ e = (5, 0, 0, 0, 0, 0, 0, 0, 0, 10, 11, 10, 11, 9)
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is the encrypted message, which we try to decrypt. Thus we apply the
decoding algorithm for AG codes based on ECP described in Section 2.2.3.
First we delete the 6−th position of y to use the ECP for V ⊥

0 = CΩ(DP , E)
found in step (4). Let y be the encrypted message y punctured at position
P , e be the error vector e punctured at position P and c be the codeword c
punctured at position P . The goal is to find c ∈ V ⊥

0 .

We have y = (5, 0, 0, 0, 0, 0, 0, 0, 10, 11, 10, 11, 9). Then we compute an element
of Ky = {a ∈ A | ⟨y, a ∗ b⟩ = 0 ∀b ∈ B}. We get

a = (0, 1, 5, 9, 7, 11, 7, 6, 3, 2, 10, 11, 5) ∈ Ky

and hence we have that the set J only contains 1. Now we solve the following
system of linear equations:

⟨x, vi⟩ = ⟨y, vi⟩

for i = 1, . . . , 8 where vi are basis elements of V0 = CL (DP , E) and xj = 0
for j /∈ J .

We get x = e = (4, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0) and hence

c = y − e = (1, 0, 0, 0, 0, 0, 0, 0, 10, 11, 10, 11, 9).

Since t = 1 what means that only one error happened, we can deduce that

c = (1, 0, 0, 0, 0, 0, 0, 0, 0, 10, 11, 10, 11, 9).

4.2.2 Attack on AG codes by using an ECA

Assume 4g + 1 ≤ deg(E) ≤ n
2
− 2. If t ≤ ⌊d∗−1

2
⌋ then the attack is based on the

computation of an ECA for the code CΩ(DP , E). As we have seen in Section 2.5.3
we can find such an ECA in the following way. Let (α̂i)i∈N and (β̂j)j∈N be finite
sequences defined as follows.

1. ∀i ∈ {1, . . . , n− 1}, α̂i is the least integer s.t. dim(CL (DP , α̂iP )) = i,

2. ∀j ∈ {1, . . . , n− 1}, β̂j is the least integer s.t. dim(CL (DP , E + β̂jP )) = j.

Furthermore we define the triple (A,B, C) of sequences of linear codes in Fn−1
q as

i. ∀i ∈ {1, . . . , n− 1}, Ai = CL (DP , α̂iP );
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ii. ∀j ∈ {1, . . . , n− 1}, Bj = CL (DP , E + β̂jP );

iii. ∀r ∈ {1, . . . , n− 1}, Cr = CL (DP , E + β̂rP )⊥ = B⊥
r .

The sequences (Ui)i and (Vi)i are related to the Ai’s and Bj’s in the following way

∀i ∈ {1, . . . , n− 1}, Ai = Uα̂i
and Bi = Vβ̂i

.

As we have seen in Proposition 2.5.41 the triple (A,B, C) is an array of codes.
Indeed, since deg(E) < n − 1 by assumption, it follows by Theorem 2.5.42 that
(A,B, C) is an ⌊d∗−1

2
⌋−error correcting array for CΩ(DP , E). Thus the main idea

of this attack is to find the sequences (Ai)1≤i≤n−1, (Bj)1≤j≤n−1 and (Cr)1≤r≤n−1 to
obtain an ECA for CΩ(DP , E). Since Ai = Uα̃i

and Bi = Vβ̃i
for 1 ≤ i ≤ n− 1 we

need to compute the sequences (Ui)i and (Vi)i until all Ai’s and Bj ’s are found. In
the following we summarize the attack.

1. Computation of deg(E) and the genus g

As for the attack based on the computation of an ECP we can use Proposition
4.2.2 for the computation of deg(E) and g.

2. Computation of V0 and V−1

This computations are the same as in the attack based on the compu-
tation of an ECP.

3. Computation of V−2, . . . , V−2g−1

By the knowledge of V0 and V−1 and by the assumptions on deg(E) one can
use Proposition 4.2.3 to compute V−2, . . . , V−2g−1 iteratively.

4. Computation of U0 . . . , U2g+1

By using part (1) of Proposition 4.2.5, U0 . . . , U2g+1 can be computed.

5. Computation of U2g+2, . . . , U4g+2 and rest of sequence (Ui)i

U2g+2, . . . , U4g+2 can computed by using part (2) of Proposition 4.2.4 and by
using Proposition 4.2.4 part (1) we can compute the rest of the sequence
(Ui)i.

6. Computation of Vi for i ≥ 0

Using Proposition 4.2.6 one can compute Vi for i ≥ 0.
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7. Computation of Vi for i < −2g − 1

This computations can be done by using Proposition 4.2.5 part (2).

8. Computation of an ECA for CΩ(DP , E)

By the above computations of the sequences (Ui)i and (Vi)i we are now able
to find the triple (A,B, C). This gives us an t−ECA for CΩ(DP , E).

9. Applying decoding algorithm for CΩ(DP , E)

Assume an encrypted message y = mG+ e is sent where e is a random error
vector of weight at most t. By using the ECA found in step (8) we can
use the decoding algorithm described in Section 2.2.4 to compute c = mG
punctured at position P . By correcting an erasure at position P leads us to
c. Then, by Gaussian elimination we can find out the message m.

As for the attack based on the computation of an ECP, also the upper and lower
bound on the degree of deg(E) can be relaxed. This is summarized in the following
Remark.

Remark 4.2.10. 1. If deg(E) > n
2
− 2 then by using the dual code as explained

in Remark 4.2.7 part (1) the attack also works in this case.

2. If 2g + 1 ≤ deg(E) ≤ 4g + 1 then one can compute CL (DP , E)(2). Since
deg(E) ≥ 2g + 1 it follows by Corollary 2.5.26 that CL (DP , E)(2) =
CL (DP , 2E). Since deg(2E) ≥ 4g + 1 one can compute Ui and V ′

i =
CL (DP , 2E + iP ) according to the procedure described above. If E ≥ 0 and
if 2deg(E) + i < n then since Vi = CL (DP , E) ∩ V ′

i all Vi can be computed.
If E ≱ 0 then all Vi such that i ≥ 2g can be computed using Proposition
4.2.6 and the other Vi’s by using Proposition 4.2.5 part (2).

3. If deg(E) ≤ 2g then d∗ = deg(E)− 2g+ 2 ≤ 2 and thus, since t ≤ ⌊d∗−1
2

⌋, no
error can be corrected. Hence this case is irrelevant.

Example 4.2.11. Let K = F13. Assume the public key consist of an generator
matrix
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G =



1 0 0 0 0 0 0 0 0 10 11 10 11 9
0 1 0 0 0 0 0 0 0 5 12 10 3 8
0 0 1 0 0 0 0 0 0 11 8 3 0 3
0 0 0 1 0 0 0 0 0 3 4 11 2 5
0 0 0 0 1 0 0 0 0 3 10 5 3 4
0 0 0 0 0 1 0 0 0 7 4 4 4 6
0 0 0 0 0 0 1 0 0 7 6 2 10 0
0 0 0 0 0 0 0 1 0 10 2 1 7 5
0 0 0 0 0 0 0 0 1 12 9 4 5 8


of an AG code CΩ(D,E) as in Example 4.2.8 and t = 2.

Remark 4.2.12. The Schur product of codes and other computations are again done
using SageMath. The SageMath codes are in Appendix A.

(1) As in Example 4.2.8 we compute deg(E) and g from the public generator
matrix G by using Proposition 4.2.2. We have deg(E) = 5 and g = 1.

Since d∗ = deg(E) − 2g + 2 = 5 − 2 · 1 + 2 = 5 and t = 2 we have that
2 ≤ d∗−1

2
= 5−1

2
= 2. Thus we want to find an t-ECA for CΩ(DP , E) i.e.

we have to find the sequences (Ai)1≤i≤13, (Bi)1≤i≤13 and (Ci)1≤i≤13. Since
Ai = Uα̂i

and Bi = Vβ̂i
for 1 ≤ i ≤ 13 we have to compute the sequences (Ui)i

and (Vi)i. Indeed, by the structure of the sequences (Ui)i and (Vi)i we have
to compute U0, . . . , U14 and V−5, . . . , V9. Then, by computing its dimensions,
we can deduce the triple (A,B, C). This is done in the steps (2)− (8).

(2) Again we take P = P6. As in Example 4.2.8 we get a generator matrix G̃V0

of V0;

G̃V0 =


1 0 0 0 0 0 8 9 10 9 1 3 12
0 1 0 0 0 1 0 1 12 5 8 9 4
0 0 1 0 0 10 2 6 4 10 0 11 6
0 0 0 1 0 2 2 0 6 6 11 8 3
0 0 0 0 1 1 2 11 8 10 7 9 2


and a generator matrix G̃V−1 of V−1;

G̃V−1 =


1 0 0 0 9 9 0 4 4 8 12 6 4
0 1 0 0 4 5 8 6 5 6 10 6 12
0 0 1 0 7 4 3 5 8 2 10 9 7
0 0 0 1 3 5 8 7 4 10 6 9 9

.

We can deduce that V0 has dimension 5 and V−1 has dimension 4.

107



(3) We compute V−2 and V−3 using Proposition 4.2.3. As in Example 4.2.8 we
get a generator matrix G̃V−2 of V−2;

G̃V−2 =

 1 0 0 1 12 1 8 11 8 5 5 2 0
0 1 0 0 4 5 8 6 5 6 10 6 12
0 0 1 1 10 9 11 12 12 12 3 5 3

.

Now we compute a generator matrix of V−3: By Proposition 4.2.3 we have
that (V−1 ∗ (V (2)

−2 )
⊥)⊥ = V−3. Following the same computations as in Example

4.2.8 we obtain a generator matrix G̃V−3 of V−3:

G̃V−3 =

(
1 0 1 2 9 10 6 10 7 4 8 7 3
0 1 10 10 0 4 1 9 8 9 1 4 3

)
We can deduce that V−2 has dimension 3 and V−3 has dimension 2.

(4) We compute U0, U1, U2 and U3 using Proposition 4.2.5 part (1).

Computation of U0: We have (V0 ∗ V ⊥
0 )⊥ = U0. Thus we obtain a gen-

erator matrix G̃U0 of U0;

G̃U0 =
(
1 1 1 1 1 1 1 1 1 1 1 1 1

)
.

Computation of U1: We have (V−1 ∗ V ⊥
0 )⊥ = U1. Thus we get a generator

matrix G̃U1 of U1;

G̃U1 =
(
1 1 1 1 1 1 1 1 1 1 1 1 1

)
.

It follows that U0 = U1.

Computation of U2: We have (V−2 ∗ V ⊥
0 )⊥ = U2. We get a generator

matrix G̃U2 of U2;

G̃U2 =

(
1 0 9 5 7 3 7 8 11 12 4 3 9
0 1 5 9 7 11 7 6 3 2 10 11 5

)
.

Computation of U3: We have (V−3 ∗ V ⊥
0 )⊥ = U3. Thus we obtain a generator

matrix G̃U3 of U3;

G̃U3 =

 1 0 0 9 7 6 11 0 9 8 2 11 12
0 1 0 4 7 4 2 3 12 7 6 1 11
0 0 1 1 0 4 1 11 6 12 6 2 4

.
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We can deduce that U0 = U1 has dimension 1, U2 has dimension 2 and U3

has dimension 3.

(5) Now we compute U4, . . . , U13. First we compute U4, U5 and U6 by using
Proposition 4.2.4 part (2).

Computation of U4: We have (U2 ∗ (U
(2)
3 )⊥)⊥ = U4. Thus we obtain a

generator matrix G̃U4 of U4;

G̃U4 =


1 0 0 9 0 1 3 10 2 0 7 8 9
0 1 0 4 0 12 7 0 5 12 11 11 8
0 0 1 1 0 4 1 11 6 12 6 2 4
0 0 0 0 1 10 3 6 1 3 3 6 6

.

Computation of U5: We have (U3 ∗ (U (2)
4 )⊥)⊥ = U5. Thus we get a generator

matrix G̃U5 of U5;

G̃U5 =


1 0 0 0 0 12 5 8 3 3 11 7 9
0 1 0 0 0 1 5 2 4 9 7 12 8
0 0 1 0 0 11 7 5 9 8 5 12 4
0 0 0 1 0 6 7 6 10 4 1 3 0
0 0 0 0 1 10 3 6 1 3 3 6 6

.

Computation of U6: We have (U4 ∗ (U
(2)
5 )⊥)⊥ = U6. Thus we obtain a

generator matrix G̃U6 of U6;

G̃U6 =


1 0 0 0 0 0 5 2 12 1 7 5 10
0 1 0 0 0 0 5 8 8 11 11 1 7
0 0 1 0 0 0 7 6 1 4 10 8 6
0 0 0 1 0 0 7 3 8 3 12 2 7
0 0 0 0 1 0 3 1 2 10 4 0 9
0 0 0 0 0 1 0 7 9 11 9 11 1

.

We can deduce that U4 has dimension 4, U5 has dimension 5 and U6 has
dimension 6.

Now we compute the rest of the sequence (Ui)i by using Proposition
4.2.4 part (1).

Computation of U7: We have U3 ∗ U4 = U7. Thus we obtain a genera-
tor matrix G̃U7 of U7;
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G̃U7 =



1 0 0 0 0 0 0 12 4 7 5 12 2
0 1 0 0 0 0 0 5 0 4 9 8 12
0 0 1 0 0 0 0 7 8 2 2 10 0
0 0 0 1 0 0 0 4 2 1 4 4 1
0 0 0 0 1 0 0 7 5 11 8 12 12
0 0 0 0 0 1 0 7 9 11 9 11 1
0 0 0 0 0 0 1 11 12 4 3 9 12


.

Computation of U8: We have U4 ∗ U4 = U8. Thus we get a generator matrix
G̃U8 of U8;

G̃U8 =



1 0 0 0 0 0 0 0 12 5 6 12 7
0 1 0 0 0 0 0 0 12 1 4 8 0
0 0 1 0 0 0 0 0 4 3 8 10 4
0 0 0 1 0 0 0 0 9 9 0 4 7
0 0 0 0 1 0 0 0 1 12 1 12 3
0 0 0 0 0 1 0 0 5 12 2 11 5
0 0 0 0 0 0 1 0 2 0 5 9 9
0 0 0 0 0 0 0 1 8 11 1 0 5


.

In the same way we can compute U9 = U4 ∗ U5, U10 = U5 ∗ U5, U11 = U5 ∗ U6,
U12 = U6 ∗ U6 and U13 = U6 ∗ U7. Thus we get generator matrices G̃U9 , G̃U10 ,
G̃U11 , G̃U12 and G̃U13 of U9, U10, U11, U12 and U13 respectively;

G̃U9 =



1 0 0 0 0 0 0 0 0 2 0 9 12
0 1 0 0 0 0 0 0 0 11 11 5 5
0 0 1 0 0 0 0 0 0 2 6 9 10
0 0 0 1 0 0 0 0 0 10 2 5 1
0 0 0 0 1 0 0 0 0 2 7 2 11
0 0 0 0 0 1 0 0 0 1 6 0 6
0 0 0 0 0 0 1 0 0 6 4 2 12
0 0 0 0 0 0 0 1 0 9 10 11 4
0 0 0 0 0 0 0 0 1 10 7 10 5


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G̃U10 =



1 0 0 0 0 0 0 0 0 0 7 10 3
0 1 0 0 0 0 0 0 0 0 4 4 1
0 0 1 0 0 0 0 0 0 0 0 10 1
0 0 0 1 0 0 0 0 0 0 11 10 8
0 0 0 0 1 0 0 0 0 0 1 3 2
0 0 0 0 0 1 0 0 0 0 3 7 8
0 0 0 0 0 0 1 0 0 0 12 5 11
0 0 0 0 0 0 0 1 0 0 9 9 9
0 0 0 0 0 0 0 0 1 0 3 2 12
0 0 0 0 0 0 0 0 0 1 3 6 11



G̃U11 =



1 0 0 0 0 0 0 0 0 0 0 5 8
0 1 0 0 0 0 0 0 0 0 0 3 2
0 0 1 0 0 0 0 0 0 0 0 10 1
0 0 0 1 0 0 0 0 0 0 0 4 1
0 0 0 0 1 0 0 0 0 0 0 6 12
0 0 0 0 0 1 0 0 0 0 0 3 12
0 0 0 0 0 0 1 0 0 0 0 2 1
0 0 0 0 0 0 0 1 0 0 0 10 8
0 0 0 0 0 0 0 0 1 0 0 11 3
0 0 0 0 0 0 0 0 0 1 0 2 2
0 0 0 0 0 0 0 0 0 0 1 10 3



G̃U12 =



1 0 0 0 0 0 0 0 0 0 0 0 8
0 1 0 0 0 0 0 0 0 0 0 0 2
0 0 1 0 0 0 0 0 0 0 0 0 1
0 0 0 1 0 0 0 0 0 0 0 0 1
0 0 0 0 1 0 0 0 0 0 0 0 12
0 0 0 0 0 1 0 0 0 0 0 0 12
0 0 0 0 0 0 1 0 0 0 0 0 1
0 0 0 0 0 0 0 1 0 0 0 0 8
0 0 0 0 0 0 0 0 1 0 0 0 3
0 0 0 0 0 0 0 0 0 1 0 0 2
0 0 0 0 0 0 0 0 0 0 1 0 3
0 0 0 0 0 0 0 0 0 0 0 1 0


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G̃U13 =



1 0 0 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0 0 0 0 0 0
0 0 0 0 0 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 0 0 0 1


We can deduce that U7 has dimension 7, U8 has dimension 8, U9 has dimension
9, U10 has dimension 10, U11 has dimension 11, U12 has dimension 12 and
U13 = U14 has dimension 13.

(6) We compute (Vi)i for 1 ≤ i ≤ 9 using Proposition 4.2.6.

Computation of V1: We have V1 = U2 ∗ V−1. Thus we obtain a genera-
tor matrix G̃V1 of V1;

G̃V1 =


1 0 0 0 0 0 8 9 10 9 1 3 12
0 1 0 0 0 0 10 12 4 4 5 11 12
0 0 1 0 0 0 11 12 2 0 9 5 8
0 0 0 1 0 0 9 9 3 4 5 12 6
0 0 0 0 1 0 12 9 0 9 4 11 10
0 0 0 0 0 1 3 2 8 1 3 11 5


In the same way, we can compute V2 = U3 ∗V−1, V3 = U4 ∗V−1, V4 = U5 ∗V−1,
V5 = U6 ∗ V−1, V7 = U8 ∗ V−1, V8 = U9 ∗ V−1. Thus we get generator matrices
G̃V2 , G̃V3 , G̃V4 , G̃V5 , G̃V6 , G̃V7 and G̃V8 of V2, V3, V4, V5, V6, V7 and V8

respectively;

G̃V2 =



1 0 0 0 0 0 0 5 2 12 7 2 9
0 1 0 0 0 0 0 7 7 11 6 0 5
0 0 1 0 0 0 0 0 4 9 1 2 12
0 0 0 1 0 0 0 11 7 9 2 6 1
0 0 0 0 1 0 0 3 1 7 0 3 12
0 0 0 0 0 1 0 7 5 7 2 9 12
0 0 0 0 0 0 1 7 1 11 9 5 2


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G̃V3 =



1 0 0 0 0 0 0 0 2 0 5 12 8
0 1 0 0 0 0 0 0 7 2 11 1 1
0 0 1 0 0 0 0 0 4 9 1 2 12
0 0 0 1 0 0 0 0 7 6 8 2 4
0 0 0 0 1 0 0 0 1 5 4 9 1
0 0 0 0 0 1 0 0 5 11 7 10 8
0 0 0 0 0 0 1 0 1 2 1 6 11
0 0 0 0 0 0 0 1 0 5 3 11 8



G̃V4 =



1 0 0 0 0 0 0 0 0 3 3 2 8
0 1 0 0 0 0 0 0 0 6 4 5 1
0 0 1 0 0 0 0 0 0 2 10 8 12
0 0 0 1 0 0 0 0 0 10 1 6 4
0 0 0 0 1 0 0 0 0 0 3 4 1
0 0 0 0 0 1 0 0 0 12 2 11 8
0 0 0 0 0 0 1 0 0 10 0 1 11
0 0 0 0 0 0 0 1 0 5 3 11 8
0 0 0 0 0 0 0 0 1 5 1 5 0



G̃V5 =



1 0 0 0 0 0 0 0 0 0 10 7 12
0 1 0 0 0 0 0 0 0 0 5 2 9
0 0 1 0 0 0 0 0 0 0 6 7 6
0 0 0 1 0 0 0 0 0 0 7 1 0
0 0 0 0 1 0 0 0 0 0 3 4 1
0 0 0 0 0 1 0 0 0 0 4 5 11
0 0 0 0 0 0 1 0 0 0 6 9 7
0 0 0 0 0 0 0 1 0 0 6 2 6
0 0 0 0 0 0 0 0 1 0 4 9 11
0 0 0 0 0 0 0 0 0 1 2 7 3



G̃V6 =



1 0 0 0 0 0 0 0 0 0 0 8 7
0 1 0 0 0 0 0 0 0 0 0 9 0
0 0 1 0 0 0 0 0 0 0 0 5 3
0 0 0 1 0 0 0 0 0 0 0 3 3
0 0 0 0 1 0 0 0 0 0 0 3 6
0 0 0 0 0 1 0 0 0 0 0 8 9
0 0 0 0 0 0 1 0 0 0 0 7 4
0 0 0 0 0 0 0 1 0 0 0 0 3
0 0 0 0 0 0 0 0 1 0 0 12 9
0 0 0 0 0 0 0 0 0 1 0 2 2
0 0 0 0 0 0 0 0 0 0 1 9 7


113



G̃V7 =



1 0 0 0 0 0 0 0 0 0 0 0 1
0 1 0 0 0 0 0 0 0 0 0 0 3
0 0 1 0 0 0 0 0 0 0 0 0 9
0 0 0 1 0 0 0 0 0 0 0 0 4
0 0 0 0 1 0 0 0 0 0 0 0 7
0 0 0 0 0 1 0 0 0 0 0 0 3
0 0 0 0 0 0 1 0 0 0 0 0 2
0 0 0 0 0 0 0 1 0 0 0 0 3
0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 1 0 0 7
0 0 0 0 0 0 0 0 0 0 1 0 10
0 0 0 0 0 0 0 0 0 0 0 1 4



G̃V8 =



1 0 0 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0 0 0 0 0 0
0 0 0 0 0 0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 0 0 0 1


Since V8 has dimension 13 we can conclude that V8 = V9. Moreover, we can
deduce that V1 has dimension 6, V2 has dimension 7, V3 has dimension 8,
V4 has dimension 9, V5 has dimension 10, V6 has dimension 11 and V7 has
dimension 12.

(7) We compute Vi for −5 ≤ i < −3. This is done by using Proposition 4.2.5
part (2).

Computation of V−4: We have V−4 = (U2 ∗ (V−2)
⊥)⊥. Thus we obtain

a generator matrix G̃V−4 of V−4;

G̃V−4 =
(
1 0 1 2 9 10 6 10 7 4 8 7 3

)
Computation of V−5: We have V−5 = (U2 ∗ V ⊥

−3)
⊥. We get V−5 = {0}. Thus

we can deduce that V−4 has dimension 1 and V−5 has dimension 0.
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(8) By the definitions of Ai’s, B′
js and C ′

rs we are able to compute the triple
(A,B, C);

A1 = U0

A2 = U2

A3 = U3

A4 = U4

A5 = U5

A6 = U6

A7 = U7

A8 = U8

A9 = U9

A10 = U10

A11 = U11

A12 = U12

A13 = U13

B1 = V−4

B2 = V−3

B3 = V−2

B4 = V−1

B5 = V0

B6 = V1

B7 = V2

B8 = V3

B9 = V4

B10 = V5

B11 = V6

B12 = V7

B13 = V8

C1 = V ⊥
−4

C2 = V ⊥
−3

C3 = V ⊥
−2

C4 = V ⊥
−1

C5 = V ⊥
0

C6 = V ⊥
1

C7 = V ⊥
2

C8 = V ⊥
3

C9 = V ⊥
4

C10 = V ⊥
5

C11 = V ⊥
6

C12 = V ⊥
7

C13 = V ⊥
8

By Theorem 2.5.42 we can deduce that the triple (A,B, C) is an t-ECA for
CΩ(DP , E).

(9) Now we apply the decoding algorithm for AG codes based on ECA considered
in Section 2.2.4.

Let

c = (0, 1, 0, 0, 0, 0, 0, 0, 0, 5, 12, 10, 3, 8) ∈ CΩ(D,E)

and

e = (1, 1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0)

be the errror vector. Then assume

y = c+ e = (1, 2, 0, 0, 0, 0, 0, 0, 0, 5, 12, 10, 3, 8)

is the encrypted message, which we try to decrypt. First we delete the 6−th
position of y to use the ECA for V ⊥

0 = CΩ(DP , E) found in step (8). Let y
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be the encrypted message y punctured at position P , e be the error vector e
punctured at position P and c be the codeword c punctured at position P .
The goal is to find c ∈ V ⊥

0 .

We have y = (1, 2, 0, 0, 0, 0, 0, 0, 5, 12, 10, 3, 8). Also we can see that
C5 = V ⊥

0 = CΩ(DP , E) and we have that c ∈ e + C5.

In a first step we compute ai ∈ Ai \Ai−1 and bj ∈ Bj \Bj−1 for 1 ≤ i, j ≤ 13.
We get

a1 = (1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1)

a2 = (1, 0, 9, 5, 7, 3, 7, 8, 11, 12, 4, 3, 9)

a3 = (1, 0, 0, 9, 7, 6, 11, 0, 9, 8, 2, 11, 12)

a4 = (1, 0, 0, 9, 0, 1, 3, 10, 2, 0, 7, 8, 9)

a5 = (1, 0, 0, 0, 0, 12, 5, 8, 3, 3, 11, 7, 9)

a6 = (1, 0, 0, 0, 0, 0, 5, 2, 12, 1, 7, 5, 10)

a7 = (1, 0, 0, 0, 0, 0, 0, 12, 4, 7, 5, 12, 2)

a8 = (1, 0, 0, 0, 0, 0, 0, 0, 12, 5, 6, 12, 7)

a9 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 2, 0, 9, 12)

a10 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 7, 10, 3)

a11 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 5, 8)

a12 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 8)

a13 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0)

116



and

b1 = (1, 0, 1, 2, 9, 10, 6, 10, 7, 4, 8, 7, 3)

b2 = (0, 1, 10, 10, 0, 4, 1, 9, 8, 9, 1, 4, 3)

b3 = (1, 0, 0, 1, 12, 1, 8, 11, 8, 5, 5, 2, 0)

b4 = (1, 0, 0, 0, 9, 9, 0, 4, 4, 8, 12, 6, 4)

b5 = (1, 0, 0, 0, 0, 0, 8, 9, 10, 9, 1, 3, 12)

b6 = (0, 1, 0, 0, 0, 0, 10, 12, 4, 4, 5, 11, 12)

b7 = (1, 0, 0, 0, 0, 0, 0, 5, 2, 12, 7, 2, 9)

b8 = (1, 0, 0, 0, 0, 0, 0, 0, 2, 0, 5, 12, 8)

b9 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 3, 3, 2, 8)

b10 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 10, 7, 12)

b11 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 8, 7)

b12 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1)

b13 = (1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0)

Next we compute the 13× 13 matrix S̃ defined by

S̃i,j = ⟨y, ai ∗ bj⟩.

We get

S =



1 1 1 1 1 2 4 5 7 10 3 9 1
1 0 1 11 9 9 3 7 3 2 5 8 1
1 0 6 3 12 8 12 3 0 11 1 6 1
1 7 11 0 2 10 11 9 3 4 8 8 1
11 9 9 3 4 3 12 5 4 6 10 8 1
9 9 11 1 3 8 10 4 7 11 5 3 1
7 1 6 8 7 6 3 6 5 9 11 4 1
1 1 9 9 5 2 4 1 10 4 5 5 1
2 1 6 11 7 11 11 1 11 3 5 6 1
11 2 8 12 7 6 0 6 8 3 6 12 1
12 5 5 9 8 10 9 4 10 3 10 0 1
11 10 1 10 2 1 5 6 6 2 7 0 1
1 0 1 1 1 0 1 1 1 1 1 1 1


As a consequence of the Definition of an array of codes 2.2.40, we know that
for every (i, j) there exists an integer r such that Ai ∗ Bj ⊆ C⊥

r . Thus, we
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want to find r̂(i, j) which is the smallest r such that Ai ∗ Bj ⊆ C⊥
r . Define

the 13× 13 matrix R by

Ri,j = r̂(i, j).

We get

R =



1 2 3 4 5 6 7 8 9 10 11 12 13
3 4 5 6 7 8 9 10 11 12 13 13 13
4 5 6 7 8 9 10 11 12 13 13 13 13
5 6 7 8 9 10 11 12 13 13 13 13 13
6 7 8 9 10 11 12 13 13 13 13 13 13
7 8 9 10 11 12 13 13 13 13 13 13 13
8 9 10 11 12 13 13 13 13 13 13 13 13
9 10 11 12 13 13 13 13 13 13 13 13 13
10 11 12 13 13 13 13 13 13 13 13 13 13
11 12 13 13 13 13 13 13 13 13 13 13 13
12 13 13 13 13 13 13 13 13 13 13 13 13
13 13 13 13 13 13 13 13 13 13 13 13 13
13 13 13 13 13 13 13 13 13 13 13 13 13



.

Moreover we define the 13× 13 matrix S by

Si,j = ⟨e, ai ∗ bj⟩.

Let r = 5. For all (i, j) such that r̂(i, j) ≤ 5 we know Si,j = ⟨y, ai ∗ bj⟩ =
⟨e, ai ∗ bj⟩ = Si,j . For all the other pairs (i, j) such that r(i, j) > 5 we are not
able to compute Si,j, since it can be possible that Si,j ≠ Si,j. These entries
of S are presented by a ⋆.

S =



1 1 1 1 1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 0 1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 0 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆



.
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Define y5 := y. Now we want to compute y6 ∈ e + C6 and Si,j for all (i, j)
such that r̂(i, j) = r + 1 = 6. Recall the following two conditions;

rank(S(i− 1, j − 1)) = rank(S(i− 1, j)) = rank(S(i, j − 1)) (C1)
rank(S(i− 1, j − 1)) = rank(S(i, j)) (C2)

By considering the matrix R we can find the pairs (i, j) such that r̂(i, j) = 6
and (i, j) is WB. For all these (i, j) we check if condition (C1) holds. In this
way we can compute the candidates for r̂ = 5. We get the candidates: (3, 3).
Now by using the known entries of S we can find for every candidate (i, j)
an unique value S ′

i,j ∈ K such that (C2) holds. We get S ′
3,3 = 1.

Next we compute c5 such that c5 ∈ C5 \ C6. By the same computations as
for the ai’s and bj’s we get

c5 = (1, 0, 0, 0, 0, 0, 0, 0, 10, 11, 10, 11, 9).

Then we compute

λ3,3 =
S ′
3,3 − ⟨y5, a3 ∗ b3⟩
⟨c5, a3 ∗ b3⟩

= 1.

We get λ5 = 1 and hence we can compute

y6 = y5 + λ5 · c5 = (2, 2, 0, 0, 0, 0, 0, 0, 2, 10, 7, 1, 4).

In a last step, for all (i, j) such that r̂(i, j) = 6 we can compute Si,j by

Si,j = ⟨y5, ai ∗ bj⟩+ λ5 · ⟨c5, ai ∗ bj⟩.

Thus we get

S =



1 1 1 1 1 1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 0 1 1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 0 1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 0 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆



.
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Now we do the same for r = 6 : By considering the matrix R we can find
all the pairs (i, j) such that r̂(i, j) = 7 and (i, j) is WB. Moreover we check
if condition (C1) holds. This gives us the following candidates: (3, 4), (4, 3).
Furthermore, we get S ′

3,4 = 1 and S ′
4,3 = 1 and we compute c6 such that

c6 ∈ C6 \ C7. We have

c6 = (1, 0, 0, 0, 0, 0, 0, 2, 8, 3, 5, 8, 12).

Then we compute

λ3,4 =
S ′
3,4 − ⟨y6, a3 ∗ b4⟩
⟨c6, a3 ∗ b4⟩

= 9,

λ4,3 =
S ′
4,3 − ⟨y6, a4 ∗ b3⟩
⟨c6, a4 ∗ b3⟩

= 9.

Thus we get λ6 = 9 and hence we can compute

y7 = y6 + λ6 · c6 = (11, 2, 0, 0, 0, 0, 0, 5, 9, 11, 0, 8, 8).

In a last step we compute the entries Si,j such that r̂(i, j) = 7. Thus we
obtain

S =



1 1 1 1 1 1 1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 0 1 1 1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 0 1 1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 0 1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 0 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
1 ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆
⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆ ⋆


Now we can do the same until r = 12. Then we get

y13 = (1, 1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0)

and
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S =



1 1 1 1 1 1 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1
1 0 1 1 1 0 1 1 1 1 1 1 1



.

Moreover, we have y13 = e since C13 = {0} and hence we get

c = y − e = (0, 1, 0, 0, 0, 0, 0, 0, 5, 12, 10, 3, 8).

Since wt(e) = 2 we can conclude that

c = (0, 1, 0, 0, 0, 0, 0, 0, 0, 5, 12, 10, 3, 8) ∈ CΩ(D,E).

4.2.3 Attack on subcodes of AG codes

In this part we describe the attack on the McEliece cryptosystem based on low
codimensional subcodes of AG codes given in [CMP17]. Thus we assume that the
public key consists of a generator matrix G of a l−dimensional subcode of CΩ(D,E)
and the integer t which is again the maximal number of errors that can be added
during encryption. The main idea of this attack is to find the code CΩ(D,E) by
only knowing G. By applying the previous attacks, one can then compute an ECP
or ECA for CΩ(DP , E) in order to recover an encrypted message. In the following
we describe the attack, by mainly following [CMP17].

We have already seen in Section 4.1.2 that Wieschebrink in [Wie10] uses the
observation that for a low codimensional subcode C of GRSn,k(a, b) it holds that
C(2) = GRSn,2k−1(a, b ∗ b) with high probability. We are therefore interested in
whether this observation can also be extended to subcodes of AG codes. We have
the following conjecture.

Conjecture 1. Let C be a uniformly random subcode of CL (D,E) of dimension l
such that

2g + 1 ≤ deg(E) ≤ n− 2

2
and 2k − 1 + g ≤

(
l + 1

2

)
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where k = deg(E) + 1 − g is the dimension of CL (D,E). Then, the probability
that C(2) is different from CL (D, 2E) tends to 0 when k tends to infinity.

Remark 4.2.13. The inequalities makes sense in the following way. First of all if
deg(E) ≥ 2g + 1 we have CL (D,E)(2) = CL (D, 2E) by Corollary 2.5.26. Moreover,
as we have seen in Remark 2.5.29, dim(CL (D, 2E)) = 2k − 1 + g if deg(E) ≤ n−2

2
.

Thus if C(2) = CL (D, 2E) it should hold by Proposition 2.2.30 that 2k−1+g ≤
(
l+1
2

)
.

Under these conditions, we can therefore say that the square of a subcode of
an AG code is equal to the square of the AG code. However for the attack we
are interested to find CΩ(D,E). To do so, we have to introduce the notion of
s−closures of AG codes. Thus, we first give the general definition of an s−closure.

Definition 4.2.14. Let A be a commutative unitary algebra over a field K and
suppose that we have a subspace L of A. Let s ≥ 2 be an integer, then the
s−closure of L is defined by

L
s
= {f ∈ A | f · Ls−1 ⊆ L(s)}.

The space L is called s−closed if Ls
= L.

The s−closure operation has the following properties:

Proposition 4.2.15. Let L,M and N be subspaces of A and s ≥ 2 be an integer.
Then:

1. L
(s) is a vector space over K.

2. We have the following increasing sequence: L ⊆ L
(2) ⊆ . . . ⊆ L

(s) ⊆ L
(s+1).

3. Let f ∈ A. Then f · L(s) ⊆ (f · L)
(s)

. Equality holds if f is invertible in A.

4. Let ϕ : A → K be a linear form and consider the non degenerate symmetric
bilinear form over A defined as φ(a, b) := ϕ(ab). Then

L
(s)

= (L(s−1) · (L(s))⊥φ)⊥φ .

This holds in particular when A = Fn
q and φ is the standard inner product.

As special cases, A = F is a function field over K = Fq and L a subspace of
a Riemann-Roch space L (E) for a divisor E ∈ Div(A) or A = Fn

q and L is a
subspace of Fn

q .

In the following we will see that certain Riemann-Roch spaces are s−closed.
For this we first need the following Lemma.
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Lemma 4.2.16. Let E,H ∈ Div(F ) with deg(E) ≥ 2g. Then

E ≤ H if and only if L (E) ⊆ L (H).

Proof. If E ≤ H then by Definition of an Riemann-Roch space it follows that
L (E) ⊆ L (H). Thus conversely assume L (E) ⊆ L (H) and suppose that E ≰ H.
Let E =

∑
mpP and H =

∑
npP with mp, np ∈ Z. Then, there exists a place P0

such that mP0 > nP0 . Moreover, since deg(E) ≥ 2g it follows by the Riemann-Roch
Theorem that ℓ(E) = deg(E) + 1− g > g. If deg(E − P0) > 2g − 2 then it follows
by the Riemann-Roch Theorem that ℓ(E − P0) = deg(E − P0) + 1− g < ℓ(E). On
the other hand if deg(E − P0) ≤ 2g − 2 then ℓ(E − P0) ≤ 1

2
deg(E − P0) + 1 by

Clifford’s Theorem. Thus in both cases it holds that ℓ(E −P0) < ℓ(E). Thus there
exists f ∈ L (E) \L (E − P0). But then vP0(f) = −mP0 < −nP0 what means that
f /∈ L (H) which gives a contradiction.

Proposition 4.2.17. Let E ∈ Div(F ) with deg(E) ≥ 2g + 1 and s ≥ 2 be an
integer. Then

L (E)
s
= L (E).

Proof. By property (2) of Proposition 4.2.15 it follows that L (E) ⊆ L (E)
s
. On the

other hand, if f ∈ L (E)
s
then by Definition 4.2.14 we have f ·L (E)(s−1) ⊆ L (E)(s).

Since deg(E) ≥ 2g + 1 it follows that by Theorem 2.5.25 that L (E)(s−1) =
L ((s− 1)E) and L (E)(s) = L (sE). Moreover f ·L (E)(s−1) = L ((s− 1)E− (f))
and thus L ((s − 1)E − (f)) ⊆ L (sE). Then by Lemma 4.2.16 it follows that
(s− 1)E − (f) ≤ sE and thus (f) ≥ −E which means that f ∈ L (E).

Under some conditions also AG codes are s−closed:

Proposition 4.2.18. Let s be an integer such that s ≥ 2 and let E ∈ Div(F ) such
that 2g + 1 ≤ deg(E) ≤ n−2

s
. Then

CL (D,E)
s
= CL (D,E).

Proof. By property (4) of Proposition 4.2.15 we have

CL (D,E)
s
= (CL (D,E)(s−1) ∗ (CL (D,E)(s))⊥)⊥.

Since deg(E) ≥ 2g+ 1 if follows by Corollary 2.5.26 that CL (D,E)(s) = CL (D, sE)
and CL (D,E)(s−1) = CL (D, (s − 1)E). Moreover by Proposition 2.5.12 we have
CL (D, sE)⊥ = CL (D,H) where H = D − sE + (η) for some Weil differential η.
Then deg(H) = n − sdeg(E) + 2g − 2 ≥ 2g since deg(E) ≤ n−2

s
by assumption.

Then by Corollary 2.5.26 and by Proposition 2.5.12 it follows that CL (D, (s−1)E)∗
CL (D,H) = CL (D, (s− 1)E +H) = CL (D,E)⊥. Thus the statement follows.
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The 2−closure is crucial for the attack. Indeed, if we assume that Conjecture 1
holds, then the 2−closure of an l-dimensional subcode C of CL (D,E) is with high
probability equal to CL (D,E), as the next Corollary states.

Corollary 4.2.19. Assume that the Conjecture 1 holds. Let 2g+1 ≤ deg(E) ≤ n−2
2

and let k = deg(E)+1−g be the dimension of CL (D,E), such that 2k−1+g ≤
(
l+1
2

)
for some l. Then the equality

C(2)
= CL (D,E)

holds for uniformly random l−dimensional subcodes C of CL (D,E) with a probability
tending to 1 when k tends to infinity.

Now assume the public key consists of a generator matrix G of a l-dimensional
subcode C of CΩ(D,E) and t the maximal number of errors that can be added
during encryption. By Proposition 2.5.12 we have CΩ(D,E) = CL (D,H) where
H = D − E + (η) for some Weil differential η. Furthermore assume that

2g + 1 ≤ deg(H) ≤ n− 2

2
and 2k − 1 + g ≤

(
l + 1

2

)
where k = dim(CL (D,H)) and that Conjecture 1 is true. Then by Corollary 4.2.19
it follows that C(2)

= CL (D,H) = CΩ(D,E) with high probability. Thus the main
idea of this attack is to compute the 2−closure of C which is equal to CΩ(D,E)
with high probability. Then, depending on the integer t, the previous attacks can
be applied to obtain either an ECP or an ECA for CΩ(DP , E). In the following we
summarize the attack.

1. Compute C(2)

By property (4) of Proposition 4.2.15 we have C(2)
= (C ∗ (C(2))⊥)⊥ which is

equal to {z ∈ Fn
q | z ∗ C ⊆ C(2)} by Lemma 2.2.29. In this way C(2) can be

computed. Then, we assume that C(2)
= CΩ(D,E).

2. Apply attack based on AG codes

Since CΩ(D,E) is found we can apply the above attacks and compute,
depending on t, either an ECP or an ECA for CΩ(DP , E). The corresponding
decoding algorithm will decode the subcode C and thus an encrypted message
can be recovered.

Remark 4.2.20. 1. If deg(H) > n−2
2

then one can use the shortening trick as
mentioned in Remark 4.2.7 part (2). Thus by computing 2-closures of several
shortenings of C and summing them up gives CΩ(D,E).
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2. In order that the attack can be applied for subcodes C in CΩ(D,E) = CL (D,H)
where H = D − E + (η) for some Weil differential η, the following two
inequalities should hold.

i.
(
l+1
2

)
≥ dim(CL (D, 2H))

ii. 2g + 1 ≤ deg(H) ≤ n−2
2

.

By (1) the right-hand side of (ii) can be relaxed and in general the left-hand
side of (ii) is fulfilled. Moreover if (i) does not hold, then the dimension of
C is very small which would be a big loss of efficiency by decoding them as
subcodes of CΩ(D,E).

Remark 4.2.21. If C = CL (D,E)|Fq is a subfield subcode of CL (D,E) then C(2) ⊆
CL (D,E)(2)|Fq and therefore the 2−closure is in general not equal to CL (D,E).
Thus the above attack does not work for subfield subcodes. For this reason, Goppa
codes resist this type of attacks.
Example 4.2.22. Let K = F11, k = 5, l = 4, n = 11. Assume the public key consist
of

G =


1 0 0 0 3 5 6 10 3 8 8
0 1 0 0 8 2 8 1 4 0 9
0 0 1 0 8 6 0 10 4 8 7
0 0 0 1 8 8 3 10 6 5 3


and t = 3. Moreover, G is a generator matrix of an 4-dimensional subcode C of an
AG code CΩ(D,E). The construction of CΩ(D,E) can be found in the SageMath
code in Appendix A.

(1) By Proposition 4.2.15 we have C(2)
= (C ∗ (C(2))⊥)⊥. Thus we get a generator

matrix G̃ of C(2);

G̃ =


1 0 0 0 0 1 5 4 2 4 5
0 1 0 0 0 6 9 7 5 4 1
0 0 1 0 0 10 1 5 5 1 10
0 0 0 1 0 1 4 5 7 9 6
0 0 0 0 1 5 4 2 4 5 1

.

We assume that C(2)
= CΩ(D,E).

(2) Now we can apply the attack either based on the computation of an ECP or
an ECA, depending on the integer t. Thus, we first compute deg(E) and the
genus g by using Proposition 4.2.2. By Gaussian elimination we compute the
generator matrix GC̃ of C̃ = CL (D,E);
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GC̃ =


1 0 0 0 0 0 10 5 1 10 6
0 1 0 0 0 0 6 2 10 7 7
0 0 1 0 0 0 7 4 6 6 9
0 0 0 1 0 0 9 6 6 4 7
0 0 0 0 1 0 7 7 10 2 6
0 0 0 0 0 1 6 10 1 5 10

.

It follows that k1 = dim(C̃) = 6. Now we compute a generator matrix GC̃(2)

of C̃(2). We get

GC̃(2) =



1 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0
0 0 0 0 1 0 0 0 0 0 0
0 0 0 0 0 1 0 0 0 0 0
0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 0 1


.

and thus k2 = dim(C̃(2)) = 11. Hence we have deg(E) = k2 − k1 = 11− 6 =
5 and g = k2 − 2 · k1 + 1 = 11− 2 · 6 + 1 = 0. Thus d∗ = deg(E)− 2g+ 2 = 7
and t = ⌊d∗−g−1

2
⌋ = ⌊7−1

2
⌋ = 3. Since g = 0 we can now apply both attacks.

We will do it using an ECP: We take P = P2 and we compute V0 and V−1.
By deleting the 2nd column of GC̃ we get a generator matrix G̃V0 of V0;

G̃V0 =


1 0 0 0 0 10 5 1 10 6
0 0 0 0 0 6 2 10 7 7
0 1 0 0 0 7 4 6 6 9
0 0 1 0 0 9 6 6 4 7
0 0 0 1 0 7 7 10 2 6
0 0 0 0 1 6 10 1 5 10

.

By using Theorem 2.2.19 part (1) we get a generator matrix G̃V−1 of V−1;

G̃V−1 =


1 0 0 0 0 10 5 1 10 6
0 1 0 0 0 7 4 6 6 9
0 0 1 0 0 9 6 6 4 7
0 0 0 1 0 7 7 10 2 6
0 0 0 0 1 6 10 1 5 10

.
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Since g = 0 and t = 3 we have to compute V−t−g = V−3. For that we first
compute V−2: By Proposition 4.2.3 we have V−2 = (V0 ∗ (V (2)

−1 )
⊥)⊥. Doing

this computations we get a generator matrix G̃V−2 of V−2;

G̃V−2 =


1 0 0 0 7 8 9 8 1 10
0 1 0 0 7 5 8 2 8 2
0 0 1 0 2 10 4 8 3 5
0 0 0 1 3 3 4 2 6 3

.

Again, by Proposition 4.2.3, we have V−3 = (V−1 ∗ (V (2)
−2 )

⊥)⊥. Thus we get a
generator matrix G̃V−3 of V−3;

G̃V−3 =

 1 0 0 2 2 3 6 1 2 5
0 1 0 1 10 8 1 4 3 5
0 0 1 9 7 4 7 4 2 10

.

Now we want to compute an t-ECP for V ⊥
0 = CΩ(DP , E). By Gaussian

elimination we get a generator matrix G̃V ⊥
0

of V ⊥
0 ;

G̃V ⊥
0

=


1 0 0 0 1 5 4 2 4 5
0 1 0 0 10 1 5 5 1 10
0 0 1 0 1 4 5 7 9 6
0 0 0 1 5 4 2 4 5 1

.

We define B := V−3. By Corollary 2.5.35 we have A = (B ∗ V ⊥
0 )⊥. Thus we

get a generator matrix G̃A of A;

G̃A =


1 0 0 0 4 3 9 8 1 1
0 1 0 0 7 5 3 9 3 2
0 0 1 0 9 1 4 8 3 6
0 0 0 1 3 3 7 9 5 3

.

Then by Corollary 2.5.31 we can conclude that (A,B) is a t−ECP for V ⊥
0 .

Now we apply the decoding algorithm for AG codes based on ECP.

Assume y = c+e = (0, 0, 5, 6, 0, 10, 1, 5, 5, 1, 0) is the encrypted message where
c = (0, 0, 1, 0, 0, 10, 1, 5, 5, 1, 10) ∈ CΩ(D,E) and e = (0, 0, 4, 6, 0, 0, 0, 0, 0, 0, 1)
is the error vector. First we delete the 2nd position of y to use the ECP
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found above. Let y be the encrypted message y punctured at position 2, e
be the error vector e punctured at position 2 and let c be the codeword c
punctured at position 2. The goal is to find c ∈ CΩ(DP , E).

We have y = (0, 5, 6, 0, 10, 1, 5, 5, 1, 0). Pick a = (8, 0, 0, 1, 2, 5, 2, 7, 2, 0) ∈ Ky.
Thus J = {2, 3, 10} and so errors only could happen at these positions. Next,
we compute the following system of linear equations;

⟨x, vi⟩ = ⟨y, vi⟩

for i = 1, . . . , 6 where vi are basis elements of V0 = CL (DP , E) and xj = 0
for j /∈ J .

We get x = e = (0, 4, 6, 0, 0, 0, 0, 0, 0, 1) and hence

c = y − e = (0, 1, 0, 0, 10, 1, 5, 5, 1, 10)

Since t = 3 what means that only three errors can happened, we can deduce
that

c = (0, 0, 1, 0, 0, 10, 1, 5, 5, 1, 10) ∈ CΩ(D,E).

In the following we summarize the results from this Section. Furthermore we
also consider [WGR24],[Alb+22] and [Bol+17].

The classic McEliece cryptosystem using binary irreducible Goppa codes remains
unbroken for most parameter sets. However, the parameters originally proposed by
McEliece, where n = 1024, k = 524 and Goppa polynomial of degree t = 50, are
broken due to information set decoding [BLP08]. On the other hand wild Goppa
codes over quadratic extensions are also insecure, as shown in [COT17]. Attacks
on the classic McEliece cryptosystem using Goppa codes are therefore only known
for certain parameter sets.

Indeed, the generator matrix of a Goppa code is very unstructured, just like the
public matrix in the McEliece cryptosystem. An attacker can therefore not exploit
any structure. For this reason, Goppa codes have many properties in common with
random codes.

However, in [MP14], it is shown that a high-rate Goppa code can be distinguished
from a random code using the Schur product, namely by the fact that the dimension
of the square of the dual is much smaller than that of a random code. We have
also made such an observation for GRS and AG codes which has led to successful
attacks on these codes and on subcodes of these as we have seen in this Section.
By Remark 4.1.12 and Remark 4.2.21, we know that these attacks generally do not
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work for Goppa codes. Moreover, by Remark 4.1.6, the attack on wild Goppa Codes
over quadratic extensions also uses the fact that the square of some shortenings of
the Goppa code has also an unusually small dimension. Therefore, the question
arises whether such a distinguisher based on square codes can also be converted
into an attack for high-rate Goppa codes.

Due to the unusually small dimension of the square code of an AG code we have
seen that we are able to compute an ECP or an ECA from the public generator
matrix. Such an ECP or ECA can then be used for decoding as we have seen in
Section 2.2.3 and 2.2.4. In this way it is also not required to recover the structure
of the secret code. Therefore, as mentioned in [MP14], the security of the McEliece
cryptosystem is not only based on the difficulty of decoding a general linear code,
it is rather also depending on the difficulty of retrieving efficiently an ECP or an
ECA from the public generator matrix.

The classic McEliece cryptosystem using binary irreducible Goppa codes, is
currently in the fourth round of the NIST standardization process [ST22]. The
main advantage is its high security. However, this also leads to a large size of the
public key, which is why NIST does not expect it to be widely used. On the other
hand, another advantage of the classic McEliece cryptosystem compared to other
post-quantum cryptosystems is the small size of the ciphertext. For example, for
the proposed parameters n = 8192, k = 6528, t = 128 we get a 256 bit security.
Then we have the large public key size of 1357824 bytes and the secret key size of
14120 bytes, whereas the ciphertext size is only 240 bytes.
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A SageMath Codes
In this section we present some fundamental codes in SageMath [Sag23] considering
the Examples presented in the previous sections.

1. Construction of private and public key in Examples 4.2.8 and 4.2.11:

#Define Elliptic Function Field
sage: K = GF(13)
sage: F.<x>=FunctionField(K);_.<Y>=F[];F
Rational function field in x over Finite Field of size 13
sage: H.<y>=F.extension(Y^2-x^3-x);H
Function field in y defined by y^2 + 12*x^3 + 12*x
sage: g=H.genus()

#Define places of H and place at infinity
sage: pls=H.places()
sage: P_inf=H.places_infinite()[0]
#Define Divisor G and degree of G
sage: G=5*P_inf
sage: deg_of_G=G.degree()
#Define places for divisor D
sage: pls_D=[pls[1]]+[pls[i+7] for i in range(len(pls)-7)]

#Define AG code and generator matrix (secret)
sage: AG=codes.EvaluationAGCode(pls_D,G);AG
[14, 5] evaluation AG code over GF(13)
sage: g_AG=AG.generator_matrix()

#Define AG dual
#Define generator matrix of AG dual (public)
sage: AG_dual=AG.dual_code();AG_dual
[14, 9] linear code over GF(13)
sage: g_AG_dual=AG_dual.generator_matrix()

#Compute designed minimum distance
sage: dstar=deg_of_G-2*g+2
#Compute integer t1 in case of ECP (public)
#Compute integer t2 in case of ECA (public)
sage: t1=floor((dstar-1-g)/2)
sage: t2=floor((dstar-1)/2)
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2. Construction of secret and public key in Example 4.2.22:

#Define Rational Function Field
sage: K.<x> = FunctionField(GF(11,’a’)); K
Rational function field in x over Finite Field of size 11
sage: g=K.genus()

#Define Places of K and place at infinity
sage: pls=K.places()
sage: P_inf= pls[0]
#Define Divisor G and degree of G
sage: G=5*P_inf
sage: deg_of_G=G.degree()
#Define places for divisor D
sage: pls_D=pls.remove(pls[0])

#Define AG code and generator matrix
#Define AG dual code (secret)
sage: AG=codes.EvaluationAGCode(pls,G); AG
[11, 6] evaluation AG code over GF(11)

sage: g_AG=AG.generator_matrix()
sage: AG_dual=AG.dual_code();AG_dual
[11, 5] linear code over GF(11)
sage: g_AG_dual=AG_dual.generator_matrix()

#Define subcode of AG dual
sage: A=matrix(GF(11),[[1, 6, 9, 2, 7],[10, 5, 2, 5, 5],

[8, 6, 3, 0, 8],[3, 4, 3, 4, 9],
[2, 10, 10, 8, 10]])

sage: subcode_of_AG_dual=LinearCode(A*g_AG_dual);subcode_of_AG_dual
[11, 4] linear code over GF(11)
#Define generator matrix of subcode of AG dual (public)
sage: g_subcode_AG_dual= subcode_of_AG_dual.generator_matrix()

#Compute designed minimum distance
sage: dstar=deg_of_G-2*g+2
#Compute integer t1 in case of ECP (public)
#Compute integer t2 in case of ECA (public)
sage: t1=floor((dstar-1-g)/2)
sage: t2=floor((dstar-1)/2)
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3. Construction of secret and public key in Example 4.1.5

#Define base field K
sage: K=GF(7)
#Define generalized Reed-Solomon code of length n and
dimension r (secret)

sage: n,r=5,3
sage: vector_x=vector(K,[2,4,3,1,6])
sage: vector_alpha=vector(K,[1,2,3,4,5])
sage: C1 = codes.GeneralizedReedSolomonCode(vector_alpha,r,

vector_x);C1
[5, 3, 3] Generalized Reed-Solomon Code over GF(7)
#Define generator matrix of C1
sage: G1=C1.generator_matrix()
#Define a 3x3 non-singular matrix T
sage: T=matrix(K,[[3,6,2],[2,3,5],[6,3,3]])
#Define public key
sage: Public=T*G1

4. Construction of secret and public key in Example 4.1.9

#Define base field
sage: K=GF(11)
#Define generalized Reed-Solomon code of length n and
dimension k (secret)

sage: n,k=11,5
sage: vector_x=vector(K,[7,4,3,1,6,2,5,8,9,10,9])
sage: vector_alpha=vector(K,[1,2,3,4,5,6,7,8,9,10,11])
sage: C1 = codes.GeneralizedReedSolomonCode(vector_alpha,k,

vector_x);C1
[11, 5, 7] Generalized Reed-Solomon Code over GF(11)
#Define generator matrix of C1
sage: G1=C1.generator_matrix()
#Define a random (k-l) × k matrix T where l<=k
sage: l=1
sage: T=matrix(K,[[8,1,6,3,2],[8,6,1,6,10],[1,9,5,3,1],

[4,8,7,6,2]])
#Define public key
sage: M=T*G1

137



5. Compute Schur product of codes.

#Define function for the computation of a generator matrix of
the Schur product C1*C2.
Input: Generator matrix G1 of C1,

Generator matrix G2 of C2 (over base field K)
Output: Generator matrix of C1*C2
sage: def schur_product(G1,G2):
sage: k1=G1.nrows()
sage: k2=G2.nrows()
sage: S=[G1[i].pairwise_product(G2[j]) for i in range(k1)

for j in range(k2)]
sage: S_square= matrix(K,S)
sage: C_square=LinearCode(S_square)
sage: G_square=C_square.generator_matrix()
sage: return G_square

6. ECP decoding algorithm

#Define function for decoding algorithm for C using ECP.
#Input: received vector y, Generator matrix G_A of A,

Generator matrix G_B of B, Generator Matrix G of C
(over base field K)

#Output: codeword c of C_dual
sage: def decoding_ecp(y,G_A,G_B,G):
sage: k_B=G_B.nrows()
sage: zero = [0 for k in range(k_B)]
sage: zeroA = [0 for h in range(len(y))]
sage: zeroA = vector(K,zeroA)
sage: c=True
sage: A=LinearCode(G_A)
sage: C=LinearCode(G)
sage: C_dual=C.dual_code()
sage: G_dual=C_dual.generator_matrix()
sage: for i in A:
sage: if i != zeroA:
sage: if [y.inner_product(i.pairwise_product(G_B[j]))

for j in range(k_B)]==zero:
sage: a=copy(i)
sage: k=G_dual.nrows()
sage: r=vector(K,[y.inner_product(G_dual[l]) for l
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in range(k)])
sage: e=copy(zeroA)
sage: J=[]
sage: I=[]
sage: for t in range(len(a)):
sage: if a[t] == 0:
sage: J=J+[t]
sage: if a[t] != 0:
sage: I=I+[t]
sage: G_dual=G_dual.delete_columns(I)
sage: x=G_dual.solve_right(r)
sage: for t in range(len(J)):
sage: e[J[t]]=x[t]
sage: c=y-e
sage: return c
sage: break
sage: if c==True:
sage: print(’received word has more than t errors’)

7. ECA decoding algorithm

#Define function for the decoding algorithm for C using ECA.
#Input: received vector y, List L_A of Generator matrices
of sequence A, List L_B of Generator matrices of sequence B,
List L_C of Generator matrices of sequence C=(Cr) for r>w-1,
base field K, Integer w such that C=C_w
#Output: codeword c of C
def decoding_eca(y,L_A,L_B,L_C,w,K):
sage: U=[LinearCode(L_A[i]) for i in range(len(L_A))]
sage: V=[LinearCode(L_B[i]) for i in range(len(L_B))]
sage: C=[LinearCode(L_C[i]) for i in range(len(L_C))]
sage: r_U = len(U)
sage: r_V = len(V)
sage: r_C = len(L_C)
sage: l_C = r_C + w - 1
sage: a = [0 for k in range(r_U)]
sage: a[0] = vector(K,[1 for k in range(len(y))])
sage: for i in range(r_U-1):
sage: gen = U[i+1].generator_matrix()
sage: r_gen = gen.nrows()
sage: for j in range(r_gen):
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sage: ai = gen[j]
sage: if ai in U[i]:
sage: continue
sage: else:
sage: a[i+1] = ai
sage: break
sage: b = [0 for k in range(r_V)]
sage: B=L_B[0]
sage: b[0]=B[0]
sage: for i in range(r_V-1):
sage: gen = V[i+1].generator_matrix()
sage: r_gen = gen.nrows()
sage: for j in range(r_gen):
sage: bi = gen[j]
sage: if bi in V[i]:
sage: continue
sage: else:
sage: b[i+1] = bi
sage: break
sage: r_a = len(a)
sage: r_b =len(b)
sage: Z = IntegerRing()
sage: S=matrix(K,[[y.inner_product(a[i].pairwise_product(b[j]))

for j in range(r_b)] for i in range(r_a)])
sage: R = matrix(Z,[[0 for x in range(r_a)] for

y in range(r_b)])
sage: for i in range(r_U):
sage: for j in range(r_V):
sage: gen_U = L_A[i]
sage: gen_V = L_B[j]
sage: r_gen_U = gen_U.nrows()
sage: r_gen_V = gen_V.nrows()
sage: M = matrix(K,[gen_U[k].pairwise_product(gen_V[l])

for k in range(r_gen_U)
for l in range(r_gen_V)])

sage: Star = LinearCode(M)
sage: Star_generator_matrix = Star.generator_matrix()
sage: r_Star = Star_generator_matrix.nrows()
sage: for k in range(r_C):
sage: Tr_Fs = [Star_generator_matrix[s] in
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C[k].dual_code()
for s in range(r_Star)]

sage: Tr = [True for l in range(r_Star)]
sage: if Tr_Fs == Tr:
sage: R[i,j] = w+k
sage: break
sage: r_r = R.nrows()
sage: Rt = R.transpose()
sage: r_c = Rt.nrows()
sage: ystrich = copy(y)
sage: for s in range(r_C-1):
sage: Candidates = []
sage: Sstrich = copy(S)
sage: Cs_gen = L_C[s]
sage: for i in range(Cs_gen.nrows()):
sage: cs = Cs_gen[i]
sage: if cs in C[s+1]:
sage: continue
sage: else:
sage: break
sage: h = w+s+1
sage: indices = []
sage: for i in range(r_r):
sage: for j in range(r_c):
sage: if R[i,j] == h:
sage: indices = indices + [(i,j)]
sage: if R[i-1,j]!= R[i,j] and R[i,j-1]!= R[i,j]

and R[i-1,j-1]!= R[i,j]:
sage: if S[:i,:j].rank()==S[:i,:j+1].rank()

and S[:i,:j+1].rank()==
S[:i+1,:j].rank():

sage: Candidates = Candidates+[(i,j)]
sage: lamdas = []
sage: for o in range(len(Candidates)):
sage: index = Candidates[o]
sage: row = index[0]
sage: column = index[1]
sage: for x in K:
sage: Sstrich[row,column] = x
sage: if Sstrich[:row,:column].rank() ==
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Sstrich[:row+1,:column+1].rank():
sage: lamda = (x-ystrich.inner_product(

a[row].pairwise_product(b[column])))/
(cs.inner_product([row].pairwise_product(b[column])))

sage: lamdas = lamdas + [lamda]
sage: break
sage: lamda_s = mode(lamdas)
sage: y_s = ystrich+lamda_s[0]*cs
sage: for i in range(len(indices)):
sage: index = indices[i]
sage: row = index[0]
sage: column = index[1]
sage: S[row,column] = ystrich.inner_product

(a[row].pairwise_product(b[column]))+lamda_s[0]*
cs.inner_product(a[row].pairwise_product(b[column]))

sage: ystrich = copy(y_s)
sage: e = ystrich
sage: return y-e
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