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Introduction

In our all day life we can experience at first hand the advantages that the modern tech-
nology gives us: since the invention of the phone, the telegraph and the radio we can talk,
communicate, interact with someone located in almost any part of the world. The price to
pay for having these comforts is the possible loss of security in the information exchange.
Moreover, the continuous and inexorable technological development provides the means for
intercepting information during communications from a user to another. Luckily, this same
natural process should also enable the access to sufficient scientific knowledge allowing the
prevention of such risks.

Elementary forms of cryptography were already known in the ancient times, but in this
thesis we restrict our attention to the recent concept of asymmetric or public-key cryptography.
Its strength relies in the fact that, differently from symmetric or private-key cryptography, the
two parties do not have to exchange the encryption/decryption key to have some cryptosystem
working. Though, in 1973, few years before the development of this new sector of cryptography,
the British Government Communications Headquarters (GCHQ) discovered what we usually
name Diffie-Hellman key exchangel!l but kept this algorithm secret for the sake of national
interest.

The idea to use two different keys to encrypt and decrypt a plaintext was intensely ex-
ploited in the late Seventies, during which ciphers such as RSA, the Merkle-Hellman knapsack
and the McEliece cryptosystem were discovered. In this work we will focus particularly on the
latter. It was proposed by R. J. McEliece in 1978 [25] and has the particularity of being based
on error-correcting codes: for encryption, a plaintext is multiplied by a matrix which is a
modified generator matrix of some linear code, then some components of the obtained vector
have to be corrupted. The receiver (i.e. the code designer) should then be able to recover the
original message by treating the ciphertext as if it were a codeword which did not emerge
unscathed from the transmission channel.

Few years later, H. Niederreiter [30] proposed another cryptosystem based on error-
correcting codes. In this case, the ciphertext is a syndrome which the legal user has to convert
into the plaintext by decoding. The two cryptosystems present many similarities, so that it
is not infrequent that some authors try to apply the same idea to both cryptosystems. Many
publications even treat the Niederreiter cipher as a particular case of McEliece, but ironically,
in his own paper the Austrian mathematician does not even cite the work of his American
colleague.

Apart from being both based on coding theory, an important point they share is that they
have the same security level [22]. Sadly, in spite of the advantage of having fast encryption
and decryption algorithms if compared for example to RSA [24, p. 588|, the McEliece and

[ISee http: //www.gchq.gov.uk /History/Pages/PKE.aspx.



10 INTRODUCTION

the Niederreiter cryptosystems have an important drawback making their implementation
unattractive, that is the size of the keys. On the other side, it has been shown that, differently
from RSA itself or from the elliptic curve digital signature algorithm, these two ciphers are
among the few ciphers able to resist to quantum-computing cryptanalysis [5, p. 1], even if
much bigger keys are needed [5, p. 2]. This is an important (if not the main) reason why
the McEliece and the Niederreiter cryptosystems are so intensely investigated, trying to find
solutions allowing a reduction of the keys sizes, often by changing the underlying code class.

In his paper, McEliece bases his result exclusively on one kind of codes, namely Goppa
codes, while Niederreiter just requires the employment of some linear block code classes able
of correcting efficiently a number of errors which should be as large as possible. Nowadays we
know that many types of codes, even recently discovered, are not suitable for cryptographic
purposes [2, 28]. An important fact is that, while the original McEliece implemented with
Goppa codes is still unbroken [2, 3, 49] with exception of the result obtained by Bernstein,
Lange and Peters [6], thanks to Sidel'nikov and Sestakov it turned out that the use of Nie-
derreiter in combination with generalized Reed-Solomon codes is insecure [41].

The present thesis begins with a chapter dedicated to a background in coding theory. Here
we introduce various code classes which found an application in code-based cryptography, such
as Goppa codes, considered by McEliece to construct his cryptosystem, or RS codes, suggested
by Niederreiter.

In the second chapter we expose some concepts which will be useful in the rest of the
thesis, such as the number of irreducible polynomials of a given degree, a useful information
for evaluating the safety level of Goppa codes. The section dedicated to the constant weight
encoding contains an algorithm allowing the transformation of binary vectors into encodable
messages. This, originally proposed by Guillot, has been found in two sources [12, 32], both
containing some mistakes; we give a corrected version.

In the third chapter we describe more in detail the McEliece and the Niederreiter cryp-
tosystems. Since their publication, uncountable variants of these two cryptosystems were
proposed (see e.g. [2, 8, 24, 36, 44]). We will also present one of them, which takes the name
of Sidel'nikov cryptosystem [40] and is based on Reed-Muller codes, chosen by the Russian
mathematician thanks to their great error-correction capability, as he affirms in his own pa-
per. Sadly, it was found out by Minder and Shokrollahi that the use of RM codes is not safe
either [28].

Chapter 4 contains a discussion about the running time and the storage needs for imple-
menting each of the three cryptosystems and their security against some attacks. In particular,
the computational complexities of McEliece and Niederreiter have also been explicitly com-
puted for some parameter values and inserted into a table, in order to evaluate for which
steps and with which of these numbers one seems to be more efficient than the other. We
will also insert an example for each of the two ways a cryptanalyst has for trying to break
the McEliece or the Niederreiter system: the decoding attack, with which the attacker aims at
decrypting a plaintext from an intercepted ciphertext, and the structural attack, whose goal is
to recover the private code [3, 46]. For the first case we will present the message-resend attack
[7], which only works against the McEliece cryptosystem, and for the second the well-known
Sidel’nikov-Sestakov attack [41], able to compute a valid private key starting from the public
key of a Niederreiter cryptosystem.

The last chapter is dedicated to one of the new variants of McEliece and Niederreiter. It
was proposed in 2011 by Baldi, Bianchi, Chiaraluce, Rosenthal and Schipani. The underlying
idea is to substitute the permutation matrix P, present in both cryptosystems, with another
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matrix Q obtained by summing a dense matrix R and a sparse matrix T. The former must make
the research of low-weight codewords difficult, while the latter, actually a sum of permutation
matrices itself, has to be chosen so that the intentional errors do not exceed the limit imposed
by the code. For a successful ciphertext decoding, the legal user (Bob) has to ask the sender
(Alice) to use just error vectors respecting some constraints, given in form of a matrix; in this
way, the dense R can be eliminated in the decoding phase. The purpose of this new variant
is to allow the use of GRS codes after that it has been proved that they are unsafe if the
original forms of the cryptosystems are used. However, having to respect some conditions has
a drawback regarding both versions of the cipher, but which is more evident with the Nieder-
reiter form: the combination of the public parity-check with the constraints matrix defines a
public subcode that could permit the cryptanalysis of the system. To avoid this possibility,
we propose not to publish the constraints matrix but directly the error vectors respecting it,
or a part of them, trying to give an indication about the amount of binary vectors available
in function of the code length. Unfortunately, also this attempt to reconsider GRS codes for
cryptographic purposes turned out to be inapplicable. Very recently, in spring 2012, Gauthier,
Otmani and Tillich found an attack to the new variant. We propose it at the end of the thesis.

Notation

We conclude this introduction with a little remark about the notation used throughout
this thesis. The bold upper-case and lower-case letters (A, a) represent row vectors; also
matrices are denoted by upper-case and lower-case letters, but with a different font (A, a).
For better readability, the numbers above 10° are grouped with apostrophes every three digits
and the fractional part is preceded by a comma (e.g. 123’456,789).






Chapter 1

Preliminaries about codes

We start this introductory chapter by giving some background information about coding
theory, presenting at the same time the notation which will be used throughout the
whole thesis. In the following sections we introduce some families of codes which are
needed in the next chapters: Goppa and Reed-Solomon codes in relation to the McEliece
cryptosystem and Reed-Muller codes in connection with the Sidel’nikov cryptosystem.

1.1 Basic concepts

The idea behind the employment of error correcting codes relies in the need of transmitting
information from a sender to a receiver. By knowing that some errors could happen while the
message runs through a noisy channel, some redundancy is added. A good code should be
able of correcting as many errors as possible, without hindering a fast data transmission and
efficient encoding and decoding phases.

We begin with a general definition of a code:

Definition 1.1.1 ([18, 23, 38]). Let n,q € N = {1,2,3,...} be natural numbers different
from 0. A g-ary alphabet is a set of ¢ distinct symbols A = {A;, Ay, ..., A, }. A g-ary block code
of length n is a set C of sequences of length n (called codewords) of elements from A, i.e.:

CQ{(0102...cn)‘CZ» GA}.

Example 1.1.2.

i. Setting ¢ = 27 and Ay = {a,b, ..., z,-}, “-” representing the hyphen, we can define as a
code the set of all words in English (or in any language not including special characters).
Assign to n the value of the longest word and complete the others by adding e.g. enough
hyphens;

ii. Set ¢ =2 and Ay = {0,1}. Then C is called binary code. The words are sequences of 0
and 1.

For the rest of this thesis, we will concentrate on the case where ¢ is a prime power, i.e.
of the form ¢ = p® for some prime p and natural number a. When talking about natural
numbers, 0 will not be included, unless otherwise specified. We also introduce the notation
[, to indicate the finite field with ¢ elements and we set A =F,.

13



14 CHAPTER 1. PRELIMINARIES ABOUT CODES

Example 1.1.3. As 27 = 33, we can define a code using an alphabet made of 3 symbols
to encode the elements of A; from EX. 1.1.2(i). In the case A3 = {0,1,2} = F;, a possible
ternary code would look like:

- (000)
a — (001)
c_d b — (002)
2 (222).

Definition 1.1.4. Let x = (z;...x2,) and y = (y; ...¥,,) be words of a code C.
» The Hamming distance between x and y is defined as dy(x,y) := #{i | z; # y, };
» The weight of x is defined as wt(x) := #{i | z; # 0} = dy(x,0), where 0 := (0...0);
» The (minimum) distance of C is defined as d(C) := min{dy(x,y) | x,y € C, x #y}.

Codewords are denoted as row vectors throughout this work. As such, the sum of two
codewords will be denoted through the usual “+7-sign; even in the very frequent binary case
where bitwise summation corresponds to the XOR-operation, for simplicity we will gener-
ally renounce the use of the symbol “@”. Wherever ordinary sum of two numbers in binary
representation is meant, it will be explicitly indicated.

Definition 1.1.5. A linear subspace C C ;' is called linear block code or, shortly, linear code.
If C has dimension k and minimum distance d, then it is referred to as an [n, k, d] code. The
number 7 := n — k of added coordinates is called redundancy or codimension.

Since an [n, k,d] code C is a vector space, it is possible to find a basis. If G is a k x n
matrix whose rows are basis vectors of C, this code can be described through multiplication of
all elements of IF;C by G. Such a matrix is called generator matriz of C and we denote C = (G).
On the other side, let H be a matrix such that C = {x € F} ‘ Hx" = 07} = ker(H). Then
H is an r X n matrix and is called parity-check matriz of C. If G is of the form G = (lk | A),
where |; represents the j x j identity matrix and A is a k X r matrix, then (—A—r ‘ IT) is a
valid parity-check matrix for (G). In this case, G and H are said to be in systematic form.

Example 1.1.6. The code from Ex. 1.1.3 is a [3,3, 1] linear code with generator matrix
G=I;. Tt is: C = TF.
1.2 Cyclic codes

We introduce here the concept of cyclic codes, which we will need in the next sections to
present other classes of codes, such as BCH, RS and GRS codes.

Definition 1.2.1 (Cyclic code [26, 29]). A linear code C having length n is said to be
cyclic if the presence of a codeword ¢ = (cy¢; ...c,_;) in it implies that also the right shift
¢ =(c,_1¢pC; ---Cp_o) €C Ve.
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It is possible to put every word of a cyclic code into one-to-one correspondence with a
polynomial of degree < n — 1. Let R,, := F,[x] / (™ — 1). The following mapping defines an
isomorphism of vector spaces:

F? R R
! " (1.1)
c=(cycy ..., 1) +— clx)=co+eciz4...+c, "t

The two operations are the usual addition and multiplication. For simplicity, we will generally
renounce to the [-]-notation for the equivalence class of an element of R,, and will choose the
polynomial of lowest degree as a representative, identifying R,, with the set (F,)_,[z] of
polynomials over F, of degree less than n. The above isomorphism also allows us to identify

(F,) <p[z] with ;. In particular, notice that for some c(x) (i.e. ¢) as above it is:

1

ze(z) = cgr 4+ cyz® 4 ...+ ¢, 12" mod (z" —1)=c¢, | +coxr+...+c, 2" ' =8¢

From now on we will hence use the vector and the polynomial notation interchangeably. This
allows us to enunciate the following

Lemma 1.2.2 ([29, 38]). A code C is cyclic <= C is an ideal of R,,.

Proof. “<=": Follows immediately from the fact that a multiplication by x corresponds to a
cyclic shift.

‘ “==" Let ¢c € C and iy,...,i; € NU{0}. C is linear, hence any linear combination
z'c+ z%c+ ... + x"c of cyclic shifts of ¢ is still a codeword. Since Y 5 _; z'7 describes an
arbitrary element of R, the claim follows. Ul

In the next steps we show the existence of so-called generator and check elements for any
cyclic code.

Theorem 1.2.3 ([26, 29]). Let C C R,, be a cyclic code. Then:
i. 31 monic polynomial g € T [z] of minimal degree such that [g(z)] = g(z) + (2" — 1) € C;
it. C=(g(x)), i.e. C is a principal ideal;

iii. g(x) | (2" —1).

Proof. (i) Assume in C there are two different such polynomials g, and g, both of the same
degree. Then deg(g, — g5) < deg(g;) = deg(gs). ¢
(ii) “2”: C is an ideal and g(z) € C, hence (g(z)) C C.

“C”: Assume C 3 c(z) = p(z)g(z) + s(z) for some polynomials p,s € F [z] with
deg s < deg g. Then, being C an ideal, s = ¢ — pg € C. By working over C (i.e. over R,)), from
(i) it follows s = 0; thus, C C (g(x)).

(iii) Let p and s be as before and assume 2" — 1 = pg + s. This implies that in R,,
s = —pg € C, hence also pg € C. Since degs < degg <n, s =0. O

Definition 1.2.4.

i. The polynomial g introduced in THM. 1.2.3 is given the name of generator polynomial
of the code C;
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ii. If C is generated by g, then the check polynomial of C is the polynomial h € R,, such
that g(z)h(z) = 2™ — 1.

Lemma 1.2.5 ([26, 37]). Assume some cyclic code C is generated by g(x) = gg+ g1+ ...+
g9,x" (g, # 0) and has check polynomial h(x). Let r := degg and k := degh = n —r. Then,
dim(C) =k and
9o 91 - 9r
90 91 --- Yr 0
0

G =

Jo 91 -+ Yr

is a generator matriz for C.

Proof. By THM. 1.2.3(ii), we know that for any ¢ € C it is ¢(z) = a(x)g(z) for some a € R,,.
If we divide a by h, we get

c(z) = a(z)g(z) = (p(x)h(z) + s(z))g(z),

where degs < k. As a consequence, since g(x)h(z) = 0 in R,, we have ¢(z) = s(x)g(x).
Hence, deg ¢ < n. This means that every codeword can be constructed by multiplying g(x)
by a polynomial of degree less than k. This also tells us that the k-dimensional space spanned
by the multiplication of {1, z,z2,..., 2871} by g(z) is a basis of C, which justifies the form of

the k rows of G; in symbols: C = g(z) - (F,) _;[7] over F,. O
It is also important to note that the converse of THM. 1.2.3(iii) holds too.

Theorem 1.2.6 ([37, p. 323]). If f € F,[z] is a monic polynomial dividing ™ — 1, then it is
the generator of a cyclic code.

Proof. Assume g(x) # f(x) is the polynomial of minimal degree generating the same code as
f(z). By TuaMm. 1.2.3(i), deg f > degg. Since g(z) € (f(z)), g(x) = a(z) f(x) for some a € R,,.
Let now hg(x) be the check polynomial of (f(x)) corresponding to f(x):

f+h;=0
g(z) =a(z)f(z) = g(x)hf(x) = a(x)f(:c)hf(x) £ 0 mod z™ —1. (1.2)
Since deg hy = n — deg f == deg(g - hy) < n, contradicting (1.2); thus, g(z) = f(z). O

The next step is the definition of the concept of roots of unity. From now on, let F s denote

the splitting field of the polynomial z" — 1 over F, and assume ged(n,q) = 1.
Definition 1.2.7 (Root of unity [26, 37]). The fields F, and Fs as above are given. Then

any element o € F s satisfying o™ = 1 is called nt root of unity over F,. All n*™ roots of unity

(n)

are collected into a set denoted E*".

The reason why we need ged(n, ¢) to be 1 is the following: the derivative of 2™ —1 is na" !

(see also DEF. 1.4.9); if n and ¢ are coprime, these two functions have no common roots,
implying the existence of n distinct roots of unity in F .. On the contrary, if ged(n,q) > 1,

there would be a smaller number of roots. Furthermore, the couple (E(n), -) forms a cyclic
subgroup of s because it is a subgroup of an integral domain. A straightforward consequence
is the next
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Definition 1.2.8 ([37, 38]). If the group ™ is generated by some n'" root of unity w (in

symbols: EM™ — (w)), then w is called primitive n'* root of unity.
Remark 1.2.9.
i Fs =F (w);
ii. If we denote B™ = {ay,...,a,} and let w be a primitive root of unity over F,, we have:
n n—1
" —1=[[z—a;) =[] (& —w).
i=1 =0

Clearly, from (ii) it follows that the minimal polynomials of the roots of unity must divide
™ — 1. Before going on, we need a property of the roots of irreducible polynomials.

Theorem 1.2.10 ([38]). Let f € F,[x] be an irreducible polynomial of degree d and « be a

2 d—1
root of f in some extension field; then the other roots are a?,a? ,...,a% . Moreover, Iqu 18

the splitting field of f.

Proof. Define F, = F,[z]/(f(x)); hence, o € F . We also have f(aqj) = f(a)qj =0 Vj.
Because we are working over finite fields and with a polynomial of given degree, the cycle is

bounded at j =d — 1. O

Per definition, a minimal polynomial has to be irreducible. Given some primitive root of
unity w, the conjugated elements of w’ (i.e. the ones having the same minimal polynomial)

are L, g1

Wt W
where d; is minimal with ig™ =i mod n [26, 37]. Being this valid Vi € Z,, = {0,...,n — 1},
the exponents of the elements conjugated with any w’ can be collected into cyclotomic cosets
of the form:

C . d; -1
Ci :{Z>ZQ72q27"-7Zq }7
with d; as above. It is obvious that the cyclotomic cosets are disjunct and that C; = C;, =
...=C 4_1. We resume this result in the following
iq

Corollary 1.2.11 ([26, 38]). Let w be a primitive root of unity over F,. Then the minimal
polynomial of w' is given by

i(2)= [ (@-o) €F[a]

jec;
and consequently x™ — 1 is equal to the product of all distinct M](x)

Remark 1.2.12. For every cyclotomic coset it is: #C; = deg M, (z).

Thus, with the minimal polynomials being monic and irreducible, we have described an
easy way to find the degree of the factors of ™ — 1. This can be exploited to introduce a
different manner to define cyclic codes.
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Remark 1.2.13. From THM. 1.2.6 and COR. 1.2.11 it follows that any generator polynomial
of a cyclic code can be represented as a product of the form

g(@) = [[ (@ - o),

jeu

where U := C; U...UC,;, C Z,. This corresponds to the product of the distinct minimal

polynomials whose roots are the w’ appearing in g.

We have seen that the minimal polynomial is the same for all elements of a cyclotomic
coset; so, to have any M; completely defined, it is enough to choose a representative exponent
for each of the corresponding C;. Let S be a set containing exactly one representative for
every cyclotomic coset and S C S. Then, the result obtained in RK. 1.2.13 can be rewritten
as:

o) = [ M;(a). (1.3)

jes
Now let i € S, i.e. M,(x) |g(x); hence, if w is primitive, M; is the minimal polynomial of
w', implying g(w’) = 0. More generally, for any polynomial ¢ € F,[z], we have that c¢(w') =
0 <= M,(z) ‘ c(z), which by restricting our attention to ¢ € R,, becomes c(w’) = 0 <=
c(x) € (M, (z)). If this is valid Vi € S, then it is also c(z) € (g(x)). This enables us to reach

(A
the main result of this section:

Theo~rem 1.2.14. Let S be as above and w' be a root of the minimal polynomial M, (x)
Vi € S. Then the cyclic code generated by g(x) = HjeS’ M;(z) is completely defined by W' and
can be also written as:

(9(2)) = {c(@) € R, | e(w’) =0 ¥j € §}.

Until now we have always assumed a generator g to be monic, irreducible and with the
lowest possible degree. Though, it is possible to generalize a bit this result by choosing as a
code generator a polynomial f € R, instead of a product of minimal polynomials. Let us see
which consequences this has.

Lemma 1.2.15 ([26, p. 199]). Let g be as in (1.3) and p € R,, such that all the roots of
unity which are zeros of p are also zeros of g. Then (pg) = (g).

Proof. “C7”: Clear.

“D”: Let h be the check polynomial of the code generated by g. We know that
ged(p(z), h(x)) = 1, so we can apply the Euclidean algorithm. Let a and b be some polynomials
over F, such that a(x)p(x) + b(z)h(x) = 1; then:

gh=0in R,
ap+bh=1= gap+gbh =g =N gap =g mod (z" —1).

Hence, (g9) C (pg). O

Thus, whenever a polynomial f € R, can be written as f = pg with p as above, the
codes generated by g and f are the same (other generators for a code are for example the
idempotents). This can be resumed in the following
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Corollary 1.2.16. Let f € R, have the roots ay,...,a, € E™ over F,s. If their minimal
polynomials are MW (x),... ,M(U) (z) and their distinct minimal polynomials are M(l), e

M(U), then for the code generated by f it is:

(f(2)) = {c(@) € R, | cloy) =0 ¥j } = <f[ M(">(x)> = (em{ MYV (2),..., M (2)}).
j=1

What we have seen up to now — THM. 1.2.14 in particular — suggests us a way to build
a parity-check matrix for a cyclic code. Let C = {c(ac) €ER, ‘ clay) =...=cla,) = 0}, with
a; some roots of unity over F,. Then c(z) is a codeword of C <= Hc' = 0, where c is the
row vector form of ¢(z) as in (1.1) and

1 o of ot
1 a a} - af!

H=| T (1.4)
1 o, ao? an~1

If the splitting field of 2™ — 1 is [ s, then we can exploit the bijection between F s and F, to
substitute the entries of H through the corresponding length-s column vectors in F,, in order

to get a bigger matrix H' over IF, of size so x n. For simplicity, it will be convenient to delete
the linearly dependent rows from the new matrix.

1.3 BCH, RS and GRS codes

After some theory about cyclic codes and related concepts like roots of unity and minimal
polynomials, we are now almost ready to define BCH codes. They are named after R. C. Bose
and D. K. Ray-Chaudhuri, who discovered them in 1960, and A. Hocquenghem, who found
them independently one year earlier. BCH codes also serve as a basis for introducing two other
classes of codes, called Reed-Solomon and generalized Reed-Solomon codes. Before that, we
just need the following

Theorem 1.3.1 (BCH bound [26, 37]). Let w be a primitive n' root of unity over F,,

b€ NU{0} and 6 € N. Consider the consecutive powers wb,wb+1, .. ,wb+5_2 and the code
C = (g(z)), where g(x) is the monic polynomial over I, of smallest degree having the w'
among its zeros. Then, d(C) = 0.

Proof. Analogously to (1.4), it is possible to express the parity-check matrix of C as

1 w w2b . oL
e A Ce DU Ct a2
H=1. : : : : : (1.5)

As by assumption the w?, i € {b,...,b+J — 2}, just have to be among the zeros of g, it means
that C C {c e Iy ‘ He' = 0}. We know that the distance of a linear code is given by the lowest
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number of linearly dependent columns of a parity-check matrix [38], hence we try to compute
the determinants of the biggest square submatrices of H, i.e. the (§ — 1) x (6 — 1) minors. Let

Ni,Nyg,...,Ns_q be distinct elements of Z,, and let A have the requested properties. Then:
W w2 L et divide the ith
ib
wnl (b+1) wnz(b+1) wn5_1 (b+1) columniby w”
det A = det =
b+5—2 b+5—2 n, . (b+6—2)
w”1( ) w"z( ) ceh W 5—1
1 1 1
TLI 712 né—l
b b n _ b w w DY w
= w"W" w5 det ]
n,(6—2) n,(6—2) ns_,(6—2)

. +..4ng_)b . e . : i . .
Being w € 5™, et £ 0. Moreover, because w is primitive, w" # w ? for i # j;

hence, the resulting matrix is a Vandermonde matrix, i.e. a matrix where every element
appears in all its powers in ascending order. Any minor of maximum size of such a matrix is
different from zero; thus, det A # 0 = d(C) > 4. O

Definition 1.3.2 (BCH code [23, 37]). Let w, b and § be as in THM. 1.3.1. Consider also
w' withi=0,...,b4+ 6 — 2. Then, the code

BCH,(n,d,w,b) = (g(x))

where g(z) = lem{M,(z),..., My s o(z)} € F,[x], is called g-ary BCH code of length n and
designed distance 6.

Lemma 1.3.3. BCH codes have dimension k =n — #{C, UCy,; U...UCy s_o}.

Proof. Let C = (g(z)) be a BCH code such that g and all other values are as before. In
RK. 1.2.12 we have seen that the cardinality of a cyclotomic coset is equal to the degree of
the related minimal polynomial. Thus, by LEMMA 1.2.5 we have that

k=mn-— degg =n-— deg(lcm{Mb (CC), SRRE) Mb+6—2(x)})a
from which the claim follows. O

There exist some special cases of BCH codes which deserve to be mentioned:
Definition 1.3.4 ([23, 37]).

i. If b =1, the code is called narrow sense BCH code;

*

ii. If for the primitive root of unity w it is also true that (w) = Fj,

we say that the code is a primitive BCH code;

i.e. n =¢° — 1, then



1.3. BCH, RS AND GRS CODES 21

iii. When n = ¢ — 1 > 2, then the code is referred to as a Reed-Solomon code, shorter RS
code.

Remark 1.3.5.
i. A RS code is also a primitive BCH code with s = 1;

ii. A RS code is generated when the primitive root of unity w is such that (w) = I, i.e.
w € [, because 2" — 1 = 2 o1 = HaeF;(x —a). This means that the splitting field of
x" —1is F, itself, so the minimal polynomial of any unit a € F,is M;(z) = z—a = r—w
for some ¢;

iii. By (1.3), a RS code C is generated by a product of linear factors; in fact, note that
S = Z,, since the cyclotomic cosets all contain just one element.

This is confirmed by DEF. 1.3.2, which tells us that:

Corollary 1.3.6. A RS code C of designed distance § is given by:
_ _ _ b b+1 b+5—2
C—BCHq(q—l,é,w,b)—(g(z))-(m—w )(‘T_w )(Q?—(JJ )7
where w is such that (w) = F; and b € NU {0}.

Example 1.3.7. We want a narrow sense RS code C over F, of distance at least 3. We
note that 3 is a primitive field element. Then a generator and a check polynomial of C are
respectively

gx)=(x—-3)(z—-3)=22+22+6 and h(z)=az*+523 +52% + 22+ 1,
because g(x)h(x) = 25 — 1.
We now introduce a class of codes generalizing what we have seen until now.

Definition 1.3.8 (Generalized RS code [26, p. 303]). Let a := (ay,...,a,) € Fy be a

rn

vector containing n distinct coordinates and v := (vy,...,v,) € (F;)" be another vector whose

coordinates are non-zero but not necessarily distinct. Then the set
GRSk(a;V) = {(vlf(al)a UZf(CLQ)a s 7Unf(an)) ‘ f(w) € (Fq)<k[x] } )

where (F,) ;. [7] stays for the polynomials over F, of degree less than k < n, is called generalized
Reed-Solomon code of length n and dimension k.

Proposition 1.3.9. A valid generator matrix for a GRS code is given by

’L)l U2 .« o . Un
V1aq Uglg =+ +  Uply
G:=0G(a;v) = : : . : . (1.6)
viai ™t wvpaTt o v ekt

[Q]Many sources (e.g. [17, 38]) prefer to give a more general definition of RS codes and just require n to be
less (or even equal) than gq.
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Proof. Follows directly from the definition. O

Proposition 1.3.10. GRS codes are [n,k,n — k + 1] codes, i.e. belong to the class of MDS
(mazimum distance separable) codes.

Proof. Length, dimension and linearity are clear. Regarding distance: note that a polynomial
of degree < k cannot have more than k — 1 zeros, hence, for the v; being elements of IF;‘, the
codewords have at most £ — 1 components equal to 0. This means that the code has distance
d(C) = n — k+ 1. The Singleton bound (d 4+ k < n + 1 [38]) implies equality. O

Lemma 1.3.11 ([26, pp. 304 and 334]). GRS codes have a parity-check matriz of the form

1 1 1
21
ay Qg an, 0
2 2 2 )
H:=H(a;z) =X(a)-Y(z) =| %1 az an ) (1.7)
oo o
avl"fl agfl a:L_l n

for some z.:= (zy,...,2,) € ()", r representing the redundancy (r =n — k). Note that X is
a Vandermonde matriz, hence H is sometimes called generalized Vandermonde matrix [15].
Moreover, if a and v are as above and H defines the code GRSy (a;v), then z is such that

GRS, (a;z) = GRS (a; V)J—, that is the dual code of GRS, (a;z).

Remark 1.3.12. As we have seen in DEF. 1.3.4, RS codes are special cases of BCH codes.
Moreover, as the name itself suggests, they are also particular cases of GRS codes. Hence, it
must be possible to give a parity-check matrix for RS codes respecting both definitions. In
(1.5) we encountered the form of a parity-check matrix for a BCH code. If, by using the same

J— (J—1)b

. 1
notation as there, we assume that a; =w and Zj =w , we get

,0

s

H(a;z) = (Zjai-_l)izl,...,r, = (w(jfl)bw(ifl)(jfl))z':
7j=1,..,n Jj=

L= (w(jfl)(b+i71)) 7 (1.8)

1,.. o
, 1. b

which is exactly the matrix found in equation (1.5).
Before going over to the next section, we need to define another important class of codes.

Definition 1.3.13 (Alternant code [26, p. 334]). Let a and v have the same characteristics
as before over some field F = and let GRS (a;v) be the GRS code over F,m generated by them.

Then the alternant code Alt(a;v) is the code over IF, such that

Alt(a;v) := GRS, (a;v) N

Because it is a subcode of GRS, (a; v), the matrix H given in (1.7) is also a parity-check matrix
of Alt(a; v).
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1.4 Goppa codes

Goppa codes were discovered by the Russian mathematician V. D. Goppa. They can be
seen as a generalization of BCH codes and, like them, constitute a subclass of the alternant
codes [23, 26, 45].

We define for simplicity S,, :== F m[z]/(G(x)) for some polynomial G.

Definition 1.4.1 (Goppa code [23, 39]). Let ¢ be a prime power and n,m be natural
numbers such that n < ¢™. Let G be a polynomial of degree 7 over Fm and L == {y,...,7,}

a subset of qu such that none of its elements is a zero of G. We define as

I'(L,G) :—{C—(clcz...cn)EFg Zci—OGSm}

the g-ary Goppa code of length n, Goppa polynomial G and support L. The code is called
trreducible if G is irreducible.

Remark 1.4.2. If a Goppa code I'(L, ) is irreducible, then one can choose for L the biggest
possible size, that is L = F m.

It is clear that the condition saying that G(v;) # 0 Vj =1,...,n is needed to ensure the
existence of the summation. Actually, as we will see in a while, the fraction contained in it is
a polynomial; furthermore, this polynomial will lead us to a second way for defining Goppa
codes. This alternative definition will be helpful in one of the main results of the present
section.

Lemma 1.4.3 ([23, 38]). Let G be as above and vy € Fm be such that G(v) # 0. Then the

element (x — ) is invertible in S,, and it is

1 G -6k
S R EE

Proof. Obviously, S,, is a field <= the polynomial G is irreducible. Though, even in the

case (G is not irreducible and S,, is just a ring, x — ~ is a unit of S,,, i.e. it has an inverse

element. Division with remainder yields G(x) = ¢q(z)(x —v) + G(7), from which we get
G(z) - G(M)

~G(7)'q(z)(z —7) =1 mod G(z) and q(z) = E—

thus, (z —v) | (G(x) — G(v)). By substituting ¢(x) in the left equality, we get the claim. [

G(z)=G()

=y where G and 7y are as above, is a polynomial.

Corollary 1.4.4. The expression

Proposition 1.4.5 (Alternative definition of a Goppa code). Let all parameters be as
in DEF. 1.4.1. Then a g-ary Goppa code of length n can be seen as the set

~ ¢ Gl@)-G)
; G(v;) T =7

I'L,G) = {c:(clcQ...cn) e,

=0 Equ[:B]}.

)

By COR. 1.4.4, deg (%f(%)) = deg(G) — 1, hence here it is possible to omit the modulo.
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Theorem 1.4.6 ([23, 37, 38]). The distance of a Goppa code having Goppa polynomial
G(x) 1is bigger than its degree T.

Proof. Through the form obtained in PROP. 1.4.5 and by performing some computations, it
is possible to construct a parity-check matrix for Goppa codes (see e.g. [37, pp. 390-393]).
Then, the so obtained parity-check matrix H can be decomposed into the product of three
matrices H = WXY, where W, X and Y are respectively of the form

1
G r - 1 G(yy)
T O 1 0
G._1 G Y1 T and Glvy)
W G L e 0 T
Gl GT—l GT 71 Tn [eIC]

(compare this with (1.7)), in which the Goppa polynomial is defined as G(x) = SI_, G;°,
G, # 0. We know that the elements v,,...,7, € L are pairwise distinct and that among them
there are no roots of G, hence X is a Vandermonde matrix. It is also det(W) = G # 0. That
is, the matrix H has full rank, implying that its kernel is a code of distance at least 7+ 1. [

Corollary 1.4.7. As it is the case for BCH codes, also for Goppa codes it is possible to choose
a designed distance §, by taking T =46 — 1.

Remark 1.4.8 ([37, 38]).

i. A Goppa code is still completely defined even if the matrix W is omitted from the above
product;

ii. The dimension k of a Goppa code can be bounded through n — mr <k <n — 7.

Proof. (i) As we have seen in the proof of THM. 1.4.6, det(W) # 0; then, given a Goppa code
I' defined by H it holds: c € I' <= Hc' = WXYc' =0 < XYc' =0.

(ii) The right inequality is given by the Singleton bound and THM. 1.4.6 (d > 7 + 1).
Concerning the left hand side: construct a new parity-check matrix H” by substituting the
entries of H', which are elements of [F,m, through the corresponding strings in F;". Then H” has

size at most m7 X n and its kernel is a vector space over F, of dimension at least n —m7. [

Definition 1.4.9 (Formal derivative [21, p. 199]). Let f(x) be a polynomial over an
arbitrary ring. Then the formal derivative of f(z) = fy + fiz + ...+ f,2" is defined as

@)= fi +2frz+...+nfa" "

Remark 1.4.10. The formal derivative respects the product rule, just as the usual derivative
known from analysis; i.e. for two polynomials f and g it is

(f9)'(z) = f'(x)g(x) + f(2)g'(x)

and more generally, for s polynomials f;,..., f, we have

(f1f2"'fs)/(33):(f{fz'”fs)(l“)+(f1f£"'fs)($)+'-‘+(f1f2”'f§)(55)'
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After having introduced the concept of formal derivative, we are now able to present an
important result about minimum distance involving the family of binary Goppa codes, i.e.
Goppa codes over a binary field. As we will see in the next chapters, such a subclass of codes
was exploited by McEliece to formulate his cryptosystem.

Theorem 1.4.11 ([23, 39]). Let ¢ = 2 and let T'(L,G) be a binary Goppa code having
support L = {v1,...,7n} C Fym; then the Goppa polynomial G is an element of Fom[z]. If G
has degree T and is square-free (which means that all roots are simple), then d(I") > 27 + 1.

Proof. Let ¢ :=(¢;...c,) € I'\{0}, i.e. a codeword with wt(c) > 0. We name the indices of
the non-zero components of the word as ji, jq, .- -, jwt( o) and collect them into a set, say J.

Let P(z) := [I,es(x —7,) be the polynomial having as roots exactly the elements of L with
indices in J. Assuming all calculations are made modulo G(x), for the word ¢ we know that

=1Vs
e G G =GOy TS 1 Gly)
= )leG(Wj) T =1 _P()sze:f Tt Gy
) 13’?1’0
=11 +90) -2 =2 [l +9) = P).
Py scJ s seJ o#s

This means that P'(x) € (G(z)). Because we are working over characteristic 2, P is composed
only of monomials of even power:

. N2
Pl(x) = Zp%f”m = (ZPZixZ) .

We assumed G to be square-free, so G(z) ‘ Pl(z) = G(ac)2 ‘ P'(x), i.e. P'is also a codeword

of (G(x)?). This means that:

27 = deg(G?) < deg(P') < deg(P) = wt(c).

Applying the fact that ¢ was chosen at random among all possible non-zero codewords of
I, we get that d(I') > 27 + 1 or, in other words, a Goppa code having square-free Goppa
polynomial is able to correct at least as many errors as its degree. O

Example 1.4.12. Assume we want to construct a Goppa code I'(L, G) with designed distance
§ = 3. For this, we need 7 = 2. Let the irreducible polynomial G(z) = 224z +1 be our Goppa
polynomial and L = Fg = {0,1,w,...,w’} the support of the code, where w is a primitive
element of the field Fy 2 F, /(23 + x + 1). Note that the G(w’) # 0 Vi since the roots of G are
in IFQj with j even. By THM. 1.4.6 and RK. 1.4.8, a parity-check matrix for I" is

1 _1 1 1 _1
G0) G0 G Guo) G(w%) 1 1 w?2 ot W2 w w Wt
H=XY = 1 w w? wb = 0 1 w3 Wb w® w® Wb w3’
whose version over F,, by substituting 1 with (100) ", w with (010)" and w? with (001)", is
11000000
00010111
Y — 00111001
01111111}
00101101
00011110
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Having transformed I' into a binary code, by applying THM. 1.4.11 we get d(T") > 5. Noticing
that (11001011) € I', we have equality.

1.5 Reed-Muller codes

Reed-Muller codes, shorter RM codes, analogously to Goppa codes, are a family of codes
for which efficient decoding algorithms are known. Thanks to this property, RM codes were
investigated for possible applications in public-key cryptography, an aspect which will be
discussed in SECT. 3.3. For most concepts explained in this section we refer to [10] and [26].

Definition 1.5.1 (Boolean monomial and Boolean polynomial [10, 37]). A Boolean

monomial b is an element of Fy[z,, ..., z,,] of the form

e

e
1$22_

m
% s

e
b':xl m

where the e; are some exponents in NU{0}. A Boolean polynomial is a linear combination of
Boolean monomials.

Definition 1.5.2 ([10]). Let a and b be two vectors of length v over any set. Then the vector
multiplication of a and b (which is not to be confused with the dot and the cross products)
is defined as

a*b:(a17a27-'-aay)*(blab%"'aby) = (al'blaa2'b2a"'aay'b1/)'

We will also refer to it as star product. We also introduce the notation

a*’:=axa,

where the starred exponent is so as to distinguish the “star-square” from the “dot-square”.

Remark 1.5.3. If working over the binaries, the vector multiplication in the i** component
of each vector corresponds to the logical operation AND.

Definition 1.5.4 ([10, 37]). A Boolean polynomial B is said to be in reduced form (in
symbols: B) when to its monomials the following rules are applied:

and adding the resulting reduced monomials until they are all distinct. Rule (i) is justified by
the commutativity of the ring Fy[z{,...,z,,]. In the second case, whenever working over the
binary field we only face the multiplications 0> = 0 and 12 = 1; thus, for every vector a € Fy
2 = a, implying that all the exponents e; > 0 simply have to be set to 1. From
this we can define the degree of a Boolean monomial as the degree of its reduced form, which
corresponds to the number of variables appearing in it. Consequently, the degree of a Boolean
polynomial is as usual defined as the highest degree among its monomials.

we have a*

The two rules can be easily resumed in form of equivalence relations. Thus we are able to
introduce the following notation:
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Definition 1.5.5. Given the polynomial ring Fy[x,,...,z,,] and the equivalence relations

~ x,,, we define the quotient ring

m

2 2
$1N$17...,$m

B,, = IF‘Q[xl,...,xm]/<x%+w1,...,$3n+xm>

as the set of Boolean polynomials in reduced form.

Some authors, instead of defining a general and a reduced form for Boolean polynomials,
accept the denomination “polynomials” only for the elements of B,, and not for the ones in
general form as presented in DEF. 1.5.1. Anyway, from now on, each time Boolean monomials
or polynomials will be mentioned, their reduced form as in DEF. 1.5.5 will be implicitly
assumed.

After having introduced the concept of Boolean polynomials, in order to build codes with
their help it is necessary to associate a binary string to each of them. We notice that the ring
B,, for any m contains 2" distinct monomials, since this is equal to the cardinality of the
power set of the m variables, in symbols #P({zy,...,x,,}). For the same reason, one can
easily say that #P (P({wl, e ,xm})) = 22" different polynomials can be built. Hence, one of
the easiest ways to do that is to find a bijection between B,, and the set of binary strings of

length 2. For this, we need a mapping between each monomial in B,, and a vector in IFQQ .

Let 1 be a function mapping the variables x; to a binary vector of size 2. We associate
the elements 0 and 1 in B,, to the all-zero vector 0 = (0...0) and to the all-one vector
1 = (1...1) respectively, or in other words: ¢(0) = 0 and (1) = 1. The variables (i.e. the
degree-one monomials) z,...,x,, are mapped to alternate patterns of 0’s and 1’s of equal
length, for example in the following way [37]:

Y(xy) == (00...011...1) (two 2™ L-patterns)

P(zy) :==(0...01...10...01...1) (four 2™~ %-patterns)

Y(z;):=(0...01...10...10...01...1) (2 2™ "-patterns) (1.9)
2m77,'>< 2m72‘>< 2m7i>< 2mfi><

Y(z,,) = (0101...0101) (2™ single bits)

Now we have enough material to define the general case involving polynomials. Let B (x) =
B(zy,...,2,,) = b, + by + ...+ b, be the Boolean polynomial in reduced form composed of
some monomials b;, i = 1,...,s, s < 2" (otherwise B would not be in reduced form). To
compute the vectors associated with each of the s monomials, first substitute each variable
appearing in them through the corresponding binary strings, following the mapping seen in
(1.9); then, execute the star product as shown above. The vector representing B in the binary

field is given as the sum modulo 2 of the resulting s binary strings.

Example 1.5.6. Let m = 4 and B(z,, 7y, T3, 7,) = 1+23+ 2523 + 2923 + 22323, This means
that the associated vectors will have length 2* = 16. We begin by bringing the polynomial
into reduced form:

B=1+zy+ T1T9T3.
Notice that both monomials containing z, disappeared, so we have to turn to vector multi-
plication only inside the rightmost monomial. From (1.9) we already know that 1 maps to 1
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and z, is associated with (0000 1111 0000 1111). We now calculate the missing information:

Y(zyz9ms) = (0...01...1) = (0000 1111 0000 1111) * (0011 0011 0011 0011) = (0...011),
8% 8% 14 x

hence the vector associated with B is
Y(B) = w(B) = (1) + Y(zy) + Y(zy2925) = (1111 0000 1111 0011).

Instead of polynomials, it is also possible to associate a special class of functions, called

Boolean functions, to the elements of 1F22m. Therefore, we postpone the definition of RM codes
for a few lines to introduce the concept of Boolean functions.

Definition 1.5.7 (Boolean function [37]). A Boolean function is a function f: Fy — F,
for some natural number v. We call the set of Boolean functions in v variables B,,. Together
with the operations “+” and “-” (i.e. “XOR” and “AND”), where

(f +9)(x) = f(x) +g(x) and (f-g)(x):=f(x)-g(x), fg€B, xck,
it forms a ring.

Example 1.5.8. f(x1,2,,23,2,) = ag + 01Ty + a2 Ty23 + a3T,24 With ag,...,a3 € Fy is a
Boolean function.

Boolean functions are based on finite sets, hence it is possible to give a list of all elements
in the domain and their images. This can be easily done through a truth table [37], of which
we give an example.

Example 1.5.9. Let m = 3 and x = (21, %9, x3); then the vectors associated with the three
degree-one monomials have length 8. Here we set f and g to be respectively f(x) = z;+xy+23
and ¢g(x) =1+ z9 + zy29 + 7123,

8 8
[
S—

U
U
Y
f
g

T3)
X

oo © ©
== -= O O
= o O =

X

ol OoO = O
o|Oo~ =k O
oOIOo|= O =
oo = =
Ol = =

(
(

~— [—

Table 1 — Truth table of the Boolean functions f and g.

By listing the vectors (x;) in the truth table, we see that if we read the components
vertically, all possible 2" combinations for m elements of I, are indeed reached, i.e. the whole
set IFy" is represented. Moreover, thanks to the chosen sequence for ¢(x, ), the length-m vectors
are in lexicographic order.3) The use of such tables gives us a hint about how to put B,, in
one-to-one correspondence with the set of binary strings of length 2™ : it suffices to represent
every f € B,, through a list of its images in vector form, which will have the requested size.
This leads to the next

BlSee SECT. 2.2 for the definition of this concept.



1.5. REED-MULLER CODES 29

Theorem 1.5.10. The mapping p: B,, — Fgm s a ring isomorphism.

Proof. Let f,g € B,,. Let 1(x) be a short cut to denote all binary vectors associated with the
variables z,...,x,,. With a slight abuse of notation, we represent the functions as vectors
containing all their images, i.e.

0000 [1[1]1]1) e
o) = Ll ] —
Af)=Fodlx) =1 0[0|1[1]---[0][0|1]1[| «¥l@my)
of1]of1 0[1]0]1] «v@n (1.10)

= (£(00....00), £(00...01),..., F(1L...11)),

:(0)2 :(1)2 :(Qm_l)g

where (-), denotes the binary representation of the natural number in brackets.
(a) Homomorphism:

FO...000\ | {g(0...00)\
B o(U+0) = (F+o)ov(x) = fopxjagopiq 120 | 100V g 200D | o
f(l....ll) g(l.:.ll)
and analogously
FO...00\ | [g(0...00)\ "
B, 3 (f-9)0w(x) = (foth(x) - (g0(x) "2 f(o’;'m) " g(o';‘o” e
£ 11) g(1...11)

(b) Bijection: Already from the right hand side of (1.10) we can determine the cardinality
of B,,,. More formally: a Boolean function f in m variables maps F3" to Fy; hence, by the well-

known property of cardinalities of sets saying that there are #Y#X functions F: X — Y, it
is clear that the set B,, containing all such functions has 22" elements, exactly like the set of
binary strings of length 2.

From the fact that there exists exactly one function mapping each coordinate to 0, called
the zero-function 0(x), follows that the kernel of ¢ contains only one element. This implies

the injectivity of ¢ and hence, as both B,,, and F22m are finite of the same cardinality, also its
bijectivity. O

In addition, as it can be gathered from the first half of the current section, B,, and B,,

are isomorphic [37] and consequently so are B,, and IFQQ " This means that Boolean functions,
reduced Boolean polynomials and binary strings can be used interchangeably, as we are able
to move along of the isomorphisms ¢ and 1. We get now to the main part of this section.

Definition 1.5.11 (Reed-Muller code [37, p. 270]). Let p be an integer such that 0 < p <
m. Then the p** order Reed-Muller code, denoted RM(p, m), is defined as the set of all binary

vectors of length n = 2™ associated with Boolean functions f(xq,...,x,,) — or equivalently

with Boolean polynomials B(zy,...,z,,) — having degree at most p.



30 CHAPTER 1. PRELIMINARIES ABOUT CODES

Theorem 1.5.12. RM codes are [2”‘,25;0 (T),2m_p} codes.

Proof. (a) Linearity: Boolean polynomials of degree at most p are constructed with all pos-
sible linear combinations of monomials of degree at most p. Clearly, also the vectors 0 and 1
are included in each code. Thus, RM codes are linear codes.

(b) Dimension: From (a) we deduce a way to build a generator matrix for each RM(p, m)
code. As all monomials 1,z,...,%,,, £1Ty,...,Tp_1 Ty - .-, T Lo T, are linearly indepen-
dent, we can take the vectors associated with them and list them as rows of a matrix, making
sure to choose only the ones composed by a number of variables < p. In this way we get:

¢(%1$i2'“%p)
where 1 < i,

; <mand 1 < j < p. This implies directly that the dimension of a RM(p,m)
code is

p
k= k(p) :1+m+(m)+...+(m) :Z(m)
2 p T\

(c) Distance: We can already exclude two special cases from the rest: p = 0 and p = m.
When p = 0 we have the repetition code, which has distance equal to the length. When p = m,
the code is all Fy, implying that d(RM(m,m)) = 1 (see also EX. 1.5.14, parts (i) and (ii)).
The proof of the general case requires some extra theory, hence we will just give an outline.
The reasoning is based on the possibility of building recursively the RM(p + 1,m + 1) code
starting from RM(p, m) and RM(p + 1,m) [29, 37):

RM(p+1,m+1) = {(c|c+d)|c e RM(p+1,m) Ad € RM(p,m)},

where (- | -) represents a single vector made of two half vectors. Then, the distance is proved by
induction starting from the base case RM(0, 1). More intuitively, note that for any monomial b
of degree ¢ the associated codeword 1 (b) has weight 2m 0 Let § = p, hence the highest value
possible in the code. The rows of G generated by monomials of the same degree and their linear
combinations have the same weight, which is the lowest in the code. As wt(¢)(b)) = 2™ 77, the
claim follows. O

Remark 1.5.13. With the help of the form for a generator matrix given in part (b) of the
proof of THM. 1.5.12, one can also easily find out that every RM(p, m) code contains all
RM(p, m) codes Vp < p.

Example 1.5.14.

i. When p = 0, we have RM(0, m) = {0,1}, which is the repetition code of length 2™. Its
generator matrix is G = (1).
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ii. When p = m, we have all monomials of degree < m represented in the basis of the code,
corresponding to Y %, (T) = 2™ = n vectors in the generator matrix. Consequently,
RM(m,m) = F3 and G is composed of all vectors from 1 to ¢(z;xy--z,,).

iii. RM(0,0) = F,, which is consequent with the previous two examples. B, = [, either.

iv. Consider the following matrix:

—_
—_
—_
—_
—_
—_
—_
[
T

<

=

(
00 0 0 1 1 1 1| <)
00 1 100 1 1| <y
G| 0.1 0 1 0 1 0 1 v
000000 0 1 1| cuva)
0O 0 OO0 1 01 — (g 25)
0001 00 0 1| v
000 0 0 0 0 1) «uleme

The dashed lines are meant for dividing the different codes that can be constructed with
m = 3: RM(0,3) with only the first row, RM(1, 3) with the upper half of G, RM(2, 3)
with rows 1-7 and RM(3, 3) with the whole matrix.



Chapter 2

Usetul tools

In this chapter we investigate some topics which will be useful in the next chapters. First,
we perform a reasoning which will lead us to a result showing one of the strengths of the
McEliece cryptosystem, consisting in the big amount of polynomials one has available
to define a Goppa code (see also SECT. 4.2). After that, we present a corrected version
of an algorithm enabling the use of the Niederreiter cryptosystem. The last section is
dedicated to a simple procedure for finding the systematic form of a matrix.

2.1 Counting irreducible polynomials

The goal of this section is to discover whether there exists a relationship between the
number of monic irreducible polynomials of some degree ¢ over a finite field F, and the total
number of monic polynomials over the same field. We start with some preliminary steps
involving properties of irreducible polynomials.

Lemma 2.1.1 ([23, p. 48]). Let f € F,[x] be an drreducible polynomial of degree s and let t
be a natural number. Then:
t

f|(a:q —x) <= s]|t.

Proof. “=": Let a be a root of f in its splitting field. As f | g := 24— x, of —a=0=
ot =a,s0 a € F,+. This means that F(a) € F; as a field. We know that F (o) = F,[x]/(f),
which means that I, () is an extension of degree s over F,. As [th : Fq} =t= s|t.

“<=": Assume s|t. Then, F s is a subfield of th. As above, let a be an arbitrary

root of f in its splitting field = [F(a) : Fq} =5 = F,(a) 2 F,. As F () is a subfield of

th, we have that a € th, which implies ol = «, hence « is also a root of g. By THM. 1.2.10

we know that all roots of f are distinct (this is actually their minimal polynomial). Thus, we
have that f|g. O

An immediate consequence of this Lemma is the following

Corollary 2.1.2 ([23, 43]). Let q and t as above. Then the polynomial g(z) = 27—z s
given by the multiplication of all monic irreducible polynomials over F, whose degrees are
divisors of t.

32
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Proof. From the previous Lemma we know that g has as factors all irreducible polynomials
fi,--., fs whose degrees divide ¢ and does not admit any other. Obviously, the f;.’s are also

monic. It only remains to be shown that g splits in linear factors over th to make sure that
t—1

fZ1 g Vk. For this it is enough to notice that ¢'(z) = ¢z? —1 = —1: no roots of the formal
derivative (see DEF. 1.4.9) implies no multiple roots of g. O

This result can be summarized by the following formula:

o —e= ][ fla), (2.1)

deg flt,
f monic

where f ranges over all irreducible polynomials over F,.

Having found the factorization of 24—z over [F,, we can now concentrate on the degrees

of each polynomial. From LEMMA 2.1.1 we know that for every divisor s of ¢ there exists a

certain number of monic irreducible polynomials, which we will call qu (s) (the function-like

notation was not chosen at random, as we are going to see later). The right hand side of

equation (2.1) gives us the value of N/(s) Vs and thanks to the left hand side, we can get
their weighted sum:

¢ = Z quI(s) (2.2)

s|t

Before going to the next step, we need to introduce a special function.

Definition 2.1.3 (Mobius function). Let t € N. Then the Mébius function u(t) is defined

as:
1 it =1;
p(t) =< (=" ift = p1-p, with p; primes and p; # p; for i # j;
0 else.

Remark 2.1.4. The Mé&bius function is an arithmetic function, that is it admits as arguments
natural numbers, and is multiplicative for coprime arguments, i.e.

u(tyty) = pt)plty) if - ged(ty,ty) = 1.
Theorem 2.1.5 (Mo6bius inversion formula [21]). Let f and F be arithmetic functions
such that
F(t)=Y_ f(d).
dlt

Then the function f can be obtained through:

F) =Y u(h) Fd).
dlt

Now we have enough material to introduce one of the main results of this section:

Theorem 2.1.6 ([43]). The number N/ (t) of monic irreducible polynomials of degree t over
F, s
q

NI =Y m(d)d"

dlt
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Proof. This statement follows immediately from the application of Mébius inversion formula
to equation (2.2), more precisely, by defining the two functions from THM. 2.1.5 as F(t) = ¢
and f(t)=t- qu(t) respectively. O

Example 2.1.7. In the case ¢ = 2:

i. NJ(1)=2u(1) =2 (+— =z, z+1)
i V() = ¢ (208) + 222) + 2(1) = S0 =3

(+— at+r+l, 2t +23+ L, 2t + 23+ 22+ + 1)

Proposition 2.1.8. The total number and the number of monic but not necessarily irreducible
polynomials of degree t over I, are given respectively by

NIt)=4q'(g—1) and NM(t)=¢". (2.3)
We now shortly restrict our attention to the binary case; in this way, (2.3) reduces to
N (t) = N3 (t) = 2".

To reach our goal, we evaluate N4 and N2/ in function of some ¢, reporting the results in
TaB. 2 and inserting into a third column their quotients.

e NNy R t NI NM o
1 2 2 1 12 335 4096 ~12,227
2 1 4 4 13 630 8192 ~13,003
3 2 8 4 14 1161 16384 ~14,112
4 3 16 5,3 15 2182 32768 ~15,017
5 6 32 5,3 16 4080 65536 ~16,063
6 9 64 71| -
7 18 128 7,3 20 52377 1°048’576 ~ 20,02
8 30 256 8,53 e

9 56 512 9,142857 30 35’790°267 ~1,074 - 10° ~ 30,001

10 99 1024 10,34 | ---

11 | 186 2048 ~11,011 | 50 | ~2,252-10'3 ~1,126-10  ~50,000001

Table 2 — Values of Ni, N and =2~ Ny for some natural numbers.
We notice that already for most of the first natural numbers, the values of ¢ and dlffer

only in the fractional part. The inequality decreases rapidly, but not monotonically; therefore
the connection between N2/ and NJ needs to be verified with some more attention.

From the formula for the computation of NJ we see that the term 2! appears for any ¢, as
d; = 1 is always a divisor. Another point which all ¢ have in common is the behaviour of N21

with the second-lowest divisor of t, say d,, which has to be a prime number; thus, u(dz) = —1.
£ t
Being d, prime, 22 < 22, returning a much smaller value than the former one. Consequently,



2.2. CONSTANT WEIGHT ENCODING 35

any remaining term will be even less influential. Hence, it is possible to give an approximate
I

N.
value of W%{:
<2t for t
increasing
—_—~
Lot _ois
Nﬂn:z@‘” o)
NM(t) 2t t’

which confirms the validity of the hypothesis made by reading the data from TAB. 2. We now
try extend this result, conjecturing that % is also the ratio of irreducible polynomials among
all monic polynomials over any field F,:

hm(Nﬁﬂ_l):a

tmoo \ NM(t) ¢

Lemma 2.1.9 ([14]).

Proof. From THM. 2.1.6 and using the same notation as in the reasoning performed to get
(2.1), we have that

1 L q 1
qu(t):¥(qt_qd2+—...):> N(t) - t‘:tzu(é)qd <
d|t,
!
L] ¢
1 t d 1 d 1t ¢ q2
= d =7 < —-=q2 = —.
P (@)= 2 < gqer = 3
dlt, d=1
d<t
Hence: , t
Nj(t 1 1 ¢ t 1
‘ ]t@()_‘:thI(t)_q gﬁ_ tt—)ooo
Nq (t) i q t 2q 23

2.2 Constant weight encoding

During the thesis we will encounter some topics where vectors of predetermined weight are
needed. The main example is the Niederreiter cryptosystem, presented in SECT. 3.2. Clearly,
if one would simply cut a plaintext in strings of length n, he cannot expect all of them to
have an amount of non-zero coordinates not exceeding the desired limit, so an algorithm is
needed to convert text fragments into codewords which can be accepted by the cryptosystem.
Moreover, as we will see in SECT. 4.4, this has the drawback that its running time must be
taken into account for evaluating the efficiency of the entire cryptosystem. This procedure is
sometimes called constant weight encoding. For this, we introduce the notation W, , C Iy to
denote the set of binary words having length n and weight ¢. This set contains (?) elements. If
we wanted to cut the plaintext into blocks of same length, say ¢, we would actually only need
a subset U,, , of W, , whose cardinality is 2¢ i.e. the same of the domain of the map (or the
input set of the algorithm) we are looking for. To transmit as much information as possible in

one go, the message section length should be chosen as £ = max{\ | 2* < FWhit = {logQ(?)J.
Before citing some examples, we need to recall a particular concept of ordering.
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Definition 2.2.1 (Lexicographic ordering [9, 11]).

i. Let v € N. Two elements a and b of N are said to be lexicographically ordered as a < b
if 3ky < v such that a, = b, Yk < K, and Uy < b“o'

ii. Let A be some subset of N” and x € A, then the lexicographic index of the string x
will be indicated as the unique integer I4(x) € NU {0}, or shortly I(x), such that if all
elements of A are listed in lexicographic order, I(x) represents the position of x inside
that list.

Example 2.2.2. With a and b as in (i), it would be I(a) < I(b).

An algorithm working as described was proposed by Guillot and is reported, sadly with
some mistakes, in [12] and [32, p. 99]. It is based on the lexicographic ordering in the space
Ff of message fragments and should allow a mapping into the set of codewords W, ;. In
ALG. 1 we present a corrected and slightly modified version of Guillot’s unpublished result.
To be more precise, it produces a bijection between Fé and U,, ; by transforming constant
length strings x € FS into message words m € U, , and vice versa. This is true thanks to the
inversion of the components of the output string m, so that the algorithm now respects the
lexicographic ordering in its output set. As both W, , and U,, , are ordered after the same
logic, the latter contains the first 2¢ elements of the former, implying that an element x € Iﬁg
is associated with the only m € U,, , for which it is IFS(X) = Iy, ,(m)- The idea lying behind
the algorithm will appear clearer after having described its inverse proceedings.

Retrieving the plaintext after having decoded the received message only requires some
easy calculations. The inverse of the algorithm computes the lexicographic index of a given
element m € U, ; (this is actually possible in the whole W, ;). The conversion into the sent
string x is now immediate, as this number is not only the index of x but, because Fj is the
set containing all binary strings of length 4, it also corresponds to its representation in the
binary system. Concretely:

Proposition 2.2.3 ([11]). Let m = (mym,...m,,) be a string of length n and weight t.
If I(m) denotes the lexicographic index of m in U, , (resp. W, ), then I(m) can be found
through:

. n—i

I(m)z;mi zn:mj =(n_til)Jr(T;:?)Jr...Jr(n;it),
j=i

where my ..., m; are the positions of the 1’s in m.

it

What ALG. 1 does is basically deciding whether the current binomial coefficient, repre-
sented by the letter ¢/, is “small enough” to be inserted into the summation introduced in
Pror. 2.2.3. We define ¢ := (Tt‘), i.e. as the cardinality of W, ;. The first step is to reduce this
number to (";1) —or (]:1), as here it is still n = j — and call it ¢ (see line 7). If ¢ is strictly
bigger than the index i of the given string x € Fs, the if-part will reject it by assigning to
the related component m, the value 0 (line 9); otherwise it will be accepted by giving it the
value 1 (line 12). In the case it is refused, the second execution of the while-loop retries the
same task with a smaller coefficient, i.e. (j ;2) If instead we have i > ¢’ and hence m; = 1,

the algorithm requires new values for 4, ¢ and ¢t. Let m := (myms...m,,) be the remaining
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Algorithm 1 — Corrected and modified version of Guillot’s algorithm for transforming constant
length strings into encodable words for the Niederreiter cryptosystem

1 Input: n,t e Nwitht <n

2: i = I(x) for an x € F§

3:  Qutput: m = (mymy...m,) €U,,
11: else

n -
4: ¢ <4— (t) 12: print m, ., =1
5. j¢—mn 13: i+—i—c
6: while j > 0 do 14: c<—c'§
7: c’(—c-]];.t 15: te—1t—1
8: if i« < ¢ then 16: end if
9: print m,, ., =0 17: J — j—1
10: c+— ¢ 18: end while

part of m: then it is clear that m € W,_, ;,_;, thus ¢ in the next execution of the cycle will
stay for the index I(f) in that set (line 13). In order to find the next component, ¢ must be
reduced to (gj) = #W, 11 (line 14). Letting ¢ and j take respectively the values t — 1
and j — 1, all parameters now assume the forms they had before running the algorithm.

Example 2.2.4. (a) Imagine Alice needs to convert a plaintext into words with length n = 6
and weight ¢ = 3, thus she starts by determining the length £ = {logQ(g)J = 4. This tells her
that she will have to cut her plaintext into fragments of length 4, i.e. half bytes or nibbles,
and then substitute each of them through a block of length 6 but with fixed weight, so that
they can be decoded by a 3-error correcting Niederreiter scheme.

(b) The encoding procedure requires at this point the transformation of the plaintext
(1101) € Fy into a string m = (myms...mg) € Ugs- In the binary system, (1101), corre-
sponds to (13),,, where the indices 2 and 10 indicate the binary and the decimal representation
of natural numbers; hence 7(1101) = 13. Thus the initial values are ¢ = 20, j = 6 and 7 = 13.

The resulting vector is the one highlighted in the grey column of TAB. 3: m = (101001) €
Ug 3. The message is now ready to be encoded and sent to Bob.

(c) Bob retrieved m through a decoding algorithm. To be able to read the plaintext x he

j=6:=20-%2=10 13>10 = m; =1 i=13-10=3 ¢=20-3=10 t=2
j=5 =6 3<6 = my=0 c=6
j=4 =3 323 = mg=1 i=0 c=3 t=1
j=3: = 0<2 = my=0 c=2
j=2: d = 0<1l = my=0 c=1
j=1 = 020 = mg=1 (i=0) (c=1) (t=0)

Table 3 — Guillot’s algorithm applied to the binary string (1101).
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now has to compute
6 6—J

lig(x) = g (m) = Y m, émk () () () -

7j=1

from which he easily recovers the binary form of 13: x = (1101).

(d) In the following we present some more examples of the inverse case, mapping a word
of W 5 into the corresponding 4-digit fragment, reported on the right. Let the index 2 denote
the binary representation of the related natural number:

i. 1(000111) = (3) + () + (§) =0=(0),  «— (0000) in Fy;
ii. 7(011001) = (3) + )+ (©) =7=(111), <+ (0111) in F};

ii. 7(110010) = (3) + (3) + (1) = 17 = (10001),.

As 17 > 24, it is equal to a 5-digit number in binary representation, hence it cannot be used for
data encoding if only the elements of U 5 are considered. In fact, Uy 3 = {(000111), (001011),

..., (101100)} and (110010) € W 3\ U 3.

2.3 Finding the systematic form of a GRS parity-check matrix

In the following we present an adaptation of the procedure proposed in [15, pp. 7-8] to
obtain the systematic form of a parity-check matrix of a GRS code in general form. Let H be
such a matrix, as given in LEMMA 1.3.11. Our goal is to find

Cih Cig - Cpp

Co1 Cao -+ Cyy
Ho=(C[1,) = : . : Ir ’

Cr,l Cr,2 e an

which can be obtained by anyone in ((n?) operations by finding the inverse matrix of the
rightmost columns of H, denoted by H_,,.. First, we need the following Lagrange interpolation
polynomials:

" Tr—a
Li(x):=Y Lo ' = [ ——E= vi=1,...r (2.4)
s=1 1<s<r, ak+i ak+s
s#i

The variable can assume the values a; = a;, ;, where s is chosen among 1 and r; that is, the
index j represents one of the columns k+1 to n of H. Take now an aj, where j is, say, equal to
k+ o for some o € {1,...,r} and keep it fixed. If j = k + ¢, or equivalently o = i, all factors

of the product are equal to 1; in the other case, the product will contain a 0. Summarizing:
T
-1
Lia;) =D Li g = Spyij = 8i o (2.5)
s=1

where § is the Kronecker symbol.
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L, .
Lemma 2.3.1. The inverse matriz L := (¢ e of H_,, is given by {; ; = —=-, where

m)z‘,je{1 ..... i

the z; are the same ones of LEMMA 1.3.11.

Proof. Recall that k+r = n. From LEMMA 1.3.11 and (2.4), as well as by the fact that z; # 0
V7, it follows that:

Lin Lip 0 Ly,
1 Frtl Zrt1 Zpa1 Zp1o s Zp,
Loy Ly Ly, 2 a 2 a v 2oa
e e 3 k+1%k+1 k+2%k+42 n“n
L-H.,, =| s+ k+2 k2 =
r . . .
. . : . r—1 r—1 r—1
. Lo, | \VPet1%+1 Pr2%+2 00 Znln
= 2 B

T z. o 2o " s— (2.5) [ Pgao

; Zkf+l s=1 9
7j=k+1,...,n {1,...,r}

The systematic matrix H, is obtained by multiplying the whole matrix H by L:

Corollary 2.3.2. The matriz C = (C’M)i 1
j=1

goooy

r, 18 composed of the entries
k

IR

Z a, —a
k+s
c. . =7 ” _J kTS

17‘7

Ph+i 1<s<r, Yheri T ks
Ss#i

Proof. By reusing the computations performed in the proof of LEMMA 2.3.1, we get

j ZT s—1 “j Hr aj — Qg
I_H = (Cij)izlv---vrv = LZ Sa“' = s
=1 2y, =B Zp. et a,, . —a
o hti s=1 (i,3) Wi s=1 Tkt Tk (G g)

of which we only have to consider the first k columns. O




Chapter 3

Description of some cryptosystems

Codes are known for being employed in detection and correction of errors happening
during information exchange between two users. McEliece [25] in 1978 and Niederreiter
[30] in 1986 proposed each a public-key cryptosystem which exploits the capability of
correcting errors for cryptographic applications, the former using as a basis a gener-
ator, the latter a parity-check matrix of a linear code. A third system, discovered by
Sidel'nikov in 1994 [40], can be considered as a generalization of the former two.

3.1 McEliece cryptosystem

Among all existing classes of linear codes, to construct his public-key cryptosystem Robert
McEliece chose to take Goppa codes. The advantage of this family of linear codes was the
existence of a fast decoding algorithm already at his time [33]; though, later many authors have
required only general [n, k, d| linear codes, with the condition that there exists an algorithm
able to decode the received messages within a computationally reasonable time (see e.g.
[31, 39, 46]).

We describe here the original version of the cryptosystem, employing Goppa codes, as
proposed by the author, listing the three steps of the cryptosystem (generation of public and
private key, encryption and decryption) separately.

In ALG. 2a to 2c let m and ¢ be natural numbers. Let n = 2™, choose ¢ < > and pick
an irreducible polynomial, say G, of degree ¢ having coeflicients in the field F,. In this way
we can define a Goppa code I' of length n with Goppa polynomial G, having dimension
k > n — mt and, because we are working over a binary field, being able to correct at least ¢
errors happening during transmission on a noisy channel (for this, see THM. 1.4.11). In his
paper, McEliece proposed to take m = 10 and ¢ = 50, that is a binary [1024, 524, 101] Goppa
code.

Even though these values are considered as not sufficient for the computational capabilities
of today’s most powerful calculators (see [46] and equation (4.1)), McEliece, together with
the similar Niederreiter cryptosystem presented in the next section, is up to now one of the
few ciphers which has resisted to almost every cryptanalytic attempt [2, 3, 49], mainly thanks
to its structure based on Goppa codes [28, p. 348], with the only exception represented by the
result reached by Bernstein, Lange and Peters [6], who managed to break the system with
the original parameters, given above. Consequently, in spite of the dimension of the keys, it is
of great interest in the theory of quantum computers: in fact, it seems that already relatively
small parameters are enough to prevent such attacks [32, p. 115].

40
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Algorithm 2a — McEliece: Keys generation [19, 25, 34]

Choose parameters k, m and ¢ as above.

Pick an irreducible polynomial G' € Fym[z] of degree t and generate a Goppa code T'.
Produce:

> a k x n generator matrix G of T';

> a k x k random “scrambling” matrix S having det(S) # 0;

> an n X n random permutation matrix P.

Compute the k& x n matrix G’ := SGP.

Public key: (G',t). For encryption, Alice needs n and k too, but she can directly obtain
them from G

Private key: (S,G,P,T).

v v

v

v

<

>

Algorithm 2b — McEliece: Encryption

Recall that all vectors are represented as row vectors.
To encode a message, Alice cuts it into blocks of length k. Let x € IF%c be one of them. Now
she takes a random error vector e € F3 with wt(e) = ¢ and computes the ciphertext y:

y =xG +e.

Algorithm 2c — McEliece: Decryption

When Bob gets a message, he computes:
yi=yP ! =xSG+eP .
Since x € F§, xSG is a codeword of I'. We also know that
dg(§,%SG) = wt(eP™1) = ¢,

where dj; represents the Hamming distance. Notice that both G and SG define the same
code, because the rows of the latter are given by linear combinations of the rows of the
former, that is they generate the same space. Hence, Bob can apply the decoding algorithm
to ¥ in order to retrieve xS and thus x.

Remark 3.1.1.

i. Instead of the matrices S, G and P together with the code I, as an alternative private key
Bob could simply store the triple (7!, P™*, A, (T)), where A, (') represents an efficient
algorithm for correcting ¢ errors in the code I'. In this case, the generator G and other
information about the code could be destroyed after the computation of G/, slightly
improving the security and reducing the size of the private key;

ii. A higher value for ¢t does not necessarily imply greater security: in his paper, McEliece
suggested to choose ¢t = 50, but it has been shown that the highest work factor, that
is the expected amount of operations for an eavesdropper, when m = 10 is reached at
t = 37 (see [1] and SECT. 4.3).
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3.2 Niederreiter cryptosystem

Few years after McEliece, another public-key cryptosystem was discovered, this time at
the hand of Niederreiter. Differently from McEliece, he does not resort to a specific class of
codes, but he simply assumes the use of some linear block code respecting two constraints:
the code should have a large error-correcting capability and its decoding phase has to be
performed in a reasonable amount of time; for this, he suggested the employment of e.g.
alternant, Goppa or RS codes. However, we will see that not every class of codes is suitable
for being employed for cryptographic purposes.

It is interesting that the Austrian mathematician introduces his own result underlining
its analogies with knapsack-type cryptosystems, starting from the one published by Chor and
Rivest, without even citing the McEliece cryptosystem, in spite of their undeniable similarity,
being both based on error correcting codes. Indeed, each system exploits one of the two
fundamental objects underlying the structure of a linear code: the generator and the parity-
check matrix, in both cases multiplied by a scrambling and a permutation matrix. While
McEliece transforms the message into a codeword which must be freed from an intentionally
added error vector, Niederreiter wants exactly this vector to be the mean of transmission of
Alice’s information. For this, choose natural numbers n and k to construct an [n, k] linear
code C, verify it can correct (say) ¢ errors and make sure it is provided with an efficient ¢-error
correcting algorithm A, (C). This code will have parity-check matrix H, whose size is r x n,
r = n — k representing the redundancy.

Algorithm 3a — Niederreiter: Keys generation [30]

v

Choose parameters n and k (also t if already known).

Pick an [n, k] code C able of correcting ¢ errors.

Produce:

> an r X n parity-check matrix H of C;

> an 7 X r random “scrambling” matrix M having det(M) # 0;

> an n X n random permutation matrix P, like in McEliece.

Compute the r x n matrix H := MHP.

Public key: (H',t). Analogously to McEliece cryptosystem, Alice can recover r from H'.
Private key: (M,H,P,C).

v

v

* O v

Algorithm 3b — Niederreiter: Encryption

Messages are encoded as strings of length n. Let x € [F3 be a plaintext which Alice wants to
send to Bob. For enabling him to decrypt the received message, Alice must make sure that
her plaintext’s weight is < t, since it can be seen as an error vector related to the all-zero
vector. She now encrypts x as:

y =Hx'.

Clearly here column vector representations are required.

Remark 3.2.1. The same reasoning made in RK. 3.1.1 can be applied to the Niederreiter
cryptosystem, substituting the triple (S7*,P™1, A, (I')) with (M™*,P~%, 4, (C)).
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Algorithm 3c — Niederreiter: Decryption

Bob receives a column vector y ' € F5. He starts the decoding procedure by computing

57 =My —HPx" =H(xP") .

Once more we deal with a vector which is only a permutation of another one. Thus, Bob
can exploit the property that
wt(xPT) = wt(x) <t

together with his secret decoding algorithm to retrieve xP ' and, by inverting PT, the
original plaintext x.

In SECT. 3.3 we will introduce the Sidel’'nikov cryptosystem, which is closely related to
McEliece and Niederreiter. We don’t tell anything in advance about this cipher in order to
avoid creating unnecessary duplications, but for greater clarity in ALG. 4c¢ we insert here a
variant of Niederreiter which makes extensive use of the characteristics of McEliece cryptosys-
tem.

Assume a matrix G’ is constructed like in ALG. 2a and let C be the [n, k, d] code generated
by G'. A message x € FY of weight < ¢ is encrypted as y' = Hx ", where H is a parity-check
matrix for C.

Algorithm 3d — Niederreiter: Alternative decryption [40]

Bob receives the vector y' € Fy, which is the syndrome of x. He now looks for some b € Fy
having the same syndrome, i.e. an element belonging to the coset x + C. The vector b can
be seen as a ciphertext encrypted with the McEliece cryptosystem:

b=aG +x,

where a € F§ is the corresponding plaintext and G’ a generator matrix for the code in use.
Recall that wt(x) < ¢, so x is a valid error vector. Applying the decoding algorithm to
bP~!, we find xP~! and thus x.

ALG. 3d follows the same reasoning contained in [22] to prove the equivalence of the
security level of McEliece and Niederreiter.

3.3 Sidel’'nikov cryptosystem

What we are going to present in this section does not actually involve anything new
from a structural point of view: the Sidel’nikov cryptosystem can in fact be simply seen as a
generalization of McEliece and Niederreiter ciphers. The author, in his paper [40] dated 1994,
actually proposed a Niederreiter-type cryptosystem constructed over a McEliece-like basis.
More precisely, the generalization lies in the construction of the public key, which is built
starting from a certain amount w of invertible matrices, which for coherence we will call §; to
S,., instead of just one; the resulting blocks are then chained and inserted into a single matrix.
To get the Niederreiter version of Sidel'nikov cryptosystem, the user has to find a parity-check
matrix for the code resulting from the reasoning presented in ALG. 4a. The author chose to
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insert this extra step because Niederreiter guarantees a higher rate and an increased security
(for this, see also CH. 4). Sidel’'nikov also recommends the use of RM codes. Regarding the
correction capability, we assume as usual that the employed code can correct ¢ errors; we also
define T' as the number of errors which the output code of the following algorithm is able to
correct.

Algorithm 4a — Sidel'nikov: Keys generation [40]

v

Choose parameters p and m as in DEF. 1.5.11; u € N.
Generate the RM(p, m) code R.

v

» Produce:
> a k X n generator matrix G for the code R;
> u random pairwise distinct k£ x k matrices Sy, ...,S, having det(S;) =0 Vi=1,...,u;
> a un X un random permutation matrix P.
» Compute:
> the k£ x n matrices E; := S,G Vi, sometimes called blocks;
> the k X un matrix E:= (E, | ---|E,) - P.
¢ Public key: (E,T'). As in the previous cases, its size can be easily retrieved.
¢ Private key: (S;,P).

Until now, the algorithm looks like a generalization of McEliece. The Niederreiter-type
section of the cipher can be found in the encryption part, which behaves just like in ALG. 3b,
so we just resume it here briefly. Let D be a parity-check matrix of the code generated by E.
A plaintext is an element x € F§" with wt(x) < T. The corresponding ciphertext is obtained
through y" = Dx' € F}, where 7 := un — k. The reason because of which Sidel’nikov chose
not to insert the computation of D directly in the part a of the scheme consists in the sizes of
the parity-check matrix itself: as the author suggests the use of low-rate RM codes, i.e. with
p < m, E is way smaller than D, so the transmission speed of the public key is enhanced. The
decryption part will be presented after a short discussion about the weight of the plaintext.

In his paper, Sidel'nikov suggests to encode plaintexts with the highest possible weight
and mentions as an admissible value T' = ut + v — 1. If we divide this equation by u, we get
that % < t+ 1, implying that, if the plaintext is broken in strings of length n, there must be
at least one with weight < ¢. To be able to encode words not exceeding the upper bound T,
we can once more appeal to Guillot’s algorithm. If we forget for now what we just reported
about the possibility of correcting more errors through particular algorithms, we get that the
length ¢ of the plaintext block which can be encoded at a time is at most

7= fona(9)] = sl i)

Differently from McEliece and Niederreiter, note that in ALG. 4a neither ¢t nor T have
been declared as an input of the algorithm: this is due to the fact that the error correcting
capability of a RM code is a consequence of the parameters chosen to build it, in this instance p
and m, and not a requirement, as it is the case for example of Goppa codes. From THM. 1.5.12
it follows that a RM code should be able to correct 2™ 71 —1 errors, but Sidel’'nikov claims
that experimentally the codes RM(3,10) and RM(3,11) can “almost always” correct 200 and
420 errors respectively, many more than the 63 and 127 promised by the well-known formula

[ This value is not exact only for the case p = m, which is more than enough for applications in practice.
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Algorithm 4c — Sidel'nikovDecryption [40]

Bob receives from Alice the ciphertext y' = Dx' € FJ. First of all, he has to find some
b € F¥" as in ALG. 3d. In order to apply it, he has to cut the vector b := bP~! into pieces
of length n, say b = (Bl, e ,Bu). Using the same notation for x, we define X := xP~1 =
(%4,...,%,), where each X, € F3. Assume T was chosen to be ut + u — 1; then

Jiwt(X;) <t+ 1.

Let j be this index. Following ALG. 3d, this implies that f)j = akE + X, for some a € F¥.
Application of a decoding algorithm for McEliece allows to recover both a and X;. Thus,
all other X, are simply retrieved through

%X, =aE+ b,

K3 7"

t = V%lJ Also Minder and Shokrollahi [28, p. 350] support this statement, pointing out
that there exist algorithms able to decode with high probability “many more errors” than the
value reported above.

Another evident distinction between this and the former two cryptosystems lies in the
private key. Note that Sidel’'nikov does not include the generator matrix in it: this is due
to the fact that, analogously to the weight of the plaintext, also the dimension of RM codes
depends on p and m. In THM. 1.5.12 we have seen that this is equal to Y0, (T) and by
ALG. 4a, k is also the number of rows of E. Hence, given a public matrix for a Sidel’nikov
cryptosystem, recovering the generator G is straightforward, since for each dimension there
is almost always just one RM code. In TAB. 4 we list the values of k for m up to 14, which
should be enough for a practical use.

m m
P 01 2 3 4 5 6 7 8 9 10 11 12 13 14 P
o[t 1t 1t 1 1 1 1 1 1 1 1 1 1 1 1 [0
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 |1
2 4 7 11 16 22 29 37 46 56 67 79 92 106 |2
3 8 15 26 42 64 93 130 209 378 470 | 3
4 16 31 57 99 163 256 386 562 794 1093 1471 | 4
5 32 63 120 219 382 638 1024 1586 2380 3473 |5
6 64 127 247 466 848 1486 2510 4096 6476 | 6
7 128 255 502 968 1816 3302 5812 9908 | 7
8 256 511 1013 1981 3797 7099 12911 | 8
9 512 1023 2036 4017 7814 14913 | 9
10 1024 2047 4083 8100 15914 | 10
11 2048 4095 8178 16278 | 11
12 4096 8191 16369 | 12
13 8192 16383 | 13
14 16384 | 14

Table 4 — Dimensions of RM codes in function of p and m.

The boxed numbers correspond to RM(3,10) and RM(3,11), that is the codes chosen by
Sidel'nikov as an example. In the table we have also highlighted some cells in grey: these
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are the cases where a certain dimension can be obtained with different choices of p and m,
that is with more than one code. The ones with light background are the cases for which
small parameter values are involved and consequently the dimension is very low. To this
group belong few elements and the codes generated by p < 2 or m < 5 are not useful in
practice. The darker gray has the goal of emphasizing a pattern repeating with regularity,
with couples of cells containing the same number. As before, the amount of such cells is very
low; furthermore, one of the two cells building those couples is always obtained by choosing
p = m and hence is not interesting for a concrete application. Thus, one can uniquely identify
the generator matrix G just by counting the number of rows of E.

Moreover, in spite of Sidel’nikov’s conclusion that his work represents an improvement of
the two previously published code-based public-key cryptosystems, Minder and Shokrollahi
[28] showed that this variant actually does not increase security if compared to the original
work by McEliece, which corresponds to Sidel’nikov by assuming v = 1 and using RM codes
instead of Goppa codes. The two mathematicians also found a way to cryptanalyse the system
by exploiting minimum weight codewords.



Chapter 4

Costs and security

In the following we group all concerning the security and the efficiency of the cryptosys-
tems encountered in CH. 3. At first, we will discuss their resistance against brute force
attacks, considering in particular the number of possible different codes given some
parameters (see also the reasoning performed in SECT. 2.1). After that we present
the message-resend attack, to which we will return in the third section, dealing with
the attractiveness of those cryptosystems from the point of view of the time (i.e. the
amount of bit operations) needed for executing the different phases of which they are
composed. The last part is dedicated to the well-known Sidel’nikov-Sestakov attack.

4.1 The security assumptions

The main part of cryptosystem consists in its security, that is the difficulty for an eaves-
dropper to retrieve the plaintext, either directly or after having discovered the secret key. The
security of a McEliece-typecryptosystem can be reduced to two assumptions [3, 12, 46]:

» The decoding attacks: an eavesdropper intercepts a ciphertext and tries to recover the
corresponding plaintext. This step should be intractable for everyone but the code de-
signer, who is the only one in possession of the trapdoor (the private key). Eve must
repeat the process for every new intercepted ciphertext. This corresponds to solving the
syndrome decoding problem:

Given an r X n parity-check matrix H over Fy, a binary vector y € Fy and a natural
number t, can one find a codeword x € FY with wt(x) <t such that HxT =y ' ?

This problem is known to be NP-complete [4, 19]. An example of a decoding attack, the
message-resend attack, is reported in SECT. 4.3.

» The structural attacks, aiming at retrieving the private key (or an equivalent one) from
the public information. In other words, in the case of McEliece, the fact Eve must
establish is:

Does a given r x n binary matriz H define a Goppa code?

An example of a successful attack of this type against cryptosystems based on GRS
codes was discovered by Sidel'nikov and Sestakov (see SECT. 4.5).

47
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4.2 No hope for brute force

In order to reduce the risk of a successful attack, it is necessary to choose large values for
the code parameters, so that it is not feasible for Eve to perform an exhaustive search among
all possible choices for the keys.

In SECT. 2.1 we have seen that the number of irreducible polynomials of a given degree
t increases with ¢ and the probability of finding one by picking a random monic polynomial
lies around %; equivalently, the amount of irreducible Goppa codes able of correcting t errors
grows proportionally with this value.l®) By taking advantage of the general decoding problem,
a good security level for the McEliece cryptosystem should be achieved just by choosing big
enough values for the parameters. Using the same notation as in THM. 2.1.6, for m = 10
and t = 50 as proposed by McEliece, we see that to build a Goppa code we can pick one
of the NQI10 (50) > 10'® different Goppa polynomials. Even the most powerful computers

would struggle: just to give an idea, if the supercomputer Monte Rosa, owned by the Swiss
National Supercomputing Centre (CSCS) and able to perform up to 141 teraflops (= 141-10!2
mathematical operations per second), were faced with this situation, it would take over 10!
years to go trough all possible such polynomials.

In addition, the enormous amount of possibilities for the “scrambling” matrices P and
S would make any brute force attack definitely hopeless. A binary permutation matrix is
composed of all possible vectors with weight 1 of the given length. For the Sidel’'nikov cryp-
tosystem, this returns a total of (un)! possible choices for P; in the case of McEliece and
Niederreiter, just set u = 1. We now consider the matrix S in McEliece, but the same rea-
soning is clearly valid for M in Niederreiter respectively the S; in Sidel'nikov too. Looking
for the amount of possible combinations for S corresponds to calculating the cardinality of
GL,,(IF,), the group of all invertible k x k matrices over F,. An element of this group comprises
k linearly independent vectors, hence in the i** row we have to subtract from the total of 2%
possible vectors the 27! combinations in rows 1 to 4 — 1 with which it would build a family
of linearly dependent vectors. So, for large k we get:

k—1

HOL(Fy) = [[ (2" - 21) = @) a—2 M- 2" k(1 —27) = 2" [[(1-27) > 25 2
=0 =1
20,29

By putting in the suggested values of m = 10 and k = 524 (the lowest possible dimension with
such parameters), it turns out that it is as well impossible to retrieve the other two elements
building the private key just by guessing, since there exist 1024! > 102639 different matrices
P and nearly 25247 5 1082000 chojces for S. In fact, the set of effectively serviceable matrices
contains way less elements than #GL,(F,), as S is supposed to be chosen “dense” [25], but
this will not surely make the eavesdropper’s task any easier. For the same reasons, Eve will
not be able to recover the message x directly from the received vector y, as an exhaustive
search in a standard array of such size is infeasible.

BlFor their number without taking into account the equivalent codes, the reader is referred to [13, Thm.
6.1]: if the Goppa code is based on some polynomial G € F,m of degree p, where m, p are distinct primes, it is
m(r—2) r—2

+q

mr rot

possible to give an upper bound of roughly 1
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4.3 Message-resend attack

What we are going to present now is an example of a case where the Niederreiter cryptosys-
tem proves to be stronger than McEliece. The message-resend attack (MRA) was discovered
by Berson [7] and belongs to the class of decoding attacks, since its goal is to decode a single
ciphertext and not the structure of the private code. It exploits the fact that the McEliece
cryptosystem is non-deterministic, since the ciphertext partly depends from the error vector,
which can be different at each encoding. The efficiency of an attack is measured by the work
factor WF(-), that is a function depending on the code parameters which returns the expected
number of operations needed to accomplish the task.

Assume we are working with a McEliece scheme constructed over some [n,k,d] code.
Berson noticed that if some message is encrypted twice using two distinct error vectors e;
and ey, then anyone can immediately recognize that the two ciphertexts y; and y, correspond
to the same plaintext, since the Hamming distance between the two y; (that is, between the
two error vectors) is at most equal to the code distance d; on the contrary, if two distinct
messages are sent, the distance between them is on average about 5. To implement the MRA,
Eve starts from the fact that there exist (7;) different error vectors e. Because G’ and t are
public, Eve knows the values of n and k, as well as that wt(e) < t. If she is able to guess where
k of the 0’s of e are, she builds a k x k submatrix G” with the columns of G’ corresponding
to the k coordinates and defines y” := xG”. Then, x is retrieved by inverting G”, assuming it
is nonsingular.

There are (";t) possibilities for picking k 0’s from the n—t available, hence the work factor
is given by multiplying the computational complexity of matrix inversion by the expected
number of attempts for actually finding a set of components of e all equal to 0. For an explicit
computation of the work factor we set the cost for inverting a k x k matrix to (’)(/{:2’3727) bit
operations, which corresponds to the result recently obtained in [50]; the other parameters
n = 2" and k = n — mt are determined by the value m = 10 as proposed by McEliece. Then,
we have an expected running time of

n 1024
WF(m, t) = WF(10,¢) = k:2’3727(£k)t) = (1024 — 10t)2’3727E1(1)(2é;1?; (4.1)
k 1024—10t

operations, which reaches a maximum of about WF(10,37) = 2"%%%®_ This proves RK. 3.1.1(ii)
and furthermore a lower ¢ increases the ratio % =: R, called transmission rate (see SECT. 4.4).
Though, in [46] Sendrier suggests that this number is still too low to guarantee security in
practical use, but it should be enough to choose better code parameters to avoid the MRA. In
spite of this, Berson itself shows that his attack can be much more powerful if, instead of the
exhaustive search, a different method is applied, allowing a success after just few attempts
(twelve if using the above parameter values). The reasoning returning equality (4.1) actually
follows the procedure called information-set decoding, so that its complexity corresponds
to the work factor function for the same parameters. Good approximations of the needed
amount of bit operations for the information-set decoding can be found in [5, p. 3] and [46].
Note that 1 — R = =; if P(n) is some polynomial of degree at most 3, these approximations
are respectively

WF,(n, B, 1) = P(n)2 2T = P(n) (115)" = P(n) (2)'
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and

n

WE(Rom) = g () = 35 (2)F) 7 = 35 (2) 75 = s

)

Experimentally, with our computations using (4.1) we get values for WF(m,t) very close to
WF,(n, R,t) if P(n) is a constant in a small interval around 1,3.

Again in [7], Berson also pointed out that a message can be attacked even if it is sent just
once, potentially exposing to risk any message encrypted with the McEliece cryptosystem.
For this second method, called related-message attack, the eavesdropper is supposed to know
a relation between two plaintexts x; and x, such as their sum. If she is not able to obtain
a second message, she can try to intercept just one (say y;, corresponding to the plaintext
x,) and encrypt some plaintext x, in her turn. Assume Eve has two distinct ciphertexts
y; = XjG/ + e; for j = 1,2. Then she can compute

=203

e, te =y +ys+ ((X1 + XQ)G,)

and go on as in the previous case.

4.4 Key sizes and operation costs

A good cryptosystem, to be employable in practice, has to guarantee a high security level
against eavesdropping, but at the same time the sender and the recipient should be able to
quickly perform the sundry steps allowing message exchange, combined with low needs of data
storage. It is also important to carry out an analysis of the amount of bit operations required
to run the parts a, b and c of the presented algorithms, in order to verify the applicability of
a cryptosystem in real life. For the whole section, assume we are working with codes of length
n = 2™ over the binaries.

We start with the cost for generating and storing the public and private keys in the three
cryptosystems.

Keys generation

For all the three cryptosystems, the first task which has to be dealt with is the generation
of the public and of the private keys. The permutation matrices P and the scrambling matrices
S, M and S; can be very easily produced by a computer, since it is enough to add a weight-
1 vector resp. a more general random binary vector at a time to a matrix, making sure
that the new inserted row or column is linearly independent from all others. Controlling
the independence can be done in polynomial time. However, this and some more processes
requiring randomized generation algorithms such as producing a Goppa polynomial or an
error vector e for the McEliece cryptosystem, could present some application difficulties (see
[20] and [39, p. 147]).

Regarding the generation of a Goppa code, recall that the matrix G is obtained by multi-
plying two matrices X and Y (see the proof of THM. 1.4.6 for their definition) whose entries are
the n elements of the support L and the coefficients of the Goppa polynomial G respectively.
In order to have a code of length n = 2", the code must be generated starting with an irre-
ducible polynomial; as a consequence, we need an algorithm telling us if a randomly generated
polynomial is actually irreducible. One such procedure has been proposed by Rabin [35, p.
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275] and has complexity O(dM (d)logdlog?2), where M(d) = dlogdloglogd is the expected
running time for the multiplication of two polynomials of degree d.

The entries of X and Y are all elements of the field Fym for some m; hence the matrix
multiplication XY has a cost close to m - n - deg G bit operations, since a multiplication in
Fym can be seen as m binary operations. In the Niederreiter cryptosystem, the user needs a
parity-check matrix H, which can be computed in polynomial time if a generator matrix for
the code is available [27, p. 17].

In the case of the Sidel’nikov cryptosystem, we see that the generator matrix of a RM
code is made of the vectors corresponding to all monomials of degree up to some integer p. If
the elements of IFQQm obtained by vector multiplication (i.e. through the operation described
in DEF. 1.5.2) of the degree-1 monomials z,,...,x,, have not been precomputed, then we see
that to calculate ¢(z;) % w(aﬁj), n = 2™ bit multiplications are executed. More generally, to
compute 7/’(332‘1%2”‘%0)’ (p — 1)n operations are needed. Keeping into account the number of
monomials, we get a total of n- Y% (i — 1)(2"), which can be strongly reduced by storing the
intermediate steps.

Key sizes

The storing costs of the scrambling (S, M and S;) and the permutation matrices (P) as
parts of the private keys follow immediately from their sizes. On the contrary, the generator
and the parity-check matrices can be modified in order to let them occupy less space if they
are brought to systematic form, that is when G = (I & ‘ A) for some k x r matrix A, respectively

H= (B ‘ IT) for some r x k matrix B; in this case, the user just has to save the submatrices
A and B, but this extra step entails further O(n?) bit operations if the code designer works
following SECT. 2.3, respectively only @(n**™") if the procedure described in [50] is preferred.

To get the public keys from them, the user is faced with some matrix multiplications. Each
cryptosystem contains a permutation matrix as a factor, which has no effect on the amount
of bit operations needed and therefore can be discounted. Assume that the matrices G and H
are in systematic form: in the multiplications SG (McEliece) resp. S,G (Sidel'nikov) about k*r
bit operations have to be accomplished, while in the case of MH (Niederreiter) their number
is close to kr?. The public key storage needs in bits are of course equal to the sizes of the
resulting matrices G', H and E, that is nk, nr and unk respectively. We can now suppose that
G/, H and D are systematic too, where D is a parity-check matrix generating the same code as
E: in this case, the space occupied by the public keys reduces to the sizes of the submatrices
remaining by elimination of the identity matrices I, |, and |, which for the first two of them
is equal to kr and for Sidel’nikov it is k7, with 7 = un — k; simultaneously, multiplication by
smaller matrices allows faster encryption running times.

About this point, an important fact differentiates between McEliece and the two other
cryptosystems: whenever working with plaintexts over F,, Niederreiter and Sidel’nikov can be
brought back to the knapsack problem, as the encrypting procedure consists in the addition
of some columns of the public parity-check matrix; hence, the hypothesis that H and D are
systematic does not endanger the security of the system. On the contrary, in McEliece a
generator matrix G’ in that form cannot be published, as the plaintext x would appear in the
first k positions of the ciphertext y with only some coordinates switched by the error vector
e. Wherever the use of systematic or of non-systematic matrices leads to different results,
both cases will be treated.

To see how large these numbers can be, let us now take the McEliece cryptosystem with
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the values k£ = 524 and r = 500 as proposed by the author himself. We see that the public
key measures about 33 kB (or 67 kB if the non-systematic form is considered), which could
look little thing if we think to the amount of space present on the hard disk of a common
personal computer. However, its magnitude becomes more apparent if compared with the size
of the keys in RSA cryptosystem. For the modulus n, that is for the number resulting from
the multiplication of two primes p and ¢, RSA Laboratories currently recommend to assume
a length up to 2048 bits, though observing that a key size of 768 bits already lies “beyond
the reach of all known key breaking algorithms”.[6) To these it has to be added the length of
the public and private exponents e and d (i.e. two numbers smaller than ¢ such that ed = 1
mod ¢, where ¢ = (p — 1)(¢ — 1)). If e is chosen very small, we can assume that the storage
needs for the two exponents are the same as the length of n. To make an example, supposing
that n, e and d together occupy 4000 bits or 0,5 kB, the total storage capacity required at
present for both public and private keys for the RSA system is more than 100 times smaller
than what was requested by McEliece in 1978.

Guillot’s algorithm costs

In the transformation of binary strings into encodable words and backwards, presented
in SECT. 2.2, Alice and Bob have to face the calculation of a certain number of binomial
coefficients. To be more precise, the sender has to compute exactly one and the receiver exactly
t. We would like to know the expected running time of this process without precomputations.
For this, we define the function Bin(n,t) := (Z) The exploitation of the formula

(73) B (?:11) ! (nll) (4:2)

permits a reduction of the complexity due to computing factorials. In fact, thanks to this
equality it is possible to define any binomial coefficient as a recurrence relation, keeping on
dividing it in two parts until ¢ = 0 and setting as a seed value Bin(n,0) = 1 Vn. In this
way, calculating a binomial coefficient reduces to adding a corresponding number of 1’s, each
of which is computed only with the help of the seed value, i.e. with complexity @(1). For ¢
approaching 0 and n, the result will be reached more quickly: for small ¢, the coefficients need
less iterations of (4.2) to arrive to the form (g), J < n;in the other case, many instantiations

of the algorithm will cease to run because they get to a coefficient (z ) where ¢ > j. To make
the algorithm a bit faster, instead of forcing the computer to run the algorithm until the
coefficient (8) once a symbol of the form (g) appears, it can be also given the instruction that
Bin(j,j) = 1 Vj. This reasoning implies that the needed amount of bit operations is higher
when ¢ is around §. From this and by knowing that not more than nt distinct couples (n,t)
have to be computed in the intermediate steps, we can expect a running time of @®(n?) for
every coefficient, which thus represents a lower bound (but also a good approximation) on

the running time of the algorithm, estimated to be ®(n?logyn) [32, p. 98].

Encryption and decryption costs

Even in the encryption part the Niederreiter and the Sidel’'nikov cryptosystems seem to
have some advantages if compared with McEliece. We start by analysing the latter. To encode
a plaintext represented by a string x € IF§ we saw that Alice must multiply x by a matrix

lhttp: //www.rsa.com/rsalabs/node.asp?id=2218, viewed on 12" July 2012, 17:45.



4.4. KEY SIZES AND OPERATION COSTS 93

G and then add an error vector e. To give an estimate of the computational complexity, we
can consider the fact that the vector x on average contains an equal number of 0’s and 1’s;
this means that on average only half of the rows of G’ are significant for the calculation of the
ciphertext y, letting the cost of the matrix-vector multiplications reduce to % bit operations
per column. Moreover, assuming G = (Ik ‘ A/) is in systematic form (in practice not safe for
use), it is enough to multiply x by the r columns of the submatrix A’, getting a total amount
of binary operations of % Taking G’ in a more general form, no column can be neglected,
making their number approach ”7’“ The summation of xG' and the vector e corresponds to
switching ¢ coordinates of xG', thus it has an irrelevant impact on the running time of ALG. 2b
(though, recall the remark made in the keys generation part about possible problems with
random number generators).

Let now H = (B' | IT) be the systematic parity-check matrix of some Niederreiter cryp-
tosystem and let x' € F} be a plaintext. Similarly to the previous situation, only the first
k columns of H' are relevant for the computational complexity of Niederreiter encryption al-
gorithm. In addition, one can realistically imagine that the ¢ non-zero coordinates of x| are
equally distributed, so that the columns of the submatrix B’ that are actually added through
multiplication by x| are on average % Multiplying this result by the number of rows of H’
gives a total cost for encryption of O(%) binary operations. For a general matrix H it suffices
to substitute k through n. As % < % for any t-error correcting linear code, Niederreiter has a
lower complexity than McEliece in the encryption part.

Assuming Goppa codes were used, for decoding McEliece and Niederreiter one has to
find the error locator polynomial, i.e. a polynomial telling where the errors in the received
vector are, and solve it. For these operations, Sendrier estimates the complexity in Arn bit
operations, where A 2 3 for the former!”) and at most O(ur?) with u < m for the latter.[®!

Now, similarly to Niederreiter, assume a parity-check matrix D of a Sidel'nikov cryptosys-
tem is also in systematic form and x' € FY" is a vector of weight less or equal to 7. Then
the weight of the “upper part” of x', that is the one not being multiplied with the subma-
trix |-, is about % Thus, the expected amount of operations for the multiplication Dx T is
% = kut (1 — %), respectively O(771) if D is not systematic. A decoding algorithm for RM
codes is given has been published by Sidel’nikov himself and Pershakov [40, Ref. 3]; from its
complexity we can say that this cryptosystem is decodable in ©(un?log” _1n) time.

Transmission rates

After having generated and stored the keys, the public key is ready to be used for message
encoding. Another relevant point is to know the length of fragments in which a plaintext
has to be cut in order to be accepted by the cryptosystem and consequently how many
information exchanges are needed to complete the message forwarding. If Bob wants messages
to be encrypted with McEliece cryptosystem, Alice can send k bits of her plaintext at a
time. With Niederreiter, by using the algorithm seen in SECT. 2.2, she can encode up to
{= {logz(?)J = {logQ(zr)J bits together. To give an idea, we apply the usual values 10 and
50 for the parameters m and t. The formula returns that it is possible to send 284 bits in
one time, while McEliece allows about twice as many. But, if instead of absolute terms we
investigate the speed at which a ciphertext is sent to the receiver, we see that to dispatch the

[MPossible values for A: 3 — 2k 139, p. 148] or between 2 and 5 [46].
Bl = 3 [39, p. 148] or = m [47].
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524 bits, Alice needs a 1024-bits block, corresponding to a transmission rate R;; = 51,2%,
whereas Niederreiter for the transfer of 284 bits only requires a 500-bits ciphertext, yielding
a better rate Ry around 56,8%. If we take once more the RSA cryptosystem, we see that the
plaintext and the ciphertext have on average similar lengths, hence its rate is 1.

To increase R,; a bit, one could think of a mixture of the two cryptosystems by encoding
a part of the plaintext with McEliece as usual, while another part takes the place of the
error vector e after having being transformed to allow constant weight encoding. In fact,
note that when a ciphertext is being decrypted, Bob also finds e as a by-product. Moreover,
e and a plaintext in Niederreiter have the same size, so Guillot’s algorithm can be applied
without modifications. Though, this idea has already been proposed by Riek [36] and later, in
more elaborated ways, by many other authors, for example by Sendrier and Biswas [8], who
developed a variant called Hybrid McFEliece.

As usual, in the case of Sidel’nikov we have to take into account the different number of
matrices, which here also influences the amount of intentional errors allowed. We recall the
notation ¢ = {logg("{f)J, where n = 2™ and T = u(t + 1) — 1. It is clear that for u =1, £ = £.

When u assumes higher values, we notice that the ratio % increases and consequently, because
in practice T' < %5, also £ does. This is equivalent to say that compared to a given Niederreiter
cryptosystem and imagining to have a Sidel’nikov system with the same parameters, the latter
would allow to commit some more intentional errors, i.e. to encrypt a slightly larger block of
the original message; clearly, as Niederreiter does not work with a chain of matrices as the
other system does, saying that the matrix E in Sidel’'nikov is composed of u blocks translates
into encrypting u different messages independently in the other cryptosystem. Nevertheless,
a better error correction capability does not imply that the rate of a Sidel’nikov cryptosystem
Rg is bigger than Ry, since by adding more blocks to the matrix E, k remains unchanged,
but the number 7 of rows of D is greatly increased.

To give an example, in TAB. 5 we compare the rate of the Sidel’nikov cryptosystem with
the two others. For this, we chose the parameter m = 10 as before, i.e. we use a code of length
1024u. Because Sidel’'nikov works over RM codes, we cannot take the same number ¢ for the
intentional errors. If we set p = 3, we get a [1024,176,128] code (see THM. 1.5.12), which
on paper has a not too different error correcting capability from the Goppa code considered
by McEliece, actually even higher. In spite of this, from the table we see that because of the
bigger size of the syndrome, the rate dramatically drops. If, instead, a [1024,524, 101] code
were used, its rate would be equal to Ry for w = 1 and fall below 40% already for u = 2.
Though, as already mentioned in SECT. 3.3, the code RM(3,10) should be able to correct 200
errors, giving a very good rate approaching 1 for small u.

Conclusion

To conclude this section we insert a table containing the costs of most steps needed for
implementing the McEliece and the Niederreiter cryptosystems. The values are taken from
this section, except for the last row, whose entries have been computed thanks to the results
obtained in SECT. 4.3. Regarding the chosen values for ¢, TAB. 6 (reported on p. 65) includes
the ones proposed by McEliece in [25] (first column), the ones yielding the highest work factor
for each m (even columns) and the lowest making WF(t) exceed 2% (third and fifth columns)
which, according to [46], can be considered as sufficiently large to prevent the MRA for the
whole decade, even if much larger parameter values are already commonly employed [5, p. 3.
These values can be taken as security indices for the Niederreiter cryptosystem too.
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Code [1024, 524, 101] RM(3, 10) RM(3, 10)
(int. errors) (t =50) (t=163) (t = 200)

u { bits)  Rg [%] { bits)  Rg [%] { bits)  Rg [%]
1 284 56,8 337 39,741 724 85,377
2 575 37,73 682 36,432 1455 77,724
3 868 34,066 1027 35,463 2186 75,483
4 1160 32,475 1372 35 2918 74,439
5 1452 31,593 1717 34,729 3649 73,807
6 1744 31,032 2062 34,551 4381 73,408
7 2037 30,659 2408 34,439 5112 73,112
8 2329 30,373 2753 34,344 5844 72,904
9 2621 30,154 3098 34,27 6575 72,732

15 4375 29,489 5170 34,049 10964 72,208

30 8761 29,014 10350 33,886 21938 71,824

50 14609 28,828 17258 33,823 36569 71,67

Table 5 — Rate of the Sidel’nikov cryptosystem when using the parameters of
McEliece and the code RM(3,10) in theory and in practice.

From the table we see that for both cryptosystems, the use of higher m combined with low
t increases the transmission rate significantly and both the encryption and decryption parts
can be performed faster in proportion to the plaintext length. To be more precise, for raising
m McEliece’s rates overtake the ones of Niederreiter and the ciphertexts can be decrypted
more efficiently; on the contrary, the latter shows better performances in the encryption part.
The main disadvantages of both cryptosystems are the keys sizes, which turn out to be already
very big with McEliece’s original parameters and occupy considerably more space with the
chosen values for m and t.

Note that in TAB. 6 the key sizes and the encryption cost of the McEliece cryptosys-
tem have been computed supposing the matrices to be non-systematic. Though, even if the
systematic forms were used, the public keys would be as large as in Niederreiter, while the
private keys would be bigger, with a greater difference for small £. This is due to the fact that
in practice codes with low redundancy (r < §) are used, with the consequence that the r x r
matrix M is smaller than the k x k& matrix § when using the same parameters for both ciphers.
Regarding the relative encryption costs, we see that Niederreiter is decidedly more advanta-
geous than the non-systematic McEliece. Anyway, also in this case the systematic form of G’
does not make it more attractive than Niederreiter, since its running time per message bit is
still on average five times higher.

Going back to the rate of the McEliece cryptosystem, it is interesting to note that the
three values in the even columns are very close to each other. In fact, when ¢ gets the value
making the MRA the hardest for a given m, R, lies around 63-64% even for higher and lower
values of this parameter. Concretely, the rate is equal to 65,6% for m = 8 and slowly falls to
62,9% for m = 16.
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4.5 Sidel’nikov-Sestakov attack

As we have already seen in SECT. 3.2, Niederreiter, in contrast to McEliece, did not
recommend a particular class of codes to generate his cryptosystem, but simply required the
code to have a large enough error correcting capability and the existence of some algorithm
allowing a fast decryption procedure, listing some examples of codes meeting these conditions.
He did not forget to mention Goppa codes, but among them he also suggested the employment
of RS codes.

While both McEliece and Niederreiter cryptosystems are still believed to be secure when-
ever they are based over Goppa codes (see SECT. 3.1), in 1992 Sidel’nikov and Sestakov [41]
discovered a structural attack to the Niederreiter cryptosystem, that is an algorithm able of
cryptanalysing efficiently public key cryptosystems constructed over generalized RS codes, in
which they show how to find in @(r* + rn) bit operations two matrices which can be treated
as private keys starting from the public matrix H'. Actually, the complexity should be even
lower, since the authors themselves affirm that for its computation no particular “fast algo-
rithms” were used. Indeed, few time later Gabidulin and Kjelsen proposed a slightly modified
version of the attack ([15, p. 39] and [16]) with running time proportional to O(n?).

Throughout this section we refer to the documents [15], [16] and [32]; though, the main
source material is represented by the English version of the paper written by Sidel’'nikov and
Sestakov [41], even if to obviate to some small incorrectnesses we also refer to the original
publication in Russian [42] without further specification. Any citation of the former will always
imply the latter too.

Recall. We briefly repeat the notation adopted in SECT. 1.3. A GRS code has a parity-check
matrix of the form

0 0 0
2107 Zolgy o Zply
zlai zzaé e znaé
H=H(a;z) =| “1% 2203t Zpln | (4.3)
zpal ™t zpalt ooz a7t

where the a; and the z; are elements of F, a; # a; for i # j, z; # 0 Vj. H(a;z) can be split
into two matrices X(a) and Y(z), where the former is composed of the powers of the a; and
the latter is diagonal and contains the z;. Also remember that the matrix H(a;z) defines a
code of dimension k which is in general not equal to GRS,.(a; z) (this is actually its dual code)
and hence the two notations should not be confused.

Goal of the algorithm

For this section we allow the vector a to contain also an element which we will call co,
with the property that

(4.4)

i 0 fori=0,...,7—2;
! =
1 fori=7r—1.
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As a consequence, the corresponding column in X has a 1 in the last row and 0’s elsewhere;
thus:

Zl e 2]71 O Zj+1 e Zn
zZiay e zjqaiy 00 ajqa54 0 Zp0,
H(ay,...,a;_1,00,a;41,...,0,;2) =
: 0
r—1 r—1 r—1 r—1
Z10] 2540577 Zj Zja5Ly o Zply,

For convenience, we introduce the notation F, . := F, U{oo}. The presence of this symbol jus-
tifies the more general form of H including the terms with exponents 0. For the computations
in this set we use the customary rules applied when calculating with co.

From [22], [31, p. 220] and [40, p. 193] we know that a successful attack against a McEliece
cryptosystem also breaks Niederreiter, so it is enough to cryptanalyse either of them. In
ALG. 3 we saw that a public key for the Niederreiter cryptosystem is given by multiplying
a parity-check matrix by two other matrices M and P. The latter is a permutation matrix
which just changes the order of the columns of MH, so we can ignore it without loss of
generality. If M is such an 7 x r scrambling matrix, then the effect of the i** row of M in the

product MH can be represented as a polynomial ¢; € (F,),.[x] over F, of degree less than r.

If the entries of M are denoted as m; ;, then the coefficients of the i*" polynomial ¢, (z) =

17]7
-1 . ..

gpijoxo + gomxl to g are my g, my ., that ismy s =, 5 Vij € {1, 1}

Thus:

zip1(ay) zopi(ag) - zpp(ay)
z a z a e zpala,

H — MH — 1@( 1) 2¢%( 2) ' @2( ) (4.5)
Zl(pr(a’l) 22907'(0’2) U Zn(pr(an)

It is clear that the r polynomials are linearly independent, as the rows of M are. Concerning
the treatment of oo, by (4.4) we have that ¢, (00) = ¢; . ;.

Now assume the above matrices M and H — or equivalently M and the vectors a and z — are
the private keys of a Niederreiter cryptosystem and Eve, an eavesdropper, wants to discover
them. All that she has is the public key H'. The goal of the algorithm is to find some matrices
M and H := H(a; ) such that H' = l\7||:i, where & and Z have the same properties as a and z,
including & € F; .. In this case, we say that the triple (M;3;2) = (Midy, ... a0, 5, 2,)

is a solution of the equation H' = MH.

Form of a solution

Let us start with the assumption that (N;b;y) is some solution of this equation, i.e.
MH(a;z) = NH(b;y).l”)’ We construct an r x r matrix N; over F, with entries n, ;, (i,j) €

{1,...,7}* and choose p € F, and s € F, such that

r i
PX +s) 7 = "n XTTES T XY vi=1,. 7 (4.6)
/=1 /=1

PlGabidulin and Kjelsen [15, 16] underline the possibility of M and N resp. z and y to be different, while
Sidel’'nikov and Sestakov ambiguously maintain the same letters in both cases.
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The equality at ® holds since n; =0 when £ > i; that is:

1
1 - an,ﬁXg_l - n]_’l
=1
pX +5=mny71 +ny,X
(X +35)° = ng 1+ ng 9 X +ng 3 X7

(pX + )"t = Nyq + 00X + nn?)X2 +...+ nmX’"_l.

Hence, N; is a lower triangular matrix and it is det(Ny) = [[;=; n; ; = H;;% p’ # 0. Now let
d=dy,...,d, be a vector with elements in F,. We compute the matrix N; -H(b;d xy), where
d » y is a short cut for (d,yy,...,d,y,) as in DEF. 1.5.2:

0 0 0
d1y1%1,1b1 ) dzy2781,1b2 L dnynvgl,lbn )
d1yy(ng 107 +1n9201)  doya(ng 10y +1n9 5b3) -+ dyy,,(ng 10y, + g 5by)
N;H(b;d xy) = : : ' :
T T T
-1 -1 /-1
dlyl Z nr,£b1 d2y2 Z nr,€b2 e dnyn Z n'r‘,@bn
=1 =1 =1

We now assume b; € F, and put an entry of this matrix equal to one of the matrix

i—1

from (4.6) follows immediately d; =1 Vj. If b; = oo, the components 1 to 7 — 1 of column j
are equal to 0 and in row r we have:

(4.4),
r y; 70 Vj
diy; D g 00 = y;(poo+s)" e d;n, 00"t =00t =

=1 0 for o<

= djpr_1 =l=d; = pl".
Hence, N;H(b;d xy) = H(pb; +s,...,pb, + s;y); by bringing N; and the d; to the right hand
side and multiplying by N, we get

MH(a;z) = NH(b;y) = NNl_lH(pbl +58,...,pb, +s; dl_lyl, .. ,d;lyn), (4.7)

i.e. the triple composed by NNI1 and the two vectors in brackets is a solution to our problem.

Another solution can be found by defining the matrix Ny := (8, .1 ;) where §; ;

e{l,....,r}’
is the Kronecker symbol, that is the matrix with 1 on the secondary diagonal and 0 elsewhere.

If a matrix is postmultiplied to Ny, the order of the rows of that matrix is inverted. Assume

b; € ]F; Vj; as above, we solve an equation with respect to Jj:

NyH(b;d = y) =H(b;',.... b y) =

5 oar—i _ o pli . 7o gl-r
= d;y; 05" = y,b; V(i,7) € {1,...,r} x{1,...,n} =d; =b,"".

(4.8)
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The cases where b; € {0, 00} require a more careful treatment. We rewrite the result obtained
in (4.8) deleting the y; and without multiplying the exponents, since the form
i—1
Foar—i _ (1)
aiby ' = (i)
enables the use of the particular computation rules involving 0 and co. Let in the following ¢
and j denote as usual the row respectively the column number:

> bj = 00:
> ¢ =1: d~joor_1: (é)():>cz-:00=l;
>i€{2,...,1} Jjoo“i: é)171:>0~j:0
> bj =0:
>i=7: d~jO0 = (%)T_l — ~j =l =1,

>ie{l,...,r—1} d.0" = (%)Fl :(]Jj —=0.

Then, when b; € {0, 00} we put Jj = 1. With this, in (4.8) we have equality for any b;, which
means that also the triple
(NN;l;bfl,...,b;I,dl Yp,-. . d, yn

)

possesses the requested characteristics, provided that the triple (N;b;y) does.
We can now put together the two results obtained in (4.7) and (4.9)

form of triples returning the public key MH.

Lemma 4.5.1 ([32, 41]). Let

(4.9)

to get a more general

W ]quo — ELOO

00— 1%
pX+s
FqBX = Xt

define an automorphism obtained by combining pX + s and X', where p,p/ € IE‘; resp.
5,8 € F, asin (4.6) and ps’ # p's to avoid the numerator being a multiple of the denominator.
Then, having a solution (N;b;y) of H = MH, another solution is given by

(NN 9(b1)s s (b)) G0, -+ G (4.10)
for some matriz N, and some vector § € (IF;)”

Remark 4.5.2. Every automorphism can be obtained with a combination of functions of the
form pX + s and X!

The function i can be completely defined by choosing which elements of the domain
are mapped respectively to 1, 0 and co. Without loss of generality, let b;, by and b3 be the
preimages of these numbers. Analogously, we can wlog set them to be fixed points and get

(b17627b3) = (170700)' (411)

Then, by assigning to b;, j = 4,...,n, the remaining values in Fq\{O, 1} (recall that
the b; are pairwise distinct) and by finding a suitable matrix N,, a solution would be
(Ny;1,0,00,by,...,b,;§) for some §.
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Finding the vector b — Part I

Consequently with this result, assume b;, b, and b; have these three values respectively.
We can now try to compute the remaining unknowns. To be applied, the attack needs the

redundancy r to be less than 5, which is quite common in practice. By equations (4.3) and

(4.5) we know that the public parity-check matrix H' can be expressed as
(h;J)l=11T :=H =N-H(b;y) =N-X(b)-Y(y) = (yj : fi(bj))i7j7 (4.12)
j=

where N := N, X and Y are the matrices we aim to find and the f; (b;) :== 377, nubgf1 are
an alternative description of the entries of NX.
We define a vector ¢, € F;\{0} and

F,? 3B = (51,1, e 7/81,n) = C1H/- (4.13)

The r — 1 components 1,7 + 1, +2,...,2r — 2 of B; must be equal to 0. This is equivalent
to look for ¢, as a non-trivial solution to the system

/ / !/ —_
crahiy+ceiphy + .+ ey phy =0
/ !/ —
el e pho i+ el =0
/ / / —
il rpe T Cloho e+ Ry 0 =0 (4.14)

! ! _
€111 9r—g + C10h2 202+ ... ¢y Py g9 =0

having r — 1 equations and r unknowns. Using (4.12) we can rewrite (3, as
T T
B1= (Z Cl,ih;,h S ch,ih;,n) =: (ylFI(bl)v cee ynFl(bn)) = F - Y(y), (4.15)
i=1 i=1

where Fy = ¢;-N-X(b) € Fis the vector composed of the F;(b;) := c; - (f1 ()5 fr (bj))T.
Note that by (4.13) all the 3, ; can be easily computed even if neither F; nor Y(y) are known.
Since ¢; has components in F,, the polynomial F(x) has at most the same degree as the
polynomials f; (z), i.e. r — 1. Moreover, by (4.13) and (4.15):

B,
Fy(b;) = —*
J yj

and hence, because y; #£0Vy

Fib) =0 <= B, =0 E2 je{l,r+1,...,2r—2} =1,

from which we can deduce that the roots of Fy(z) are the b;’s where j is an element of 7,

and consequently that deg F} is exactly r — 1.
Analogously, we now define two vectors ¢, € Fj\{0} and 3, := ¢,H’ for which it holds

527]:0 i JE{2,T+1,T+2,,2T—2}:IQ,
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as before, we can introduce a polynomial Fy(z) of degree r — 1 such that B, ; = y,Fy(b;)
whose roots are the b; with j € Z,.
If a; and ay are some constants (unknown to the attacker) in F,, we denote

Fy(z) =ay - H (z — b)) —a" V. re{1,2).
JEZL,

In this way, the computation of a special image of the two polynomials is straightforward.
Let b3 = oo as in equation (4.11):

Bz = Y3y (b3) = yzFy(o0) = ayy;.
Note that the sets Z; and Z, differ in only one element; so, for j ¢ (Z, U {1}) it is

B, = Prj _ v Fa(b;) _ ay(b; —by) (4.11) a;(b; —1)
! Ba,; ijQ(bj) ay(b; — by) ab; ’

in this way, the unknown y; disappears. In particular:

Fi(o0) ay

N Fy(o0)  ay

By

and because By is the quotient of the two known elements (3 5 and 5 3, it can be computed

and used to replace the unknown ratio % By combining the previous two results, we get
2

b, —1

— b, = Bﬁi’)B Vi ¢ (Z,U{1,3)), (4.16)

J J

that is the eavesdropper is able to find all the b; for j € {4,...,r,2r —1,...,n}.

Finding the vector b — Part 11

In order to find the values of b; for the remaining indices, we now repeat the same pro-
ceeding with Z3 := {1,3,4,...,r} and Z, := {2,...,r}: for £ € {3,4} let the ¢, be vectors in
[, \{0} such that

By =cH with ;=0 < jeZ, (known)
and let

r—1
Fy(by) = Z Fy x” = Pes (unknown).

v=0 yj
The sets 75 and Z, are as usual composed of » — 1 elements, but since they both contain the
index 3, we know that b; = oo is a root of F3 and Fy. Applying (4.4), this means that for
e {3,4}

Fy,—y = Fy(o0) =0,
implying that both polynomials have degree at most r — 2. Since #(Z5 \{3}) = #(Z,\{3}) =
r — 2, the two polynomials can be represented as

Fy(z) =ay - H (z —b;) =au" ..., Lc{3,4}
JET, \{3}
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and similarly as above, for j ¢ (Z, U {1}) we define

_ Bs,; _ y,; F5(b;) _ as(b; —by) (4.11) as(b; — 1) (4.16) a3 B,
54,;’ ij4(bj) a4(bj —by) a4bj a,Bs ,

I
Bj-

where B; has been computed in the first part of the attack. Note that not all of the B;’s can

be calculated as %, though, the value of just one of them is enough to even substitute the
2,5

unknown % with another expression. Let j be some element of the intersection
4

{4,....,r,2r—1,...;nf0{r+1,...,ny={2r—1,...,n},

eg. j=mn:
_ Psn _a3B, N B3 f3 ., B B3 B30 b — 1.

_ . - (4.17)
Ban  a4Bs ay  B,B4n, ? BBy, b

B,
This returns a description for b; also when the indices are not included in the other half of
the proceeding. Summarizing the results obtained in equations (4.11), (4.16) and (4.17), we
now have a complete description for b;, that is we have found a valid matrix X(b):

1 if j = 1;
0 if j =2;
b Joo if j = 3;
J B. o
Bngj ifjef{d,....,r,2r—1,...,nk
B, . B
) ifje{r+1,...,2r—2},
- B :
where B; ::M.
B3,nﬁ4,j

If n is strictly smaller than ¢, it is possible to have a vector b not containing the ele-
ment oo (say b) but which still produces a valid solution for the attack: consequently with
LEMMA 4.5.1, it suffices to choose some element A € F, such that A #b; Vj € {1,... ,n} and

set

Finding the vector y

After the vector b, the attacker now needs to find the vector y. Similarly to what we
have done for finding the b;’s, solve a system of r equations to find a vector C € ]Fg“\{O}
satisfying

Cihig+Cohyg+ .. +Crpghy 1 =0

C.hl +Cohh o +...+C. .kt =0
121 219 9 ' r+112 141 (4.18)

Clh',r’,l + CZh;‘,Q + “e. + CT+1h’;’,’r‘+l — 0
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If we use a notation already encountered in SECT. 2.3 and define H',_, 41 as the matrix

composed of the r+1 leftmost columns of H', the system can be rewritten as H',_,.; .cT =0T
and by equation (4.12) it holds

0" =H ., ;CT =NXB)Y()), €T =NX(by, . b)Y (Wr- - 9y 1)C T

Loyl
and hence

0" =N =X(by, .-, byy1) - (W1r- -, ¥pe1) | *CT), (4.19)
where X(by,...,b,,) is the submatrix of X(b) composed only of its leftmost r + 1 columns,
Y(y1,---Y,41) is the diagonal matrix containing those elements and “x” is the operation

introduced in DEF. 1.5.2. In this way, the unknown matrix N has been removed from the
equality and among the remaining elements composing it, only the y;’s still have to be found
out. If the equality in (4.19) is translated into a system, though, there are only r equations
with 7 + 1 unknowns. To work around this little difficulty, one of them (say y; for some
Je{l,...,r+1}) can be assigned a priori the value 1: in fact, if all y;’s are divided by y;,
then it suffices to substitute the matrix N of the product N-H(b, yi]y) through ;N to get the

same result. In this way, we get the system

Cibly; + ...+ Cy b5y + CJ+159+1yJ+1 +...+ Cr-l—lb?q—I—lyr = —C, b

Oy yy o+ Oy Ty g+ Cr by + o+ a0y, = =Gty
having r equations and r unknowns. About the existence of the unique solution, put the
system in matrix form:

X(:)(Cii) ()" = (~Cyb), (4.20)
wherei e {1,...,J—1,J+1,...,r+1} and j € {0,...,7—1}. Observe that X(b, ) is a square
Vandermonde matrix, thus its determinant is different from 0. This is obviously true even if
the element oo is contained in it. Moreover, for the public parity-check matrix it holds that
rank(H') = r, thus, because in system (4.18) there are the 7 + 1 leftmost columns of H', the
C\,’s are such that they give a linear combination of these columns summing to 0", hence it
must be C;, # 0 V¢ € {1,...,r+1}. As a consequence, det(X(b; )(C;;)) # 0 and the vector on

the right of the equals sign is also different from 0.

Finding the matriz N

The last thing the eavesdropper wants to discover is the matrix N := (ni,j)(i et We

know that H' = NH(b;y). Sadly, H cannot be inverted, but its 7 leftmost columns are enough
to describe the n; ; uniquely. Let ¢ € {1,...,7} be fixed; consider the system of equations

(ni71,. . .,niyr) . H(bl’ . 7b7‘;y17" . ’yT) — ( ;71,. ..,hg'V,,‘),

where (n; 1,...,n;,) represents the ith row of N, H(b,5y;) = X(b;)Y(y;) for j =1,...,r and
the h;j are a part of the i*" row of H'. The system has r equations and r unknowns. The
matrix H(b;;y,) (j = 1,...,r) is completely known. The arguments to prove its invertibility
are similar to the case of the previous system (4.20): the submatrix X(b;) inherits the Van-
dermonde structure from X(b). Remembering that y; #0Vj € {1,...,n}, we get that also

det(H(bj;yj)) is different from 0. Repeat the process for every i € {1,...,7}.
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The last components of y

With the recovering of N, the attack is actually not yet complete: the numbers y,.,o,..., ¥,
are missing. Though, Eve has enough information about the structure of the code to make
the task very easy. Having discovered the whole matrix N, we can compute N"'H" and get

X(b)Y(y) =N""H = (/1) = (Zm,m;,j) ,
=1 (2,9)

where N1 := (72; ), i € {1,...,r} and j € {1,...,n}. The eavesdropper can now select any
row of the two resulting matrices (i.e. choose a fixed I € {1,...,7}) and compute

.
_ 1T = /
y; = b5 D i eh

/=1

forall j e {r+2,...,n}.
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Chapter 5

A variant of the McEliece
cryptosystem

This chapter is based on paper [2], in which the authors present a modified version of the
McEliece resp. the Niederreiter cryptosystem obtained by subsituting the permutation
matrix with a matrix of different type. After a presentation of the paper, we will discuss
a possible way to increase the security of the cryptosystem. We will conclude the thesis
with an attack to that cipher which was found in spring 2012 [17].

This new variant of McEliece cryptosystem was proposed very recently by Baldi, Bianchi,
Chiaraluce, Rosenthal and Schipani [2]. The idea underlying the work is the introduction of
an invertible transformation matrix Q taking the place of the permutation P. This matrix Q
should offer the possibility of increasing the security of the system through the combination
of a dense and of a sparse component. In the following, if not differently indicated, we assume
to be working over a general finite field F,.

5.1 Description of the modified cryptosystems

Let n and z be natural numbers with z < n. Define a;,...,a,,b;,...,b, to be some
matrices of size z x n, as well as p;,...,p, to be n x n generalized permutation matrices, i.e.
matrices having only one non-zero entry in each row and in each column. Then the matrix Q
has the following form:

Q:=R+T, where

b, ; (5.1)
R:= (air“ag) l, T::Zpi, Q7TEGLn(Fq>7
=1

such that R is dense and T sparse. Observe that it is not necessary to set n = wz. So, given
a generator and a parity-check matrix of a code, the public keys of a McEliece and of a Nie-
derreiter cryptosystem would be respectively G = SGQ™* and H' = MHQ'. The presence of
inversion and transposition will be explained in ALG. 5 and 6.

66
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The reason for combining two different kinds of matrices to build Q relies in the fact
that in presence of dense matrices the search of low-weight codewords is made more tricky,
while a permutation matrix, as we have already seen in the other cryptosystems, makes the
eavesdropper’s task slightly more complicated, though without endangering the effectiveness
of the decoding algorithm owned by the code designer.

Note that this matrix Q looks like a general scrambling matrix, exactly as S and M are.
Thus, compared to the original cryptosystems, this modified version involving such a matrix
instead of a simple permutation matrix has the advantage of protecting more powerfully the
secret generator G (resp. the parity-check H). Though, thanks to the particular structure of
Q, for the legal user in the decoding phase it will be very easy to cancel the action of this
matrix and hence retrieve the original message. More precisely, the authors propose to verify
that a randomly chosen error vector e respects some determined set of constraints, say I,
so that in the decoding process the effect of R disappears; consequently, the matrix Q is
replaced by T, allowing the application of the secret algorithm for the code in use, just like in
the cryptosystems proposed by McEliece and Niederreiter. In the description of the modified
algorithms we leave the maximum number of intentional errors outside of the set K. Note that
the code designer has to take into account the effect that the matrix T has on the plaintext,
so, in order to implement syndrome decoding, for e it must also be true that wt(e) < %

Algorithm 5 — Variant of the McEliece cryptosystem using a matrix Q [2]

Keys generation:

» Produce a scrambling matrix S as in ALG. 2a, a systematic matrix G generating some linear
code (so not necessarily a Goppa code) able of correcting ¢ errors and a matrix Q as defined
above.

o Public key: (G, £, K), where G’ is the k x n matrix SGQ ! and v is the number of matrices
composing T.

Encryption:
Let x € Fé“ be a plaintext and e € W _ _; a random error vector in ;' satisfying the

constraints . Then, the ciphertext is given by
y =xG +e.

Decryption:
Having inserted the inverse of Q in the public key permits Bob to exploit immediately the
characteristic of e:

¥ :=yQ=x5G+ eQ = xSG + eT,

since e has been so chosen that it is possible to retrieve eT from eQ. Hence, we go back to
the original McEliece cryptosystem, where we have that

dyy (3, %xSG) = wt(eT) < ¢,

from which Bob obtains the original message by applying the decoding algorithm.
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Algorithm 6 — Variant of the Niederreiter cryptosystem using a matrix Q [2]

Keys generation:

» Produce a scrambling matrix M as in ALG. 3a, a systematic parity-check matrix H of some
linear code able of correcting t errors and a matrix Q as defined above.

o Public key: (H', £, K), where H is the 7 x n matrix MHQ".

’?

Encryption:
Alice takes a plaintext and performs constant weight encoding on it, getting the string
e € [} of the desired weight. The ciphertext is

y' =He'.

Decryption:
As before, we exploit the particular form of Q:

The private decoding algorithm returns T'e' and hence e, to which Bob has to apply the
inverse of the used constant weight algorithm.

5.2 Respecting public constraints

We now see an example of constraints, as described in [2]. Let w = 1, that is R = a'b
for some z x n matrices a and b. When choosing the error vector e, assume we want Alice to
verify that

ae' =0', (5.2)

where 0 is the all-zero vector. In this case, for the set of constraints we have #/C = rank(a),
since we consider every row of a as a different condition. Then, during the decryption phase
Bob computes

eR=ea'b= (aeT)Tb ='0,

which immediately returns eT from eQ.

Sadly, the utility of having found a form for Q with strong scrambling properties but easy
to remove could be compromised when using the Niederreiter version of this cryptosystem
together with R as here. In fact, for any vector c satisfying (5.2) it is

He' = MHT cT.

So, with the further assumption that T = p; is a simple permutation matrix, the encodable
messages determined by a together with the code generated by H' actually define a public

subcode of H' equal to
/ T
ker (H) = ker (MHT )
a a

and whose security is brought back to the one of the original Niederreiter cryptosystem.
To prevent this attack, it would be useful to find a way allowing Alice to encode her
messages without Bob being forced to publish the set I, in our case the matrix a, but only
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the highest weight allowed for e, as in the original cryptosystems. The authors of [2] suggested
this possibility too, but this needs a step more in the decryption phase, as the code designer
is not able to directly remove the action of R. Assume Bob constructed his cipher with ALG. 6
and z = 1, that is taking a as a vector for which it is ae” =: v € F,. Then, when receiving a
ciphertext, Bob computes

' =H(eQ)" =H(eR)" +H(eT)" =+Hb" +HT e", (5.3)
since with the help of the particular form of R we have
(eR)" = (eaTb)T —blae’ =~b'.

Before applying his secret decoding algorithm, Bob only has to eliminate the vector ’yHbT
from (5.3). For this, he considers

§' == (7 —7p)Hb" +HT e’

and tries to retrieve the value of + just by hit and try, expecting a success after about 2
attempts.

5.3 Respecting private constraints

The best way to avoid this attack would be to keep the matrix a secret. Thus, instead
of delegating the task of finding some suitable error vector to the sender, the code designer
could make available as a part of the public key not the set of constraints &, but directly the
set S of vectors respecting them and not overtaking a given weight, so that the whole matrix
R and hence Q need not be published. To reduce the risk of retrieving K starting from S, one
could publish only a subset (e.g. a subspace) of S, with the drawback of needing an increased
size for this set. This method employing an error vector randomly chosen among the public
elements of S is clearly applicable only to the McEliece version of the cryptosystem, since the
ciphertext can be transmitted with any of them. For the Niederreiter version, a solution could
be a particular algorithm uniquely transforming any plaintext into an encodable vector.

From [2] we know that if a code over the binaries has to be defined, it is not safe to
choose Q as sum of a rank-1 matrix R and of a simple permutation matrix T = p; even if any
information about R is kept secret. The choice of an R with higher rank could be a solution, as
well as the construction of T starting from many permutation matrices; however, increasing
the number of linearly independent rows in R would have as a consequence a smaller amount
of error vectors available for encoding, while a denser T requires error vectors of lower weight,
or equivalently codes able of correcting a higher number of errors.

The next goal is hence to find, for a private code of length n, a matrix R of not too
low rank together with a set S containing as many error vectors as possible, though not
overtaking the given weight. A low-rank matrix T is still preferable. Consider a valid matrix
R of rank p. Select p independent rows of R" to construct a p x n matrix Hg, which will
be treated as a parity-check matrix of some code. Build a corresponding generator Gg; then,
S C (Gg) = ker(R").

In the following we will work over the binaries, trying to find the set S as a subspace of
3. We have searched for the elements of this set with the software Magma, choosing Hg as the
one-line matrix (x | 1) and Gg = (I,,_; | x"), where x := (10...0) € Fr~L Even if it is p = 1,
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which is not safe in practice [2], we use this value for p since it allows to find big subspaces
of F3, approaching an upper bound for the cardinality of S in function of n. The number of
words of these codes is clearly 2" !: the weight distributions for small n are given in TAB. 8
at p. 80.

The new variant, like many others, has been proposed as a response to the Sidel’nikov-
Sestakov attack, aiming at reinserting RS codes into the list of safe codes for cryptographic
purposes. In fact, RS codes reach the Singleton bound, making them attractive from this point
of view. In practice, RS codes with low redundancy are used, since among other things this
is a synonym for a higher rate. So, we can assume r to be smaller than half the code length.
Together with this fact, the Singleton bound yields

d+k::n+1:>2t+1:n—k+1:>t:g<

Hence, among the values for ¢t we found, only the ones smaller than Z are relevant for the
cryptosystem. These are the ones lying above the broken line in TAB. 8 and their total numbers
for each n are reported in the second last row. We denote these numbers as X(n). Sadly, a
better analysis comprising also larger numbers was not possible because of implementation
difficulties due to the slowness of the employed software, which took for example about two
hours to return the row space of the 20 x 21 generator matrix and seven hours for the space
with 21 dimensions.

Consider now the 1 x n all-one parity-check matrix I:IR = (1) and let © be the equivalent

N RN

of ¥ applied to I:IR. It must be pointed out that for some values of n, this matrix produces
codes of the same size (2"7!) but with more vectors of small weight than Hg does. Though,

all its vectors have even weight, so, imagining TAB. 8 to be based on I:lR7 the “jump” of the
broken line from an even to an odd weight has no particular influence on the function ¥. As
for the case of ¥(n), we are not able to calculate the images of %(n) for too large n. The
running times for the latter are even longer: up to 16 hours for 2(22). The consequence is

that neither FIR can be considered for the computations we are about to execute. We have
anyway inserted the images of ¥ in the bottom line of TAB. 8. A good second choice could
be the subspace with (X +1 ‘ 1) = (01 | ‘ 1) as a parity-check matrix, which for some

consecutive values of n has the same values of 3(n) as Hg but a different weight distribution.

In order to get at least an approximation of 3(n) for much larger values of the variable,
we can resort to exponential regression. The data considered for computing the function are
the ones highlighted with a dark-gray background in the ¥(n)-row of TAB. 8, which are equal
to the sum of the above cells having a lighter background. Let S be the set grouping those
five numbers, which are the images of 3 for n =1 mod 4. With the help of OpenOffice.org
we get that the function

o(n) = 0,2738¢"72°9"

represents a good solution, at least for the data in our possession, having a coefficient of
determination R? overtaking 0,9998 (see FIG. 1).

Exploiting the definition of the set S, we can say that for the code for which I:IR is a
parity-check matrix, the set S would contain only the images of ¥(n) with n =1 mod 8 (see
also TAB. 8).

It is interesting to compare the function o with the ones obtained by using only the lowest
two, three or four of the values of the set S: we notice that the extrapolated approximations
of ¥(n) for the higher supporting points n are a bit underestimated; for example, for n = 17
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100000 ~

f(x) = 0.2738288522 exp( 0.5258561962 x )
R? = 09998244444
10000 -
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Figure 1 — The function X(n) for n < 22 (small squares) and the approximating
function o(n) (line).

these tree results are equal to 12656, 14684 and 16104 respectively while it is X(17) = 17824.
In other words, we are most probably giving lower bounds for the actual values of ¥(n) when
n > 17.

We can now introduce the set S mentioned at the beginning of this section. This is the
set of vectors which can be used as error vectors given some n. The code designer chooses the
desired size of S, say s, which she wants to be large and from that she computes the least
code length n for which it holds ¥(n) > s. Assuming that for reasons of time or of storing
capacities she has not all values of ¥ (n) available, she inverts the extrapolating function. In
the case of the data in our possession, it is

o 1(s) = 1,9021n(s) + 2,463.

A similar approach can be carried out with only the number of vectors having the highest
weight for given n. In this case, we get

5(n) = 0,2082¢”°*2" and & '(s) = 1,9151In(s) 4 3,006.

We have seen that the function o(n) is believed to return lower values than ¥(n), so it is
probable that the closest integer to a_l(s) for given s is a sufficient value to produce a set S
of the wanted size. Some examples for values of ¢! are given in TAB. 7. The images of ¢!
are very similar: for example, values of s equal to 2'?® and 2°!2 return 172,914 and 682,64
respectively. To design a code with such a size for S, a field of size 2™ > 0*1(3) for some
m € N is needed.

s ‘ 28 17200 250 2128 2256 2512
o' (s) | 13,008 21,009 68,4 171,2 339,9 677,3
$(13) = 244 < 256 %(21) = 17284 > 17200
$(14) = 312 > 256

Table 7 — Some images of the function o ~!. By comparing the preimage of 13,008
with ¥(13) and the one of 21,009 with ¥(21), we see that in the former
case the requested cardinality of S is not reached, while in the latter
n = 21 is sufficient.
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5.4 An attack to the new variants

Very recently, a group formed by the French mathematicians Gauthier, Otmani and Tillich
discovered an attack to the cryptosystems proposed at the beginning of this chapter [17]. We
resume it after a brief recall of relevant arguments.

Recall. The following concepts have been described at the end of SECT. 1.3. A GRS code of
length n and dimension k is defined as the set

GRS (a;v) = { (vif(ar), -, v, f(a,)) | F € (Fym) el }

where a € [} is composed of n distinct coordinates and v is some vector over F,. A generator

matrix is given by G(a;v) = (vjagfl)izl,,,,7k7; a parity-check matrix for GRS codes has been
7j=1,..,n
given in equation (4.3).There, z is some vector belonging to the same set of v and closely

related to it. In fact, since the parity-check matrix of a code is the generator of its dual, it
holds that GRS, (a; v)l = GRS, (a;z). Using the same notation, a parity-check matrix for RS
codes can be obtained by setting v =z =1, ie. Y =1,. In DEF. 1.5.2 we defined the vector
multiplication (star product) of two vectors a and b having same length as

axb=(aby,...,a,b,).

Definition 5.4.1 (Star product code [17]). Let C and D be two codes of equal length.
Then:

i. The code
C+D:={{cxd|ceC, deD})

is called star product code of C and D;

ii. The code
C?2:=C«C

is called square code of C.

The attack described in [17] is presented for the McEliece version of the cryptosystem,
but it is clearly valid for the Niederreiter cipher too. Let G be the generator matrix of some
g-ary [n,k,d] GRS code (G) with k¥ < § — 1, assume R has rank 1, choose T := p to be a
permutation matrix (i.e. with the notation of equation (5.1) it is v = 1) and define a second
GRS code as the one generated by the matrix G := Gp~'; as usual, (G') is the public code.
Even if the cryptanalyst tries to construct the code (é) through the identification of a subcode
G C (G) N (G') of dimension k — 1, this has to be considered as a decoding attack because the

procedure aims at recovering a single plaintext at a time.

Description of the subcode G

It is clear that rank(R) = rank(Rp~!). Let Rp~! = Y "X for some vectors X and Y in Iy
We also define a matrix F through

F=Q '=R+pp ' =R+, =Y X+, (5.4)
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F is invertible since by definition both Q and p are. Furthermore, it can be easily verified that

Fl=1,+ATX, (5.5)

where AT := X_}lJrlYT and the operation in the denominator of the fraction is the usual dot

product. By denoting the code spanned by X as (A) := {sA | s € F,} C I/, it clearly holds
that (X) = (Y). The consistency of this expression is verified by the following
Proposition 5.4.2. For X and Y as above, it holds X - Y = XY ' # —1.
Proof. Assume X -Y = —1. Then it is
(YX)Y' =Y'(XY")=-Y",
that is Y is an eigenvector of Y "X with eigenvalue —1. In general, some element p € IFq is
an eigenvalue of Y ' X if and only if
det(Y'X —pl,) = 0;
then we have that det(YTX — (=1)l,,) = 0, thus the matrix Y 'X +1, is singular. 4 O
We can now describe the elements of the code G:

Lemma 5.4.3 ([17]).
i. If A ¢ <(§>L, then Ve € (G') there is a d € (G) such that

c=d+(A-d)X; (5.6)

i. Similarly, for any ct € <G/>J' there exists a d- € <é>l such that

ct=dt+(X-dhH)Y. (5.7)
Proof. (i) ALG. 5 defines (G') = (G)Q™'. Then we have:

G =@Gp =G T EF = (©)=@GF" (5-8)

So, if one picks any ¢ € (G'), by (5.5) there exists a d € (G) satisfying (5.6).
(ii) Let c and d be as before. We conjecture that (G’)L = <C~5>lFT. For convenience, we
use here the transposed notation to indicate the dot product.

0=c-c"=clch)" B (aF ) (") L (aF ) (@F) = dFIFah) = 0.

The assumption follows from ¢t = dF'. O

Remark 5.4.4. In LEMMA 5.4.3(i), the condition that A is not an element of the dual code
of (G) is needed for not having A-d = 0 Vd. A consequence would be that in (5.6) we have
c =d, ie (G) = (G) = (G), reducing to the case in which the Sidel’nikov-Sestakov attack

[41] can be applied.
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For now, only part (i) of LEMMA 5.4.3 is necessary; we will go back to part (ii) in a while.
Using the results just obtained, the code that the authors aim to find is

Gi={de ) [x-d=0}=(EnHN" (5.9)
Lemma 5.4.5 ([17]). The code G has dimension k — 1 and it is G = (G) N (G).

Proof. Per definition, dim((G)) = k. So, from A ¢ (G <~>L dim((A) and G C (G) we

) =1
have dim(G) = k — 1. Concerning the structure of G: Let d € G C (G) and ¢ € (G). B
(5.6), (G) 3 ¢ =d = G C (G). From (5.8) we know that (G) # (G), implying that
dim(G) < dim({G) N (G')) < k. O

Proposition 5.4.6 ([17, 49]).
i. Given two codes C and D of same length, it is dim(C » D) < dimC - dim D;

ii. If C = GRS, (a;v) for some a and v, C**> C GRS, _;(a;v*2);
dii. (G2 C (G 4 (G xX) + (X)*2
iv. dim((G)?) <3k — 1.
Proof. (i) The star product of the basis vectors of C and D generates the new code.
(ii) By DEF. 1.3.8, the star product of two elements of a GRS,, code cannot return vectors
of polynomials of degree exceeding 2k — 2.

(iii) Follows from (5.6) by vector multiplication of any two elements of the public code.
Let c,c’ € (G') and let d,d’ be the corresponding elements in (G) (see (5.6)); we get:

cxc/=d+d+((A-d)d+A-d)d) X+ (A-d)(A-d)X*2. (5.10)
€@ (G X) e(x)"2

(iv) By (i)-(iii):
dim((G')*?) < dim((G)™) + dim((G * X)) + dim ((X)*?) < (2k — 1) + k + 1 = 3k.

This number can be reduced to 3k — 1 by noticing that (G/>*2 is actually a subcode of
((~5)*2 + 7T = X for a code T of dimension at most k. For this we rewrite the generator matrix
of a GRS code as

' B . ifl - _ *(i—l))
Gla;v) = (vja );;11’; (V*a =1,k

We define this new code as T := {tm- |i,j =1,...,k}, where the t; ; are defined as

()\-(v*a*(i_l)))(v*a*(j_l))vL()\ (v*a ' ))(v*a - 1))+

(A (vea ) (A (vea i) o X (5.11)

It can be easily shown that 7 is generated by some vectors u, :=t, . , where iy is a fixed index
s

*(ig—1)

such that the scalar product A-(v+a ) # 0. The existence of such an 7 is guaranteed by

the fact that X ¢ (é)J— This means that at most k& codewords of the form of u, are needed to
span 7. We see that the first two summands of (5.11) are a word of (G), while the rightmost
one is in (X); this becomes more evident by comparing d := v * a*(-v =D
with (5.10). Hence, (G') C (G)"*+7 «X, implying that dim((G)"*) < (2k—1)+k = 3k—1. O

andd :=v~xa



54. AN ATTACK TO THE NEW VARIANTS 75

Remark 5.4.7. In part (iv), notice the small improvement from 3k to 3k — 1 in the compu-

tations: it could look little thing, but, apart from special cases, the dimension of <G'>*2 seems
to be exactly 3k — 1 [17].

Finding a basis for G

The next step is to find the structure of G by looking for a basis. We proceed as follows:
let g},...,g, be a basis of (G'); without loss of generality, let these vectors be the rows of
G'. Since G is a subset of (G'), the basis vectors of G can be selected among the words of the
public code. To recognize whether a vector belongs to that basis, we exploit some new codes
generated starting from the known ones.

Proposition 5.4.8 ([17]). If some random words w, wo, w3 € (G') are chosen, the resulting
star product code G' = (G') » (w1, Wy, W3) has dimension at most 3k — 3 (3k — 1 if there are
at least four vectors w; ). If instead the three w; are taken from the subcode G, dim(G’) is only
< 2k + 2.

Proof. Assume the w, can be freely chosen among all elements of (G'); then, they have the
form (say) w; = w'G = le w; ;g5 By PROP. 5.4.6(i), a basis for G’ can be found among
the 3k elements {w; » g},..., w3 » g} }. We show that in this set there are at least three

linearly dependent vectors. For ¢, s € {1,2,3}, { # s, we get
k k k

k
D W (W 8)) = Wy x 3wl g5 = Wy kW, =Wk ) wy gl =) W (w];g)).
Jj=1 Jj=1 j=1 j=1

Suppose now that w;, wy, w3 € G C (G). As elements of (G'), by (5.6) for all j € {1,...,k}
there exist some dj € (G) such that g} = d’; + (X - d})X. Thus:

w; x g =w; xdj+ (A dj)(w; » X) =
——

(&) E(w, *X)

3
~ %2
— (W *g),...,w3xgp) C(G) "+ E (w; * X).
i=1

By ProP. 5.4.6(ii), the code on the right hand side has dimension at most 2k — 1 4+ 3 =
2k + 2. O

This is also the reason why it is required for k£ to be less than 5 — 1. In fact, thanks to this
proposition, we have an efficient way to describe the code G just by knowing the public code
(G'). The algorithm contained in [17] requires that the eavesdropper first finds three linearly
independent vectors wy, w,, wy € (G') at a stroke, then she adds a new element to them until
she has collected k — 1, i.e. dim(G) (see also ALG. 7 at p. 79). Thanks to Wieschebrink [49,
Sect. 5], the eavesdropper is now able to recover the structure of the slightly larger code <G>
just by knowing the basis wy, ..., w;,_;. This document presents a way to retrieve a GRS code
just by knowing a (k — ¢)-dimensional subcode, working “even for larger ¢”. His algorithm is

applicable to our case because ¢ = 1 and the searched space (G) = (Gp™') is a GRS code.
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Decoding the public code

To be able to prove some equalities in the following, we first need a

“w o

Lemma 5.4.9. Let Z be some vector space on which a symmetric bilinear form
and let U and V' be subspaces of Z. Then:

15 grven

Utnvt=U+v)h

Proof. “C”: Let x € UtNVE, ueUandv e V;then, u+v € U+ V. We have that
x-(u+v)=x-u+x-v=0, hence x € (U + V)" .

“27: Let x € (U+ V) andu e U C U+V. Then x-u = 0, hence x € U+. By
repeating this with V, we get that x € Ut NV +. O

In LEMMA 5.4.5 we had already given a description of the code G, noticing that
G=(G)NG)={de @) |r-d=0}

has dimension k& — 1. Before going on with the last part of the attack, we first need the
= 1
structure of the code H := (G)" N (G’)J':

Lemma 5.4.10 ([17]). It holds that H = {d* € (G)" | X -d* = 0}.
Proof. The proof is similar to the one of LEMMA 5.4.5. By LEMMA 5.4.9 it is
dim(H) = dim((G)") + dim((G)") — dim((G)” + (G)") =
:7‘—|—r—dim(gL) =2r—(n—(k—-1)=2r—r+1=r-—1,

where r denotes the redundancy of the codes, which is always the same having all equal
dimension. )
About the structure of the code H, this time we cannot rely o the assumption that X ¢ (G)

= L
as we did in the proof of LEMMA 5.4.5 with G and A. Since dim((G) ) = r, the dimension of
the set on the right hand side can be only r or r—1, depending on the fact that X is an element

of (G) or not. Let now ¢t € (G'>l; then, by (5.7) we have ¢t =dt + (X -dt)Y =dt e (G)L
for any dt € <G>L, that is (G) = (G'), contradicting the fact that dim(G) = k — 1. O

We now want to find a pair (X, A) allowing us to decode (G'). At first, we need a

Definition 5.4.11 (Validity of a pair [17]). Let A, A € F;. Then, the pair (A, A) is said
to be a valid (X, X) pair for ((G'), <é>) if it holds:

i. A-A#-—1;
ii. Vc e (G) thereis a d € (G) such that ¢ = d + (A - d)A.

We now introduce new elements X, € H\(G) and Y, € G+ \ <G>L such that X,-Y, = 0.
With these definitions it holds

Lemma 5.4.12 ([17]). It is possible to find o, f € Fy, dy € (G) and d, € (G)L such that
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Proof. We only prove the second equality since the proof of the first is analogous. For this,
one can argue about the fact that equation (5.9) can be rewritten as

Now define an element v as

o -pr
T Xy 0¥ p)] (5:13)

= = L
where p € (G)\(G') and r € (G'>l \ (G)" are arbitrary elements in the corresponding sets;
moreover, for r it must be true that X, - r # 0. On the contrary, Y, - p is always different
from 0 because
doe(®) .
pe(G) (Y)=(\) MG

- L TR !
Yo p=(dg+8Y)-p = B(Y:p) = pBAA-p) # 0O
where 3 is some element in IF;. With these assumptions, we have that
Proposition 5.4.13 ([17]). (X,,7Yy) is a valid pair for ((G'), (G)).

Proof. (a) X - (7Yy) = 0 by definition of X, and Y. _
(b) By DEF. 5.4.11 it has to be shown that ¢, := d + (7YY, - d)X, € (G') for any d € (G).
It will be proved in two parts. Let d € G; then:

12 ~ -
OL) (@3, + 8Y) - d=~dy-d +158Y -d

(Y)=(N) deg
=+8Y -d + X -d £3 0,

7Y, - d

where 7 is some element in F;. This implies that ¢, =d € G C (G').
We now have to show that this is also true for the remaining elements of (é), that is

for any d € (G)\ G. The vector p introduced above belongs to this set. Thus, define ¢; =

P+ (7Y, - p)X,. This proof must be split into two parts too, showing that c, is perpendicular
~ L ~ 1
to all elements of both H = (G) N (G'>l and <G’>L \(G) . Let q € H:

pe(G),

=P L

qc

cira=(p+(7Yy P)Xy)-a=p-q+PX;-q

d06<é>7
ae(®)” qcH

PaX - q 2

[~
@

an

5.12
= PX,-q "= P(dy +aX) -q

I

0.

We have already defined an element of (G'>l \ ((~5)L in (5.13), namely r:

5.13
¢ v =(p+ (1Y p)Xg) T =p-r+v(X,-1)(Y, - p) =0
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It is now possible to describe the connection between the bases of (G) and (G'). Define

& (G) — (@)
u — u+ (7Y, u)X,.
N—_——

=U

We prove that its inverse is

o~ (GY — (G
t — t+(Xt)X,,

where A = 17 Yo = —7Y, by definition of X, and Yj, by computing

—1

Xy (vYy)
o~ (@(u)) = (u+UXg) — (7Y, - (u+UX())X, =

=u+UXy—UXy — (1Y) - (UX))Xe = u— U (Y, - X)X, = u.

<I>(<I>_1(t)) can be computed in an analogous way. This, together with the linearity of @,

proves the bijection existing between the bases of the two codes, i.e. that for every ¢ € (G)
there is a d € (G) such that c =d + (7Y, - d)X,. O

After having retrieved a valid (X, ) pair, say (A, A), it is possible to decode (G'). Let x
be some plaintext encrypted with ALG. 5. Assume the ciphertext y = ¢ + e, where ¢ = xG’
and e is an error vector, has been intercepted. Then, by LEMMA 5.4.3(i) the eavesdropper

knows that there exists a d € (G) such that
c=d+ (A-d)A. (5.14)

Define
vy F, — F;

a — y—+adA

and compute all its images. Since A -d € F, too, the cryptanalyst can find

y+(-A-d)A=d+(A-d)A+e—(A-d)A=d+ece+ (G).

Eve does not yet know whether she has found the right a, so she assumes y(a) is equal to, say,
D +E for some D and E. Because the code (G) has the same distance as the secret code (G),
she treats E as a valid error vector. Decoding returns D and thus E and a vector C, supposed
to be c. She repeats this procedure until she can verify that D, E and C are respectively d, e
and c. If so, the plaintext x can be recovered by constructing a k x k invertible submatrix G”
of G’ and computing x = ¢’G"™ ", where ¢” € IFZ; is the vector composed of the k coordinates
of ¢ corresponding to the k selected columns of G'.
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Case where the code rate is > %

At the beginning of this section we have required the dimension of the employed code to
be smaller than half its length. However, in SECT. 4.4 we have seen that in practice codes
with rate over 3 are used and so do the authors of [2] too. We know that if any [n,k,d]
code C is given, the dimension of its dual code C* is equal to r = n — k (the construction
of the dual code of a GRS code has been repeated at the beginning of the present section).

So, a possibility to have the attack succeeding also with codes for which it holds % > % is to

work with the dual codes of (G') and (G) respectively instead of with the codes themselves as
we have done until now. Since the attack we have just seen works for £ < § — 1, the “dual
version” breaks the cryptosystem whenever the dimension of the employed code satisfies the
inequality r < § —1 <= k > 5 + 1. In this case, part (ii) of LEMMA 5.4.3 is needed.

Algorithm 7 — Attack to the new variants [17]

1. Input: a k x n public key G’ with k < 5 — 1, the number %,
: a basis g}, ..., g}, of (G'), a ciphertext y
3:  Output: a plaintext x

Finding a basis B for G

4 B+— o

5: repeat Search for w, w,, w5 € (G)

6: until dim((w ~ g},...,wg * g})) < 2k + 2 and dim({(w, wy, W3)) = 3
70 B— {w,wy, w3}

8 s+—4

9: for s<k—1do

10: repeat Search for w, € (G')

11: until dim((w; * g,...,w; xgp)) <2k +2 Vj € {1,2,s} and dim((BU {w,})) = s
12: B+— BU{w,}

13: s+—s+1

14: end for

15: return B _

16: The procedure described in [49] yields (G)

Decoding the public code
17: Find X, and Y, as in equation (5.12) and ~ as in (5.13). Construct an invertible k x k
submatrix G” of G'. Let F,={ay,...,a,}.
18: s+— 1
19: for s > 0 do
20: ys «——y+a,X,
21 Decode y, to retrieve D, € (é) and E, with lowest possible weight.
22: C,«+— D, + (7Y, -D,)X,

23: if C, +E, =y, then > Also check whether wt(E,) < £
24: return C,G" '

25: else s <— s +1

26: end if

27: end for
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wiNl|3 4 5 6 7 10 11 12 13 14 15 16 17 18 19 20 21 92 | W
ol1 1 1 1 1 11 1 1 1 1 1 1 1 1 1 1 1 0
11T 213 4 5 8 9 10 11 12 13 14 15 16 17 18 19 20 |1
2|1 2 4 7 11 29 37 46 56 67 79 92 106 121 137 154 172 191 |2
3/1 2 4 8 15 64 93 130 | 176 232 209 378 470 576 697 834 988 1160 | 3
4 1 3 7 15 98 162 255 385 561 793 1092 | 1470 1940 2516 3213 4047 5035 | 4
5 1 4 11 112 210 372 627 1012 1573 2366 3458 4928 6868 9384 | 12597 16644 | 5
6 1 5 98 210 420 792 1419 2431 4004 6370 9828 14756 21624 31008 43605 | 6
7 1 64 162 372 792 1584 3003 5434 9438 15808 25636 40392 62016 93024 | 7
8 29 93 255 627 1419 3003 6006 11440 20878 36686 62322 102714 164730 | 8
9 8 37 130 385 1012 2431 5434 11440 22880 43758 80444 142766 245480 | 9
10 19 46 176 561 1573 4004 9438 20878 43758 87516 167960 310726 | 10
11 1 10 56 232 793 2366 6370 15808 36686 80444 167960 335920 | 11
12 111 67 299 1092 3458 9828 25636 62322 142766 310726 | 12
13 1 12 79 378 1470 4928 14756 40392 102714 245480 | 13
14 1 13 92 470 1940 6868 21624 62016 164730 | 14
15 1 14 106 576 2516 9384 31008 93024 | 15
16 1 15 121 697 3213 12597 43605 | 16
17 1 16 137 834 4047 16644 | 17
18 1 17 154 988 5035 | 18
19 1 18 172 1160 | 19
20 1 19 191 | 20
21 1 20 |21
22 1 22

S (n) 5 6 38 47 57 244 312 392 485 2062 2654 3368 4220 17824 23051 | %(n)

S(n) 11 46 56 67 79 92 106 121 2617 3214 4048 5036 6196 7547 | S(n)

Table 8 — The number of words of weight wt included in the code defined by the parity-check matrix ?o ...0 _ C forn=3,...,22.

From the values of 3(n) we see that it is S = {4, 30,244, 2062,17824}. In the last line we have inserted the function

3 (n) corresponding to the subspaces generated by the all-one parity-check matrix AHV In this case, S = {37,2617}.




Conclusion

During this thesis we have analysed the McEliece, the Niederreiter and the Sidel’nikov
cryptosystems, focussing in particular on the former two, which are known to share the
same security level [22] and are candidates to play a role in the post-quantum era if suitable
parameters are chosen (see also [6] and [32, p. 115]). As a first thing, in SECT. 2.2 we presented
a corrected version of an algorithm, initially conceived by Guillot but not published [12, Ref.
11] for constant weight encoding, which can be performed in polynomial time. This is needed
for the Niederreiter encryption scheme, since the ciphertext must have a weight at most equal
to the error-correcting capability of the code in use.

From our analysis of the running time of the considered cryptosystems, we can say that, on
the whole, Niederreiter seems to be more advantageous than McEliece. First of all, the former
is resistant against the message-resend attack, since, unlike the latter, it is deterministic.
Secondly, Niederreiter allows systematic keys (i.e. less storage capacity and less computations
needed) without compromising the security. This point is particularly relevant for small values
of t: for example, the parameter values m = 12 and ¢t = 45 produce generator matrices of
size 3556 x 4096, occupying 1,8 MB, while the public key in systematic form (or equivalently,
the stored part in the Niederreiter version with the same parameters) would require only 240
kB. If instead t = 15, the storage needs of a non-systematic public matrix would be 23 times
higher than its systematic version.

Regarding the transmission rates, McEliece is generally preferable, with exception of pa-
rameter values close to the ones proposed by McEliece himself. Better rates are guaranteed by
the Sidel’nikov cryptosystem if the assumptions about the great error-correcting capabilities
of RM codes are exploited [28, 40]. Otherwise, the very low rates and the extremely large
key sizes make it unattractive. Moreover, it has already been broken [28]. The large keys
are counterbalanced by the very fast encryption and decryption procedures if compared for
example with RSA, which is still advantageous if considering the key sizes and the rate, but
does not resist any attack performed by quantum computers [5, p. 1].

In summary, it can be stated that if m increases (11 or 12) and ¢ is low, one has both
a good rate as well as fast encryption and decryption procedures. The only missing element
is the work factor. A code designer must find a compromise between a small ¢ and a high
resistance against attacks. If m = 12, good security levels (WF around 2'%°) are attained
even for ¢ < 20. Clearly, all this is valid only provided that some classes of codes as avoided:
the Sidel’'nikov-Sestakov attack (SECT. 4.5) shows that if a McEliece-type cryptosystem is
constructed with GRS codes, an eavesdropper is able to perform a polynomial-time structural
attack against it.

In response to this, the authors of [2] proposed a new variant of the McEliece cryptosystem
in order to make the use of GRS codes possible (see SECT. 5.1). The permutation matrix is
substituted by a more complex matrix which the legal user is able to reduce to a simpler

81
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one. Unfortunately, this new approach, which requires the error vector to respect some public
constraints, could endanger the system. In order to avoid this possibility, Bob could keep
these constraints secret, publishing only the set S (or a subset of it) of the vectors satisfying
them (see SECT. 5.3). With the means available to us and working over the binaries, we
tried to construct an extrapolating function returning the needed code length n in function
of the desired size of S. For this, we calculated the amount of vectors having weight below
7. We noticed that the choice of making public for encoding all such vectors or just the ones
with the highest weight among them has no particular influence on the needed value of n.
Moreover, we see that if one wanted to have at least, say, 2°12 > 10'%* error vectors available,
a code of length 1024 (m = 10) would be enough. Sadly, very recently also this variant was
cryptanalysed [17] with an approach exploiting the existence of a code being a large subcode
of both the public code and of a permutation of the private code, enabling the eavesdropper
to retrieve the latter.
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