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Outline

This thesis gives an overview of stream ciphers based on linear feedback shift
registers (LFSR) and their vulnerability to correlation attacks. In the first
chapter, a short introduction to symmetric key ciphers is given. The main
focus hereby is on LFSR based stream ciphers. Further, the principles of LFSR
are presented. The chapter is then closed by a stream cipher example, the
Geffe Generator. The second chapter treats the general approach of correlation
attacks. Moreover a correlation attack is mounted on the Geffe Generator and
the practical results are presented.

Boolean functions play an important role in stream cipher designs. The
Walsh transform, a tool to analyze the cryptographic properties of Boolean
functions, is introduced in chapter 3. Additionally, the cryptographic properties
themselves are discussed. In the fourth chapter, an improved kind of correlation
attack -the fast correlation attack- is presented. It exploits the same weaknesses
in the stream cipher designs as the correlation attack, the mode of operation
is however different. In the last chapter, the insights gained in the previous
chapters are used to suggest an attack on a stream cipher by Philips, named
Hitag 2.
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Chapter 1

Symmetric key ciphers

Symmetric key ciphers, also known as secret key ciphers, are an important class
of cipher systems. Generally it can be said that they are much faster than Public
key ciphers as the RSA [Mol03]. Symmetric key ciphers are characterized by
the fact that the same key is used for encryption and decryption. Hence, two
communication parties have to share a secret key. The exchange of the secret
key between the communication parties is clearly crucial. A third party in
possession of the secret key could decrypt all messages exchanged between the
communication parties. There are protocols for the key exchange, for example
the Diffie Hellmann key exchange protocol [Mol03]. Another way is to use RSA
for the secret key exchange. Sometimes however, the exchange of the secret key
happens offline and is therefore insensible to eavesdroppers. An easy example
is the remote entry system in cars. The manufacturer chooses a secret key and
saves it in the car-lock and the according car key. Anybody not in possession
of a car key with the correct secret key is thus able to open the car. In the
progress of this work, the exchange of the secret key will not be discussed any
further. The focus will be on the encryption and decryption algorithms under
the assumption that no third party has access to the secret key. Fairly effective
encryption and decryption algorithms for symmetric key ciphers allowing fast
communication will be presented. Let us start with the basic definitions.

Definition 1. An alphabet is a set of symbols.

Definition 2. Let M and C be sets consisting of finite, nonempty strings of
symbols from suitable alphabets. Let K be an arbitrary nonempty set. A sym-
metric key cipher then consists of two maps

¢o:MxK—C and Yv:Cx K— M,
such that

1. for a fited m € M,¢,, : k — ¢(m, k) is a one-way function, meaning
that ¢., (k) can effectively be computed for all k € K, but it is practically
impossible to compute k € ¢} (c) for almost all ¢ €Im ¢y,

2. For given k € K, ¢ : m — ¢(m, k) and ¢y, : ¢ — Y¥(c, k) are bijective
and Y (dr(m)) = m for all m € M. Hence for every k € K we have a

one-to-one correspondence between the elements in M and the elements
in C.



M is then called the message space, C is called the cipher space and K is the
set of all possible keys.

The bijectivity of ¢ and v in the definition above is not absolutely neces-
sary. Injectivity would be sufficient, but we will stick to this definition so that
every codeword has a valid decryption. For convenience we will use the binary
alphabet {0,1} for both, the message- and the cipherspace. Note that this is
no restriction, since every symbol of an alphabet of size S can be encoded in
bitstrings of length [log,(S)].

There are two standard approaches for symmetric-key ciphers, the block
ciphers and the stream ciphers.

1.1 Block ciphers

In a block cipher, messages are split into blocks of equal length n. A key k € K
is used to transform n-bit plaintext blocks in n-bit ciphertext blocks. Hence
the block cipher defines a permutation in {0,1}"™. As direct consequence, two
identical plaintext blocks are always encrypted into two identical ciphertext
blocks. In cryptography, this is a highly undesirable property. Patterns in
the plaintext are observable in the ciphertext. An attacker can analyze these
patterns to retrieve some information about the plaintext. That is why different
modes of operation have been created.

For example, the Cipher Block Chaining mode can be used (see Figure 1.1).
A plaintext block is not directly encrypted anymore. Rather, the preceding
ciphertext block is XORed to the plaintext block before encryption. It is this
XOR sum that is then encrypted. Decryption is then done in the following way.
First, the ciphertext is decrypted. The resulting textblock is then XORed to the
preceding ciphertext block, which yields to the original plaintext block again.
In this way patterns will not be recognizable in the ciphertext. Clearly if an
error occurs during the transmission of a ciphertext block, the ciphertext block
is decrypted incorrectly. Since the erroneous ciphertext block is used to retrieve
the message from the following ciphertext block, also the following ciphertext
block will be decoded incorrectly. The error does not propagate further though.
Hence we have only limited error propagation.

[ Plaintext block ] [ Plaintext block ]

[ ver 7 ———D) D

Block cipher Block cipher
encryption encryption

Ciphertext block | [ Ciphertext block

Figure 1.1: Cipher Block Chaining mode encryption



We will not go deeper into block ciphers here. The interested reader is
referred to [CBPO06] where a nice introduction to block cipher cryptanalysis is
given.

1.2 Stream ciphers

In stream ciphers, the block size to be encrypted normally equals the size of one
character in the alphabet. As we use the binary alphabet {0, 1}, the encryption
is done bit by bit. Contrary to block ciphers, where the encryption is the
same for each block, the encryption in stream ciphers is time-varying, i.e. the
encryption varies from bit to bit. Further, every bit is encrypted separately
and independently from the previous or following bits. Consequently, patterns
in the plaintext are not recognizable in the ciphertext and error propagation is
very limited.
An important class of stream ciphers are the additive stream ciphers.

1.2.1 Additive stream ciphers

Let us start with a famous example of an additive streams cipher, the so-called
one-time pad (OTP). Let m = (m1,...,my) € FY be the N message-bits to be
encrypted. Let further k = (ky,...,ky) € F} be a sample of the random vector
(X1,...,Xn), where X1,..., Xy are identically independently distributed ran-
dom variables with Pr(X; = 1) = Pr(X; = 0) = . The ciphertext is computed
by

cisz-@ki, ’L.::I.,...7]\/v7

and decrypted by
m; =c¢; ®k;i=1,...,N.

The security of the OTP comes from the fact that, given the observed ciphertext,
every plaintext is equally likely. This can easily be seen since k is a random
vector in FY with uniform distribution. For each transmission a new random
key k must be used, the explanation follows.

Assume an attacker knows the plaintext m of a ciphertext ¢ encrypted by
the OTP with a secret key k. Obviously he can recover the secret key k by
computing

k=m®ec.

This allows him to decrypt all further messages encrypted by the same key k.
Hence, before each transmission of a message, a new secret key k has to be
exchanged through a secure channel. Since the key has the same length as the
message, the message could be sent through this secure channel in the first place.

However, the general approach of the OTP can still be used. If we can,
having a secret key k of length [, generate a random looking sequence r =
(r1,...,rn) of length N, called keystream, we can encrypt messages of length
N in the same way as in the OTP. Encryption is done by just XORing r to the
message m and decryption by again XORing r to the ciphertext ¢. In fact, this
is a widely used approach for stream ciphers, called additive stream ciphers.
The task of generating a random looking keystream r = (r;);>0 from a short
key has to be solved. Algorithms which generate keystreams from a secret key



are called keystream generators. From the security standpoint there are two
important notes that have to be stated here:

1. Suppose the attacker knows the plaintext m of a ciphertext ¢, then he can
easily compute the keystream used for encryption by computing r = m@ec.
Hence, the keystream r must be generated in a one-way fashion from the
secret key, i.e. the attacker must not be able to retrieve the secret key
knowing the keystream.

2. As in the OTP, the keystream must differ for every message sent. How-
ever, the secret key is normally used several times. Thus the keystream
generator must not generate the same keystream twice, although the same
secret key is repeatedly used. Often initialization vectors (IV) are applied
to ensure varying keystreams. An IV is a public known variable that is
used together with the secret key to generate the keystream (see Figure
1.2). The IV is hereby chosen differently for each transmission resulting in
different keystreams. Clearly 1. must hold also in this case. Knowing the
keystream and the IV must not allow the attacker to compute the secret

key.
\
Key k Keystream Keystream r Ciphertext
—_—
generator c=mer

Message m

Figure 1.2: An additive stream cipher design

As we have seen, the main challenge in additive stream ciphers is the gener-
ating of a suitable keystream of large length from a relatively short key. In the
next section we will see how this can be achieved.

1.3 Keystream generators

In this section, we will present common approaches for keystream generators. As
already discussed, keystreams can be used to encrypt plaintext streams by just
adding the keystream to the the plaintext stream. We have seen in the discussion
of the OTP that the ciphertext will be completely random if the keystream is
completely random. Since we want to generate a keystream of length N from



a secret key of length [ with N > [, the resulting keystream is not going to
be truly random. It is supposed to look random however. That’s why we talk
of pseudorandom sequences. Pseudorandom sequences have the characteristic
that they are not distinguishable from truly random sequences. Additionally
the keystreams must be cryptographically secure [Mol03]. This means that the
knowledge of the algorithm used to generate the keystream and the knowledge
of all previous keystream bits does not allow the prediction of the following bit.
This is no easy task and the reader interested in a more thorough discussion
of randomness is referred to [Knu98]. In this section, keystream generators
based on linear feedback shift registers (LFSR) are discussed. LFSRs generate
keystreams in a linear way, which makes its computation very efficient. At the
same time the linearity makes them easily predictable which is not desirable in
a cryptographic setting. That is why they are not directly used as keystream
generators, but as a basis for more advanced keystream generators.

1.3.1 LFSR

We will work in the finite field Fy with two elements {0,1}. The following could
however easily be generalized for any finite field IFy.

Architecture

An LFSR of length [ consist of [ registers, called taps. Each tap has a feedback
coefficient cp,...,ci—1 € Fo which defines whether the bit in the according
tap is used in the calculation of the feedback sum or not. We call the taps
with feedback coefficient equal to 1 as the feedback taps. In each round, the
assignment of the taps is updated. The elements in the taps are shifted to the
left. The element in the leftmost tap is the output of the device in that round.
The rightmost tap receives the mod 2 feedback sum of the bits in the feedback
taps of the previous round (see Figure 1.3).

“— It lev1 (@ Me+2

Figure 1.3: An LFSR of length [.

Let r = (r;);>0 be an output stream of the LFSR. Then r satisfies the linear
recurrence relation

cory + 141 + CoTpq2 + - F 1T —1 140 =0, £ > 0.
The polynomial
f=c+cix+ o+ o2+ 2

in Fy[z] is called the feedback polynomial of the LFSR. A sequence r generated
by the LFSR is completely determined by its [ initial values (rg, ..., 1) =: Ry,



called initial state. Hence the number of different sequences that the LFSR can
generate is 2!. The values of the taps at time step t, Ry = (74, Tt 41, .-+, Te41-1)
is called state t of the LFSR.

Note that for ¢o = 0 the bits (r;);>; in the LFSR sequence r depend only on
the [ — 1 preceding bits. Hence the whole sequence r = (7;);>0 could, except for
the first bit 7o, as well be generated by an LFSR of length [ — 1. That is why
we have the convention that

Co ‘= 1.

Due to this convention, the LFSR can be run in both directions, forwards and
backwards. The backwards running LFSR can itself be seen as LFSR with the
feedback polynomial

g=rev(f)=1+c¢_1x+ eox? 4+ - 4 et 4 o,

of degree [. It is hence clear that if the state R = (ry,...,r¢4+;—1) of the LFSR in

round ¢ is known, all the following and preceding streambits can be computed.
As already said, there are 2 different states. The all zero start state gives rise

to the all zero sequence. Further, since the LFSR can be run in both directions,

the all zero state does only occur in the all zero sequence. Hence, we can state

the following lemma.

Lemma 1. The 2! LFSR sequences have period at most 2\ — 1.

Proof. The all zero sequence produced by the all zero initial state has period
0. For non-zero initial states, the LFSR can run through at most the 2! — 1
different non-zero states before repeating itself. O

Normally the period of an LFSR stream depends on both, the start state and
the feedback polynomial. In our cryptographic setting, we desire sequences with
large period in order to encrypt long messages. We will see that by choosing
the feedback polynomial of degree [ correctly, we get sequences of maximum
possible period 2! — 1, called m-sequences. Note that this is equivalent to the
fact that the LFSR runs through all possible non-zero states before repeating
itself. Hence, the period in this case is independent of the (non-zero) initial
state. The choice of the initial state is therefore unproblematic. In the next
section we will see how the feedback polynomial must be chosen so that the
LFSR generates sequences with maximum possible period.

Linear recurrence sequences

Let
f=co+ciz+cox® + -+ 1zt + 2

be the feedback polynomial of an LFSR of length {. Let (r;);>0 be a sequence
satisfying the according linear recurrence relation

cory + c1rp1 + Corpqo + -+ CoTip—1 1 =0, £ 2> 0,

then f is called a characteristic polynomial of r. We will see that a sequence
(ri)i>0 has more than one characteristic polynomial.

Let Q(f) be the set of all infinite sequences satisfying the recurrence relation
defined by f. Note that Q(f) corresponds to the set of sequences that can be

10



generated by an LFSR with feedback polynomial f. We have already seen that
|Q(f)| = 2. Let r = (r;)i>0 be a sequence in Q(f). We can write r as a formal
power series

F= Zrixi =rg+rat +rex? + - € Fllz]].
i>0
Let g be the reversal of f,

g:=rev(f) = mlf(x_l) =+ qz+-+extt 4 ot

Multiplying 7 and g, we get the infinite sum

gr=cqrog + qrzx + ...+ gnat + cer_llerl +...
+ c¢-—1ror + ... -+ Cl_l’l“l_ll‘l + cl_lrle'l +...
+ corott + corztt ...

By column-wise addition, we get

. -1
gr=cqro+2x E Citl—1Ti + -+ Z E Cit17T4
0<i<1 0<i<i—1

=:h
+ 2 Z ciri +attt Z ciriv1+... (1.1)

0<i<l 0<i<lI
— ——
-0 =0
We see that we get a polynomial ki of degree less than [, since all higher degree
terms vanish due to the recurrence relation. In fact, we have proven the following
theorem.

Theorem 1. Let r = (r;);>o be linearly recurrent, # = _,o, iz’ the according
formal power series, f a polynomial of degree | and g = rev(f) its reversal.
Then the following are equivalent

1. f is a characteristic polynomial of r,
2. g is a polynomial of degree less than I,

3. 7= % for some polynomial Fo[z] with degh < 1.

From the discussion preceding the theorem, we saw that h = g is completely
determined by f and the first [ bits (rg,...,7—1) of the sequence. Conversely,
7, the sequence (r;);>0 respectively is uniquely defined by f and the polynomial
h. In fact, every polynomial h € Fy[z] of degree less than [ uniquely defines a
sequence satisfying the linear recurrence relation given by f. Since h has degree
less than [, 7 is ensured to have infinite degree. We have the following corollary.

Corollary 1. Let f be a polynomial of degree I. There is a one-to-one corre-
spondence between the sequences in QU(f) and the polynomials of degree less than
[ in Faolx].

11



By Theorem 1, it is clear that a given recurrence sequence r = (7;);>0
has more than one characteristic polynomial. In fact, if f is a characteristic
polynomial, also every multiple of f is a characteristic polynomial of r. Further
if f; and f, are characteristic polynomials of r, also f; + fo is a characteristic
polynomial of r. Hence the set of all characteristic polynomials of r, together
with the zero polynomial, is an ideal $, in Fo[z]. We know that every ideal in
Fy[z] is generated by a single element. Thus there is a polynomial m of least
degree such that &, = {mf : f € Fo[z]}. This element m is called the minimal
polynomial of the sequence 7.

Lemma 2. Given two polynomials f1, fa € Falx] with nonzero constant terms,
then

Q(f1) CQf2) & filf.
In particular
Q(f1) = Qf2) & f1 = fo
Further

Q(f1) NQf2) #0 < f1 and fo have a nontrivial factor in common.

Proof. Let g1 :=rev(f1), g2 :=rev(f2). Suppose fi|fo and let qfy = fo. Let
r = (ri)i>0 € Q(f1), 7 its formal power series. Then # = % for some h; of

degree less than deg(f;). Hence
h

hirev(q) _ hirev(q)
g1 girev(q) 92

TA:

We have

deg(hirev(q)) = deg(hy) + deg(rev(q)) < deg(g1) + deg(rev(q)) = deg(gz)-

Since f1 has nonzero constant term the degree of g, equals the degree of fo and
hence we get deg(hirev(q)) < deg(f2). Thus we have Q(f1) C Q(f2).

Suppose now Q(f1) C Q(f2). Let us take the sequence r = (r;);>0 € Q(f1)
defined by 7 = g%' From the precondition there exist some h such that # = q%.
Hence we have g% = g% which gives us (taking the reverses) fo = rev(h)f; and

hence f1 |f2

Suppose 7 = (r;);>0 € Q(f1)NQ(f2). Let m be the minimal polynomial of .
Then m divides both f; and f since m generates the ideal of all characteristic
polynomials. O

Corollary 2. Let f € Falx] be irreducible with f(0) # 0. Then f is the minimal
polynomial of every sequence in Q(f).

We can now start to investigate the period of linear recurrence sequences.
We need the definition of the period of a polynomial f € Fy|x]

Definition 3. Let f € Fa[z] be of degree I. The period P(f) of f is the least
positive integer e such that f|(x® —1).

Lemma 3. Every polynomial f € Fa[z] with nonzero constant term has a period
e < o0.

12



Proof. We have f(0) = 1. Hence x does not divide f and so Z = z mod f €
(Fo[x]/(f))*. Clearly 7 is of finite order b and hence 2* — z = 0 mod f. Hence
fla®=t =1 O

Recall the convention that feedback polynomials have nonzero constant term.
Consequently they have a period. The following lemma gives an important result
on the period of the according recurrence sequences.

Lemma 4. Let f € Falz] be a polynomial of degree | with nonzero constant
term and with P(f) = e. Let further r = (r;)i>0 € Q(f). Then the period of r
divides e.

Proof. Let 7 again denote the formal power series of r and g the reverse of f.
Hence we have 7 = % for some h € Fy[z] of degree smaller than . We further
know that f|z¢ — 1 and hence fq = ¢ — 1 for some ¢ € Fo[z]. Note that

1— 2% =rev(z® — 1) = rev(fq) = rev(f)rev(q) = grev(q).

Hence we have
hrev(q)  hrev(q)

F=

i

grev(q) 1—ze
and by Theorem 1 we have that 1 — z® = 2° — 1 € Fq[z] is characteristic
polynomial of » and hence ¢4, = r; for all £ > 0. O

Theorem 2. Let f be an irreducible polynomial of degree | with nonzero con-
stant term. Let further P(f) = e and 0 # r = (1;)i>0 € Q(f). Then the period
of r equals e.

Proof. Let p be the period of . By Lemma 1.3.1 we know that p|le. Now suppose

p < e. Note that (1+a? + 2% +...) = =1~ € F3[[z]] and hence we can write
P=(ro+rzt e )1 af +a¥ ) = g(x)l
x —
=:p(z)
Hence we have
plx) _ h(z)
-1 g(z)’

with g =rev(f) and h € Fy[z] of degree less than [. We get that pg = h(a? —
1) and reversing the whole equation rev(p)f=rev(h)(z? — 1) which leads to
flrev(h)(zP — 1). Note that h has degree smaller than f and f cannot have a
factor in common with rev(h) due to its irreducibility. Thus f|(zP — 1) which
is a contradiction to the minimality of e. Hence the period of r equals e. O

Corollary 3. The period of a sequence r equals the period of its minimal poly-
nomial f.

Proof. Let p be the period of r. By Lemma 1.3.1 we have that p|P(f). It
remains to show that P(f)|p. Let h and p be as in the proof of Theorem 2
where we come to the conclusion that f|rev(h)(z? — 1). Since f is the minimal
polynomial it cannot have a factor in common with rev(h). Else the fraction %
could be shortened, leading to a characteristic polynomial of lower degree. We

get f|(z? — 1) and hence P(f)|p. O

13



Remark 1. It can be shown [Wan03] that the period of an irreducible polynomial
equals the order of any of its roots.

Corollary 4. All nonzero sequences from an LFSR with irreducible character-
istic polynomial have equal period.

m-sequences

We have seen that LFSRs with irreducible polynomials generate sequences whose
periods do not depend on the initial states. In particular, for any nonzero initial
state the period of the resulting sequences equals the period of the characteristic
polynomial. In fact, the irreducible characteristic polynomial is just the minimal
polynomial of all sequences produced by the LFSR, meaning that no LFSR, of
shorter length could generate any of these sequences. Hence the existence of
LFSRs with maximum possible period 2! — 1 is equivalent to the existence of
irreducible polynomials of degree I and period 2! — 1.

In this section we will show that we can find irreducible polynomials in Fy[z]
of degree [ period 2! — 1. In the discussion of LFSR sequences we have already
seen that this is in fact the maximum possible period of sequences generated by
an LFSR of length .

Definition 4. Let F, be a finite field. Generators of the cyclic group F; are
called primitive elements of IF,.

Definition 5. A polynomial f € Fs[x] of degree | is called primitive, if it has a
primitive element o of Fo as one of its roots.

Lemma 5. Primitive polynomials are irreducible

Proof. Let o be a primitive element of Fo. Let f € Falx] be a polynomial of
degree | with « as one of its roots. Then also a2, a?,...,a2" " are roots of f
and they are all different. Hence

f=@=a)z—a?) - (z—a"),

and f is the polynomial of lowest degree in Fy[z] having a as one of its roots.
Suppose that f = mimeo with m,ms € Falz] and 1 < deg(m;), deg(ms) < 1—1.
Then with f(a) = 0 either m;(a) or ma(a) = 0, what is a contradiction to the
minimality of f. O

Theorem 3. The period P(f) of an primitive polynomial f € Falx] of degree
with nonzero constant term equals 2" — 1.

Proof. Let o be a primitive element in Fy and a root of f. Clearly then,

a?,a, a8, ..., a2 ™" are the other roots of f and all of them have order e = 2! —1.
Hence f|(z®—1) and e is the smallest number with this property, since the roots
of f are also roots of x¢ — 1. O

Remark 2. [t can even be shown [Wan03] that the period of a polynomial of
degree | equals 2 — 1 if and only if it is primitive.

Corollary 5. Nonzero linear recurrence sequences with primitive characteristic
polynomial f of degree | have mazimum period 2\ — 1.

14



Proof. Clear with Theorem 3 and 2 since primitive polynomials are irreducible.
O

We see that an LFSR with primitive characteristic polynomial and nonzero
initial states generates only m-sequences. Thus the question arises, if we are
able to find primitive polynomials of a given degree. In fact, it can be shown
[Wan03] that the number of primitive polynomials of degree [ over a finite field
F, equals

P(¢' —1)
l )
where ®(d) denotes the Euler ®-function and is the sum of all positive divisors
of d. This follows from the fact that there are ®(¢' — 1) primitive elements
in Fy and each element together with its [ conjugates has a unique minimal
polynomial of degree .

State Transition Matrix

An alternative way to describe an LFSR is by means of its state transition
matriz. Let again

f=co+ciz+cox® + -+ 2zt + 2, (1.2)

be the feedback polynomial of an LFSR. The according state transition matrix
G is then defined by

0 1 0 0
0 0 1 0
G=1[: + = . 1 |. (1.3)
0o 0o 0 .. 1
co €1 Cy ... Cl_q

Let Ry = (79, ...,7—1) be the initial state of the LFSR. The consecutive states
R; = (riy...,7iy1—1), ¢ > 0, can then be computed by

R; = G'R,.

It is obvious that if G = I;, then R; = Ry and hence period of r divides
the order of G. In fact, we can even show equality. We need to make some
observations first.

Up to now we have only considered linear recurrence sequences with elements
in F5. It is easy to see that the obtained results hold for any sequence with
elements in any vector space V over Fy [GGO03]. In particular, for

AcV =Ty

the sequence a = (A%);>¢ is linear recurrent and the characteristic polynomial
X4 =det(A—zl;) € Folx] where I is the [ x [ identity matrix, is a characteristic
polynomial of a, by the Caley-Hamilton theorem.

Let f be a feedback polynomial as in (1.2) and G its state transition matrix
as in (1.3). It is easy to see that f is a characteristic polynomial of the sequence
(G%);>0. We can even show that it is its minimal polynomial.
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Theorem 4. Let f be a feedback polynomial as in (1.2) and G its state transition
matriz as in (1.3). Then f is the minimal polynomial of G, meaning that it is
the minimal polynomial of the sequence (G*);>o.

Proof. Let g = go + q1@' 4+ -+ 4 gn—12™"* + 2™ be a polynomial of degree
n < deg(f) = such that

9(G) = goli + 1G* + -+ go 1 G" L+ G =0,
where I is the [ x [ unit matrix. It follows that for every Ry € F., we have
goRo +g1G Ry + -+ + gn1G" 'Ry + G" Ry = 0,
and hence with R; = G*Ry
goRo +g1R1 + -+ gn—1Rpn—1+ R, =0.
Thus we have Q(f) C Q(g) and hence f|g which is a contradiction. O

Corollary 6. Given f and G as above we have

Fo[G] = Fafa]/(f)-

In particular the period of a feedback polynomial f equals the period of its state
transition matriz G.

Cryptologic properties of m-sequences

We have seen how the feedback polynomial of an LFSR has to be chosen, so that
the LFSR produces sequences with maximum period. The initial state of the
LFSR can be used as a secret key to generate a keystream. We will see however,
that having access to a long enough keystream-sequence, an attacker can recover
the initial state of the keystream generator quite fast. Thus the generation of
the keystream is not in a one-way fashion. That’s why LFSR-sequences cannot
be used directly for encryption in an additive stream cipher.

Definition 6. The linear complezity of a keystream r = (r;);>0 is the length of
the shortest LFSR which can generate this sequence. It is hence the degree of
its minimal polynomial.

Let r = (7;);>0 be the sequence with linear complexity . Suppose an attacker
has access to (r¢,...,7t421-1), €.g. by a known plaintext attack. He then can
recover the feedback coefficients of the LFSR by solving

Tt Tt+1  --- Ti4i-1 €o Teag
. : : r
Tt+1 - : : _ t4+141 (1.4)
Tr4l—1 - cee Tigol—1 Ccl—1 Tt4+21—1

This system of linear equations can be solved by Gauss elimination in O(I3)
field operations. Berlekamp and Massey gave an algorithm [GGO3] to recover
the minimal polynomial in O(/?) field operations. Clearly knowing the feed-
back coefficients, an attacker can recover the whole sequence and in particular
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the initial state. That’s why LFSR sequences should not directly be used as
keystreams in an additive stream cipher design.

Still, LFSR sequences serve as a basis for several keystream generators as
presented in the next section. The reason for this, apart from the fact that
we can efficiently generate sequences of guaranteed large period, lies in the fact
that m-sequences look random. A thorough discussion on the randomness of
m-sequences is given for example in [BP82]. To sum up it can be said that the
fact that the LFSR runs through all possible states in F4\{0} before repeating
ensures a "good" pseudorandomness.

1.3.2 LFSR based keystream generators

In the following we will present some commonly used LFSR based keystream
generator designs. One is the nonlinear combination generator as in Figure 1.4.
The output bits of several LEFSRs are combined in a nonlinear function F'. The
output of the generator equals the output of that function F. We will see later
how the nonlinear function F' dramatically increases the linear complexity of
the keystream, so that the Berlekamp-Massey algorithm for finding the minimal
polynomial of a keystream becomes infeasible. In the nonlinear filter generator
as in Figure 1.5, only one LFSR is used. Bits from different taps are combined
in a nonlinear function F'.

LFSR 1

LFSR 2

LFSR n-1

LFSR n

Figure 1.4: The nonlinear combination generator. The output of several LESRs
are combined in a nonlinear boolean function F'

The nonlinear combination function F' has to be chosen carefully. We will
give conditions for F' so that the resulting keystream has large linear complexity.
This and other crucial properties of F' such as the correlation immunity and the
nonlinearity will be discussed in Section 3.3.

There is a third approach of an LFSR based keystream generator, the clock
controlled generator. Here, the LFSRs are clocked using some irregular signal.
The signal is used to determine which LFSR output is used in the calculation
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LFSR

I lev1 199 e My lepi1

3

Zy

Figure 1.5: The nonlinear filter generator. Several bits from the stages of one
LFSR are combined by a nonlinear function F.

of the output of the generator. There are many ways to implement a clock
controlled generator. Consequently, it is hard to give general results on the
performance of such generators. We will not go deeper into this architecture.

1.3.3 An Example: The Geffe Generator

The Geffe Generator is a well known nonlinear combining generator. It consists
of three LFSRs with different periods. In each step, the output of the generator
equals the output of the first or the second LFSR, depending on the output of
the third LFSR (see Figure 1.6).

As a concrete example we will examine the Geffe Generator with the three
LFSRs given by the feedback polynomials

LFSR, : fo(z) = 2®* + 2® + 1 € Fya],

LFESRy : fy(x) = 2® + 25 + 1 € Fy[a],

LFSR. : fo(x) = 2" + 2® + 1 € Fy[a],
and the initial states

AO = (0,0,...7&20),
BQ = (bo,...,bQQ),

C() = (C()7 PN 7C16)-

The output r; of the Geffe Generator is defined by the following selection rule.

. ag, if Ct = 0,
%= { by, if ¢ = 1. (1.5)

We want to determine the period of the sequence z = (z;);>0 generated by
the Geffe Generator. Polynomials can be tested for irreducibility for example
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ay

LFSR, >

\ 4

by a, if ¢.=0
LFSRp rt={ It
b, if c¢=1

Ct
LFSR¢

Figure 1.6: The Geffe Generator with three input LFSRs

by the Berlekamp Algorithm [Wan03]. We let Maple do the work for us, and
we get that the feedback polynomials of our LFSRs are irreducible.

Fact 1. f,, fy and f. are irreducible.

Hence we can state the following result on the period of the polynomials.

P(fa)|221 - 17
P(fy)2% -1,
P(f.)|2'7 — 1.

Since 2'7—1 is a prime, by Remark 2 we have that f, is primitive. What about f,
and f, though? Recall the state transition matrix G. Let G,, G, respectively,
denote the state transition matrix of LFSR,, LFSRy respectively. We can
determine the period of f,, f» respectively, by raising their state transition to
the power of the divisors of 22! — 1, 223 — 1 respectively. This can be done
efficiently by consecutive squaring. We get

P(f,) =22' —1=17%.127-337, (1.6)
P(fy) = 2% — 1 = 47 - 178481, (1.7)
P(f.) =27 — 1 = 131071. (1.8)

Hence all three feedback polynomials are primitive and have maximum period.
This allows us to compute the linear complexity of the Geffe Generator. Note
that the selection rule in (1.5) can algebraically be described by the formula

Zy = F1<(l,f7 bt7Ct> = (Ct + l)at =+ Ctbt = cia; + Ctbt +as € FQ.

It is known from [RS87] that if LFSR of different length with primitive feedback
polynomials are combined in a nonlinear function F', then the resulting sequence
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has linear complexity equal to F' evaluated in N at the lengths of the LFSRs,
provided that the LFSRs have nonzero initial states. Hence we get the following
linear complexity of the Geffe-streams provided nonzero initial states.

F(21,23,17) = 17- 21 + 17 - 23 + 21 = 769.

Let © denote the set of Geffe-streams where the initial states Ay, By and Cjy
are nonzero. These streams have linear complexity 769. For each stream we can
determine the according feedback polynomial of degree 769. Note that we do
not know yet, whether all sequences in €2 have the same feedback polynomial or
not. This is in fact the case though. Note that the periods of the three input
LFSRs are coprime (1.8). Thus the Geffe Generator goes through every possible
combination of states of the three input LFSRs. Consequently the elements in
Q differ only by a shift in time and all have the same minimal polynomial. Let
/- denote this feedback polynomial of degree 769 that can be found by (1.4).

Claim 1. All sequences in Q have the same period equal the period of f,.

Proof. Let p be the period of an element z = (z;);>0 € Q and p < P(f,). £ the
formal power series of z and g, =rev(f,). We further have h € Fy[z] of degree
less than 769 such that z = g%. By following the proof of Theorem 2 we can
write

rev(p)f, = rev(h)(a? — 1)
with h a polynomial of degree less than 769 and p = 20 + 212 + - - - + zp_12P L.
Hence
felrev(h)(aP — 1)

Since p < P(f.), f does not divide (P — 1) and consequently f, and rev(h)
have a nontrivial factor in common. Let g € Fy[z] be this factor. Then we have
_h

rev(q)

gZ
rev(q)

=
Il

Since deg(regzq)) <deg(g.) we have a contradiction to the linear complexity. [

Thus in order to determine the period of the elements in 2, we need to
determine the period of f,. Clearly we have

P(f)\lem(P(f,), P(fs), P(f.)) = 7> - 127 - 337 - 47 - 178481 - 131071

So the period of f, can be determined by raising the state transition matrix
G, of f, to the power of divisors of lem(P(fs), P(fs), P(fc)). This can be done
efficiently by consecutive squaring and we get the following result.

Fact 2. All streams in Q have period equal to P(f,)P(f,)P(f.) = 7%-127-337-
47 -178481 - 131071 ~ 261

We have seen that the Geffe Generator generates keystreams with long pe-
riod. The feedback polynomials of the LFSRs are trinomials, hence they have
only 3 nonzero terms. Due to the low weighted LFSRs and to the easy selection
rule (1.5), the Geffe generator is a very efficient keystream generator. We will
see however, that one should desist from using the Geffe Generator nowadays.
The output of the Geffe Generator leaks information on the LFSR streams which
makes it vulnerable to a special class of attacks, the fast correlation attacks.
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Chapter 2

Correlation Attack

In this chapter the correlation attack proposed by Siegenthaler [Sie84, Sie85] is
presented. The correlation attack can be used to determine the initial states of
LFSRs that are combined in a nonlinear combination generator separately. In
the first section the general idea of the attack is given. In the second section a
basic algorithm for the fast correlation attack is presented. This algorithm is
then practically tested on the Geffe Generator. Further a statistical analysis of
the capability of the correlation attack is given. Finally a more general algorithm
is suggested.

2.1 Idea
Suppose we have n LFSRs LFSR,,...,LFSR, of length [y,...,l, that are
combined in a nonlinear combination generator. Let Rél), e ,R(()”) be the initial

states of the LFSRs. Let further r,@ be the output of LFSR; and z; be the
output of the Geffe Generator at time ¢t > 0 (see Figure 1.4).

Suppose an attacker that has access to the keystream z = (z;);>0, €.8.
through a known plaintext attack. If he wants to recover the initial states
of the n LFSRs, he could just test every possible combination of initial states
and check which one gives rise to the keystream z. An LFSR of length [ has
2! — 1 possible non-zero initial states. Hence in order to test every possible
combination of initial states he would have to test

II 2 -1=2%:0,
i=1

=1,...,n

different combinations of initial states. There might be a faster way than this
brute-force approach, though. Suppose we have the following correlation prob-
abilities 1

Pr(rl) = z,) = 5 Te with e > 0foralli=1,....n.

We assume ¢; positive since we want the correlation probability to be bigger
than % This is by no means a restriction since for negative €; we can just invert
z to get a positive correlation probability. We call ¢; the correlation.

We will need the following definition.
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Definition 7. Fory € Fy, the Hamming weight wt(y) is defined as the number
of non-zero coefficients of y. For x,y € Fy, the Hamming distance between x
and y is defined as the number of coefficients in which x and y differ. The
inverted Hamming distance is the number of coefficients in which x and y agree.

Notation 1. For z,y € Fy, we just write x ®y ® 1 forzdy @ (1,1,...,1).
—_——

Remark 3. For x,y € Fy, the inverted Hamming distance is just
wt(z Dy ®1).
The correlation probabilities can now be used to recover the initial states of

the LFSRs separately. Let z = (2;)1<i<n be a length N output stream of the
generator. Let r(9) = (ng))lgtSN be the according input stream from LFSR;.

Clearly then the expected Hamming distance between z and r(* is

, 1 N
Ewtr@ @zo1)) = N(§ +e) = 5+ &N,

whereas for any random sequence s = (s;)1<¢t<n we have

E(wt(s@z®1)) = g

If we guess the initial state of LF.SR; we can test the guess for correctness
by generating the according LF'S R;-stream s and comparing it to the keystream
z. For that purpose we calculate the inverted Hamming distance

he == wt(r® @ s @ 1). (2.1)

If s = () then h, is a sample of a Bi(N, 1 +¢;) distributed random variable
hs ~ Bi(N, % + ), (2.2)

and if s # (), then h, is a sample of a Bi(N, %) distributed random variable
hs ~ Bi(N, %) (2.3)

Ideally the underlying distribution of the sample hg can be recognized and
the correct initial state recovered.

It is clear that for small €¢; a large number N might be necessary for a
reliable decision. Suppose the conditions for a reliable decision is given, then
the initial keys of the different LFSRs can be recovered separately which leads

to a complexity of testing
i=1,...,n

initial states. This is a significant reduction in complexity compared to the
brute-force approach where Hi:l,...,n 2l — 1 combinations of initial keys have
to be tested for correctness. Even if only one LFSR is concerned with the
correlation attack, w.L.o.G LF SRy, the complexity of the brute force attack is
reduced by a factor 21
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2.2 A basic correlation attack algorithm

In order to start the correlation attack, we need an algorithm to generate the
stream generated by an LFSR. Let

f=cot+caz+cx?+ 427t + 2t

be the characteristic polynomial of the LFSR. Let further Ry = (rq,...,71-1)
be the initial state of the LFSR. The ¢-th stream bit r;, t > [, can be computed
by

Tt = CoT¢— + C1T¢—141 + CaTp—jq2 + -+ 1y for t > L.

Let w be the number of feedback taps of the LFSR, i.e. the number of non-
zero coefficients in {cg,...,¢—1}. The number of non-zero coefficients (in the
following referred to as the weight) of the polynomial f then is w + 1. We will
need this parameter in the calculation of the complexity of the algorithm.

Algorithm 1. LFSR

INPUT: characteristic polynomial f of degree 1, initial state Ry

OUTPUT: Stream v = (r)o>t>~n—-1 of length N generated by an LFSR with
char. pol. f and initial state Ry

o | — deg(f)

e r— Ry
e fort=1,..., N —1do

—rft]— > erit—1+14 mod 2
0<i<l—1

o return r

Proposition 1. Let f € Fy[x] be a polynomial of degree | and weight w+1. A
LFSR stream of length N with characteristic polynomial f can be generated by
Algorithm 1 using (N — D)w additions in F.

Proof. The for-loop in step 3 is entered (N — 1) times. Calculating the sum in
this for-loop is the same as adding the w elements in the feedback taps of the
corresponding LFSR. O

We can generate the LFSR stream for an arbitrary initial state Ry € F} and
we need to find the correct one. For every Ry € F, we generate the according
LFSR stream 7 of length V. These streams are compared to the keystream
z by calculating the inverted Hamming distance as in (2.1). The stream with
the highest inverted Hamming distance is automatically the one which is most
likely to satisfy (2.2). We will see that it is in fact the one with the highest
probability to be correct.

Algorithm 2. Correlation Attack

INPUT: binary keystream z = (z;)1<i<n of length N, LFSR of length I, a
correlation € >0

OUTPUT: A guess on the initial state Ry of length | of the LFSR and the
according inverted Hamming distance to the keystream
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o maxInvDist «— 0
e fori=0,...,2" —1 do

— Ry < binary representation of i

produce LESR stream s = (s)o<i<n with initial state Ry using Al-
gorithm 1

— calculate the inverted Hamming distance hs «— wt(s @ 2z ® 1)
— if hy > mazxInvDist then

* maxInvDist < h
x tempClosest < Ry

e return tempClosest, mazInvDist

Proposition 2. Let | be the length of the target LESR with correlation € > 0
to the keystream z, w > 0 the number of its taps. Algorithm 2 delivers a guess
on the initial state of the target LESR using less than 2'N(w + 2) additions.

Proof. The for-loop is entered 2! times. We have already seen that producing
the stream of length N takes (N —[)w additions in Fs. Computing (s@® z) takes
N additions in Fy. Computing the Hamming weight h can be done in at most
(N — 1) additions in Z by just adding all non-zero elements. So we get

H((N —Dw+ N+ N —1) <2Y(Nw — lw + 2N) < 2'(Nw + 2N).
O

Note that the output of Algorithm 2 is not necessarily correct. We can
compute the probability that it is correct however.

Proposition 3. Let Ry be the initial state of an LFSR sequence. Let € >
0 be the correlation between the LFSR sequence and a keystream z of length
N. The probability that the initial state Sy returned by Algorithm 2 given the
corresponding inverted Hamming distance (i.H.d.) h equals

1 h 1 N—h ll
Pr(Sy = Ro|Ham. dist. = h) = (:+9) _(,3 el) (5)

Proof. By Bayes law we know that

PI‘(SO = RO AiH.d. = h)

where

Pr(lHd = h) = Pr(Ham. dist. = hlSo = RO) PI‘(SO = R0)+
PI‘(IHd = h|SO 75 Ro) PI"(SO 7& Ro),

and

PI’(SO = RoANiH.d = h) = PI‘(IHd = hlS() = Ro) PI(SO = Ro)
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With .
PI"(SO = Ro) = <1) 5

2
and
1 N=h /4 h
Pr(iH.d. = h|Sy = Ro) = (2 N 6) (2 _ 6) 7
as well as
N
Pr(iH.d. = h|So # Ro) = (2> 7

we get the proposition. O

Remark 4. For a given output of the algorithm we can determine its probability
of correctness. The a-priori probability that the algorithm returns the correct
initial state we do not know however. In Section 2.3 we will examine on how
the input parameter N must be chosen so that we are likely to get the correct
initial state.

We have seen that the complexity of Algorithm 2 grows exponentially with
the length [ of the LFSR. This is no surprise, since the bigger [, the more initial
states have to be tested. At the same time, | does not remarkably influence
the complexity of generating LFSR sequences of large length by Algorithm 1.
Rather the number of feedback taps w plays a crucial role here. Hence it would
seem natural to choose the characteristic polynomials in the following way:

e Choose primitive characteristic polynomials of low weight and of large
degree to have efficient keystream generation and at the same time high
complexity in correlation attacks.

Primitive trinomials of high degree clearly satisfy the requirements above. In
fact they have gained special interest in nonlinear combination generators. This
is not the end of the story however. We will see in Chapter 4 that low weighted
characteristic polynomial allow a more advanced type of correlation attacks,
the fast correlation attacks. Further on, the main focus in the construction
of nonlinear combination generators is not on the choice of the characteristic
polynomials, but in the choice of the nonlinear combination function F'. We will
see that the correlation e plays crucial role in the vulnerability to correlation
attacks. The smaller ¢, the larger the sample length N has to be for a successful
attack. In fact we will see that

1
voo()

The parameter € is determined by the combination function F. Hence, F
should be chosen in a way so that only small correlations occur.

A typical example of a nonlinear combination generator with primitive trino-
mials as characteristic polynomials is the Geffe Generator presented in Section
1.3.3.
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2.2.1 Correlation attack on the Geffe Generator

In this section Algorithm 1 and 2 are applied to the Geffe Generator as presented
in Section 1.3.3. The three input LFSRs are denoted by LFSR,, LF SR}, and
LFSR., their output at time step ¢ > 0 by a¢, b; and ¢; and the according
output of the Geffe Generator by z;.

First, correlations must be detected. Table 2.1 shows the output z; of the
Geffe Generator given the input as, by and ¢;.

Lo b [ | =]
0j0107(O0
01011140
Oj1 0190
0|11 1
11001} 1
110|110
111701
11171 1

Table 2.1: Output of Geffe Generator

We can directly read off the correlation probabilities from this table. Let’s
start with the correlation between LEF'SR, and the keystream z. We have

(0,0,0)
(0,0,1)
ar =z (ag, by, ¢p) = E(l):(l): 8; (24)
(1,1,0)
(1,1,1)
and
Q¢ 7& 2t < (atvbtact) = { E(l):(l): 1; (25)

Note that since the characteristic polynomials of the three input LFSRs are
primitive, the output of LF'SR,, LFSRy, and LFSR. can be considered bal-
anced, i.e. Pr(a; = 0) = Pr(b, = 0) = Pr(¢; = 0) = 5. Thus, since LFSR,,
LFSR, and LFSR,. are independent we have

Pr((a,be) = (@, 0,7) = 5 forall  (a,09) € (26)

Hence, with (2.4),(2.5) and (2.6) we get

3 1 1
Pr(at:zt):£:§+1.
Similarly we get
1 1
Pr(b, = = -+ -
r(by = z) 2+47
and
Pr(e; = ay @ z4) 1Jr1
t = Q¢ D=5



Length | Correct (%) | Time (sec) |

40 0 7
60 6 10
&0 15 12
100 23 15
120 44 18
140 65 20
160 94 23
180 91 26
200 96 28
250 99 35
300 100 41

Table 2.2: Correctness of Output

Having these correlations, we can expect the proposed algorithm to work cor-
rectly for sample keystreams of large length N. In fact, the success rate of the
algorithm increases with N growing. For different N’s we tested the algorithm
100 times and checked whether the returned key was the correct one. The Geffe
Generator hereby was initialized with random keys for LFSR,, LFSR;, and
LFSR,.. Table 2.2 shows the success rate as well as the time consumption on a
standard 2GHz dual-core AMD processor.

2.3 Statistical Analysis of the Correlation Attack

Given the notation as in Section 2.1, we are interested in the following question.

e Under what circumstances is it possible to decide whether h; is a sample
of a Bi(N, 1) or a sample of a Bi(N,  — ¢) distributed random variable?

We will see that for € > 0, the probability of correct decision comes arbitrarily
close to 1 if the sample length N can be chosen arbitrarily large.

2.3.1 Maximum likelihood Test

Assume we have a random variable X = (X1, Xo,..., Xy), where X7, Xo, ..., Xx
are themselves independent identically distributed random variables. Let D(y) =
Pr[X; = y] be the distribution of these variables and D™ (z) = Pr'V[X = 7] the

distribution of X. Suppose, given a sample Z = (x1, 23, ...,zy) in the sample

space {2 of X, we have to decide which of the two hypotheses

e Hy: D = Py, the random variables X; have distribution P, or
e Hy:D = Py, the random variables X; have distribution P;

is true. Let us denote our decision function by ¢(z) : Q@ — {0, 1} where ¢(z) =0
means that we decide in favor of Hy and ¢(x) = 1 that we decide in favor of
H,. Two types of error can occur:

o Er:¢(z) =1, although Hy,
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o Ey: ¢(Z) =0, although H;.

We want to choose the decision function ¢(x) in a way that the two probabilities
of error

o Pr=P[op(X)=1],

are minimal. Naturally there is a trade off between these two probabilities. This
trade off can be seen easily if we choose ¢ = 1 constant. Then P,; = 0 but of
course, Pr is maximal. The classical approach is to give a bound « on either
Py or Pp and then choose ¢ in a way that the other probability of error is
minimal in the set of all decision functions with Pr < a respectively Py < a.

Definition 8. Given an observation x, the likelihood of H, respectively H;
equals
po(x) := Probability of the observation x when Hy is true,

respectively
p1(x) := Probability of the observation x when H, is true.

The likelihood-ratio is defined by

Definition 9. The overall probability of error
Pe:7TOPF+7T1PM
where my and w, are the prior probabilities of Hy and Hy with mg + w1 = 1.

The Newman-Pearson Lemma tells us how we have to choose ¢ in order to
get an optimal decision function in the set of all decision functions with Py; < a.

Proposition 4. (Newman-Person Lemma) Given the situation described above,
the optimal decision function has the form:

R vy @7

Where A(x) is the likelihood-ratio of . The value of the threshold k is deter-
mined by the condition Py = «.

Note, that if we want the probabilities of errors to be equal Py = Pr = a,
then we should choose k = 1.

It is clear that the performance of a correlation attack depends on the error
probabilities of the optimal decision function ¢. In the correlation attack, the
inverted Hamming distance h; is calculated. It must be decided whether h; is a
sample of a Bi(N, § + ¢€) or a sample of a Bi(N, ) distributed random variable.
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Proposition 5. Let z be a binary stream of length N. Let h be its Hamming
weight. The likelihood-ratio in the decision function whether the stream is a
sample of a random variable Y with distribution Bi(N, § + €) (Hypothesis Hy)
or X with distribution Bi(N, 3) (Hypothesis Hy) equals:

S I Gt M

0 Bl

Note that this ratio is growing with h.

i) = BN _ () (59" G

)"

We have seen that for a given length N the likelihood-ratio depends only
on h. So the condition A > k in the decision function can be replaced by a
condition A > H with some new threshold 0 < H < N by setting

(149"

we get
1
log k — Nlog(1%;)
— 2
log (3 +¢) —log (5 — ¢)
Proposition 6. Let Hy and H, be the hypotheses as in Proposition 5. Let

H be the threshold on the Hamming weight in the decision function ¢. The
probabilities of error then are

Pp=F[o(X)=1]= ) (ZD (;>N

h>H

Py =PNp(X) =0 =Y (27) (;ﬂ)h (; _e)N—h

h<H

As we see, for a given correlation ¢, the probabilities of error depend on the
sample length N and the threshold H. For the correlation attack, the following
question is of interest.

Question 1. For given bounds on the error probabilities Pr and Py, is it
possible to choose N and H so that these bounds are reached by the decision
function ¢?

The answer to this question will be given in the next section.

2.3.2 Chebyshef’s Inequality
Consider the following well known result, see for example [GSO01].

Proposition 7. (Chebyshefs Inequality) Let X be a random variable with ex-
pected value p and finite variance 0. Then

1
Pr[|X — p| > ko] < o (2.9)

In words, by taking k > 1 the probability that a sample lies inside the radius of
k times the standard deviation around the mean is bigger than 1 — k%
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Proposition 8. Let X and Y be Bi (N, %) and Bi (N7 % + e) distributed random
variables with means

1 1
M:N§ and M6=N<2+6>

and standard deviations

1 1
a:\/zN and O = N(4—62).

Let H be the threshold on the Hamming weight h in the decision function ¢. We
get the following bounds on the error probabilities

11 11

where I =
k="t and  ko=F—

o Oc

Proof. Note that
Pr =Pr(X > H),
with k = % we get
1
Pr=Pr(X >ko+p)=Pr(X —p>ko) < o2

with (2.9) and of symmetry reasons we get the result. Similarly for Py;. O

Proposition 9. Given the conditions as in Proposition 8. The probabilities of
error can be made arbitrarily small by increasing N and setting H appropriately.

Proof. For given k and k., by the Chebyshefs inequality the probability that
a sample of X, respectively a sample of Y lies outside A := [u — ko, p + ko],
respectively Ac = [pe — keoe, e + keoe] is smaller than %, respectively k—lz
Hence the probability that a sample of X respectively Y lies in A, respectively
in A, equals (1 — %), respectively (1 — é) If we can find an H so that

w+ ko < H < pe — keoe,

then the probabilities of error satisfy the following bounds
1 1
Pr < ﬁ and Py < ﬁ

We will now show, that for N big enough, this is indeed the case

max A <minA. < p+ ko < pe — keoe & ko < Ne — k.o &
1 1 1 1
ik\/ﬁ<N6—kze\/ﬁ Z—€2©§k‘<\/ﬁe—kze 1_62@

2
L+ ke /L —e2 Lkt key/s — €
AL SN AL I
€ €

Since k and k. can be chosen and thus the probability of success can hence be
made arbitrarily near to 1, we are done. O
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It is obvious now that we can answer Question 1 with "yes". By the proof
of Proposition 9 we can even calculate N and H so that given error bounds are
reached.

Corollary 7. Given the situation as above. Let F and M be upper bounds on
the error probabilities Pr and Py;. Let

1
< -
k_HQPF and ke

IN
&
S

With

and

1 1 1 1

=N ~-N<H<N|= — — — €2

3 +k\/4 < H< <2+e> kd/4 €2,
the decision function ¢ has error probabilities

PFSF and PMSM

Corollary 8. The probability of success of Algorithm 2 with

s bigger than

1\22 1
1-— -

where 1 is the length of the target LFSR. In particular, for N growing, the
probability of success of Algorithm 2 tends to 1.

From the proof of Proposition 9 we have that

(3k+ ke /3 —€2)2 L(E2 4 k) + kkey /L — €
2 1 1 1 —k£2<N.

€2 €2

Since |/ 1 — €2 € [0, 3] we can say that

N = O(é), (2.10)

ensures a good success rate, which is confirmed experimentally.

Remark 5. If yu+ ke < pe — ko we get the following dependencies between k

and k.
1
kﬁQVN6—2]€EHZ—€2, (2.11)

k. < @ (2.12)
2¢/% — €
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2.3.3 Conclusions

We have seen by Corollary 8 that Algorithm 2 returns the correct initial state,
given a large enough sample length N. The preceding discussion however allows
us to give a more general algorithm for the correlation attack than Algorithm
2. Given a nonlinear combination generator whose output is correlated to an
LFSR. Let z be the keystream, e the correlation and M the number of initial
states to be tested.

1. For all possible initial states generate the corresponding LFSR stream s’
of length N.

2. Compute the inverted Hamming distance h,: to the keystream z.

3. Apply an optimal decision function in the form (2.7) to all h:’s to decide
whether the underlying distribution is Bi(V, 3 + €) (Hypothesis Hp) or
Bi(N, 1) (Hypothesis H;). Let S, be the set of initial states for which the
decision function decided for Hy and Sy the set for which it decided for
H;.

4. Discard the set S;. Increase N and recursively apply this algorithm to
the set S,.

How to parameterize this algorithm? It is clear that the probability that the
correct initial state is in the set S, is

Pr(correct initial state is in S,) = 1 — Pyy.
The expected number of incorrect initial states in the set S, is
M Pp.

We have seen in Proposition 9, that Py; and Pg can be made arbitrarily small
by increasing N. It is clear that in the case where S, consist of only the correct
initial state, Algorithm 2 would also return the correct result. However this
requires a large sample length N. The advantage of the algorithm above is,
that improbable initial states can already be filtered with a relatively small
sample length, whereas Algorithm 2 tests all initial states with the same large
sample length.
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Chapter 3

Boolean functions

In a nonlinear combination generator, several LFSRs are combined by a non-
linear function F'. The initial states of the LFSRs often correspond to parts of
the secret key. Hence, knowing the keystream, the attacker must not be able to
recover the initial states. We have seen that if there is a correlation between the
keystream and the LFSR streams, the correlation can be exploited in order to
recover the initial states of the LFSRs separately. That is why we are interested
in nonlinear functions, where no correlation between small sets of the input bits
and the output bit occur. Such functions can be used as combining functions.

We will start with giving a tool, called the Walsh Transform, to analyze the
correlation between linear combinations of the input bits and the output bits of
a combining function. We will further give an overview of further cryptographic
properties of a nonlinear combination function, such as its algebraic degree and
its nonlinearity. A high algebraic degree is desired, since this usually results in a
high linear complexity of the resulting keystream. The nonlinearity is a measure
of to what extent the combination function can be approximated by a linear
function, and is also calculated by the Walsh Transform. In a cryptographic
setting, a high nonlinearity is desired. We will further see that there are trade-
offs between these properties. Finally the Walsh Transform is applied as an
example to a cipher called "Achterbahn".

3.1 Walsh Transform

Given a integer-valued function f : Z5 — Z, its Walsh-Hadamard Transform is
defined as
Fw)= 3 fa)(=)"", we Z3,
€LY

where w - z denotes the scalar product. For a Boolean function f : Z§ — Zs, we
define the Walsh-Hadamard Transform F as the Walsh-Hadamard Transform
of the function f' : Z% — Z with f'(w) =1 € Z if f(w) = 1 € Zy and
flw)=0€eZif f(w)=0 € Zs.

Remark 6. For a function f :Z5 — {0,1}, we have

Flw)={ze€Z}: f(x)=l,wxz=0}—-|{z €Zy: f(z)=1,w-x=1}. (3.1)
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The Walsh Transform F of a Boolean function f : ZJ — Zj is then defined
as the Walsh-Hadamard Transform of the corresponding function f : Z5 — Z

fla) = (1)),

with values in {—1,1}. Hence we get

Flw)= 3 @)= = 3 (1)@=, wezy,

wely weLy
Note that
Fw)=|{zeZy: f(z) =w-z}| - {z € 25 : f(x) # w -z},
and with
{r eZy: f(z) =w-a}| = 2" - {z € Zy: f(z) # w-x}]),

we get A
Fw)y=2"-2{z € Z] : f(x) #w -z} (3.2)

The Walsh Transform of a Boolean function f can easily be obtained from
its Walsh-Hadamard Transform [Pom03]:

Lemma 6. Given a Boolean function [ : Z3 — Zo and its Walsh-Hadamard
Transform F(x) and Walsh Transform F(x) we have

F(w) = —2F (w) + 2" - §(w), (3.3)
where §(0) =1 and 6(w) = 0 for w # 0.

Proof. Let A;; = {x € 23 : f(z) = i,w-x = j} for (i,j) € Zy®. Then Z} is
the disjoint union of those A; ;’s,

ZE = A1 U AgoU A1y UAgy.
For w # 0, we have: {z € Z} : w -2 =0} = |{Z} : w -z = 1}| and hence
|A1 0| + |40 0| = [A1 1|+ |Ao1| = 2"
Hence with Equation (3.1) we get
F(w) = [A1o] = [A1a] = [A10

— (2" = Ao,
which together with Equation (3.2) leads to
—2F (w) = 2™ — 2|Ay1 0| — 2|Ao.1| = 2" — 2|Ag1 U A1 9| = F(w).
For w = 0, we have
|A1,1] + |Ao,1] = 0 and |A1 0| + |Ao,0| = 27,

and hence
F(w) = [A1 o] — [A11] = [A10] + [Ao1]-

Finally
—2F (w) = —2|Ay 0| — 2|Ap1| = —2|Ag1 U A1 o] = F(w) — 2™
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3.2 Computing the Walsh-Hadamard Transform

Given a Boolean function f : Zj — Z, its Walsh-Hadamard Transformation
F(w) = Zmezg f(z)(—=1)"* looks very similar to the Discrete Fourier Transfor-
mation. In fact, an algorithm very similar to the Fast Fourier Transformation
can be used to compute all the Walsh coefficients. Let’s start with some prepa-
rations.

Define

W™ = {0} x Z3" ¢ 23 and W™ = {1} x 737! C 7.
Denote with U the disjoint union of two sets. Then we have:
wymuw™ = zj.

Clearly there is a natural 1-1 relation between elements in Z5 ' and elements
in Wén), Wl(") respectively. So we have bijective maps

—1 1-1
X Z;L ! - Wén)v T = (xlaxQW"axn—l) — (valaZQa"'axn—l) € ZQTL7
/_Zn—l 1-1 (n) _ 1 Z n
X 12y — Wi x = (31,32, T-1) © (Lo, 22,00 Tn1) € 22"

We can write

Fw)= Y f@)(-D""= Y f@) D"+ > fla)(-n"*
=7 cew™ —
= Y fx@)(=0mX® 4 N F (@) ()Y (3.4)

zezy ! zezyt

Note that for € Z5™' we have w - x(z) = w - x'(z) when w € Wo(n) and
w-x(z)+1=w-x'(x) when w € Wl(n).

S penp— (FOx(@) + FO @) (1)o@ for w e Wy,
F(w) =

Saezpr (FX(@) = F¢@)(=1)" X for w e W™,
Define gy and g} as functions from Z72’71 — 7o

gr(x) = f(x(2)) + f(X'(x)) and g (x) := f(x(x)) = F(X'(z)),
With w - x(z) = w -  where w is w without first coordinate, we get
S pezs 1 95 (@) (=17 for w e W™,

F(w) = (3.5)
S ez 95 (@) (—1)%% for w e W
It seems that specialists are aware of the follwing algorithm to compute the

F(w)’s, see e.g. [Yue7T], but we could not locate a reference for the actual
algorithm.
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Algorithm 1. Fast Walsh-Hadamard Transform (FWHT)
INPUT: F(w) = Zmezg f@)(=1)** and f(x) Vo € Z%
OUTPUT: FWHT(f) = (F(w))wez,

1. if n =1 then return F(0) =

I
2.9 Ygeny— (F(X(@) + F(X (@) (1)
9 = Dgezy (Fx(2) = F(X'(2))) (=)

3. call the algorithm recursively to evaluate g and ¢’ at 0 < i < 271

4. return g(ob)’g(lb)v cee ’g<(2n—1 - 1>b)>gl<0b>7g/<1b>7 s 7gl(<2n—1 - 1)17)

0)+ f(1), F(1) = £(0) — f(1)

where a; denotes the binary representation of a € N.

Theorem 5. Algorithm 1 correctly computes the Walsh-Hadamard coefficients
of a Boolean function f : Z% — Zs in O(n2™) operations in Z.

Proof. We prove correctness by induction on n. For n = 1, we have F(w) =
F(0)(=1)¥ 0 + f(1)(=1)*"! and hence the algorithm correctly returns F(0) =
f(O) + f(1) and F(w) = f(0) — f(1). If n > 1, we have to show that for
0<i<2"1g(ip) = F(ip) and ¢'(ip) = F((2"~! +i)p). So by Equation (3.5)

S @)D Y A @) (1)
weZ;71 JJEZW’71

= Y f@EDTTH Y f@) (=) =F(i), (3.6)

zew™ cewi™

and

o @)D= Y FX @)~

z€zZy ! zezy !
Yo J@EDPT = Y f@)(=1)T = (2" 4 i)) (3.7
wew{™ wew (™

Let S(n) be the number of additions the algorithm uses in Z to compute
the FWHT of a Boolean function on Z3. Step 1 takes two additions. In the
two sums in step 2 we have 27! summands each. In the third step we have
25(n — 1) additions. Thus, by unfolding the recursion we get S(1) = 2 and
S(n)=2S(n—1)+2"=2(2S(n—2) +2" 1) +2" = ... = n2n, O

By applying Algorithm 1 the Walsh-Hadamard Transform F' of a Boolean
function f can be computed by looking at it as an integer-valued function.
Equation (3.3) then delivers the Walsh Transform F. Note that computing

=Y f@) (=), we Zy,
TELY

takes 2" — 1 summations in Z. Hence computing all Walsh-Hadamard coeffi-
cients, F'(w) for all w € Z%, in a straightforward way would lead to a complexity
of

0(22n)

operations in Z.
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Figure 3.1: The Butterfly structure of the arithmetic circuit computing the
FWT for n=3.

3.3 Cryptologic properties of Boolean functions

As already said, cryptographic random bit generators are often constructed by
combining several maximum-length LFSRs in a nonlinear way. At each step the
n output bits of the n LFSRs are combined in a nonlinear Boolean function to
get the keystream bit at that step. In order to complicate the predictability of
the keystream, this Boolean function should have several properties including
high algebraic degree, high nonlinearity and high correlation immunity. In the
following, a description of these properties is given.

3.3.1 Algebraic Degree

Every Boolean function f : Z5 — Zo can be expressed in a unique way in its
algebraic normal form (ANF), which is the XOR sum of products

fanp(z1,...,2n) = ag ® g a;T; O g QT D -+ D a12.. nT1T2 - - - T,

with @, @y, @ij, " - € Zo. The algebraic degree of a function f is its global
degree d, i.e. the degree of its highest degree term in the ANF. In [RS87] it was
shown that the linear complexity of the resulting keystream when combining n

maximum length LFSRs of different lengths [y, ...,[, with a Boolean function
fequals fanr(l1,...,1,) evaluated over the reals (instead of Z3). Clearly if
O(ly)=0(y)=---=0(,) =1,

then the linear complexity C of the resulting keystream equals

C=0(%.
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Hence the linear complexity of the keystream grows exponentially with the al-
gebraic degree of the combining function. We have seen in Section 1.3.1 that
an attacker who has access to a keystream part of length 2C' can recover the
whole keystream. Consequently, the combination function f is desired to have
high algebraic degree.

3.3.2 Nonlinearity

Definition 10. A Boolean function f in n variables is called affine function, if
it is a function of degree at most one

flay,...,zp) =w-z@c=wz1 ® - Dwpx, B

with ¢ € Za,w € Z% A linear function is a affine function with zero constant
term c.

The nonlinearity Ny of a Boolean function f is its minimum Hamming dis-
tance to any affine function g. The Hamming distance between two Boolean
functions is hereby defined as the number of bits that differ in their truth ta-
bles. By denoting the set of affine functions with n input bits by A, we get
that

Ny = min da(f,0) = [{z: f(z) # a(@)}].

The nonlinearity of a function f is characterized by the flatness of its Walsh
Transform F' [MS90].

Proposition 10.
1 .
Ny = 5(2" — max | F(w)]) (3.8)

Proof. Remember that by Equation (3.2) we have
F(w)=2"—2{z €25 : f(z) #w-a}| = 2" — 2du(f,w - ),

and hence

dp(fyw-x) = T‘%F(w)

Further we get that

P
dh<f7wl‘@1) :2n—dh(f)w-g;) = %(U})
Consider the following cases. If

dn(fyw -z @ 1) < dp(f,w- ),

then .

2" + F(w) 2= Fw)
2 2 ’

and hence F(w) negative and
dh(fawx@l) =

38



And if
dh(.ﬂwx@l) zdh(.ﬁw'x)a

then

2" 4 F(w) L 2" = F(w)
2 - 2 ’

and hence F'(w) positive or zero and

dn(fow-z) = 2

It follows that

and hence

2” — F 2n _ w F
min dy(f,0) = min = O 22 maxelF(w)
a€A, w

The following theorem gives a natural bound on the nonlinearity we can
expect to attain.

Proposition 11. (Paseval’s Theorem)

> Fw)? =2 (3.9)

wELY

Proof. 1t is easy to show that

Y Fw)= ) Fwk(w)=

wELY weLy
PONDIICHEC D DICEL
weZy \z€Z} yeLy
Z (—1)f@®F W) Z (—1)@@v)w ) (3.10)
x,yELy weLy

Note that for z @ y # 0 we have that (x @ y) - w is even for one half of the
elements in w € Z% and odd for the other half. Hence

. 2" ifxady=0.
WELy

Consequently we get
Z (_1)f($)@f($)2" — 92n

x
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Corollary 9.
max F(w) > 2%

w

Proof. Suppose F(w) < 2% for all w € ZJ. Then Zwezg F(w)? < Zwezg 2" =
272" = 22" what is a contradiction to Parseval’s theorem. O

Further we have [MS90]

Corollary 10.
Ny <on—t 2571

Corollary 10 gives a bound on the maximal achievable nonlinearity of a
Boolean function f in m variables. A Boolean function f that reaches that
bound satisfies the equation in Corollary 9 with equality. By Proposition 11
it is easy to see then that |F'(w)| = 2% for all w € ZJ. Due to their maximal
nonlinearity, such functions are of interest.

Definition 11. A Boolean function on an even number n of input bits is called
bent function, if and only if

|F(w)| = 2% for all w € Z3.

3.3.3 Correlation Immunity

Definition 12. [Sie84] Let X1,..., X, be balanced i.i.d. binary random vari-
ables. A Boolean function f in n variables is called t-order correlation immune,
if the random variable f(X1,...,X,) is statistically independent of the random
vector (X;,,...,X;,) for any choice of indices 1 < i1 <ig <--- <iy <n.

If at the same time f is balanced (zero and one occur equally often in the
output), it is called t-resilient.

It can be shown [XM88] that a discrete random variable Z is independent
of m independent binary random variables (X1i,...,X,,) if and only if Z is
independent of the sum A\ X7 +- - -+ A\, X, for every choice A = (A1,..., ) €
Z% not all zero. Let X = (Xq,...,Xyn) and |\| the Hamming weight of A.

Corollary 11. A Boolean function f in n variables is t-order correlation im-
mune if and only if P[f(X) =1\ X1+ -+ A\ X, = 2] = P[f(X) = 1] for all
1§|)\|§7§,I€ZQ

Hence we have f is t-order correlation immune if and only if
Hz € Z": f(z) =1l,wz =1} =|{z €Z" : f(x) = L,wz =0} with 1 < |w| <t
We get [XM88]:

Proposition 12. A Boolean function f in n variables is t-order correlation
immune, 1 <t <mn, if and only if

F(w) =0, forall1 < |w| <t.
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Proof. Recall from Remark 3.1 that F(w) = [{z € Z2" : f(z) = L,w -z =
0} — {Z% : f(z) = 1,w-a = 1}|. Also we have by (3.3) that for w # 0,
F(w) = 0 & F(w) = 0. So the Proposition follows with the observations
above. O

F(0) = 0 means that f is also balanced.
Remark 7. f is t-resilient if F'(w) =0 for 0 < |w| < t.

Corollary 12. Let f be a Boolean function in n variables. Let w € Z3 and
F(w) its Walsh Coefficient. Then we have

In particular the Walsh Transform of a Boolean function can be used to compute
its correlation probabilities.

Proof. By (3.2) we have F(w) = 2" —2|{z € Z% : f(x) # w - x}|. Hence we get

Flw)-2" 1, Flw)

Pr(f(X)=w-2)=1-Pr(f(X)Zw-2)=1+4 onil  — 5 T gnii-

O

In order not to allow easy correlation attacks, a combining function f with
high resiliency is wanted. We will see however, that there are trade offs between
resiliency and nonlinearity as well as resiliency and the algebraic degree.

3.3.4 Tradeoffs

High uncorrelatedness does not allow high order product terms in the ANF
[Sie84].

Proposition 13. Let f be a t-resilient Boolean function in n variables with
algebraic degree d. The following bounds hold

d+t<n—-1ifl1<t<n-—2,
d+t<nift=n-1.

We have seen that for the nonlinearity it would be best if the Walsh Spectrum
was flat, i.e. if we have Bent functions. Bent functions are not correlation
immune however.

Proposition 14. [KSY97] Given an t-order correlation immune Boolean func-
tion f in n variables. Then the following bound on the nonlinearity holds

2TL
2" — Zlgigt (7;)

1
Nyp<= 20—
F=7
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Proof. If f t-order correlation immune, then by Proposition 12 F (w) = 0 for all
1 < |w| < t. This means at least >, ,, () summands in Equation (3.9) are
zero. So o

. F(w) S \/ 922n B n
v V2 i (%) 2" =3 ici<t (%)

With that, from Equation 3.8 the proposition follows. O

Example 1. Let f be a Bent function in n variables. Then |F(w)| = 2% for all
0 < |w| < n. First of all, f is not balanced, since F(0) # 0. Since |F(w)| =27
for lw| =1 there is the following correlation probability to each input:

Pr[f(X) = Xi] = H(H{z: f(z) = :m}IQ; {2 : f(z) # @} _

e _ 1
on 2% +1’

where e; 1is the i—th unit vector. So a classical Siegenthaler attack can be
mounted.

3.4 An Example

A distinguishing attack on the cryptosystem Achterbahn, a stream cipher pro-
posed to the eSTREAM competition, was presented in [JMMO05]. Basically
Achterbahn uses 8 small non-linear registers Ry,..., Rg that are combined in
a filtering function f. Let’s denote the output bits of the 8 registers at a time
step t by y1(t),...,ys(t). The ANF of the filtering function f : Z§ — Zy looks
as follows:

f(t) =yi(t) D y2(t) ©ys(t) © ya(t) @ ys(t)yr (1)@
Yo (t)y7(t) © yo(t)ys(t) ® ys(t)ys()y7(t) @ ye(t)yz(t)ys(t).

Computing the Walsh Transform of f, we get a Walsh Spectrum that is
mostly flat, but has the following peaks:

F(w) = 128 for w € A = {244, = 11110100, 242, = 11110010}, (3.11)
and
F(w) = 64 for w € B = {244, = 11111000, 242, = 11110001}. (3.12)

Furthermore |F(w)| = 64 for w € C = {243,245, 247y, 250, 252, 2543 }, and
F(w) =0 forw e Z,\AUBUC.

Every element in AU BUC gives a linear approximation of f. Note that the
elements in A and B have Hamming weight equal to 5, whereas the elements
in C have Hamming weight bigger than 5. Hence a linear approximation with
elements in A and B can be exploited more easily for an attack. Furthermore
since the Walsh coefficient of the elements in A is bigger than the one of the
elements in B, the elements in A deliver a better approximation of f than the
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elements in B. Let X be a random variable with uniform distribution in Z§.
Then by Corollary 12 in Section 3.3.3 and (3.11,3.12) we have

10 1 1
Pr[f(X)—w~X]—E—i—i—gforweBUC,
12 1 1
Pr[f(X)fuwX]—E—§+Zforw€A.
150
100 -
50t :
0
_50,
~-100 | | | | |
0 50 100 150 200 250

Figure 3.2: Walsh Spectrum of the filtering function f. On the z-axis the
decimal representation of the points # = (z1,...,73) € Z3§.

3.4.1 Distinguishing attack

The linear approximation

1(t) = y1(t) + ya(t) + ys(t) + yalt) + ye(t), (3.13)

that corresponds to w = 11110100 € A is used for a distinguishing attack. Its

bias € equals i. Let us call the periods of the register R; by T;, i = 1,...,8.

Then we have that in
Lt)=1lt)®lt+T),

the output bits y1(¢) and yy1(t + T1) of Ry add to zero. Recursively define
li+1(t) = ll(t) (S5) ll(t + Ti+1) fori=1,...,3.

Note that in /; the output bits y;(¢) and y, (t+T;) of R; add to zero for 1 < j <,
i=1,...,3. Define I5 slightly differently

l5(t> = l4(t) ) l4(t + T6) (314)
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We get that [5 contains no term of yi1,ys,ys, ¥4, ys. Thus clearly the sequence
(I(1));en satisfies the parity check I5(¢t) = 0 for all ¢ € N . Writing Equation
(3.14) in terms of I(4) is omitted here. However it can be seen that [5(¢) is the
XOR of 32 keystream bits of (I(i));cny which have distance

T=T +To+Ts+ Ty + T ~ 22851,

We need a result that follows directly from the so called piling-up lemma, see
for example [Vau06]. Having n independent binary random variables X1,..., X,
with Pr(X; = 0) = 1 + ¢; then we have

1 n—1
Pr(X; @ - X, =0) =5 +2 J—[nei. (3.15)
Note that this equals the probability that an even number of the X;’s are 1.

It is clear that the probability that I5(¢) = 0 equals the probability that
an even number of its 32 summands do not satisfy (3.13). Hence applying this
parity check to the output sequence of Achterbahn, it is satisfied with probability

1 1 32 1 1 33
- 231 - _ - - )
(1) -2+ ()

Evaluating all the parity checks on a long enough sequence of Achterbahn, it
can be distinguished from a truly random sequence.

3.5 Cascading of boolean functions

We have seen that high order correlation immune boolean functions are of in-
terest in a cryptographic setting. At the same time, the functions are supposed
to have a high algebraic degree. In this section we investigate how these two
properties behave, when two boolean functions are cascaded.

Let f(Yp,...,Y,) and g(Xi,..., X;n) be two balanced boolean functions in
n + 1 respectively m variables. Let f be r-th order correlation immune and g
s-th order correlation immune. Define

g (X1 ooy Xy Vi e, Vo) o= F(9(X0y oy Xin), Yy, V) (3.16)

The following observations on the correlation immunity &k of hy, and the
algebraic degree d(hy,) of hy, can be made immediately:

A-1 In any case k > r, since knowing less than r variables in {Y7,...,Y,} does
not give any information about f, even if some information about Yj is
given. Obvious is the case where r variables in {Y7,...,Y,} are known and
none in {Xi,..., X, }. Also obvious is d(hy,) > d(f).

A2 If f =Yo© f(0,Y1,...,Yy), then hy = g(X1,..., X0n) © f(0,Y1,...,Y5)
is r + s correlation immune [SZZ94| and d(hy,) = max(d(f),d(g)).

A-3 If Yy appears in the highest degree product term in the ANF of f, then
d(hy,) = d(g) +d(f) — 1.
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Lemma 7. Using the notation from above the following upper bounds on the
correlation immunity k and algebraic degree d(hy,) of hy, can be made: d(hy,) <
d(f)+d(g)—1 and k <r—+s.

Proof. The bound on the algebraic degree follows directly from the ANF.

Now since f is correlation immune of order r but not of order r + 1, there
exist 0 <1 < -+ <y <nsuchthat P(f =1Y;, =vi,.... Y5, =¥i,n) =
2+ e, |er] > 0. If iy # 0, then clearly k < r, since g is balanced and hence
P(hfg = 1|)/i1 =Yiry--- 7}/1.7‘4»1 = yi7‘+1) = P(f = 1|le1 = Yiy> - "}/iwrl = yir+1)'

Ifipm =0, let 1 < g1 < -+ < jsy1 < m such that P(g = 1|X;, =
Tj,... . Xj,, = Tj,,) = %+ €, 2] > 0. Note that by fact that P(Y;, =
1) = P(Y;, = 0) = % and the r-th order correlation immunity of f we receive
with with Bayes rule

1
5 :P(f: 1|}/:L2 :yi17"'>Yi7-+1 :yi7.+1) =

1 1
ip(f = 1|5/21 = 0,...7E,’.+1 :yiy.+1) + 7P(f = 1|}/’L1 = 1’...,}/2‘7_#1 :yi7-+1)7

2
and hence
1
P(f = 1|§/11 = 1" o ’Yt‘-?”rl = yir+1) = 1_P(f = 1|Y;1 = Oa N '7Yvir+1 = yir+1) = §_€1~
Again with Bayes the following holds
P(hfg = 1‘Xj1 =Ljyy--- 7st+1 = xjs+1aYi2 = Yigs--- >Yir+1 = yir+1) =
P(f = 1|Yvi1 =0,..., YViv-+1 = yi7-+1)P(g = 0|Xj1 = Ljys--- 7Xj5+1 = xjs+1)+
P(f = 1|}/;1 =1,.. "Yir+l = yir+1)P(g = 1|Xj1 = Ljys-- "st+1 = xjs+l) =
1 + 1 + + 1 1 = L + 2
B €1 2 €9 B €1 B €2 | = 2 €1€9.
So we have that k <7+ s+ 1. O

We have seen a special case of the function f such that the upper bound on
the algebraic degree of h is reached as well as a one where the upper bound on the
correlation immunity is reached. Since both are desirable properties in a crypto-
graphic view, a special case of the function f is wanted, such that A has correla-
tion immunity bigger than r and algebraic degree bigger than max{d(f),d(g)}.

To make work a bit easier define the sets:

Y = {%’..-7Yn}7 Y/ ;:Y\YOZ{YM...,Y»R}, X = {Xl’_._’Xm}.
We will write
nlwu;ik = {}/7;17 s 75/;k}’

and when assigning values v;, , . ..,¥;, € Z5 to the variables Y;,,...,Y;, we write

Yil ..... i — Yiy,... ig-

Lemma 8. If hy, is k-resilient with k > r, then for every choice Y;, . 4 C Y’
and y;,... i, € 74 with 1 < min{k,n}
1

P(f =1Yer,it = Yirot) = 5

45



Proof. Let P(f =1|Y5,... iy = Yir,...i) = %—}— €, € > 0. Then, since g is balanced
we have

1
P(hy, = 1Yey iy = Yiy,i) = P(f=1Y4, iy = Yir,i) = 3 + €.

So hy, has correlation immunity smaller than /. O

Lemma 9. k < r+s. P(f = 1Y, 4 = Yi,.5) = % for every choice
Yii o CY andy,, . ; € 74, 1 < min{k,n} if and only if hy, is k resilient.

.....

l l
Proof. =: Let Yihm,izQ Y, Xj1,~~7j11 C X and Yir,...in, € L, Zjr,eniiy, € Ly
with 1 + 1o <r+sand l; <m,ls < n. We need to show that

1

P(hfg = 1|Xj1’--~,jzl = lefﬂwjl]’}/;l;nwilz = yi1,~~wi12) = 9"

If [; < s, then

P(hfg = 1‘X7'1y~~7jll = lewn;jkl’}/il)nwilQ = yi1,-~7iz2) =

P(f= 1|Yé1,u.,z‘,2 = yil,“.,ilz) = %
If [y > s, then l; < r and hence
Plhy, = UXG, g, = Thagiy s Yooty = Yinoooiy) =
P(f=1[Xo = xo,Yél,‘..,z‘,z = yil,‘..,ilz) = %»
with x¢ € Zo arbitrary .
<: By Lemma 8. O
For the next lemma, we write f in the following way
f=Yf'(Y1,....,Y,) ® f(0,Y1,...,Y,). (3.17)

So we split the ANF of f in a part that contains Y as a factor and one that
does not contain Yj.

Lemma 10. Let Y;,  ;, CY' and y;,
equivalent

L P(f = 1|Y7-;1’~~,7;l = yil,m,iz) = %

2. P(f = 1|Y0 = y07m1,m7iz = yi1,~~’iz) = % or P(f/ = 1|Y—il,~~~,iz = yil,m,iz) =
1

i €75, 1 € N. Then the following are

,,,,,

with yo € {0,1}.
Proof. Given Y;, . ;, CY and y;, .. 4 € 7L, 1 € N. Write
P(f = 1|Y0 = O’Yvil ,,,,, i = yil,»---,iz) =D,

and
P(f = 1|Y0 = 17Yz‘1,...,¢, = yzlz,) =4q.
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Since ) )

P(f:1|}/;1 ..... il:y’il ,,,,, z;):§p+§q:7(p+Q)»
we have the condition that

1
P(f =14, i = Yir,it) = ;eprta=1 (3.18)

Notice that

f(layla"'ayn) :f/(Ylv"'vyn)®f(07Y17'~~,Yn)'
Let

P(f/ = 1|Yvil,-~~,iz = yi17~~'5il) =P,
then we have
p=plp—a)+q(l—p)=p+q—2pq.

We get

p+qg=1<p+2¢—2pg=1< p(1—2p)=1-2p.
Using (3.18) we get

1
5
This ends the proof. O

1
P(f=1Yi, 5 =Yir,..is) = 3 S p(l—2p)=1—-2p<eitherp=1lorp=

Theorem 6. hy, is k-order correlation immune, k < r + s if and only if for
every choice Y;, ; CY' andy,;, ., € ZZQ, I < k either

P(f=1Yo =v0.Yi,, it = Yir,..n) = %, (3.19)
or
P(f/ =1UYi,. i = Yir,i) = 1, (3.20)
where yo € {0,1} and f" as in (3.17).
Proof. By Lemma (9) and (10). O

Remark 8. Consider the two cases where either (3.19) or (3.20) in Theorem
6 is satisfied for every choice Yy, ., CY' andy;, . ,; € le.

1. If (3.19) is trivially satisfied, then clearly f is k-order correlation immune.
Hence the correlation immunity of the resulting function hy, is not larger
than the one of f. The algebraic degree can be increased if Yy appears
in a high degree product term of f (compare A-3 at the beginning of the
section,).

2. If (8.20) is trivially satisfied, then clearly f' = 1 and hence [ is of the
form f=Yo® f(0,Y1,...,Yy). This way, the correlation immunity of hy,
equals 7 + s. Note however that in this case, the algebraic degree of the
resulting function hy, is just equal max{d(f),d(g)} (compare A-2).

We have seen that the cascading of boolean functions could theoretically
lead to a simultaneous increase of both, the algebraic degree and the correlation
immunity. However it is not clear whether or not functions f that nontrivially
satisfy the conditions in Theorem 6 can be found. Consequently cascading of
arbitrary boolean functions is not a suitable tool for the construction of high
order correlation immune functions of high algebraic degree. However some
stream ciphers are based on this construction, see Hitag 2 in Chapter 5.
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Chapter 4

Fast correlation attack

We have seen how a correlation attack can be used to retrieve the initial states of
LFSRs that are used in a nonlinear combining generator. If there is a correlation
between the LFSR streams and the keystream, the initial states of the LFSRs
can be determined separately. This reduces the complexity of the attack to
O(2') where [ is the length of the longest LFSR involved. If all LFSRs have
large length [ however, despite the reduction of complexity in comparison with
the brute-force attack, the correlation attack might be infeasible.

In the fast correlation attack, linear dependencies of the keystream bits are
used to recover the initial state. We will see that the cryptoanalytic problem
of retrieving the initial key of the LFSRs can be seen as a decoding problem
of a linear block code. For the reader not familiar with linear block codes, in
Appendix A a short introduction is given. It will become obvious that this
approach can also be used to attack a nonlinear filter generator and we will see
in an example how this can be done.

4.1 Block Code model

Let £ denote the set of all possible LESR-sequences for a given LESR of length
l. Consider only the first N > [ bits of each sequence in £ and denote the set
of these truncated sequences by £y. Clearly then |Ly| = 2.

Let

0 1 0 0
0 0 1 0
G: )
10
0 0 0 1
o €1 €y - o CN_1

be the state transition matrix. We know that the i-th state of the LFSR equals
G'k, where k = (k1,...,k;) denotes the initial state (zero state) of the LFSR.
Hence every bit r; in an LFSR sequence is the linear combination of the [ initial
bits, namely r; = g;k7 = kgl'. g; hereby is the first row of G'~!. Thus Ly can
be seen as a linear [N, ] block code with corresponding generator matrix

Grrsr=1(91 92 -+ gn)-
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Note that g1,92,...,q; are just the [-dimensional unit vectors, and ¢;+1 the
vector consisting of the feedback coefficients of the characteristic polynomial.
So GLrsr is in the standard form

Grrsr = (I P)

with I; the [ x [ unit matrix and P a | x (N —[) matrix. The initial states then
equal the information bits and the corresponding length N sequences equal the
codewords.

Now let = (r;)1<t<n denote a truncated LESR-sequence and z = (z;)1<i<n
the corresponding output of the keystream generator with correlation probabil-
ity p := Pr(ry = z) = 2 + €. We have seen that we can consider r to be a
codeword of a linear [N, ] block code. z is the received word after the transmis-
sion of r over a BSC with crossover probability 1 —p. Clearly if we can correctly
decode z, we know the initial key of the LFSR.

I Ip Ce

1-p

Figure 4.1: BSC with crossover probability 1 — p

It is clear that we could apply ML-decoding meaning that we just compare all
codewords to the received word and look for the closest. ML-decoding technique
is optimal in the sense of minimizing error probability, but it is slow. It is the
approach corresponding to the standard correlation attack and its complexity
is O(21). However, there are linear block codes, where suboptimal iterative
decoding methods perform very well. A class of such block codes are LDPC
codes introduced by Gallager in his PhD thesis [Gal63]. In fact, for large N,
the linear block codes in our setting can be seen as LDPC codes. Hence it is no
surprise that the algorithms of Meier and Staffelbach [MS88], who in some sense
invented the fast correlation attack, resemble the iterative decoding techniques
for LDPC codes. A short introduction to LDPC codes is provided in Appendix
B.
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4.2 The original Fast Correlation attack

In this section we will present the fast correlation attacks proposed by Meier
and Staffelbach [MS88]. They used the linear block code model as above and
gave the so-called algorithms A and B to decode a received word. Algorithm A
can be seen as a one-step decoding algorithm, whose performance for a given
situation can be predicted quite well. Algorithm B is an iterative algorithm very
similar to the belief propagation algorithm known from LDPC codes. Both are
based on the evaluation of the parity checks given by the linear structure of
codewords stemming from the LFSR. Let

-1
f:a0+a1x+~-~+al,1xl +

be the feedback polynomial of the LFSR of length [. Let w be the number of
feedback taps of the LFSR, meaning that the number of non-zero coefficients of
fisw—+1.

For a LFSR sequence (r;);>1 we clearly have

O=aor; ®ai1ri—1 D - D ayri_y

Thus we get an almost regular (see Appendix B) (N —1) x N parity check matrix
H for the codewords of length N produced by the LFSR.

al al*l DEEEY ao 0 CEEEEY CEEEN 0

0 a ar—1 ao 0 0
H =

O DRI DR .. al al—l ... ao

For the fast correlation attack a large number of parity checks for every bit is
desired. Hence additional parity checks to those given by H are constructed.
Note that every multiple of f defines a linear relation for an LFSR sequence r.
This means that multiples of f define parity check equations on r. Since we are
in the finite field with two elements Fy, f2 (z) = f(22'). Thus, by raising the
feedback polynomial f to the power of exponents of 2, we get more parity check
equations of weight w+ 1. The lengths of the parity check obtained in that way
then is 2/1. An average number J of parity checks for each bit (ri)1<i<n can be
computed [MS88]

J = logg(%)(w +1)

The parity checks clearly give information on the correctness of a bit. Depending
on the number of parity checks a single bit of the received sequence satisfies, its
probability of being correct can be computed. In the following we will examine
how much the number of parity checks satisfied or not satisfied respectively,
tells us about the correctness of a single bit.

Parity check equations of equal weight w on bits with equal probability
p of being correct. Suppose we have a parity check equation of weight w + 1
on a bit u;

U By B Buy, =0, 1 <ig < -0 <y (4.1)
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Let » = (r;)i>1 be a sequence satisfying this parity check equation. Let z =
(zi)zZl with Pr(zi = ri) = % + €. Let

c:=21D%, DDz,

be the parity check equation (4.1) applied to z. We can compute the probability
that the parity check provides correct information on 2, meaning the probability
that it is satisfied if 27 is correct and not satisfied if z; is incorrect.

By (3.15) in Section 3.4.1 we have

1
Pw :=Pr(c=0|z1 =r1) =Pr(c#0]z1 #r1) = 3 2w tew

Note that this is just the probability that an equal number of the bits z;,, ..., 2;
is incorrect. Equivalently we have

w

1
Pr(c=0lz1 #7r1) =Pr(c#0lz1=71)=1—py, = 5 2w lew
Let
5= 2w tew

It can easily be seen that since |e| < 3, |5| decreases with w growing and hence

Pw 5

Suppose we have J parity checks for the first bit and all of them are of weight
w+ 1. Assume further that no two parity checks involve the same bit except for
the first one. Then the event of one parity check providing correct information
on the first bit is independent of the event of another parity check equation
providing correct information on the first bit. Hence if z; = r1, the number of
satisfied parity checks S is Bi(J, £ +6) distributed and if 21 # r; S'is Bi(J, 3 —9)
distributed. For small § the expected values of these two distributions is very
close. Hence the number of satisfied parity checks for a correct bit is not likely
to differ much from the one of an incorrect bit. Generally speaking, the bigger
d, the less parity check equations are needed to decide whether a bit is correct
or not.

We can actually calculate the probability of a bit being correct, given the
number of satisfied parity checks. We have

Pr(c=0) = Pr(z1 = r1)puw +Pr(z1 # r1)(1=pw) = ppw+ (1 =p)(1—pu). (4.2)
By Bayes we further know that

PI‘(C:O/\le’r‘l)

P = = 0 = 4_3
r(z = rile=10) Pr(c=0) (43)
Hence, knowing that
Pr(c=0A2z1 =7r1) = ppuw,
with (4.2) and (4.3) we can calculate
Pr(z; =rilc=0) = PPw (4.4)

ppw + (1 =p)(1 —pu)
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Since we assume the parity checks to be independent, the probability of the first
bit being correct given that h out of the J parity check equations are satisfied,
can easily be computed. Out of the J parity checks let S be the number of
satisfied ones. Then

p* =Pr(z; =wi|S=h) =

(7)ol (1= pow)’ =" B

() (pply(1 = pu)? =" + (1 = p)(1 — pu)ipi ™)
ppl (1 —pw)’ ™"
(pply (1 = puw)?= + (1 = p)(1 — pu)pi ™)

Let’s call this probability p* of a bit being correct after evaluation of the
parity checks the a-posteriori probability.

Further we can calculate the probability that a bit has at least A satisfied
parity checks

(4.5)

S ()b s - pa - as)

A<h<J

and the probability that it is correct, given it has at least A satisfied parity
checks equals

doA<h<J (Z)Ppﬁ(l —pw)? "

T Snenes D@ (= pu)T "+ (1 p) (L~ pu)p ™)

DA (4.7)

The situation becomes more complicated if the probabilities of the different
bits being correct vary.

Parity check equations of equal weight w on bits with varying proba-
bilities p; of being correct. Suppose again we have a parity check equation
of weight w + 1 on a bit u;

U Buy B Buy, =0, 1 <ip <0 <y (4.8)
Let 7 be as above. Let further y = (y;);>1 such that Pr(y; = ;) = § + €. Let
=y Dy, ® - DYy,

be the parity check equation (4.8) applied to y. Again by (3.15) in Section
3.4.1 we have the following probability that the parity check provides correct
information on ¥

1
sPjrs-- i) =Pr(d =0p=r) =5+ [] e (4.9)

2 .
=150 dw

Hence for every parity check equations we can calculate this probability s. Sup-
pose again we have h satisfied out of a total number of J parity checks. Without
loss of generality, let ¢q, .. ., ¢, be the satisfied parity checks and ¢j,41, ..., cy the
unsatisfied parity checks. Let si1,...,s; be the according probabilities. Then
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assuming again that the parity checks are independent, the probability that y;
is correct can be computed.

Pr(zi=wlcar = =cn=0,cpp1=--=cy=1)=
b1 Ht:l,...,h St Ht:h+1,..4,J 1 —s¢

p1 Ht:l,...,h St Hf,:h+1,...,J 1—s+(1—p1) Ht:L...,h 1—s Ht:h+1,...,J st
(4.10)

4.2.1 Algorithm A

Given the setting as above, Algorithm A works as follows. First, all parity checks
are evaluated. Based on this, for every bit zq, ..., zy the a-posteriori probability
p* is computed. Those bits whose a-posteriori probability p* exceeds a certain
threshold A are supposed correct. If we have enough correct bits, the initial
state can be recovered by solving linear equations.

The main challenge in this algorithm is to make a good choice of the threshold
A. Clearly if A is chosen too big, we will not have enough bits to recover the
initial state. If it is too small, there will be many incorrect bits in the set of bits
with a-posteriori probability bigger than A\. Many corrections have then to be
made in the set of these bits to recover the initial state, what makes an efficient
decoding impossible.

As can be seen from (4.5), in our setting p* depends only on the number of
satisfied parity checks. We can hence determine a threshold A on the number
h of satisfied parity checks satisfying

hl_ wJ—h
= PPyl = Pw) S A h> A

(PPl (1 = pu)? =" + (1 = p)(1 — pu)pi ")

Let’s denote the set of bits for which at least A parity checks are satisfied by
Q. The expected cardinality Nsa of Q4 can be computed by equation (4.6)

Nopa=N Y (Z) (poly (L= puw)” ™" + (1= p)(1 = pu)pi™")
A<h<J

And equation (4.7) gives us the probability of a bit in 2 being correct.

J _
_ Soa<n<s G)opl (1 —pw)’ ™"

Sacnes ()Pl (1= pw)’ =" + (1 = p)(1 — pu)pi ")
We can now state requirements on these parameters for an attack to be

successful. Recall that the length of the LFSR is | and we therefore need at
least ! correct bits to recover the initial state of the LFSR.

ba

e Clearly A has to be chosen so that N-p is bigger than .

e At the same time, the expected number of incorrect bits in Q,, calculated
by (1 — pa)Nsa, should be small, preferably smaller than 1. The bigger
this number, the more modifications of the bits in 2, have to be tested
for correctness.
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The choice of a suitable threshold A is not always possible. In fact, Meier
and Staffelbach showed that the complexity of the correlation attack of O(2F)
can be reduced to O(2°F) where 3 is dependent on w, p and N/L. For large w
(w > 16), (3 is estimated to be close to the entropy function H(p), and hence
no much improvement in complexity can be expected.

Example 2. Let p = 0.55, then H(p) = —0.55log, 5.5 — 0.45log, 4.5 ~ 0.99.

4.2.2 Algorithm B

Algorithm B resembles very much the belief propagation algorithm for LDPC
codes. Each bit z;, i = 1,..., N has probability p of being correct. By eval-
uating the parity checks, the a-posteriori probability p* of being correct can
be computed. Hence every bit z;, ¢ = 1,..., N has a new probability of be-
ing correct. Using these probabilities as new a-priori probabilities, again new
a-posteriori probabilities can be computed. These calculations can iteratively
be continued. Let p(j ) the probability of bit z; being correct in round j. Clearly

(O) =pforall i =1,...,N. Then the iterations works as follows.

e Round 0: Evaluate all parity checks. Compute the a-posteriori probability

pgl) according to (4.5).

(j+1)

e Round j>0: Compute p; according to (4.10).

After a certain number of iterations, those bits with probability below a
certain threshold A are flipped and their probability of correctness is reset to p.
After that, the algorithm can be started all over again.

In the following, we will give some analysis on the correction effect to be
expected. More precisely we will just estimate the correction effect after round
0. Note that in higher rounds, the probabilities of the different bits are not
independent anymore. Then the probabilities computed in the algorithm are
not accurate. This is a well known cause of loops in the according Tanner
graph. In round 0, the a-posteriori probabilities only depend on the number of
satisfied parity checks. Hence we can again replace the probability-threshold A
by a threshold A on the number of satisfied parity checks. The expected number
of bits for which the number of satisfied parity checks is lower than the threshold
can be computed

Noay=N Y ( ) (PP (1 = pw)” " + (1= p)(1 = pu)"py ")
0<h<A
If all these bits are flipped, we get an increase I of correct bits, with
I=N Y ( )ppwl—pw -N > < ) p)(1—pw)pi "
0<h<A 0<h<A
Hence the threshold A should be chosen as

argmax, /.

Limits of this algorithm can already be seen from the observations for round
zero. For p,, close to %, the expected increase of correct bits is small. By doing
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iterations, we might get a bigger increase. But as already mentioned loops in the
according Tanner graph slow down the advantages gained by doing iterations.
In fact, Meier and Staffelbach showed that in settings where the correlation
probability is low (p < 0.75) and the number of feedback taps large (¢ > 10)
Algorithms B (as Algorithm A) is infeasible.

In this context it is worth noticing, that one should not use low weighted
feedback polynomials for construction of LFSRs in a keystream generator, in
order to prevent fast correlation attacks.

4.3 Improvements of the fast correlation attack

4.3.1 Iterative algorithms

We have seen how iterative decoding approaches can be used for fast correlation
attacks. The performance of iterative approaches is very hard to predict. The
success depends on several parameters as the weight of the parity checks or the
girth length of the according Tanner graph. Several improvements of the algo-
rithm by Meier and Staffelbach have been proposed. Most of them are attempts
to find parity checks in a way so that a LDPC code with good characteristics
is obtained. This means that iterative decoding schemes are likely to succeed.
The problem then mostly is, that a huge block length of observed keystream
is needed to obtain a helpful amount of parity checks. For an example of an
improved iterative fast correlation attack read, e.g. [CT00]

4.3.2 Non-iterative algorithms

In this section we present a one-step decoding approach that has proven to
be very powerful in comparison with iterative approaches. It is also based on
finding a suitable set of low weighted parity check equations. Since it is non-
iterative, the structure of the resulting parity check matrix does not play a very
important role. In this approach, and other than in most iterative approaches,
not all N bits of the received sequences are decoded. Instead, a certain number
B of bits from the initial state of length [ are guessed. Suppose the hypothesis
(z1,...,2p) on the first B bits is correct. The remaining L — B bits can then
be determined by evaluating the parity checks. Since (x1, ...,z ) is correct and
the parity check equations are low-weighted outside these B bits, the probability
that they provide correct information about the bit is relatively high. At the
same time, by the fact that the parity checks can have arbitrary weight inside
the first B bits, we can find quite a lot of them, so that we are likely to correctly
determining the remaining L. — B bits. Thus we get the initial state under the
assumption that the guess on the first B bits is correct. This initial state then is
tested for correctness as in the standard correlation attack. If it is not correct,
a new guess on the first B bits is made and the whole procedure is repeated.

There are several algorithms following that approach. The algorithm we
will present here mostly follows the one from Peizhong Lu and Lianzhen Huang
[LHO4] and is one of the most sophisticated up to now.

e Pre-processing
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1. Construct parity check equations with arbitrary weight in the first B
bits, weight zero or one in the following L — B bits and weight w in
the remaining N — L bits.

e Processing

1. Set a hypothesis on the first B bits of the initial key (z1,...,25).

2. Evaluate all parity checks involving the guessed bits. If the number
of satisfied parity checks is below a certain threshold, discard the
hypothesis (z1,...,2p5) and go to processing step 1.

3. Set the remaining L — B bits of the initial state by evaluating the
parity checks involving that bit. A candidate initial state (z1,...,2r)
is obtained.

4. Test the candidate: generate the LFSR sequence with candidate
(21,...,21). Compare this sequence to the received one and decide
whether it is correct or not as in the standard correlation attack. If
it is correct, output (z1, ...,z ). Else save the hypothesis z1,...,zp
to a set X.

e Post-processing

1. For every saved hypothesis (z1,...,2p5) € X, transform the linear
[N, L] code into a linear [N, L — B] code
2. Try to decode the [N, L — B] code. If the decoding succeeds, return
(x1,...,2L1)
Note that the post-processing phase equals the processing phase for a [N, L—
B] code. Hence its computational complexity can be discarded.

Construction of the Parity check equations

Recall the generator matrix Gprsr = (g1 g2 -+ gn) of the [N, L] code which
consists of the length N sequences from the LFSR.

Let Uy = (uq,...,ur) be an initial state of the LFSR, u = (uq,...,u,) the
corresponding codeword. Clearly we have

ui:Uogi,izl,...,n

This equation can be seen as parity check equation involving bit u; and some bits
of (u1,...,ur) depending on g;. If we choose w different vectors {g;,,...,9;,}
out of {g1,...,g9n} we get the following parity check equation

uj, Duj, O Duy, = Uogj, ®Uogj, @+ @ Uogj,, = Uo (95, D gj, © -+ ©9j,) -

=g

(4.11)
Clearly the parity check equation (4.11) has weight T' = w + wit(g).

We want parity check equations with weight w outside the first B bits,
and arbitrary weight inside the first B bits. Hence we choose {j1,...,jw} C
{1,...,N} so that g = g;, ®--- ® g, has arbitrary values in the first B coor-
dinates and value zero in the remaining L. — B coordinates. Then g is in the
form

g:(*,...,*,O,...,O)T.
——
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We get parity check equations of the desired form
aju; @ - Dapup = uj, O--- Duy, with a; € {0,1}. (4.12)

We will now investigate how many parity checks of that form we obtain. Ran-
domly choosing g;,, ..., g;, we can assume g = g;, ® --- ® g;, to be a random
vector in F{. Clearly there are 28 different vectors in Ff with zeros in the
last L — B bits. Hence having h random vectors in F the expected number
of vectors with zeros in the last L — B bits equals h% and thus the expected
number of parity check equations in the above form is

()

m = 2LfB'

We define @ as the set of parity check equations in the form (4.12). The parity
check equations in ® are then evaluated in the following way to early discard
improbable hypotheses (x1,...,2p) in processing step 2. ses (x1,...,zp) in
processing step 2.

a121® - Daprp Duj, ©--- Duy, =0. (4.13)

In processing step 3, we need parity checks to determine the remaining L-
B bits of the initial state, assuming the hypothesis is correct. Therefore we
construct parity check equations of the form (4.12) but involving exactly one
bit UB+1y---5UL

ajuy -+ Dapup = u; D uj O Duy,. (4.14)

By choosing ji,...,jw € L+1,...,N so that g = g;, ®---® g;, has arbitrary
values in the first B coordinates and value one at position B+ 1 < i < L and
value zero in the remaining L — B coordinates we get parity check equations
of the form (4.14). Hence we have equations which we can use to extend the
hypothesis to the remaining L — B initial bits

a1x1 S - - Daprp S uj & Duj, =T, (4.15)
It is easy to see that for large N
] ~ [0;] ~ m.

Note that this number does not depend on the weight of the feedback poly-
nomial of the LFSR.

Processing step 2

In Processing step 2 we make a pre-selection on the hypothesis (z1,...,25).
This step could, and actually is often, omitted. Therefore only a short explana-
tion of this step will be given here. For further details, please read [LHO04].

We have the parity check equations in ® and ®;, s = B+ 1,...,L. Un-
der the assumption that our hypothesis on the first B bits is correct, meaning
(z1,...,21) = (u1,...,ur) then the parity check equations in ® are satisfied
with probability .

pw:7+

5 u—lew,
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It depends on the number w of bits involved.
If the 4th bit is correct, then also the probability that a parity check equation
from ®; is satisfied equals

p%) _ % 4 2u1—16w.

It is easy to see that if the ith bit is not correct, then this probability equals

4 L1
Pl =1-pf) = 5 2wl
Define

S = 2971w,

Now it can be shown that if our hypothesis on the first B bits is incorrect,
meaning (21,...,21) # (u1,...,ur) then the parity check equations in ® and
®, are satisfied with probability % Let S be the number of satisfied parity
check equations in ¢ and S; the number of satisfied parity check equations in
®;. Then, under the assumption that the parity checks are independent, we
have

o If (1,...,2p) = (u1,...,up), then S has distribution Bi(m, 5 + d,,) and
S; has distribution Bi(m, 3 + &,,) or Bi(m, 2 — ).
o If (1,...,2p) # (u1,...,up), then S and S; have distribution Bi(m, 3).

Note that for big N and small w, the parity check equations are most likely to
be independent. The facts above can be used to make a pre-selection on the
hypothesis (z1,...,2p).

Processing step 3

We have seen that we have [®;| ~ m = 5;*%. Hence, for every bit u;, i €
B+1,...,L we have

/= L-B

parity checks. Again, we have the probability p, that a parity check equation
provides correct information. Let S; again be the number of passed parity check
equations. Let T be the threshold on this number, meaning that if .S; < T, the
current guess z; on the ith bit is flipped. Under the independence assumption
we get the following probability of correctly determining the i-th bit

Pr= Y ol (1—pw)’ 7+ (1= p)(1—pu)pi ).
T<

Clearly the bigger p/, in particular p’ > p, the better the chance of success.
Naturally the question arises on how many parity check equations J are
necessary for a successful attack. Again, by defining

0= 2“’716“’,

we have a Binomial distribution on the passed parity checks of Bi(J, % +0) at
correct bits and of Bi(.J, 3 — 6) at incorrect bits. Bits can be corrected, if these
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two distributions can be distinguished by having a sample of J parity checks. It
can be shown [FMI07], that the minimum number of parity checks to evaluate
each bit at position B + 1 to [ is well estimated by

1
42’
We see here, where the strength of this one-step decoding approach lies. By
setting a hypothesis on the first B bits, we can get a useful amount of parity
checks for the remaining L. — B bits. The number of parity check equations
intersecting on the bits L 4+ 1,..., N for big N is small compared to J, namely

Jmin =

muw
N-L

Thus only little information about these bits can be retrieved and hence an
iterative approach is not likely to perform well in this setting.

Analysis

The following statement can be made about the complexity of the attack [LHO4].
The calculation of the parity check equations is of order O(N“~1log V). The
required space for storage is at most (L—B+1)J(B+wlogy N). The complexity
of the processing is

w
200
mod 2 operations. We can see that increasing B by one approximately doubles
the complexity of the attack. Further it can be shown that the performance of
the attack by using parity check equations of weight w + 1 is better than the
one by only using parity check equations of weight w if and only if

N
2¢4 ) —— > 1.
w+1

The algorithm has been practically tested in [LH04] on a LFSR of length 40.
It is tested with w = 2, correlation probabilities p between 0.6 and 0.7 and B
between 18 and 22. Table 4.1 shows some results of their tests. The length N
of the keystream is 40000.

O2B[(L - B)J + (N — L)=—]), (4.16)

corr. € A7 | 16 | 15 | 14 | 13 | 12 A1 .10
B=18, J=190 || .005 | .020 | .086 | .252 | .471 | .695 | .832 | .921
B=19, J=380 | .000 | .000 | .001 | .007 | .075 | .243 | .490 | .729
B=20, J=761 || .005 | .000 | .000 | .000 | .000 | .007 | .076 | .292

Table 4.1: Probabilities of incorrect decoding

We can draw the following conclusions from Table 4.1.

e Increasing B gives drastically better results. Note however that by in-
creasing B by one, the complexity of the attack is more than doubled.

e The correlation € plays a very crucial role. Increasing e by approximately
0.02 allows a decrease of B by 1 and hence about halves the complexity
of the attack.
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Of course, these observations are not accurate. However they give a feeling
for the performance of the attack.
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Chapter 5

Hitag 2

Hitag 2 is a proprietary algorithm that is part of a security protocol created
by Philips. Among other uses it is used for RFID Proximity Access Systems
where a card of the size of a credit card can be placed near a sensor to give the
owner access to some premises. Hitag 2 has been reverse-engineered !. Many
attacks against Hitag 2 have been discovered since. For example, a standard
Time/Memory Tradeoff reduces the key space to 32 bits instead of 48. We will
however only focus on the application of the theory studied so far, the correlation
attacks.

5.1 The stream generator

Basically Hitag 2 is a nonlinear filter generator consisting of an LFSR of length
48 and a nonlinear boolean function f having 20 taps of the LFSR as input.

Serial Key
[o] Bilo] -~ — T 5]
KK
[ T1 T 1 I
[o1T2]3]4] |6|7|8|11|13|14|16|20|22|23252627|28|30|3"|33|41|42|43|45|46|47|
3l |c | [ | g
D l 2 1 2 El D l 2 D 1 2 32 x lnlt M
\L'/ \i?iJ \J_ﬁi_/ \ﬁr AVA/
[ 4
£35=0x7907287B
I U §
' v
out o o

inverse(first 32 keystream bits) = authenticator

Figure 5.1: Nonlinear filter generator of Hitag 2

Lhttp://cryptolib.com/ciphers/hitag2/
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Notation 2. z; = output bit at time step t > 0.
rey; = bit in the ith tap at time step t > 0, 0 < i < 47.

5.1.1 The initialization process

To initialize the generator, the first 32 taps of the LFSR are filled with a Serial
Number of length 32 bits. The remaining 16 taps are filled with the first 16
bits of the secret key k. The secret key k has a length of 48 bits in total. The
initialization process takes 32 rounds. In each round, the output bit of the
generator, the consecutive bits of the initialization vector (IV) and of the rest
of the key k are XORed. This bit then is the input for the LFSR. After the 32
initialization rounds, the LFSR, works autonomously as usual.

5.1.2 The output function
The combining function f is a composition of Boolean functions

f(xhx?a cee ,.’1,'2()) = ff(f;(xlvx%$37$4)af1§1(x5,$6;$7ax8)a

fo(@9, 210, T11, T12), fo (T13, T14, T15, T16), fo (T17, T18, T19, T20)),  (5.1)

where
4
fa(.%'l,...7.’174) = 21 + X2 + x4 + 123 + T1T4 + Tox3z + T1x223 + 1,
4
Jo (X1, .., 24) =1 + 22 + T4 + Ty 22+
T123 + Tox3 + T1T2Ty + T1T3T4 + ToT3T4 + 1,
and
5
Jo(@1, ..., 25) == To + T4 + T122 + T2T3 + ToTy + ToTs + T4T5 + T3T5+

T1T3T4 + ToX3T4 + To2X3T5 + T1T4T5 + T3X4Ts + T1ToT3T5 + T1X2X4T5 + 1.

Computing the Walsh Transform, we see that none of these functions f2, f;
and f7 is first order correlation immune. By defining T := x +1 € Zy for z € Zs
and applying Corollary 12 in Section 3.3.3, we get the following correlation-
probabilities.

1 1
Pr(fg(:rl,.r27x37x4) :74) = 3 + 3
4 _ 1 1
Pr(fy (w1, 20,73, 24) = T1) = 3 + 3
_ 1 1
:Z‘Q): §+§7
1 1
=a3) =5+ 5 (5.2)
5 . 1 1
Pr(fo(z1, 22, w3, 4, 75) = T2) = 5T 16’
— ) = 1 N 1
BRI
%) 1 n 1
=7 — _ _.
Y72 16
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In the stream generator the input of the function f at time ¢ > 0 is:

(T’f,+1, Tt42,Tt4+4, Tt45,Tt4+7, Tt+11, Tt4+13, Tt4+14, Tt4+16, T't+20,

Tt422, Tt425, Tt427, T't4285 T't+30, T't432, T't+33, T't4+42, T't4+43, T“t+45)

By defining
(1) 4
fa Tt4+1,Tt4+2, Tt+4, T’t+5),
(2) 4
Jo (Peg7, Tese11, o135 Te14),

Tt+165 Tt+205 Tt+22;5 Tt+25),

»
-~
w
c
i
ShoSh
SR TE TR TR OF

(4) _ 4

Sg 0= b Tt+27, Tt+285 Tt+30, 7“t+32),
(5) 4

St a \Tt+33, T't+42, T't+43, 7“t+45),

we have that

2y = f?(sgl), 5,52), sf’), 5,54), s§5)). (5.3)

From (5.2) and (5.3) we deduce the following correlation in the stream generator.

Pr(z =riq7) = Pr(z =5,0) - Pr(si” =Toyr)+Pr(z £5,) - Pr(si” #Ty7)
1 1, 1 1, 11
_Q+8)+% 8)_2+w'
Similarly
1 1
P = —— _
r(z = r411) 5 + 32
1 1
P =7 = — J—
r(zt = Tey13) 5 + 32
and
1 1
PI‘(Zt = Tt+16) = 5 + 674,
=r ) — 1 + i
— I't420) — 2 64’
=r ) — 1 + i
— Tt427) — 2 64’ 54
11 (5.4)
= Tiyo8) = 5 61
— 't422) — 2 647
o ) _ 1 1
= T¢+30) = D) 64

5.1.3 Characteristic polynomial of the LFSR
The characteristic polynomial of the LFSR is

m(z) — 8 AT 46 4 43 | 42 41 L 30
264 28 422 42 ST+ 2 2?41,

It can be checked that this polynomial is irreducible in Zo.
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5.2 ML decoding

We are interested in the stream (r;);>o that -after the initialization process- is
generated by the LFSR. Knowing 48 bits of that stream, we can recover the
initial state Ry := g, - ,r47 and hence the key k.

We saw that every bit z; of the keystream is correlated to the nine bits ry,
1€ {7,11,13,16,20,22,27,28,30} in the LFSR. Equivalently every bit r;, t > 30
in the LFSR is correlated to nine output bits

zi—qy1 € {7,11,13,16, 20,22, 27,28, 30}.

It is clear that we can just make a guess 7; on each r; by setting 7; = z;_7. We

then have 1 1
P Az‘ = Z = — —_—. -
r(r r ) 3 + D (5 5)

However using all nine bits that give information on a bit r; simultaneously we
can do better. Define

Gt = 2g—7+2t-11+2t—13, bt 1= z4_16 + 2t—20 + 2t—27 + Zt—28 + Zt—22 +Zt—30-

Let for given a; = a; € {0,...,3} and b, = b, € {0,...,6}

Al(dt,i)t) = PI‘(CLt = dt,bt = l;t|’l"t = 1) =

(o) 2G5 ()G e G- @™ 69

be the likelihood coefficients.
Now the likelihood-ratio is

Aag, by) = Al br)
’ Ao (@, br)

Maximum likelihood decision is done by setting 7, = 1 if Ay > 1 and 7, =0
if Ay < 1.

By defining D := {(a,)|0 < a < 3,0 <b <6}, D1 :={(a,b) € D|A(a,b) >
1} and Dg := {(a,b) € D|A(a,b) < 1} we can give the overall probability of
correct decision. It is just the probability that (dt,l;t) is in Dy if 7, = 1, the
probability that (G, Bt) is in Dy if ry = 0 respectively

Pr(correct decison) =

B\ 1 1,1 1 6\ 1 1,1 1.,
> ()G Gw () s e @

a,beD;

B\ 1 1., .1 1../6\1 14,1 1,
S (e 6w ()6 @G )=

a,beDy
0.5514. (5.8)
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Hence we clearly have a better guess than in 5.5 since % + 3—12 = 0.53125 <
0.5514. Note that this is the overall probability, i.e. the probability that for a
randomly chosen ¢ > 30, we decode the bit r; correctly. For a given ¢ > 30, the
probability that we decode r; correctly is computed differently. It depends on
the parameters a; and b;. By Bayes we know that for z € {0, 1}

7 _ Pr(‘lt = a4, b = I;t|rt = CC) Pr(rt = ;g)

Pr(at = &ta bt = bt

oo ool
)\z(at,bt)* +)\j(at7bt)§, (59)
and hence
PI‘(’I"t = m|at = dt,bt = (;t) = - AAw(at7bt)A ~ - (510)
A1 (G, be) + Ao(a, by)

Hence if for example we have a; = 3, by = 6 we set 7, = 1 and get a probability
of correct decoding of Pr(#y = r¢) ~ 68%.

5.3 Attack

We have seen that we are able to make a guess 74 on the value of the bit r, in
the LFSR. The overall error probability however is quite large. Since the bits
come from an LFSR they are clearly dependent in the sense that they satisfy
some parity checks. We have seen in Chapter 4 how these parity checks can
be exploited for a successful attack. Here we will first give an easy distinguish-
ing attack and then give some ideas how Hitag 2 could be attacked using the
methods presented in Chapter 4.

5.3.1 A distinguishing attack on Hitag 2

In this section we will shortly describe an easy distinguishing attack on Hitag
2. The aim of a distinguishing attack is not to recover the secret key of the
keystream generator, but to distinguish it from a purely random sequence. Re-
call that for every output bit z;, t > 0,

1 1
PI'(Zt = T't+i) = 5 + @ or Z S {77 11}
So clearly

PI'(Zt D Zt44 = 0) = PI'(Zt = Zt+4) =

Pr(Zt = 7“1t+11) PI"(Zt+4 = Tt+11) + PT(Zt 7& Tt+11) PT(Zt+4 7& Tt+11) =
1 1 1 1 1 1
G+ +G-35)=5+

— — 11
2 32 2 32 2 512’ (5:11)

65



whereas in a random sequence s; clearly Pr(s; @ sy14 = 0) = % Thus given a
binary sequence (s;)o<¢<n of length N, compute the sequence a = (a;)o<t<N—4
with a; := s¢ @ s¢rq. Analyze the distribution of zeros and ones in a. If it is
Bi(N —4, 1)-distributed, it is not a Hitag 2 sequence. If it is Bi(N —4, 5 + =13)-
distributed, it is recognized as a Hitag 2 sequence. Having a sample of length
N > 5122 = 218 3 reliable result can be expected.

5.3.2 Suggestions for a fast correlation attack

The algorithm presented in Section 4.3.2 seems suitable for an attack on Hitag
2. We will refer to that algorithm as the very fast correlation attack (VFCA).
Note however that the a-priori correlation probability of about 0.55 is quite
small. From the conclusions we draw from Table 4.1 in Section 4.3.2 a higher
correlation probability would drastically increase the performance of the attack.

In fact, by making a trade-off with the length of the observed keystream N,
a higher correlation can be achieved. We have seen in formula (5.10) how the
probability of correct decoding depends on the parameters G; and by. Clearly
the bigger a; and b; the bigger the probability of correct decoding. Table 5.1
shows the cases where the probability of correct decoding is above 0.6 and gives
the probability that these cases occur as in 5.9.

’ H&t:?),I;tZG dt:3,l;t:5 &tzg,i)t:él &t:2,6t:6
Aag, by) 0.68 0.65 0.62 0.62
D 0.00205 0.0122 0.02995 0.006

Table 5.1: The probability p that (as, b:) = (G, Bt) the the corresponding prob-
ability of correct decoding A(ay, b).

The idea now could be, to apply the VFCA only to those bits that have
a high probability to be correct, i.e. to look only for parity check equations
that involve such bits. Clearly then, a longer observed keystream is necessary.
By summing the last row in Table 5.1, we can see that only every 20th bit
has probability of being correct bigger than 60%. Consequently the observed
keystream must be 20 times longer than in the standard proceeding.

Another approach to improve the VFCA might be to give the parity checks
different weights depending on the probabilities of the involved bits. We will
not discuss this any further here. However we want to point out, that the
correlations in Hitag 2 makes it vulnerable to fast correlation attacks. Therefore
it can be said that Hitag 2 should not be used in environments that demand a
high security standard.
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Appendix A

Linear Block codes

Let Fy denote the binary finite field consisting of the elements {0,1}. Let V;, be
F3 as an n dimensional vector space over .

Definition 13. A binary linear code C of length n is any linear subspace of V,,.
Let k be the dimension of C, then C is called a [n,k] code. The elements c in
C are called codewords of C.

Every k-dimensional linear subspace of V,, can be described by k independent
basis vectors. Consequently, every code can be described by k independent
vectors.

Definition 14. A generator matriz G of an [n,k] code C is a k X n matriz,
where the k rows generate C, meaning that they form a basis of C'.

Consequently,
C = {aGla € V};}
Note that |C| = |Vi| = 2¥. The encoding of an information vector a € V}, is
simply done by multiplying it with a generator matrix G of C. By encoding
a € Vi we add n — k redundancy bits, which can easily be seen by looking at a
generator matrix G, in standard form

Gs = (I R)

where Ij, is the & x k unit matrix and R € k x (n — k). The codeword aG then
simply is the vector ¢ with « in the first k£ coordinates and the n — k redundancy
bits aR.

An alternative way to describe a linear [n, k] code is by means of its parity
check matrix. The k dimensional subspace C' of V,, can be seen as the solution
space of a system of linear equations described by a (n — k) x n matrix H of
rank n — k.

Definition 15. A parity check matriz H of an [nk] code C is an (n — k) X n
matriz satisfying
ceCe He" =0

H can be written in the form H = (—RT I,,_;) where R is the k x (n — k)
redundancy matrix of G in standard form. Then HGT = —PT + PT = 0.
Clearly H itself is a generator matrix of a [n,n — k| code. This is called the dual
code of C and is denoted by C7. Every pair of codewords of these two codes
are orthogonal.
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A.0.3 Decoding

When a codeword c is transmitted through a binary symmetric channel, the
channel can cause an error pattern e, meaning that the received word r equals
¢ + e for some vector e € V,,. Using the maximum likelihood approach, the
codeword closest with respect to the Hamming distance to r is taken. This can
be done by just comparing r to all codewords in C'. This however has complexity
|C| = 2. The linear structure of the code can for a slightly more sophisticated
approach.
The syndrome s of a vector r € V,, is

s=Hrl' =H(c+e)T = Hc' + HeT = HeT €V,

Thus the syndrome only depends on the error pattern e. Therefore knowing e,
decoding is done by calculating ¢ = » — e. Note that two vectors x,y € V,, have
the same syndrome if and only if their difference is in C. Hence the set of all
vectors with syndrome s is {r + ¢|c € C}, called coset of C. In this set, look for
the vector e with lowest weight. e is called the coset leader of the coset. The
coset leader is not necessarily unique. If it is not, we can either choose one or
give a list of nearest codewords. Clearly

Hr-)"=H"-HI" =0 (A1)

and hence ¢ = r — e is a codeword. Since e has minimum weight in the set of
all vectors that fulfill (A.1), ¢ is the codeword nearest to the received word r.

There are 27 * different syndromes. Hence if the redundancy is small, mean-
ing k > n/2, we can implement a look-up table with all possible syndromes and
its respective coset leader. The attack then is faster than the brute force ap-
proach of comparing the received word with all 2¥ codewords.
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Appendix B

LDPC codes

Low density parity check (LDPC) codes are linear codes obtained from sparse
bipartite graphs, called Tanner graphs. Bipartite graphs are characterized by
the fact that their vertices can be divided into two disjoint sets (e.g. in a ’left’
and a ’right’ set) and there are no edges in between vertices of the same set.
We call the nodes on the left side of the graph message nodes, the nodes on the
right side check nodes. At most one edge between any two nodes is allowed.

Having a Tanner graph, its adjacency matrix forms a parity check matrix.
Thus a Tanner graph with N message nodes and N — L check nodes can be
viewed as a linear [N, L] code, given that the rows of the adjacency matrix
are linearly independent. Clearly the sparsity of the graph propagates to the
according parity check matrix. Generally it is the sparsity of the parity check
matrix that allows efficient algorithms for decoding LDPC codes. We refer to
the degree of a message node as the number of directly connected check nodes
and the degree of the check nodes as the number of connected message nodes.
The degree of the message nodes equals the weight of the columns of the parity
check matrix and the degree of the check nodes to the weight of the rows of
the parity check matrix. An LDPC code is called regular, if the degree of the
message nodes and check nodes is constant.

Belief Propagation

LDPC codes are mainly studied because they can be nearly capacity achiev-
ing and there exist polynomial time iterative decoding techniques. The best
techniques for LDPC decoding are based on belief propagation, described in
[Gal63]. In the following we will shortly explain how the algorithm works. A
more detailed analysis is omitted here. The interested reader is referred to e.g.
[Gal63] and [Sho04].

The algorithm works in rounds. In each round messages are exchanged
between message and check nodes. Let us call the message nodes by mq,...,my
and the check nodes by c¢1,...,cny—r. The messages exchanged are probabilities
(beliefs). The messages in round k > 1 are of the following form:

e Message from message node m; to check node c;: Probability that
m; has a certain value given the observed value of that message node and
all the messages sent to m; in round k£ —1 from the check nodes other than
Cj.
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e Message from check node c; to message node m;: Probability that
m; has a certain value given all the messages sent to ¢; in round k — 1
from the message nodes other than m;.

Hard decision decoding

Belief propagation is the best algorithm among message passing decoders [Sho04].
In practice however, it is quite complicated. That is why often discretized ver-
sions of the algorithm are used. They clearly do not perform as well as belief
propagation, but they are simpler and use less memory. The messages passed
are not probabilities anymore, but binary numbers. We will shortly present
two hard decision decoding algorithms, known as Gallager A and Gallager B
algorithms [Sho04]. Let us start with Gallager A algorithm. In round 0 every
message node m; sends its value fnz(»o) to all adjacent check nodes. In round i>0,
the following messages are send:

4(9)

e Message ¢, i.j from check node c¢; to message node m;: The modulo
2 sum of all incoming messages from the message nodes other than m;:

ci,j: E M-

k£

e Message m( " from message node m; to check node c;: If all incom-
ing messages from the check nodes other than c; have the same value b
then m; ; = b. Else

. (-1
;i Y else.

) { b, if all incom. mes. from the check nodes ¢k, k # j, equal b,
4,J

Gallager B algorithm is slightly more sophisticated. m(J) is updated as soon

as the number of incoming messages with the same value b exceeds a certain
threshold A. A is determined based on the round and the degree of the message
node.

Analysis

The performance of LDPC codes is impossible to describe in general. The
success of the iterative decoding methods presented above depend very much
on the structure of the graph. It is clear that since the algorithm traverses the
edges in the graph, it is of advantage to have a sparse graph. At the same
time a good connection is desired in the sense of that message nodes should
be connected among each other by preferably short paths. In that way less
iterations are needed until the information that one bit carries on the other is
transmitted. This leads to another desired property of the graph: the graph
should lack small cycles. The girth is the length of the shortest path in the
graph. Let G denote the girth length of a graph. Then only G/4 iteration
steps can be made under the independence assumption, the assumption that
the messages passed are statistically independent. The existence of small cycles
is therefore undesirable since it can be a drastic constraint to the performance
of message passing algorithms.
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