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Chapter 1

Introduction

Since Diffie and Hellman 1976 introduced the idea of public key cryptography the research in this
direction became more and more relevant. Most popular public key cryptosystems nowadays are
based on the complexity of the discrete logarithm problem such as ElGamal and on the difficulty
of factoring large integers such as RSA. But unfortunately Shor presented in [Sho97] polynomial
time quantum algorithms which can be used to solve both problems. A practical quantum
computer does not exist yet. But it is necessary to find other mathematical constructions for
the future public key cryptosystems.

One approach is the multivariate public key cryptosystem, shortly MPKC. An MPKC can
be considered in the following general way [DGS06a, page 139]:

Let K be a finite field. Let Kn denote the n-dimensional vector space over K. Suppose
F : Kn −→ Kn is a composition of l invertible maps G1, . . . , Gl

F (x1, . . . , xn) = G1 ◦ . . . ◦Gl(x1, . . . , xn) = (f1, . . . , fn),

where each Gi is a map from Kn to Kn and fi ∈ K[x1, . . . , xn] for i = 1, . . . , n. In addition,
suppose F has the following properties:

1. Given (x′1, . . . , x
′
n) ∈ Kn, F (x′1, . . . , x

′
n) is efficiently computable;

2. Given only the polynomial components f1, . . . , fn of F , it is difficult to recover the com-
position factors G1, . . . , Gl.

If we further assume that it is computationally difficult to directly solve F (x1, . . . , xn) =
(y′1, . . . , y

′
n) with (y′1, . . . , y

′
n) ∈ Kn, then we can use F to build a public key cryptosystem.

The big advantage of this construction is that solving a set of multivariate polynomial equa-
tions over a finite field, in general, is proven to be an NP-complete problem, even for quadratic
equations. For this see [GJ79, page 251], [PG97, Appendix] or [Wol02, Section 3.2].

MPKCs can be split up in four different groups. We will concentrate on two of them, namely
Matsumoto-Imai Cryptosystem and Tame-Transformation-Method Cryptosystem. In Chapter 2
we will see the construction of the Matsumoto-Imai Cryptosystem and we will also have a look at
the specific attacks for this system. In Chapter 3 we will study the Tame-Transformation-Method
Cryptosystem and its attacks. In Chapter 4 there will be a list of the common attacks which work
for all MPKCs. Afterwards in Chapter 5 we will combine the Matsumoto-Imai Cryptosystem
and the Tame-Transformation-Method Cryptosystem while we use the advantages of each one.
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Chapter 2

Matsumoto-Imai Cryptosystem

Tsutomu Matsumoto and Hideki Imai presented at Eurocrypt ’88 a public key cryptosystem
which opened a new field for cryptographic research [MI88]. Although there are earlier attempts
for finding MPKCs, the Matsumoto-Imai (MI) Cryptosystem was the first system whose ideas
were successful. Although Jacques Patarin broke the MI Cryptosystem [Pat95], the idea was
exploit further. Hence we first have a look at the MI Cryptosystem for grasping the construction
ideas and afterwards at the attack of Patarin and another one for detecting the weak points of
the MI Cryptosystem.

2.1 Construction of a Matsumoto-Imai Cryptosystem

This section is based on [MI88] and on [DGS06a, pages 11-20].

Let K be a finite field of characteristic p = 2 and cardinality q = pm, where m is a positive
integer. Take g(u) ∈ K[u] to be an irreducible polynomial of degree n, where n = (2l + 1)2r

with l ≥ 1 and r ≥ 0. We will show in Section 2.2 why we choose the variables in this way. (We
will even see that it is the best if we choose n to be odd.) Define the field L = K[u]/g(u), a
degree n extension of K. Let Kn denote the n-dimensional vector space over K.

Let φ : L −→ Kn be the standard K-linear isomorphism between L and Kn given by

φ(a0 + a1u+ . . .+ an−1u
n−1) = (a0, a1, . . . , an−1).

Let θ be a positive integer such that θ = b2r with 1 ≤ b ≤ l, where l and r are the same as
above. Let us denote 1 + qθ by h.

Then we construct the invertible map

f̃ : L −→ L, U 7−→ Uh.

As we can see later (see Theorem 2.2.11), the conditions on θ insure that f̃ is an invertible map.
If h−1 is an integer such that h−1h ≡ 1 mod (qn − 1), then f̃−1 is simply

f̃−1(U) = Uh
−1
.

At last we choose s and t to be two invertible affine transformations over Kn.
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So we can construct a function for the public key:

f = t ◦ φ ◦ f̃ ◦ φ−1 ◦ s = (f0, f1, . . . , fn−1).

-Kn Kn
�
�
�� @

@
@R

Kn Kn- - -L L

f

f̃φ−1 φ

s t

Figure 2.1: composition of maps of the MI Algorithm

the public key

The public key of the Matsumoto-Imai Cryptosystem includes the following:

1. The field K including its additive and multiplicative structure.

2. The n polynomials f0, f1, . . . , fn−1 ∈ K[x0, x1, . . . , xn−1].

the private key

1. The two invertible affine transformations s and t.

2. The parameter θ. (It can be kept private, though this is not critical. There are fewer than
n choices for θ and n is typically not very large. So hiding θ has no substantial effect on
attack complexities (only a factor of n).)

encryption

Let (x′0, x
′
1, . . . , x

′
n−1) be a plaintext message. Then it results of it that the associated ciphertext

is (y′0, y
′
1, . . . , y

′
n−1), where

y′i = fi(x′0, x
′
1, . . . , x

′
n−1)

for i = 0, 1, . . . , n− 1.

decryption

Let (y′0, y
′
1, . . . , y

′
n−1) be a ciphertext message. Then compute in the following way:

1. compute (ỹ′0, ỹ
′
1, . . . , ỹ

′
n−1) = t−1(y′0, y

′
1, . . . , y

′
n−1)

2. compute (x̃′0, x̃
′
1, . . . , x̃

′
n−1) = φ ◦ f̃−1 ◦ φ−1(ỹ′0, ỹ

′
1, . . . , ỹ

′
n−1)

3. compute (x′0, x
′
1, . . . , x

′
n−1) = s−1(x̃′0, x̃

′
1, . . . , x̃

′
n−1)

Theoretically we can also build an inverse f−1. But in practice, the complexity for computing
this is too big.
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2.1.1 The multiple-branch version

In the original paper of Matsumoto and Imai the algorithm includes a further element. This
version is sometimes denoted as the multiple-branch MI Cryptosystem. We want to shortly
present this version now.

If we have a look at Figure 2.1, then there exists a difference between the single-branch
version and the multiple-branch version for the maps φ−1, f̃ and φ. Matsumoto and Imai
recommended to divide the Kn into d partitions or branches.

So we define an integer d ≥ 1 and a partition σ = (n1, n2, . . . , nd) of the integer n such that

n = n1 + n2 + . . .+ nd and 3 ≤ n1 ≤ n2 ≤ . . . ≤ nd,

where ni = (2li + 1)2ri with li ≥ 1 and ri ≥ 0 for i ∈ {1, . . . , d}.
Now we construct a bijection

µ = (µ1, µ2, . . . , µd) : Kn −→ Kn1 ×Kn2 × . . .×Knd ,

with the projections µi : Kn −→ Kni : (x0, x1, . . . , xn−1) 7−→ (xki−ni , xki−ni+1, . . . , xki−1) in
which ki =

∑i
j=1 nj and i = 1, . . . , d.

Further we construct d different field extensions in analogous manner to the single-branch
version. Each field extension has the degree ni with i = 1, . . . , d. So we also define the standard
K-linear isomorphism φi : Li −→ Kni for i = 1, . . . , d same as before. In the same way are
also the invertible maps f̃i : Li −→ Li, Ui 7→ Uhii with hi = 1 + qθi whereas θi = bi · 2ri and
1 ≤ bi ≤ li.

Then we can construct a function for the public key in the multiple-branch way:

F = t ◦ µ−1 ◦ (φ1, φ2, . . . , φd) ◦ (f̃1, f̃2, . . . , f̃d) ◦ (φ−1
1 , φ−1

2 , . . . , φ−1
d ) ◦ (µ1, µ2, . . . , µd) ◦ s

= (F0, F1, . . . , Fn−1)

-Kn Kn

Kn Kn

6

?

Kn1 Kn1- - -L1 L1

Kn2 Kn2- - -L2 L2

Knd Knd- - -Ld Ld

f

f̃1φ−1
1 φ1

f̃2φ−1
2 φ2

f̃dφ−1
d φd

s t

J
J
J
JĴ

Z
Z
Z~

�
�
��

µ1

µ2

µd









��

�
�>

@
@
@R

µ−1

...

Figure 2.2: composition of maps of the MI Algorithm in the multiple-branch version

Unfortunately, there is no advantage in using the multiple-branch version. Patarin showed in
the extended paper of [Pat95], that the complexity, which occurs through the multiple branches,
is nullified through the possibility to accelerate the attack [Pat00]. We will have some comments
about this in the end of Patarin’s Attack. And Felke [Fel05] showed in his paper, that any
system with branches can be decomposed into its single branches in polynomial time in average.

6



2.2 Mathematical background of Matsumoto-Imai Cryptosys-
tem construction

This section is based on Chapter IV of [MI88].

There are some interesting considerations why the MI Cryptosystem is constructed in this
way. That is why we will make some pure mathematical thoughts.

We can transform any function of a finite field into a univariate polynomial as follows:

{function of a finite field K} −→ {univariate polynomial},

f 7−→ p(x) :=
∑
i∈K

 ∏
j∈K, j 6=i

x− j
i− j

 f(i).

So we denote the polynomial representation of a function f with 〈f〉. For better description of
our circumstances we insert some notations and definitions.

2.2.1 Notations and definitions

Notation 2.2.1. We describe a polynomial p in the following way:

p(x0, . . . , xs−1) :=
∑
i

{pi0···is−1x
i0
0 · · ·x

is−1

s−1 | i0, . . . , is−1 ≥ 0}.

Definition 2.2.2. Let p be a polynomial. The degree deg(p) of a polynomial is determined by

deg(p) :=
{

max{i0 + . . .+ is−1 | pi0···is−1 6= 0} if p 6= 0
−∞ if p = 0.

The degree deg(P ) of a polynomial-tuple P = (p0, . . . , pt−1) is defined as max{deg(pj) | j =
0, . . . , t− 1}

Definition 2.2.3. Let P be a t-tuple of s-variate polynomials. We define a function τup by

τup(P ) := t ·
(
s+ deg(P )

deg(P )

)
.

τ(P ) denotes the total number of nonzero terms of P .

Remark 2.2.4. τ(P ) is always less than or equal to τup(P ).

Sketch of proof: Without loss of generality t = 1. We introduce a new variable xs and multiply
each term p(xi00 . . . x

is−1

s−1 ) by a monomial with xiss , so that i0+. . .+is = deg(P ). Thus the number
of such monomials is equal to the number of possibilities to establish equalities in the form of
i0 + . . .+ is = deg(P ), which is

(s+deg(P )
deg(P )

)
.

Further we have to introduce the weight of an integer and of a polynomial.

7



Definition 2.2.5. Let a be an integer greater than 1, i a nonnegative integer. Denote the a-ary
representation of i by

i =
∑
{aj · ij | 0 ≤ ij < a, j = 0, 1, . . .}.

We define a function Wa on the nonnegative integers as follows:

Wa(i) :=
∑
{ij | j = 0, 1, . . .}.

This is the sum of digits in a-ary representation. Wa(i) is called the a-weight of i.

Definition 2.2.6. For a univariate polynomial E(u) = E0 + E1u + E2u
2 + . . . + Edu

d, the
exponential a-weight wta(E) of E is defined by

wta(E) :=
{

max{Wa(i) | Ei 6= 0}; ifE 6= 0,
−∞ ifE = 0.

This is the maximal a-weight of an exponent of a nonzero term.

Finally we have to define a rank for integers.

Definition 2.2.7. Let i be a positive integer. Then we define a function Ra from the positive
integers to the nonnegative integers as follows:

Ra(i) := max{j ≥ 0 | i is divisible by aj}.

Ra(i) is called the a-rank of i.

2.2.2 Mathematical results

Now we can describe two important complexities. Let f be the function which maps the cleartext
into the ciphertext. So we can estimate the size of the public key and the complexity of the
public transformation of f :

{The description length of a public key} = O(τ(〈f〉)m log2 p)[bit]
{The complexity of a public transformation} = O(τ(〈f〉)m2)[bit− operation],

where p and m are variables of the finite field K, i.e. p is prime and the order q = pm with
m > 0.

We see that both depend on the function of τ(〈f〉). So we have a look at the upper bound
τup(〈f〉) of τ(〈f〉). τup is strongly related to the degree of our polynomial. So if we decrease the
degree it follows that we reduce the description length of the public key and the complexity of
the public transformation.

On the other side we can have a look at the polynomial representation 〈f−1〉 of the secret
transformation f−1 from ciphertext into the cleartext. Here there is the same relation between
the degree and τup as we saw above in connection with f .

Our goal is placing the basic conditions in a way that the degree of 〈f〉 is small and the
degree of 〈f−1〉 large.

Because we will see in Theorem 2.2.11 that f is bijective, Matsumoto and Imai formulated
the following theorem [MI88, Theorem 8] (originally for multiple-branch):

8



Theorem 2.2.8. For the bijection f , the following statements are true:

1. deg(〈f〉) = wtq(〈f̃〉).

2. deg(〈f−1〉) = wtq(〈f̃−1〉).

From this we can derive the following theorem:

Corollary 2.2.9. For the bijection f , the following statements are true:

1. deg(〈f〉) = Wq(h).

2. deg(〈f−1〉) = Wq(h−1).

Proof: By construction of 〈f̃〉 we see that this polynomial is a monic monomial in one indeter-
minate whereas we want to have in mind that 〈f̃〉 is a univariate polynomial over L. If we have
a look at the definition of the weight for polynomials we can conclude the claim directly from
Theorem 2.2.8.

Now we can pin the first constraint down. Assume that deg(〈f〉) = 1. Then we have
Wq(h) = 1. And because h = 1 + qθ, so only if h = 1 then Wq(h) = 1 can be fulfilled and so
Wq(h−1) = 1. This implies that deg(〈f−1〉) = 1, which is not desirable. Hence, it is essential that
deg(〈f〉) ≥ 2. Due to the simplicity of computing with small degrees, we will study functions
with polynomial degree equal to 2.

Thinking about this fact results in a next constraint about p, namely p = 2. Surely, it is the
easiest way to calculate on a computer. But there is also another reason. Look at the following
theorem:

Theorem 2.2.10. Let p be a prime integer, m, n, q and h be integers satisfying m > 0, n > 0,
q = pm, 0 < h < qn − 1, and gcd(h, qn − 1) = 1. Then p = 2 is the necessary condition for
Wq(h) = 2.

Proof: Assume q is odd. When Wq(h) = 2, h can be written as h = qj(1+qθ), where j and θ are
nonnegative integers. Hence h must be even. Also notice that qn − 1 is apparently even. Thus
gcd(h, qn − 1) must be divisible by 2, which contradicts the assumption of gcd(h, qn − 1) = 1.
Therefore q must be even. Put it in other words, p = 2 is the necessary condition for Wq(h) =
2.

Let us also spot why the other variables are chosen in this way.

As we just saw in the proof, h can be expressed in the following way:

h = qj(1 + qθ),

where j and θ are nonnegative.

Since φ ◦ U qj ◦ φ−1 is a linear function, we can consider the functions of evaluating the qjth
power together with the affine transformations s and t. So it suffices to consider the case j = 0.

If θ = 0, then h = 2. In this case, f̃ is a bijection because gcd(2, qn − 1) = 1. Since both
p = 2 and h = 2, it is clear fi (i = 0, . . . , n − 1) contains only constant terms and the terms

9



x2
0, . . . , x

2
n−1. In this case, one can quickly solve a system of quadratic multivariate polynomial

equations. First, taking the system as a system of linear equations in variables x2
0, . . . , x

2
n−1,

one can readily solve the new system and get x2
0, . . . , x

2
n−1. Then, one can uniquely determine

xi from x2
i (note p = 2).

After the above discussion, it becomes obvious that we can concentrate our attention upon
the case h = 1 + qθ, where θ > 0.

Now we can formulate the condition for f̃ being bijective.

Theorem 2.2.11. Let m, q, θ, n and h be integers satisfying m > 0, q = 2m, 0 < θ < n and
h = 1 + qθ. We have gcd(h, qn − 1) = 1 iff R2(θ) ≥ R2(n).

According to the above theorem it is necessary that n ≥ 3. And it makes sense to choose
our variables in the following way:

θ = b · 2r, 1 ≤ b ≤ l,

where r is a nonnegative integer and l is a positive integer such that

n = (2l + 1) · 2r, r = R2(n).

Now, it is possible to say how large is the degree of f−1, because we can make a statement
about the size of Wq(h−1).

Theorem 2.2.12. For integers m, q, θ, n and h satisfying m > 0, q = 2m, 0 < θ < n,
h = 1 + qθ and gcd(h, qn − 1) = 1, the q-weight of the multiplicative inverse element h−1 of h
modulo (qn − 1) is given by:

Wq(h−1) = 1/2{(q − 1)(n−Rq(h−1)) + 1}.

Under special conditions there is an easy way for calculating the q-rank of h−1 exactly:

Theorem 2.2.13. Rq(h−1) = 2r − 1 when gcd(b, 2l + 1) = 1.

The proof of the last three results can be found in [MI88, Theorem 11-13].

From the last two theorems, we can conclude that, when n is an odd integer ≥ 3 (r = 0)
and θ is relatively prime to n, the q-rank of h−1 becomes zero, and the q-weight of h−1 reaches
its maximum.

So we can say the parameters are chosen in an optimal way. But we should be nevertheless
cautious. We only know τ(〈f〉) ≤ τup(〈f〉), and we have shown the right hand side to be
large, but the security depends on τ(〈f〉). There also may be other means to attack the MI
Cryptosystem (see Section (2.3) and (2.4)).

2.2.3 Some mathematical thoughts for the multiple-branch version

The derivation for the single-branch version also works for the multiple-branch version. But
there are two theorems, which we have to formulate in a slightly other way. Afterwards we can
draw some conclusions which only make sense for the multiple-branch version.

Theorem 2.2.8 reads as follows:
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Theorem 2.2.14. For the bijection F, the following statements are true:

1. deg(〈F 〉) = max{wtq(〈f̃i〉) | i = 1, . . . , d}.

2. deg(〈F−1〉) = max{wtq(〈f̃−1
i 〉) | i = 1, . . . , d}.

And Corollary 2.2.9 looks in the following way:

Corollary 2.2.15. For the bijection F, the following statements are true:

1. deg(〈F 〉) = max{Wq(hi) | i = 1, . . . , d}.

2. deg(〈F−1〉) = max{Wq(h−1
i ) | i = 1, . . . , d}.

So we deduce similarly as for the single-branch version. Assume that deg(〈F 〉) = 1. Then we
have Wq(hi)=1 for all i, and also Wq(h−1

i )=1 for all i. This implies that deg(〈F−1〉) = 1, which
is not desirable. Hence, it is essential that deg(〈F 〉) ≥ 2. Due to the simplicity of computing
with small degrees, we will study functions with polynomial degree equal to 2.

There is one last comment we want to make for the two theorems above in the multiple-
branch version. We only require Wq(h−1

i ) to be large for some i, whereas almost all Wq(h−1
i )

may be small. However, Patarin showed in the paper, which also broke the MI Cryptosystem,
that Wq(h−1

i ) should be large for all i (Section 5 of [Pat95]).

2.3 Patarin’s Attack

Patarin presented at Crypto ’95 an attack which does not yield the secret key but bares the
plaintext if you know the ciphertext [Pat95].

We will mainly rely on [Pat00], which is the extended version of [Pat95], and on [DGS06a,
pages 20-25].

2.3.1 The general case attack

First, we have to introduce some notations. We adopt the notations from the previous sections
of this chapter. Additionally, we need the following:

Notation 2.3.1. Let us have a look at the degree n extension field L. Let x be the cleartext
and y the corresponding ciphertext, which are elements in Kn. We denote by a the element of
L affine in x, by b the element of L affine in y such that b = a1+qθ .

Remark 2.3.2. So we can say a = φ−1(s(x)) and b = φ−1(t−1(y)). (see Figure 2.1)

We have
b = a1+qθ .

By composition on each side of this equation with g : x 7→ xq
θ−1, we obtain:

bq
θ−1 = aq

2θ−1.

11



Now let us multiply each side by a · b. We obtain:

a · bqθ = b · aq2θ . (2.1)

Let (a0, a1, . . . , an−1) be the representation of a in L, and (b0, b1, . . . , bn−1) be the representation
of b in L.

Equation (2.1) gives n equations (not necessarily independent) of degree one on the bk values
and of degree one on the ak values (because b 7→ bq

θ
is linear, and a 7→ aq

2θ
is linear).

Moreover a is affine in x, and b is affine in y, so that these n equations — when written in
terms of (x0, x1, . . . , xn−1) and (y0, y1, . . . , yn−1) — give n equations of the form:

n−1∑
i=0

n−1∑
j=0

γijxiyj +
n−1∑
i=0

αixi +
n−1∑
j=0

βjyi + δ = 0. (2.2)

These equations are true for all x and y, when x is the plaintext of y. As a result, by choosing
some (say v) values for x and computing the value y from x and the public transformation, and
then replacing these values xk and yk, k = 0, . . . , n− 1, in (2.2), we will obtain some equations
of degree one in the n2 + n+ n+ 1 = (n+ 1)2 variables γij , αi, βi and δ of K.

In this way, we are able to find quickly, by Gaussian reductions, a basis B of the vector space
V of all the equations (2.2). Such a basis B is given by some independent equations. This is
the first part of our attack. We may have in V some equations (2.2) which do not come from
the equation (2.1) (because V contains all the equations which have the general form of (2.2)),
but the important point is that we have found V , and V contains at least all the equations (2.2)
which come from (2.1).

During the attack, our aim is to find x from a given y. This is the second part of our
attack. For that we insert our ciphertext y in the equations (2.2). But as we wrote above, these
equations do not have to be independent. So in order to evaluate the power of this attack, we
have to evaluate the number of independent equations (2.2). Let us denote this number by λ.
It is also interesting to know how many randomly generated x — our number v — we need to
construct our equations (2.2) so that the attack works.

Let us first think about v and afterwards about λ.

Evaluation of v

Let E be the set of all polynomials of the form

n−1∑
i=0

n−1∑
j=0

γijxiyj +
n−1∑
i=0

αixi +
n−1∑
j=0

βjyi + δ.

E is a vector space of dimension n2 + 2n + 1 over K. Let V be, as above, the set of all the
polynomials of E which are satisfied for all x and y, when y is the ciphertext of x. Let Tv be
the set of all the polynomials P of E such that P (X,Y ) = 0, where Y is the ciphertext of X,
for X = X1, X = X2, . . . , X = Xv, where X1, X2, . . . , Xv are the v first random values x of Kn.

Patarin formulated a theorem, which helps the attacker to estimate how many x has to be
generated [Pat00, Theorem 6.3]:
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Theorem 2.3.3. The probability that Tv = V is close to 1 when v ≥ n2 log q

log 8
7

.

In this way, we have proved that we have with high probability that every equation in Tv
holds for all the cleartexts.

After we found our pairs of plaintext and ciphertext, we detect the variables γij , αi, βi and
δ. But these equations do not have to be independent. So we have to discuss how big λ has to
be.

Evaluation of λ

For λ Patarin formulated the following theorem [Pat00, Theorem 6.4]:

Theorem 2.3.4. For all the practical keys and for most of the ciphertexts y, the number λ of
independent equations of degree one in x0, x1, . . . , xn−1 that we obtain from the equations (2.2)
for this given y is λ ≥ n − gcd(θ, n) ≥ 2n

3 . Moreover this shows that for many secret keys and
for most ciphertexts we have λ ≥ n− 1.

Sketch of proof: Let us have a look to the equation (2.1). If we transform this equation back
to that before, we have got:

bq
θ−1 = aq

2θ−1

This equation has at most gcd(q2θ − 1, qn − 1) solutions in L. Furthermore, because of the
condition gcd(qθ + 1, qθ − 1) = 1, we have that

gcd(q2θ − 1, qn − 1) = gcd(qθ − 1, qn − 1),

hence the equation (2.1) has at most gcd(qθ − 1, qn − 1) + 1 solutions, including the trivial
solution. As it is easily to prove, that gcd(qθ − 1, qn − 1) = qgcd(θ,n) − 1, the total number of
solutions for (2.1) is at most qgcd(θ,n). If λ is the number of linearly independent linear equations
that arise from (2.1), then there will be qn−λ solutions to the corresponding system of linear
equations. Therefore qn−λ ≤ qgcd(θ,n), and so λ ≥ n− gcd(θ, n).

The three largest possible values of gcd(θ, n) are n, n/2 if n is even, and n/3 if 3 divides n,
and the rest are of all smaller values. Since θ = b2r ≤ l2r < l2r + 2r−1 = 1

2n the first two cases
are impossible, and we can conclude that

n− gcd(θ, n) ≥ 2n
3
.

So we can deduce that the MI Cryptosystem is not very secure since for a given ciphertext
we can most of the times find at least 2n

3 linear equations satisfied by the plaintext, which is
analogous to leaking 2

3 of the information. More importantly, these equations can be used to
eliminate 2

3 of the variables of the quadratic public equations derived from the public key and
the ciphertext, which should then be much easier to solve than before.

But this attack has got one disadvantage. For keys where gcd(θ, n) is big, the complexity of
this algorithm is not polynomial. So Patarin showed an extension which efficiently attack these
very special keys.
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2.3.2 An extension of the general case, useful for special keys

In this section, we now try to find some equations of the general form:

a2 · bv = bw (2.3)

with W2(v) small and W2(w) small, whereas we use the definition from Section (2.2). The
advantage of a2 · bv = bw over the general case is that for all b 6= 0 there exist only one solution
in a for this equation. This second attack is not always practical, but when it is, it is sometimes
more powerful than the attack above, because it gives immediately one unique solution.

As we know the cardinality is q = 2m. For this second attack, we do not start from b =
a1+2mθ , but from a = bh

−1
, where as already used h−1 is the multiplicative inverse of 1 +

2mθ mod 2mn − 1. Hence we need a way to evaluate h−1. For this Patarin presented the
following theorem [Pat00, Theorem 4.5]:

Theorem 2.3.5. Let δ = m · gcd(θ, n), and let α and k be integers such that αδ = mθ and
kδ = mn. Let h−1 be, as usual, the multiplicative inverse of 1 + 2mθ mod 2mn − 1.

Then: k is odd and k ≥ 3.
and: h−1 = 2kδ−1 +

∑k−1
i=1 (−1)i · 2αδi−1.

We want to point out that Matsumoto and Imai also presented a formula for calculating h−1

in their paper. The interested reader may have a look at [MI88, Theorem 4].

From a2 = b2h
−1

and Theorem 2.3.5, we have:

a2 · bu = bv, with u =
(k−1)/2∑
i=1

2mθ(2i−1) and v = 1 +
(k−1)/2∑
i=1

22mθi.

Let us proof this equation:

Proof: Let a2 · bu = bv. Because of a2 = b2h
−1

we can transform it to b2h
−1 · bu = bv. Now we

insert u, v and h−1.

b2(2kδ−1+
∑k−1
i=1 (−1)i·2αδi−1) · b

∑(k−1)/2
i=1 2mθ(2i−1)

= b1+
∑(k−1)/2
i=1 22mθi

Let us use on the left side of the equation just one time the basis b and so use only one exponent.

b2(2kδ−1+
∑k−1
i=1 (−1)i·2αδi−1)+

∑(k−1)/2
i=1 2mθ(2i−1)

= b1+
∑(k−1)/2
i=1 22mθi

Because we have on each side the same basis, let us only contemplate the exponents.

2(2kδ−1 +
k−1∑
i=1

(−1)i · 2αδi−1) +
(k−1)/2∑
i=1

2mθ(2i−1) = 1 +
(k−1)/2∑
i=1

22mθi

From Theorem 2.3.5 we know that αδ = mθ and kδ = mn. So we can transform it to

2(2mn−1 +
k−1∑
i=1

(−1)i · 2mθi−1) +
(k−1)/2∑
i=1

2mθ(2i−1) = 1 +
(k−1)/2∑
i=1

22mθi
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In the first summand on the left side we can expand the bracket by 2.

2mn +
k−1∑
i=1

(−1)i · 2mθi +
(k−1)/2∑
i=1

2mθ(2i−1) = 1 +
(k−1)/2∑
i=1

22mθi

Because we work in mod 2mn − 1 we can substitute 2mn for 1 in the exponent.

1 +
k−1∑
i=1

(−1)i · 2mθi +
(k−1)/2∑
i=1

2mθ(2i−1) = 1 +
(k−1)/2∑
i=1

22mθi

We can cancel on each side 1.

k−1∑
i=1

(−1)i · 2mθi +
(k−1)/2∑
i=1

2mθ(2i−1) =
(k−1)/2∑
i=1

22mθi

We can partition the first sum in two sums whereas one sum contains the positive summands
and the other one the negative ones.

(k−1)/2∑
i=1

2mθ(2i) +
(k−1)/2∑
i=1

(−1)i · 2mθ(2i−1) +
(k−1)/2∑
i=1

2mθ(2i−1) =
(k−1)/2∑
i=1

22mθi

From this one we can easily see that this is an equation.

So W2m(u) = (k − 1)/2 and W2m(v) = (k + 1)/2. Therefore, the equation a2 · bu = bv, when
written as n equations in the components x2

i and yi, gives n equations of degree one in the x2
i ,

and of total degree (k + 1)/2 in the yi. We denote this equations by (∗).

Remark 2.3.6. For the general case attack, the most difficult keys were the keys with very small
k. Strangely enough, these keys are the easiest keys for this extended version.

The attack finally consists of two parts:

Part 1: We find all the equations (2.2) and also all the equations (∗).

Part 2: Then, for a given y, we put to the power 2m−1 the found equations (∗). Since we have
(α+ β)2

m−1
= α2m−1

+ β2m−1
in K, and since x2m

i = xi, the equations (∗) will give us
like this equations of degree one in the xi. Therefore we will use both equations (2.2)
and (∗).

2.3.3 Attack version for the multiple-branch MI Cryptosystem

Most of the results we can adopt with only little change at the degree of the field extension. We
have to calculate this for each branch separately. Only Theorem 2.3.4 we want to reformulate:

Theorem 2.3.7. For all practical keys and for most of the ciphertexts y, the number λ of
independent equations of degree one in x0, x1, . . . , xn−1 that we obtain from the multiple-branch
version of the equations (2.2) for this given y is λ ≥

∑d
e=1(ne − gcd(θe, ne)) ≥ 2n

3 . Moreover
this shows that for many secret keys and for most ciphertexts we have λ ≥ n− d.
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We can say that it is not possible to find out so many equations as in the single-branch
version. But the lower bound of 2/3 is still the same.

As we already said above Patarin found ways to improve the algorithm for the multiple-
branch version. He presented four algorithms, two for the case when the degrees of the field
extensions of the branches are small and two when these are big. Three of these are approaches
which use new ideas to attack the MI Cryptosystem. Only one for small degrees is an improve-
ment in the narrower sense. We want to shortly present this. But for all four algorithms the
interested reader is requested to consult [Pat00].

First we find as in the general case all equations (2.2). The next step is to find the input x̂
such that — for this input — we have ae = 0 for all 1 ≤ e ≤ d, where ae is the element of Le
affine in x. Further we easily construct the ciphertext ŷ of x̂.

Then we make the following change of variables: X = x + x̂ and Y = y + ŷ, and we write
all the equations (2.2) in the new variables Xi and Yi. With this change of variables, the secret
functions s and t are now linear (instead of affine). From all these equations (2.2), we keep only
the equations that give 0 = 0 when X = 0 (i.e. when x = x̂).

Let l be the number of independent equations that we can detect with the (x̂, ŷ)-pairs. Let
(�) be any of these equations. Let le be the number of such independent equations that come
from the variables of branch number e. It is possible to prove that each of the equations (�) is
a linear combination of le equations that come from the variables of branch number e, and of
l − le equations that come from the other variables.

This works because of [Pat00, Theorem 10.1]:

Theorem 2.3.8. Let (�) be an equation like the following:

n−1∑
i=0

n−1∑
j=0

µijxiyj +
n−1∑
i=0

νixi +
n−1∑
j=0

ξjyi + ω = 0

and let us assume that (�) is always true for all xi, 1 ≤ i ≤ n, when yi, 1 ≤ i ≤ n is the
ciphertext of xi, 1 ≤ i ≤ n.

Let us also assume that we have a MI Algorithm with at least two ”branches”, i.e. with
d ≥ 2, and with no affine relations between the xi and their ciphertexts yi.

Then (�) is the sum of two equations (�) = (��) + (� � �), where (��) uses only variables of
the first branch and (� � �) uses no variables of the first branch.

Moreover, it is easy to find out whether a particular equation (�) is in the case or not, because
— if it is the case — then if we write that the equation should be true for all Y , it gives at most
n− ne independent linear equations (��) on the Xi, and similarly, if we write that the equation
should be true for all X, it give at most n− ne independent linear equations (� � �) on the Yi.

Now the equations (��) and (� � �) give us a change of variables X ′i and Y ′i that allow us
to write the equations (�) that do not use any variable of branch number e with only n − ne
variables in X ′i and n− ne variables in Y ′j .

The variables X ′i, 1 ≤ i ≤ n− ne, are completed with some variables x′i, n− ne < i ≤ n, in
order to have a complete basis. Similarly, the variables Y ′i are completed with some variables
y′i, n− ne < i ≤ n, in order to have a complete basis.
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Now, when we write an equation (2.2) with these variables, we see that all the terms in
the x′i can be written as a linear expression in only ne new variables Y ′i , n − ne < i ≤ n.
Similarly, all the terms in the y′i can be written as a linear expression in only ne new variables
X ′i, n− ne < i ≤ n.

This way, we obtain a complete change of variables such that — with this new variables —
all the Y ′i , 1 ≤ i ≤ n−ne, depend only on the X ′i, 1 ≤ i ≤ n−ne, and all the Y ′i , n−ne < i ≤ n,
depend only on the X ′i, n− ne < i ≤ n. As a result, we have ”separated” the variables.

2.4 Kipnis-Shamir Attack

We want to study a second attack on the MI Cryptosystem. Kipnis and Shamir constructed an
attack on the HFE (hidden field equation) Cryptosystem, presented at Crypto ’99 [KS99]. Since
we can say that the HFE Cryptosystem is in a sense a generalization of the MI Cryptosystem,
there is a way to adopt the Kipnis-Shamir Attack to the MI Cryptosystem. The big difference
between this attack and Patarin’s Attack is that in Patarin’s Attack we can just find the plain-
text, but in this attack we can also find the private key or something in the same line, which
works like the private key.

This section is based on [DGS06a, pages 34-44].

2.4.1 Construction of the Kipnis-Shamir Attack

The construction of the MI Cryptosystem is based on the idea that we can construct a map
on a K-vector space from a map on an extension field. The idea of Kipnis and Shamir was to
use the structure of the map on the extension field to design the attack on the K-vector space
mapping. They call the method relinearization. With this point of view, if f : Kn −→ Kn is a
given MI public key mapping, then the first step of the attack is to lift f back to a map over L.

To simplify the exposition we assume that q > 2 and that s, t are linear instead of affine,
in effect ignoring the constant terms. (The case q = 2 we actually should discuss separately.
But in our case with characteristic p = 2 this is not necessary. For further information look
at [DGS06a, Remark 2.4.2].) In other words, we assume that the f0, . . . , fn−1 are degree two
homogeneous polynomials in K[x0, . . . , xn−1]. Also, we assume that we know the field L and
hence the map φ : L −→ Kn. If we do not have this information, then we will produce s′, t′ and
f ′ such that f = t′ ◦ f ′ ◦ s′. We will explain this in Section 2.4.3.

From [KS99] and [DGS06a, Lemma A.0.2] we know that

φ−1 ◦ f ◦ φ(X) =
n−1∑
i=0

i−1∑
j=0

aijX
qi+qj ,

for some aij ∈ L. We also know that

φ−1 ◦ f ◦ φ = φ−1 ◦ (t ◦ (φ ◦ f̃ ◦ φ−1) ◦ s) ◦ φ
= (φ−1 ◦ t ◦ φ) ◦ f̃ ◦ (φ−1 ◦ s ◦ φ),

where the parentheses are added to show the composition consists of three maps defined on L.
In particular, we know or can find out by low complexity f̃ (see in Section 2.1 ’the private key’)
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and we can construct φ−1 ◦ f ◦ φ from the known f . The Kipnis-Shamir Attack will focus on
using the properties of these known maps to find both unknown linear maps φ−1 ◦ s ◦ φ and
φ−1 ◦ t ◦ φ. In particular, we will study

(φ−1 ◦ t−1 ◦ φ) ◦ (φ−1 ◦ f ◦ φ) = f̃ ◦ (φ−1 ◦ s ◦ φ), (2.4)

and the properties of the functions in this formula.

From [DGS06a, Lemma A.0.1] we have the following equations:

φ−1 ◦ t ◦ φ =
n−1∑
j=0

tjX
qj

φ−1 ◦ t−1 ◦ φ =
n−1∑
j=0

t−1
j Xqj

φ−1 ◦ s ◦ φ =
n−1∑
j=0

sjX
qj ,

where sj , tj ∈ L. So, we can say, our new goal is to find the sj and tj , from which we can then
construct s and t.

Remark 2.4.1. We make special note that the notation t−1
j represents the coefficients of Xqj in

the polynomial representation of t−1. This is to be distinguished from (tj)−1, the multiplicative
inverse of the coefficient of Xqj in the polynomial representation of t. In general these two
notations will not refer to the same value in L.

As we know from linear algebra there is the possibility to translate homogeneous quadratic
polynomials into matrices. So for any polynomial G(X) ∈ L[X] of the form

G(X) =
n−1∑
i=0

i∑
j=0

GijX
qi+qj ,

we can associate a unique n× n symmetric matrix G defined by

[G]ij =


2Gij if i = j;
Gij if i > j;
Gji if i < j.

We note that because the characteristic of L is two, the entries on the diagonal of G are all zero.

With this correspondence between homogeneous quadratic functions on L and n×n matrices
with entries in L we shift from the function point of view to that of matrices.

Now, let F be the matrix associated with f . Then clearly F has only two nonzero entries:
[F]0θ = 1 and [F]θ0 = 1. Further suppose that Fs is the matrix associated with f̃ ◦ (φ−1 ◦ s ◦ φ),
that Fφ is the matrix associated with φ−1 ◦ f ◦ φ, and that Ft is the matrix associated with
(φ−1 ◦ t−1 ◦ φ) ◦ (φ−1 ◦ f ◦ φ).

From [DGS06a, Lemma 2.4.1] we know that

Fs = STFS,

18



where the n× n matrix S is defined by

[S]ij = sq
j

j−i

and j − i is calculated modulo n.

From [DGS06a, Lemma 2.4.2] we know that

Ft =
n−1∑
l=0

t−1
l (Fφ)l,

where
[(Fφ)l]ij = [(Fφ)]q

l

i−l j−l,

with both i− l and j − l calculated modulo n.

After the translation from Equation (2.4) into matrices we conclude

Fs = M = Ft,

where M denotes the common value of Fs and Ft.

Clearly, matrix M has rank equal to two. Since S is invertible, we see that M = STFS has
rank equal to two as well. But this means that the L-linear combination

M =
n−1∑
l=0

t−1
l (Fφ)l

of the n known matrices (Fφ)0, . . . , (Fφ)n−1 has rank two. This construction is common in a
more general way:

2.4.2 MinRank problem

Definition 2.4.2. Given n× n matrices A1, A2, . . . , Am over a finite field L and r < n, find a
non-trivial linear combination of

A = α1A1 + α2A2 + . . .+ αmAm

such that the rank of A is less than or equal to r. This problem is called the MinRank problem.

Kipnis and Shamir presented for this part of the attack a new relinearization method. Later,
Courtois proposed a more standard and straightforward method to solve this problem. If the
reader is interested in the method of Kipnis and Shamir, he can have a glance at [KS99]. But
we will investigate the method of Courtois [Cou01].

Courtois based his method for the MinRank problem on considerations of Coppersmith,
Stern and Vaudenay in [CSV93, CSV97].

We treat the A1, . . . , Am as known, and the α1, . . . , αm as variables. If A = α1A1 + α2A2 +
. . .+ αmAm is to have rank r, then each (r + 1)× (r + 1) submatrix minor has determinant 0.
This means that each (r+ 1)× (r+ 1) submatrix yields a total degree r+ 1 polynomial equation
in the m variables α1, . . . , αm. There are as much as

(
n
r+1

)2 such equations and we hope that at
least about

(
n
r+1

)
of them are linearly independent. We get about

(
n
r+1

)
equations which have(

n
r+1

)
terms, and are simply linearized and solved by Gaussian reduction.

Shallit, Frandsen and Buss showed in [BFS99], that the MinRank problem in general is
NP-complete. But in our case, where r = 2, this method above works.

19



2.4.3 Choice of extension field

In the beginning of the construction of the MI Cryptosystem we defined an extension field
L = K[u]/g(u), where we took an irreducible polynomial g(u) ∈ K[u] of degree n. Now the
question is, how we can exactly find this polynomial or if it is necessary to take this one at all.
We want to show now, that we can also pick another degree n irreducible polynomial and it
works too.

So, suppose we as the attacker have chosen another degree n irreducible polynomial h(v) ∈
K[v] and construct L′ = K[v]/h(v) and ψ : L′ −→ Kn. According to each standard book
about finite fields, for example [LN86, page 48], any two irreducible polynomials in K[v] of the
same degree have isomorphic splitting fields. In the way how we constructed L and L′ these are
exactly the splitting fields of g(u) respectively h(v). So L and L′ are isomorphic, and in fact, a
K-linear field isomorphism exists between L and L′. Then we construct such an isomorphism.
Let α ∈ L′ be such that

g(α(v)) = 0 mod h(v),

and let ι : L −→ L′ be defined by

ι(p(u)) = p(α(v)) mod h(v),

for p(u) ∈ L.

Let us take the function of the public key of the MI Cryptosystem.

f = t ◦ φ ◦ f̃ ◦ φ ◦ s

Now we can describe this function in a slightly other way:

f = t ◦ φ ◦ f̃ ◦ φ ◦ s
= t ◦ φ ◦ (ι−1 ◦ ι) ◦ f̃ ◦ (ι−1 ◦ ι) ◦ φ ◦ s
= (t ◦ φ ◦ ι−1) ◦ (ι ◦ f̃ ◦ ι−1) ◦ (ι ◦ φ ◦ s)

Define s̄ : Kn −→ L′, t̄ : L′ −→ Kn and f̃ ′ : L′ −→ L′ by

s̄ = ι ◦ φ−1 ◦ s
t̄ = t ◦ φ ◦ ι−1
f̃ ′ = ι ◦ f̃ ◦ ι−1.

Now we consider whether or not there exists s′ or t′ such that

f = t′ ◦ ψ ◦ f̃ ′ ◦ ψ−1 ◦ s′,

or equivalently, for a given s̄ and t̄, whether or not there exists s′ and t′ such that

s′ ◦ ψ = s̄

ψ−1 ◦ t′ = t̄.

Solving for s′ and t′ we see that

s′ = s̄ ◦ ψ−1

t′ = ψ ◦ t̄.
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As the attacker we cannot know ι, and thus cannot know s̄ and t̄. Therefore we cannot know
which s′ and t′ will be obtained. However, if some s′ and t′ can be found, then these are just as
useful as the original s and t for the attack since we can then easily invert the map φ ◦ f̃ ◦ φ−1

anyway as a whole.

2.5 Practical usage of the MI Cryptosystem

There are also variations of the MI Cryptosystem, which improve the security of it. One of this
variations was also practically used. Unfortunately, it is cracked in the mean time. Nevertheless
we would like to present this system and the attack for it.

Until now we speak only about cryptosystems for encrypting and decrypting the message.
Many of the existing cryptosystems can also be used for signing and verifying a message. This
version of the MI Cryptosystem we want to present now only works for signing and verifying.

2.5.1 SFLASHv2 respectively SFLASH

This section is based on [DGS06a, pages 47-49], [NES04, pages 670-677] and [CGP03].

The New European Schemes for Signatures, Integrity and Encryption project, shortly
NESSIE, within the Information Society Technologies Programme of the European Commission
made its final selections for cryptographic primitives in 2004. SFLASHv2, a fast multivariate
signature scheme, was selected by NESSIE as a security standard for use in low-cost smart cards.
We can find this scheme with the additional description v2 because it exists a previous version.
But because it is selected as a standard, often it is just called SFLASH.

SFLASH belongs to the group of the Minus method. The Minus method consists of deleting
a few, say r, polynomial components from a given multivariate public key. Let us take the
function f : Kn −→ Kn from the MI Cryptosystem. Once we apply the Minus method to f , we
will have a new map f− : Kn −→ Kn−r defined by

f−(x0, x1, . . . , xn−1) = (f0, f1, . . . , fn−r−1).

SFLASH uses θ = 11, n = 37 and r = 11 so that f− : K37 −→ K26 is defined by

f−(x0, x1, . . . , x36) = (f0, f1, . . . , f25),

where f0, f1, . . . , f25 ∈ K[x0, x1, . . . , x36]. Further we define the extension L:

L = K[u]/(u37 + u12 + u10 + u2 + 1).

The SFLASH scheme has the following structure:

the public key

The public key of SFLASH includes the following:

1. The field K = F27 , including its additive and multiplicative structure. In particular,
K = F2[x]/(x7 + x+ 1).

2. The 26 quadratic polynomials f0, f1, . . . , f25 ∈ K[x0, x1, . . . , x36].
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the private key

The following information should be kept private, and is needed in order to generate SFLASH
signatures:

1. ∆, a randomly chosen 80-bit long secret key.

2. The two invertible affine transformations s and t.

signature generation

Let m be the message given as a string of bits. The subscripts below refer to the position in the
bit string, and || denotes the concatenation of bit strings.

1. Let m1 and m2 be two 160-bit strings defined by:

m1 = SHA-1(m)
m2 = SHA-1(m1),

where SHA-1 is a hash standard. For further information about this function, look at
[EJ01].

2. Let

v = m1||(m21 , . . . ,m222) = (v1, . . . , v182)
w = SHA-1(v||∆) = (w1, . . . , w77).

3. Let m′ be the string of 37 elements of K defined by:

m′ = (φ−1(v1, . . . , v7), φ−1(v8, . . . , v14), . . . , φ−1(v176, . . . , v182),
φ−1(w1, . . . , w7), φ−1(w8, . . . , w14), . . . , φ−1(w71, . . . , w77))

4. Calculate the signature s of m by:

s = f−1(m′).

The pair (m, s) represents the message m with signature s.

signature verification

1. Compute

m1 = SHA-1(m)
m2 = SHA-1(m1)
v = m1||(m21 , . . . ,m222) = (v1, . . . , v182)

2. Let
n′ = (φ−1(v1, . . . , v7), φ−1(v8, . . . , v14), . . . , φ−1(v176, . . . , v182))

3. If n′ = f−(s), then accept the signature s as valid; otherwise reject s.
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2.5.2 Attack on SFLASH

This section is based on [DFSS07].

Unfortunately Dubois, Fouque, Shamir and Stern achieve in 2007 a total break of SFLASH.
Given only the public key a signature for any message can be forged in about one second after
a one time computation of several minutes. The asymptotic running time of the attack is
O(log2(q)n6) since it only needs standard linear algebra algorithms on O(n2) variables, and n is
typically very small.
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Chapter 3

Tame Transformation Method
Cryptosystem

The Tame Transformation Method (TTM) Cryptosystem was first presented in April 1997 by
Tzuong Tsieng Moh [Moh99c]. The idea of this cryptosystem comes from algebraic geometry.
The motivation is based on the difficulty of decomposing a composition of invertible nonlinear
polynomial maps.

Additionally, Moh propagates his cryptosystem as very fast [Moh99c, pages 12f]:

The decrypting speed is in general 10 to 20 times faster than the encrypting speed.
The PC software TTM 2.5 is faster than a possible hardware implementation for
RSA 1024. According to the opinion of certain expert, a couple added instruction
about finite field multiplication in the chip architecture would increase the speed
of software implementations at least 10-16 times. If it is done, then our software
implementations would reach a few million bits per second for the PC and match
the speed of the software for secret-key encryptions (DES etc.).

We will present the construction of the TTM Cryptosystem and afterwards the attacks,
which exist against the TTM Cryptosystem. But first we have to look at some mathematical
definitions.

3.1 Definitions for the tame automorphism

The definitions of this section are based on [DGY99, pages 135f] and [DGS06a, page 138].

Let K be a field and let K[X] := K[x1, . . . , xn] be the polynomial ring in n variables
x1, . . . , xn over K, where n is a fixed positive integer. Let us have a look at the automorphism
group AutK[X]. Let A(n,K) be the subgroup of AutK[X] consisting of all affine automor-
phisms. There also exists another special subgroup of AutK[X].

Definition 3.1.1. Let a1, . . . , an ∈ K be invertible elements and hi ∈ K[xi+1, . . . , xn], (i =
1, . . . , n) be polynomials. (hn is a polynomial in zero variables, i.e. hn ∈ K.) An element
φ ∈ AutK[X] is called de Jonquières automorphism or sometimes just triangular auto-
morphism if the automorphism is in the following way: φ(xi) = aixi + hi (i = 1, . . . , n).
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Remark 3.1.2. The set J(n,K) of all de Jonquières automorphisms of K[X] is a subgroup of
AutK[X].

Definition 3.1.3. The subgroup T (n,K) of AutK[X] which is generated by A(n,K) and
J(n,K) is called the group of tame automorphisms. An element of T (n,K) is called tame
automorphism.
The automorphisms of K[X] which are not in T (n,K) are called wild.

For a long time it was unknown whether a wild automorphism really exists. Nagata formu-
lated in 1972 an automorphism and wrote down as a conjecture that this automorphism is wild
[Nag72]. This conjecture was not proven before 2003 [SU03]. Since then we know that wild
automorphisms exist.

Let us do some considerations about the group T (n,K). For using a tame automorphism φ
for a cryptosystem we have to find a way for constructing the inverse of this.

Remark 3.1.4. The group of tame automorphisms include elements which are composed of
affine automorphisms and of de Jonquières automorphisms. So it will do if we only have a
look at the components. If it is an affine automorphism, there is no problem to construct
an inverse. And because of the form of the de Jonquières automorphisms constructing the
inverses work inductively. Let φ be a de Jonquières automorphism. We have the inverse
φ−1 = (φ−1

1 , . . . , φ−1
n ) with xn = φ−1

n (y1, . . . , yn) = yn and xi = φ−1
i (y1, . . . , yn) = yi −

hi(φ−1
i+1(y1, . . . , yn), . . . , φ−1

n (y1, . . . , yn)), for i = n− 1, . . . , 1.

This remark we can find in [Moh99c, Proposition 1].

3.2 Construction of the Tame Transformation Method Cryp-
tosystem

As already mentioned Moh presented the TTM Cryptosystem first in 1997. Since then Moh
published several papers with different instances of the TTM Cryptosystem. That is why we
first introduce the general system and afterwards we present the instances and particularly the
similarities of these.

3.2.1 Principle of the algorithm

This subsection is based on [Moh99c, Section 4].

Let n + r ≥ 3, l a positive integer and K a field of 2l elements. Let us select k tame
automorphisms φk, . . . , φ2 and φ1 of Kn+r. Let π = φk ◦ . . . ◦ φ2 ◦ φ1 = (π1, . . . , πn+r). Let
π̂ = (π1(x1, . . . , xn, 0, . . . 0), . . . , πn+r(x1, . . . , xn, 0, . . . 0)), and further it follows fi(x1, . . . , xn) =
πi(x1, . . . , xn, 0, . . . , 0) for i = 1, . . . , n+ r.

the public key

The public key of the TTM Cryptosystem includes the following:

1. The field K of 2l elements.

2. The map π̂ = (f1, . . . , fn+r) : Kn 7−→ Kn+r.
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Figure 3.1: composition of maps of the TTM Algorithm

the private key

The private key consists of:
The set of inverse maps {φ−1

1 , . . . , φ−1
k } of the tame automorphisms.

encryption

Given a plaintext (x′1, . . . , x
′
n) ∈ Kn. The sender evaluates y′i = fi(x′1, . . . , x

′
n). Then the

ciphertext will be (y′1, . . . , y
′
n+r) ∈ Kn+r.

decryption

In the other way, the legitimate receiver recovers the plaintext by (x′1, . . . , x
′
n, 0, . . . , 0) =

φ−1
1 ◦ . . . ◦ φ

−1
k (y′1, . . . , y

′
n+r). This works because of Remark 3.1.4.

Moh gave in his papers more concrete instructions how to construct such a TTM Cryptosys-
tem.

3.2.2 Components of the Tame Transformation Method Cryptosystem

First of all we want to think about the k tame automorphisms. k is normally 4, where φ1 and
φ4 are affine linear maps. φ2 and φ3 are tame automorphisms, which are not affine linear maps.

About Moh’s presentation of φ2 and φ3 in [Moh99b] and [MCY04] we can say they look in
the following way:

One considers the plaintext space as the standard affine subspace Kn (i.e., all points with
the last r coordinates being zeros) embedded in Kn+r which is the cipherspace. Let us select
the following tame automorphism φ̂2,

φ̂2 =



y1 = x1

y2 = x2 + g2(x1)
y3 = x3 + g3(x1, x2)

...
yn = xn + gn(x1, . . . , xn−1)

yn+1 = xn+1 + gn+1(x1, . . . , xn)
...

yn+r = xn+r + gn+r(x1, . . . , xn+r−1)
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Let us restrict φ̂2 to the subspace Kn, i.e., set xn+1 = . . . = xn+r = 0 in the above equations,
and call it φ2.

φ2 =



y1 = x1

y2 = x2 + h2(x1)
y3 = x3 + h3(x1, x2)

...
yn = xn + hn(x1, . . . , xn−1)

yn+1 = 0 + hn+1(x1, . . . , xn)
...

yn+r = 0 + hn+r(x1, . . . , xn)

In the ultimate cause, we cannot say anymore φ2 is an automorphism. But if we concretely
build in an embedding from Kn to Kn+r, then we can speak again about an automorphism.
Further we have to say that ˆphi2 and φ2 are not tame strictly speaking. These maps are
builded analog to a tame automomoriphsm. These maps are lower-triangular in contrast to
tame automorphisms which are upper-triangular. But the next automorphism is also strictly
speaking a tame automorphism.

We further select suitable polynomials p1, . . . , pm with 1 < m < n+ r (normally m is small,
even m < n) to construct φ3,

φ3 =



y1 = x1 + p1(x2, . . . , xn+r)
...

ym = xm + pm(xm+1, . . . , xn+r)
ym+1 = xm+1

...
yn+r = xn+r

such that the composition φ3 ◦ φ2,

φ3 ◦ φ2 =



y1 = x1 + p1(φ2,2, . . . , φ2,n+r)
y2 = x2 + h2(x1) + p2(φ2,3, . . . , φ2,n+r)

...
ym = xm + hm(x1, . . . , xm−1) + pm(φ2,m+1, . . . , φ2,n+r)

ym+1 = xm+1 + hm+1(x1, . . . , xm)
...

yn = xn + hn(x1, . . . , xn−1)
yn+1 = 0 + hn+1(x1, . . . , xn)

...
yn+r = 0 + hn+r(x1, . . . , xn)

will have the following properties

1. all yi’s are of the same degree d in x1, . . . , xn, normally d = 2.

2. all highest degree forms are linearly independent.

3. the degree of φ3 should be high enough and the polynomials f2, . . . , fn+r, p1, . . . , pm should
be general enough so that there is no way to recover them by brute force.

27



The public key map π (and therefore φ3◦φ2) should be of small degree (ideally 2) for a reasonable
key size. It is a very difficult problem to achieve this while maintaining security (see also Section
3.3 ’Mathematical background’).

Furthermore in [Moh99c, pages 6 and 7] Moh wrote about φ1 and φ4 the following:

An invertible linear transformation φ1 = (φ1,1, . . . , φ1,n+r) has got the following restriction:

φ1,i =
n+r∑
j=1

ai,jxj + bi

with the the conditions:

1. For i = 1, . . . , n, we always have bi 6= 0, ai,j = 0, for j = n+ 1, . . . , n+ r and at least half
of the remaining ai,j are non-zero.

2. For i = n+ 1, . . . , n+ r, we always have φ1,i = xi.

φ4 should be an invertible transformation satisfying the following condition, where π =
(π1, . . . , π100),

π = φ4 ◦ φ3 ◦ φ2 ◦ φ1, and πi(0, . . . , 0) = 0.

These conditions are general enough to construct many different keys for the TTM Cryp-
tosystem. But the existence of weak keys is not excluded by these conditions.

That is why Moh gives in many of his papers more conditions. Primarily in the beginning
he constructed a component Q8. (Look at [Moh99c, Section 5].) About this component Moh
wrote:

This component does not need to vary according to users. It can be made as part
of the hardware.

But sometimes it looks like this statement would not be so strong. If someone presented an
attack, Moh responded to this with a paper in which he stated that this is only an attack on
one implementation and then he presented another Q8. (Look at [MC01] and at [MCY04].)

So let us have a look how the component Q8 is built in principal and where Moh implements
it in the TTM Cryptosystem.

Definition 3.2.1. Let q1, . . . , qs be polynomials in variables x1, . . . , xt. Let l(x1, . . . , xt) be a
polynomial. If

Q(q1(x1, . . . , xt), . . . , qs(x1, . . . , xt)) = l(x1, . . . , xt),

then Q is called a generating polynomial of l (over q1, . . . , qs). Furthermore, if Q is of
the minimal degree among all possible generating polynomials of l, then it is called a minimal
generating polynomial of l, and its degree is called the generating degree of l, in symbol
gendeg(l). If there is no such polynomial Q, then we define gendeg(l) =∞.

Moh constructs s polynomials qi and then a minimal polynomial of a monomial of degree 8
in qi, which he calls Q8.

Now Moh implements the component Q8 as the pj (1 ≤ j ≤ m) of φ3 and varies the pj by
inserting the result φ2 in different orders.

28



3.2.3 Instances of the Tame Transformation Method Cryptosystem

Over the years Moh presented many different versions of his system. Sometimes it is not so
clear which version Moh exhibits in a paper. Most changes of version are a result of the fact
that there exists an attack. As we can see in his papers, Moh changes in these versions several
components which seemed to be fix in the first version. So he often presents a new Q8, he varies
the m from φ3 and also the global n and r. And surely he changes the φ2,i.

As it is also the case in the MI Cryptosystem the user has mainly to select the affine maps
φ1 and φ4. It could be possible that the user also has to choose φ2 and φ3. But this would be
a bit more difficult because as we saw these two maps have to fulfill some conditions which are
not satisfied a priori.

We will show some of the differences of the versions at the end of this chapter in Section 3.6
’Historical background’.

But here we want to present the concrete parameters of the first version: (The interested
reeader who wants to see the polynomials in detail may have a look at [Moh99c] and [DGS06a,
pages 142-146].) n = 64, r = 36 and so n+ r = 100. K = F28 . The φ2,i for i = 1, . . . , n+ r are
specially chosen quadratic polynomials over K. Further m = 2 and the polynomials p1 and p2

are chosen in a special way from Moh such that (φ3 ◦ φ2)1 and (φ3 ◦ φ2)2 both are quadratic in
the variables x1, . . . , xn when the last r variables xn+1, . . . , xn+r are set equal to zero.

3.3 Mathematical background of the Tame Transformation
Method Cryptosystem

There are some interesting considerations why the TTM Cryptosystem is constructed in this
way.

We use the notations and definitions of Section 2.2.1.

The following thoughts are based on [Moh99b, Section 2].

As we already saw in the introduction and in the chapter about the MI Cryptosystem, we
work with polynomials of degree two except when we explicitly choose an affine polynomial.

Let us do again some considerations about tame automorphism. So we can say that the
degree of a tame automorphism which is used in a TTM Cryptosystem is 2. But if we directly
construct an inverse of such a tame automorphism, then the degree of the inverse map could be
as high as 2n−1, where n is the fixed positive integer of Section 3.1. We know from mathematics
that a polynomial of degree d in n variables may have

(
d+n
n

)
terms. For example if n = 100 and

d = 299, this number is 102925. So it is physically impossible to compute the inverse formula
for a tame automorphism. If such a tame automorphism is included in a composition, it offers
some protection for the public key system.

But as we saw in Section 3.1, if we know each component of the composition map, we can
calculate inductively the input of the tame automorphism in a very fast way.

If we look at the examples of the TTM Cryptosystems in the papers of Moh, we can observe
that the composition map is of degree 2. Now we can ask us: How is it possible that the
composition of several maps has degree 2?

Moh claims in [MC01] the following:
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It can be done for a composition of mappings, as in the case of TTM, that the
degrees of mappings (which is defined for every mapping φi) to be the maximum of
the degrees of all coordinate polynomials {φi,j} may not increase after compositions,
i.e., say, if all φi,j ’s are of degree two or less, then their composition

∏
φi may have

coordinate polynomials of degree two or less.

Further explanation Moh gave in [Moh99b]:

The question is as follows: Can we find suitable polynomials of some degree d;

hn+1(x1, . . . , xn), . . . , hn+r(x1, . . . , xn)

such that P (hn+1, . . . , hn+r), Q(hn+1, . . . , hn+r) are of the same suitable degree d?
From the point of view of Algebra, does there exist P,Q such that

(a) : P,Q ∈ K[hn+1, . . . , hn+r] ⊆ K[x1, . . . , xn]
(b) : deg(P ) = deg(Q) = d = deg hi for all i?

Certainly, an Algebraist will answer that there are infinitely many such polynomials.

But this does not explain how we practically construct such polynomials.

Moh found a special way of selecting P,Q and gi such that φ2,1 and φ2,2 both are quadratic
in the variables x1, . . . , xn when the last v variables xn+1, . . . , xn+r are set equal to zero.

3.4 Minrank Attack of Goubin and Courtois

Goubin and Courtois presented in 2000 an attack [GC00], which attacks the version of TTM,
which was the newest at that time [Moh99c]. We presented in the end of Section 3.2.3 the
parameter of this version of TTM.

Goubin and Courtois did not directly show an attack against TTM, but they construct a
cryptosystem which contains the TTM Cryptosystem. They call it TPM.

So let us first see why they call it in this way. Then we will have a look how the TPM
Cryptosystem would be constructed. Afterwards we understand why the TTM version of that
time was a part of TPM. And in the end, we will see how we can attack the TPM Cryptosystem.

This section is based on [GC00].

3.4.1 TPM

By the idea of Fell and Diffie, Goubin and Courtois took the triangular construction, where it
uses equations that involve 1, 2, . . . , n variables and are solved sequentially [FD86]. We call T
this triangular construction. Let TPM (T Plus-Minus) be T with added final u random (fullsize)
quadratic polynomials, and with v of the beginning equations removed.
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In a general way, we say TPM(n, u, v,K), with:

- n, u, v integers such that v ≤ n. We also systematically put m = n+ u− v.

- K a finite field.

We first consider a function ψ : Kn −→ Km such that (y1, . . . , ym) = ψ(x1, . . . , xn) is defined
by the following system of equations:

ψ =



y1 = x1 + g1( xn−v+1, . . . , xn)
y2 = x2 + g2(x1, xn−v+1, . . . , xn)
y3 = x3 + g3(x1, x2, xn−v+1, . . . , xn)

...
yn−v = xn−v + gn−v(x1, . . . , xn−v−1, xn−v+1, . . . , xn)

yn−v+1 = gn−v+1(x1, . . . , xn)
...

yn−v+u = gn−v+u(x1, . . . , xn)

with each gi (1 ≤ i ≤ m(= n− v + u)) being a randomly chosen quadratic polynomial.

As we are used by TTM, the user selects a random invertible affine transformation s : Kn −→
Kn, and a random invertible affine transformation t : Km −→ Km. Let F = t ◦ ψ ◦ s. By
construction, if we denote (y′1, . . . , y

′
m) = F (x′1, . . . , x

′
n), we obtain an explicit set {P1, . . . , Pm}

of m quadratic polynomials in n variables, such that:

ψ =


y′1 = P1(x′1, . . . , x

′
n)

...
y′m = Pm(x′1, . . . , x

′
n)

the public key

The public key of a TPM(n, u, v,K) Cryptosystem consists of:

1. The field K.

2. The set {P1, . . . , Pm} of m quadratic polynomials in n variables.

the private key

1. The affine transformations s and t.

2. The functions gi, 1 ≤ i ≤ m.

encryption

Given a plaintext (x′1, . . . , x
′
n) ∈ Kn, the sender computes y′i = Pi(x′1, . . . , x

′
n) for 1 ≤ i ≤ m and

sends the ciphertext (y′1, . . . , y
′
m) ∈ Km.
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decryption

Given a ciphertext (y′1, . . . , y
′
m) ∈ Km, the legitimate receiver recovers the plaintext by the

following method:

1. Compute (y1, . . . , ym) = t−1(y′1, . . . , y
′
m).

2. Make an exhaustive search on the v-tuple (xn−v+1, . . . , xn) ∈ Kv, until the n-tuple
(x1, . . . , xn) obtained by xi = yi − gi(x1, . . . , xi−1;xn−v+1, . . . , xn) (for 1 ≤ i ≤ n − v)
satisfies the u following equation gi(x1, . . . , xn) = yi (for n− v + 1 ≤ i ≤ m).

3. For the obtained (x1, . . . , xn) n-tuple, get (x′1, . . . , x
′
n) = s−1(x1, . . . , xn).

3.4.2 TTM belongs to TPM

We can see that the first version of TTM — we saw the parameters in the end of Section 3.2.3
— is a particular case of the general family TPM. φ1 relates to s, φ4 to t and φ3 ◦ φ2 together
of the TTM to φ of the TPM. As a result, TTM belongs to TPM(64, 38, 2,F28).

3.4.3 Attack against TPM

In each equation yi = xi + gi(x1, . . . , xi−1;xn−v+1, . . . , xn) (1 ≤ i ≤ n − v), the homogeneous
part is given by tXAiX, with tX = (x1, . . . , xn), Ai being a (secret) matrix. Similarly, in each
public equation y′i = Pi(x′1, . . . , x

′
n) is given by tX ′MiX

′, with tX ′ = (x′1, . . . , x
′
n), Mi being a

(public) matrix.

The fact that (x1, . . . , xn) = s(x′1, . . . , x
′
n) and (y′1, . . . , y

′
m) = t(y1, . . . , ym) implies that there

exist an invertible n× n matrix S and an invertible m×m matrix T such that:
t(SX ′)A1(SX ′)

...
t(SX ′)Am(SX ′)

 = T−1


tX ′M1X

′

...
tX ′MmX

′


Let T−1 = (t−1

ij )1≤i,j≤m. We thus have, for any X ′:

tX ′(tSAiS)X ′ =t X ′

 m∑
j=1

t−1
ij Mj

X ′

so that:

∀i, 1 ≤ i ≤ m,
m∑
j=1

t−1
ij Mj =t SAiS.

From the construction of TPM(n, u, v,K), we have Rank(A1) ≤ v. Since S is an invertible
matrix, we have Rank(A1) = Rank(tSA1S) and thus Rank

(∑m
j=1 t1jMj

)
≤ v. So there exists

a Minrank problem as we already met in Section 2.4.2.

With a good probability, we can suppose that:
m∑
j=1

λjMj = µtSA1S (µ ∈ K∗).
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Then we deduce the vector space V0 = S−1(Kn−v ×{0}v) (corresponding to xn−v+1 = . . . =
xn = 0) and W0 = S−1({0}n−v×Kv) (corresponding to x1 = . . . = xn−v = 0) by simply noticing
that V0 = Im

(∑m
j=1 λjMjA1

)
and W0 = Ker

(∑m
j=1 λjMjA1

)
.

Once we have found V0 and W0, we an easily deduce the vector space V1 = S−1({0} ×
Kn−v−1 × {0}v) of dimension n − v − 1 (corresponding to x1 = xn−v+1 = . . . = xn = 0) and
W1 = S−1(K × {0}n−v−1 × Kv) (corresponding to x2 = . . . = xn−v = 0): we just look for
coefficients α1, . . . , αn, β1, . . . , βm such that the following equation:

m∑
j=1

βjy
′
j =

n∑
i=1

αixi + δ,

holds for any element of V0. This can be obtained by simple Gaussian reduction. We also obtain
the quadratic function g2 by Gaussian reduction.

By repeating these steps, we obtain two sequences of vector spaces:

V0 ⊇ V1 ⊇ V2 ⊇ . . . ⊇ Vn−v−1

W0 ⊆W1 ⊆W2 ⊆ . . . ⊆Wn−v−1

At the end, we have completely determined the secret transformations s and t, together with
the secret functions gi. As a result, this algorithm completely breaks the TPM family of cryp-
tosystems.

Goubin and Courtois also presented special case attacks. The interested reader can consult
[GH00].

3.5 Attack of Ding and Schmidt

This section is based on [DS03].

Ding and Schmidt discovered a defect in many TTM Cryptosystems in 2003. The latest
TTM version at that time worked with m = 4, where m is the index numberof φ3 in Section
3.2.2. The key idea for the attack came from the observation that it is possible to extend the
linearization method by Patarin [Pat00] to attack the TTM implementation schemes.

3.5.1 Mathematical background

As we already saw at Patarin’s Attack in Section 2.3, we build linearization equations in the
form of

n,n+r∑
i=1,j=1

aijxiyj +
n∑
i=1

bixi +
n+r∑
j=1

cjyj + d = 0, (3.1)

where x = (x1, . . . , xn) is the cleartext and y = (y1, . . . , yn+r) is the corresponding ciphertext
calculated by π̂(x). In this set of equations we find enough many, say l, linearly independent
linear equations satisfied by xi to perform a substitution of this l linear equations into yi, which
makes quadratic polynomials yi with l fewer variables, which we denote by (xv1 , . . . , xvn−l).
The procedure of the substitution of the l linear equations normally eliminates φ3 of the TTM
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Cryptosystem, as the interested reader can see in [DS03], because l is bigger than m. For the
rest it becomes straightforward because of the triangular form of φ2 and it is accomplished by
an iteration of the procedure of first search for linear equations by linear combinations and then
linear substitution. Finally the plaintext can be derived by substituting the solution of the
values of (xv1 , . . . , xnn−l) into the original l linear equations.

So, let V denote the linear space of the linearization equations (3.1).

3.5.2 Construction of the Attack of Ding and Schmidt

Step 1: We look for a basis for the space V , namely the basis of solutions of aij , bi, cj and d
for the equations (3.1). As at Patarin’s Attack we choose randomly values (x̄1, . . . , x̄n),
calculate by the public key ȳi = π̂i(x̄1, . . . , x̄n) for i = 1, . . . , n + r and find so aij , bi,
cj and d.

Step 2: For a given ciphertext (y′1, . . . , y
′
n+r), we substitute the polynomials of yi by y′i into

linearly independent solutions of the linearization equations in V and derive l linearly
independent linear equations of xi by the Gaussian elimination method in the form
of xuj = hj(xv1 , . . . , xvn−l), where hj is a linear function, A = {u1, . . . , ul}, B =
{v1, . . . , vn−l), A ∩B = ∅ and A ∪B = {1, . . . , n}. We then substitute them into yi to
make it into polynomials with only n− l variables {v1, . . . , vn−l}.

Step 3: For the new n + r polynomials with n − l variables, which we denote by ŷ1i, we will
write down first the n + r equations ŷ1i − y′i = ỹ1i(xv1 , . . . , xvn−l) = 0, and they are
linearly dependent and the dimension of it we denote by d.
For the equations ỹ1i(xv1 , . . . , xvn−l) = 0 for i = 1, . . . , n + r, we will use Gaussian
elimination method, first on the quadratic terms, to derive d linearly independent
equations ŷ1i(xv1 , . . . , xvn−l) = 0, for i = 1, . . . , n+ r, and the last one is linear. Then
we take the linear equation out and substitute it back into the leftover d− 1 quadratic
equations (the linear is taken out) ŷ1i(xv1 , . . . , xvn−l) = 0 for i = 1, . . . , n + r − 1. We
denote the new equations ỹ2i(xv1 , . . . , xvi , xvi+2 , . . . , xvn−l) = 0. Then we repeat the
same process on these new equations, and later again and again for total n − l times.
We then collect all the n − l linear equations derived in this process, a set of n − l
linearly independent equations in the triangular form. The solution gives us all the
values of xvi , then we plug them back into l linear equations xuj = hj(xv1 , . . . , xvn−l)
in Step 2, which will give us xui . We recover the plaintext.

For step 1 Ding and Schmidt found a way to accelerate these computations. The interested
reader may have a look at [DS03, bottom of page 7].

Ding and Schmidt also explicate in [DS03], that this attack not always works. Not all the
time it can be found enough linear independent equations such that l is bigger than m.
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3.6 Historical development of the Tame Transformation Method
Cryptosystem

This section is based on [Moh07, Section 2].

As already suggested, there exist different versions of the TTM Cryptosystem. This is
because attacks appeared, which could attack the most actual version at that time, and Moh
improved afterwards his system again and again. We want to give an overview about these
versions:

1999 Moh presented his first version of the TTM Cryptosystem. Correctly we have to say
Moh presented the system already in April 1997. But the first paper came out in 1999
[Moh99c]. In this version the number m of φ3 was 2. Moh did not choose 1 because
in private communications with Sathaye and Montgomery, they found a rank attack for
m = 1.

2000 Goubin and Courtois showed an attack, called Minrank Attack [GC00].

2001 Moh answered by a new version. He increased m from 2 to 4 [MC01].

2003 Ding and Schmidt came up with a further attack against the TTM Cryptosystem [DS03].

2004 The reaction of Moh was a further increase of the number m namely > 10 [MCY04].

2006 Nie, Hu, Li, Updegrove and Ding found an attack which also can break the version of 2004.
For the attack they have to know the map φ3 [NHL+].

2007 Moh presented examples where the attack of 2006 does not work. Moh mainly presented
only the map φ3φ2 together and not the maps φ2 and φ3 separately [Moh07].

2008 Nie, Jiang, Hu, Ding and Zhang brought to light that Instance I in paper [Moh07] can
be broken and even in an easier way than all other instances of the TTM Cryptosystem
which existed before [NJH+08].
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Chapter 4

Direct Attacks

Alongside the attacks which specifically exist for specific MPKCs there are also such ones which
attack all MPKCs. What is the basic concept of these attacks? They use methods that will
enable one to ’directly’ solve the equation F (x1, . . . , xn) = (y′1, . . . , y

′
n), which we already saw in

Chapter 1, where x1, . . . , xn ∈ K represent the searched plaintext and y′1, . . . , y
′
n ∈ K the given

ciphertext. So we can say, the attacker automatically has the set of equations

f1(x1, . . . , xn) = y′1
...

fn(x1, . . . , xn) = y′n,

which is the same as the set of equations

f1(x1, . . . , xn)− y′1 = 0
... (4.1)

fn(x1, . . . , xn)− y′n = 0.

As we mentioned in Chapter 1 the task of solving a set of multivariate polynomial equations
over a finite field, in general, is an NP-complete problem. Therefore the attacks respectively
algorithms can just efficiently solve a subset of all possible inputs. Whereas it must be pointed
out that the actual cryptosystems also use only a subset of all possible equations.

Now, let us see these general attacks.

4.1 Gröbner bases method

Buchberger introduced in 1965 what is known as Buchberger’s Algorithm, which result is a
special basis. He named it Gröbner basis after his advisor Wolfgang Gröbner [Buc65].

The attack we want to present uses an improved algorithm, which is based on Buchberger’s
Algorithm. So first we do a little introduction to Gröbner bases and to Buchberger’s Algorithm
and then we show two other algorithms. Afterwards in Section 4.1.5 we will see why it makes
sense to construct such Gröbner bases.

This section is based on [KR05], on [DGS06a, pages 194-218], on [Ste06] and also on [Fau02].
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4.1.1 Gröbner bases

Let K be a finite field and let R = K[x1, . . . , xn].

This introduction mainly consists of some definitions. For a more elaborate introduction the
reader may have a look at [KR05].

Definition 4.1.1. A term t ∈ R is a monomial where the leading coefficient is equal to 1.

Definition 4.1.2. Let S be a set and · : S × S −→ S a binary operation. S is a monoid if the
operation is associative and has a neutral element.

Definition 4.1.3. A relation on S is a subset σ ⊆ S × S. If t1, t2 ∈ S and (t1, t2) ∈ σ, we
write t1 ≥σ t2.

Definition 4.1.4. A monoid ordering σ is a relation on a monoid (S, ·) such that for all
t1, t2, t3 ∈ S:

1. t1 ≥σ t2 or t2 ≥σ t1.

2. t1 ≥σ t1.

3. If t1 ≥σ t2 and t2 ≥σ t1, then t1 =σ t2.

4. If t1 ≥σ t2 and t2 ≥σ t3, then t1 ≥σ t3.

5. If t1 ≥σ t2, then t1t3 ≥σ t2t3.

6. t1 ≥σ 1.

Remark 4.1.5. (Tn, ·) is a monoid whereas Tn = {Terms of R}. In the future we will also
speak about a term ordering. At that time we mean the monoid ordering on Tn.

Remark 4.1.6. There exist different monoid orderings such as lexicographic order (lex), degree
lexicographic order (deglex) and degree reverse lexicographic order (degrevlex).

Definition 4.1.7. Let I ⊆ R, I ideal. I is a monomial ideal if I = ((mi)i∈J) whereas J is
an index set and mi are monomials.

Definition 4.1.8. Let f ∈ R, f =
∑

t∈Tn ctt whereas ct ∈ K and f 6= 0. And let σ be a term
ordering on Tn.
supp(f) := {t ∈ Tn : ct 6= 0} is called support of f or set of terms of f .
The leading term of f is LTσ(f) := maxσ supp(f).
The leading monomial of f is LMσ(f) := cLTσ(f) · LTσ(f).

Definition 4.1.9. Let I ⊆ R be an ideal and σ a term ordering. LTσ(I) := ((LTσ(f))f∈I) is
the leading term ideal of I with respect to σ.

Notation 4.1.10. Let be G ⊆ R a subset. LTσ(G) = {LTσ(g) : g ∈ G}.

Definition 4.1.11. Let be I ⊆ R an ideal, σ a term ordering, G ⊆ I a subset such that
(LTσ(G)) = LTσ(I). Then G is a Gröbner basis of I with respect to σ.
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4.1.2 Buchberger’s Algorithm

Before we can present Buchberger’s Algorithm, we have to adopt some mathematical thoughts:

Definition 4.1.12. Let f, g ∈ R \ {0}. The S-polynomial of f and g with respect to a term
ordering σ is

spoly(f, g) :=
lcm(LTσ(f), LTσ(g))

LMσ(f)
f − lcm(LTσ(f), LTσ(g))

LMσ(g)
g.

And Buchberger formulated the following theorem [Buc76, Theorem 3.3]:

Theorem 4.1.13. G = {g1, . . . , gs} ⊆ R is a Gröbner basis of (G) with respect to a term
ordering σ if and only if spoly(gi, gj) = 0 mod G for all i, j.

The theorem can be translated immediately into an algorithm:

Algorithm 4.1.1: Buchberger’s Algorithm
Input: F = {f1, . . . , fn}, σ term ordering
Output: G Gröbner basis of F
m← n;
gi ← fi for 1 ≤ i ≤ m;
P ← {(gi, gj) | 1 ≤ i < j ≤ m};
while P 6= ∅ do

pick(p, q) ∈ P ;
P = P \ {(p, q)};
s← spoly(p, q);
h← NormalForm(s, {g1, . . . , gm});
if h 6= 0 then

m = m+ 1;
gm ← h;
P = P ∪ {(gi, gm) : 1 ≤ i < m};

end
end
return G = {g1, . . . , gm}

Remark 4.1.14. With the operation NormalForm we denote the operation that s is reduced
modulo{g1, . . . , gm} to a polynomial which is not more reducible modulo{g1, . . . , gm}.

This algorithm was a milestone. But such a Gröbner basis was not unique. So let us state
the following theorem for finding a unique basis:

Theorem 4.1.15. Let I ⊆ R be an ideal and σ be the term ordering on R. Then there exists
exactly one reduced Gröbner basis G of I with respect to σ.

Buchberger already advert to this in 1965 [Buc65].

To understand this theorem we need two further definitions:

Definition 4.1.16. Let I ⊆ R, σ a term ordering, G a Gröbner basis for I with respect to σ.
G is minimal, if LTσ(G) are a minimal system of generators for LTσ(I).
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Definition 4.1.17. Let G = {g1, . . . , gs} ⊆ R be a Gröbner basis of I with respect to σ. G is
reduced if the following conditions are satisfied:

1. LCσ(gi) = 1 for all i.

2. G is minimal.

3. supp(gi) ∩ LTσ(G\{gi}) = ∅ for all i.

With the theorem above we can rebind a first improvement in Buchberger’s Algorithm:

Algorithm 4.1.2: improved Buchberger’s Algorithm
Input: F = {f1, . . . , fn}, σ term ordering
Output: G reduced Gröbner basis of F
G← Reduce(F );
n← length(G);
P ← {(gi, gj) | 1 ≤ i < j ≤ n};
while P 6= ∅ do

pick(p, q) ∈ P ;
P = P \ {(p, q)};
s← spoly(p, q);
h← NormalForm(s, {g1, . . . , gn});
if h 6= 0 then

gn+1 ← h;
P = P ∪ {(gi, gn+1) : 1 ≤ i ≤ n};
G = Reduce(G);
n = length(G);
Update(P );

end
end
return G = {g1, . . . , gn}

Each time a new polynomial h is added to the basis G, it must be checked whether or not
any polynomials in G can be reduced further or perhaps reduced to zero with the help of h.
When this happens the set of pairs of functions in P must be updated.

But there still is a big problem in Buchberger’s Algorithm. It needs many computations.
In Buchberger’s Algorithm there are too many idle times. Buchberger presented some rules
and criteria to improve his algorithm. But we want to jump over this and go further to two
improved algorithms which were presented in 1999 and 2002 by Faugère, [Fau99] and [Fau02].
The main difference to Buchberger’s Algorithm is that instead of going through all pairs in
P ← {(gi, gj) | 1 ≤ i < j ≤ n}, Faugère proposes to select a subset Q ⊂ P of critical elements.
Faugère called these two algorithms F4 and F5, just algorithm number 4 and 5. Algorithms 1
till 3 are not really common.

We want to present the two algorithms consecutively and also accentuate the advantage in
each case over Buchberger’s Algorithm.
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4.1.3 The Algorithm F4

Faugère proposes to select a subset Q ⊂ P , where P is the set of the pairs of Buchberger’s
Algorithm. So, let us first see the Algorithm F4 and afterwards we will have a more precise look
at the several parts of the algorithm.

Algorithm 4.1.3: Algorithm F4

Input: F = {f1, . . . , fn}, σ term ordering
Output: G reduced Gröbner basis of F
G← F̃ ;
P ← {(gi, gj) | gi 6= gj ∈ G};
d← 0;
while P 6= ∅ do

d← d+ 1;
Qd ← Select(P );
P ← P\Qd;
Ld ← Left(Qd) ∪ Right(Qd);
F̃+ ← Reduction(Ld, G);
for h ∈ F̃+ do

P ← P ∪ {(h, g) | g ∈ G};
G← G ∪ {h};

end
end
return G

The first question is how the subset Qd ⊂ P is selected.

Remark 4.1.18. Faugère has got the strategy to select all pairs in P simultaneously whose
degree of lcm(LT(fi),LT(fj)) is minimal. Let

d = min{deg(lcm(LM(fi),LM(fj))) | ∀(fi, fj) ∈ P}.

Then the selected subset is

Select(P ) = {(fi, fj) ∈ P | deg(lcm(LM(fi),LM(fj)) = d}.

And the algorithm needs some more explanations.

Definition 4.1.19. Let F = {f1, . . . , fs} be a set of polynomials in K[x1, . . . , xn]. Denote by
X = {t1, . . . , tm} the monomials in Supp(F ) listed in decreasing order in accordance with the
ordering σ. The matrix representation of the polynomials is:

F = AX,

where F and X are now to be treated as column vectors and the s×m matrix A has entries from
K.

Let Ã be the unique row echelon form of A, with rows of zeros removed; i.e., s̄ ×m matrix,
where s̄ is the rank of A. Then F̃ is the corresponding set of polynomials coming from

F̃ = ÃX.
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Define
F̃+ = {f ∈ F̃ | LM(f) 6∈ LM(F )},

so that F̃+ consists of those polynomials in F̃ whose leading monomials are not leading mono-
mials in F .

Definition 4.1.20. Let F = {f1, . . . , fs} ⊂ K[x1, . . . , xn] and let p = (fi, fj) be a pair of
polynomials with i 6= j. Let ti and tj be the two monomials such that

ti · LM(fi) = tj · LM(fj) = lcm(LM(fi),LM(fj)).

Define Left(p) := (ti, fi) and Right(p) := (tj , fj); that is, as a pair consisting of a monomial
and a polynomial. If Q ⊂ P is a set of pairs, then extend the definition as follows:

Left(Q) :=
⋃
p∈Q

Left(p) and Right(Q) :=
⋃
p∈Q

Right(p)

And then we want to present the reduction procedure of the Algorithm F4:

Algorithm 4.1.4: Reduction
Input: Ld a finite set of monomials in R, G a finite subset of R
Output: F̃+ a finite subset of R
Fd ← {t · f | (t, f) ∈ Ld};
D ← LM(Fd);
while D 6= Supp(Fd) do

pick(m) ∈ Supp(Fd)\D;
D ← D ∪ {m};
if ∃ g ∈ G : m = m′ · LM(g) then

Fd ← Fd ∪ {m′ · g};
end

end
F̃d ← ReductionToRowEchelonForm(Fd);
F̃+ ← {f ∈ F̃d | LM(f) /∈ LM(Fd)};
return F̃+

We want to give one remark to the interested reader about F4. Allan Steel implemented F4

for Magma such that the algorithm runs in a very fast way.

4.1.4 The Algorithm F5

Another approach to improve Buchberger’s Algorithm is the following:

The reduction of an S-polynomial may lead to an element that must be added to the basis.
At that time more S-polynomials are added to the list for checking later. Since the algorithm
terminates, the portion of S-polynomials that reduce to zero increases as we get further into the
computation. After some time, a large amount of work is carried out with little earning. Long
before the algorithm terminates, the desired Gröbner basis has likely already been found. From
this point on, the computations could be considered useless. Unfortunately, we do not know
when the basis is complete until the end of the computations.

41



For this reason it is desirable to have rules for minimizing the number of S-polynomials, or
to have criteria that allow us to decide a priori if an S-polynomial reduces to zero.

But first we have to give some definitions.

Notation 4.1.21. The set of terms of R = K[x1, . . . , xn] will be denoted by T .

Definition 4.1.22. A labeled polynomial is an element (tei, p), where t ∈ T , p ∈ R, and ei
is some standard basis vector in Rm. The set of all labeled polynomials is denoted by L.

Definition 4.1.23. For a labeled polynomial r = (uek, p), we define the polynomial of r by
poly(r) := p, the signature of r by S(r) := uek, the leading term of r by LT(r) := LT(p),
the leading coefficient of r by LC(r) := LC(p), and the leading monomial of r by LM(r) :=
LM(p).

Notation 4.1.24. Let F ⊆ R be a sequence of m polynomials. vF denotes the evaluation
homomorphism with respect to F , defined by

vF : Rm −→ R, (h1, . . . , hm) 7→
m∑
i=1

hifi.

Definition 4.1.25. Let g ∈ Rm. The leading term of g is defined in the following way

LT(g) := LT

(
m∑
i=1

giei

)
.

Definition 4.1.26. Let F ⊆ R be a sequence of m polynomials. A labeled polynomial r is called
admissible with respect to F if there exists a g ∈ Rm \ {0} such that vF (g) = poly(r) and
LT(g) = S(r).

Definition 4.1.27. We define the following operations on labeled polynomials. Let r = (uek, p)
be a labeled polynomial. If t ∈ T , then tr = (tuek, tp). If λ ∈ K, then λr = (uek, λp).

Definition 4.1.28. A labeled polynomial r = (uek, p) is called normalized with respect to F
if u /∈ LT ((fk+1, . . . , fm)). A pair (v, r) ∈ T × L is called normalized if the labeled polynomial
vr is normalized.

Notation 4.1.29. Suppose g = (g1, . . . , gm) and h = (h1, . . . , hm) are in Rm \ {0}. The index
of g, written index(g), is the smallest i ∈ N such that gi is nonzero. Suppose index(g) = i,
index(h) = j. We write g � h if and only if either

1. i > j, or

2. i = j and LT (gi) ≤ LT (hi).

Definition 4.1.30. A pair (ri, rj) of labeled polynomials is called a normalized pair if, for
τij = lcm(LT (ri), LT (rj)), ui = τij

LT (ri)
, the pairs (ui, ri), (uj , rj) are normalized and ujS(rj) ≺

uiS(ri).

Definition 4.1.31. Let P be a finite set of labeled polynomials, and s and t labeled polynomials
with nonzero polynomial part. We say that

poly(s) =
∑
p∈P

µp poly(p), µp ∈ R

42



is a t-representation of s with respect to P if for all p ∈ P such that poly(p) 6= 0

LT(µp poly(p)) = LT(µp) LT(p) ≤ LT(t) and S(µp poly(p)) = LT(µp)S(p) � S(s).

If this is the case, we write s = OP (t). Similarly, we write s = oP (t) if there exists a labeled
polynomial t′ satisfying S(t′) � S(t) and LT(t′) < LT(t) such that s = OP (t′).

The idea behind the Algorithm F5 is the following [Fau02]:
Buchberger’s Algorithm can be considered as a triangularisation of a submatrix of the sylvester
matrix. The reduction of a polynomial to zero can be interpreted as a linear dependence of the
rows of this matrix. Since each row of the matrix is a product tf where t ∈ T and f ∈ F (F
is a sequence of m polynomials in R), a linear dependence is

∑
λtf = 0 or by grouping terms:∑m

i=1 gifi = 0. In other words, g1, . . . , gm is a syzygy. The strategy in the paper where F5 is
explained is to take into account only the trivial syzygies fifj − fjfi = 0 but not to compute
the module of syzygies.

Let us have a look at the main part of the algorithm and afterwards give an idea of why this
algorithm works.

Algorithm 4.1.5: Incremental F5

global r (array of labeled polynomials);
global Rules (array of simplification rules);
Input: A sequence F = (f1, . . . , fm) of nonzero homogeneous polynomials in

K[x1, . . . , xn]
Output: a Gröbner basis of F
m← |F |;
Rules← (())mj=1;
r ← ();
rm ← (em,LC(fm)−1fm);
G← (∅)mi=1;
Gm ← {m};
for i = m− 1, . . . , 1 do

Gi ← AlgorithmF5(fi, i, G);
if ∃k ∈ Gi : poly(rk) = 1 then

return 1
end

end
return {poly(rk) | k ∈ G1}

As we can see in Algorithm ’Incremental F5’ because of the for-loop, the Algorithm F5

computes a Gröbner basis in increments; that is, for (fm), (fm, fm−1), . . . , (fm, . . . , f1).

And now let us see the proper part of the algorithm.
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Algorithm 4.1.6: Algorithm F5

Input: f ∈ F[x1, . . . , xn], i ∈ N, G a sequence of sets of r-indices
Output: set G′ of r-indices with i ∈ G′
ri ← (ei,LC(f)−1f);
G′ ← Gi+1 ∪ {i};
P ← ∅;
for j ∈ Gi+1 do

P ← P ∪ CritPair(i, j, i, G);
end
while P 6= ∅ do

d← min{deg(p) | p ∈ P};
Pd ← {p ∈ P | deg(p) = d};
P ← P \ Pd;
Sd ← SPols(Pd);
Rd ← Reduction(Sd, G′, G);
for k ∈ Rd do

P ← P ∪
⋃
{CritPair(k, l, i, G) | l ∈ G′};

G′ ← G′ ∪ {k};
end

end
return G′

First it will get assembled a set of critical pairs. This set is called P . For that the method
CritPair passes through the labeled polynomials and checks whether such a pair is normalized.

Then the algorithm takes a subset of the set P whereas the elements of this subset has all
minimal degree as to P . By the elements of this subset it will built S-polynomials. Thereby it
will post rules which are used in the next step.

Because the next step realizes a reduction in the set of S-polynomials. In this reduction
process the point is to prove whether this polynomial is normalized to the set of polynomials
which is already a part of the searched Gröbner basis, whether previous computation can be
used and whether it is possible to remove identical rows in the visualized matrix. As a result the
reduction of one polynomial by a list of polynomials may be several polynomials. In doing so
the saved labeled polynomials help because the process just often has to use only the signature.

The Algorithm F5 works because of the following theorem:

Theorem 4.1.32. Let F = {f1, . . . , fn} be a list of polynomials. Let G = {r1, . . . , rn} ∈ LnG
such that

1. F ⊂ poly(G), let gi = poly(ri) and G1 = {g1, . . . , gnG};

2. all the ri are admissible with respect to F (i = 1, . . . , nG);

3. for all (i, j) ∈ {1, . . . , ng}2, such that the pair (ri, rj) is normalized then spoly(gi, gj) =
oG(uiri) (or 0) where

ui =
lcm(LT(gi),LT(gj))

LT(ri)
.

Then G1 is a Gröbner basis of the generated ideal of F .
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For a proof see either at [Fau02, Theorem 1] or for a proof in detail at [Ste06].

4.1.5 Attack of Faugère and Joux

This section is based on [DGS06a, pages 218f] and on [FJ03].

Faugère and Joux concentrate their attack on a group of MPKCs which we do not present
in this paper. (This group of MPKCs is called Hidden Field Equations. The interested reader
may have a look in the paper [Pat96].) So we want to give an overlook how the attack would
work against MPKCs in general.

Let K be a field and R = K[x1, . . . , xn] the ring of multivariate polynomials. To a system
of equations

f1(x1, . . . , xn) = . . . = fm(x1, . . . , xn) = 0

we associate the ideal I generated by f1, . . . , fm. As we know a Gröbner basis is a generating
system of I that ”behaves nicely” with respect to some order on monomials.

Let M be a field containing K, we can define the set of solutions of f1, . . . , fm in M which
is the algebraic variety:

VM = {(z1, . . . , zn) ∈M | fi(z1, . . . , zn) = 0, i = 1, . . . ,m}

which is in fact the set of roots of the system of equations. Normally we want to compute
solutions of algebraic systems in F2. Faugère and Joux presented the following proposition
which tell us how to use Gröbner bases in order to solve a system over F2:

Proposition 4.1.33. The Gröbner basis G of {f1, . . . , fm, x
2
1−x1, . . . , x

2
n−xn}, in F2[x1, . . . , xn],

describes all the solutions in VF2. Particular useful cases are:

1. VF2 = ∅ (no solution) iff G = {1}.

2. VF2 has exactly one solution iff G = {x1−a1, . . . , xn−an} where ai ∈ F2. Then (a1, . . . , an)
is the solution in F2 of the algebraic system.

This proposition tells us that we have to add the ”field equations” x2
i = xi to the list of

equations that we want to solve. Consequently we have to compute a Gröbner basis of m + n
polynomials and n variables. In fact, the more equations we have the more able we are to
compute a Gröbner basis.

With this considerations we can execute Bucherberger’s Algorithm or better the Algorithm
F4 or the Algorithm F5 and receive so a Gröbner basis of our system which result in the discov-
ering of the plain text.

Fortunately these algorithms have an upper bound of feasibility. So we can assume that
there can exist MPKCs which are resistible against Gröbner bases method. Faugère and Joux
write in the end of their paper [FJ03, page 59] that it depends on the largeness of the dimension
of the vector space we work and of the degree of the public key polynomial. But it must be
pointed out that a statement about the degree of the public key polynomial is especially given to
the group of MPKCs which we do not observe in this paper. For using in a practical way against
all MPKCs the attack of Faugère and Joux should be studied more. This would go beyond of
the scope of this thesis.
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4.2 eXtended Linearization method

This section is based on [CKPS00] and on [DGS06a, pages 220-223].

The idea for this attack is based on a paper of Kipnis and Shamir [KS99]. In Section 2.4 we
already met the idea of this paper. In the second part there was to solve a MinRank problem
(see Section 2.4.2). Kipnis and Shamir presented a relinearization method to solve this, which
we did not show. But Courtois, Klimov, Patarin and Shamir took exactly this method and
develop a new method, the eXtended Linearization (XL) method. The idea of relinearization
is to add to the given system of linear equations additional nonlinear equations which express
the fact that these variables are related rather than independent. The basic idea of the XL
method is to generate from each polynomial equation a large number of higher degree variants
by multiplying it with all the possible monomials of some bounded degree, and then to linearize
the expanded system. Courtois, Klimov, Patarin and Shamir proved that the relinearization is
a subcase of the XL Algorithm [CKPS00, page 11].

First we want to present some mathematical thoughts to the XL Algorithm and afterwards
the algorithm itself.

4.2.1 Mathematical background

Let K be a field, and letA be a system of multivariate quadratic equations lk = 0 with 1 ≤ k ≤ m
where each lk is a multivariate polynomial of the set of equations (4.1).

From Algebraic Geometry we know the following:

Theorem 4.2.1. If a set of polynomial equations

l1(x1, . . . , xn) = 0
...

lm(x1, . . . , xn) = 0

has a unique solution
x1 = a1, . . . , xn = an,

then the ideal generated by l1, . . . , lm contains the elements x1 − a1, . . . , xn − an, and in fact is
(x1 − a1, . . . , xn − an).

So, there exists a set of functions hij , i = 1, . . . , n and j = 1, . . . ,m such that

xi − ai =
m∑
j=1

hijlj .

If we can find these hij , then we find the solution. However, we do not know how to find the
hij directly, so instead we generate the ideal gradually until we have the solution.

Let k,D ∈ N. Let D be fixed bigger than 2. Let Mk be the set of monomials in x1, . . . , xn
with degree less than or equal to k. As we will see immediately k < D.

We say that the equations of the form
∏k
i=1 hijlj = 0 are of type hkl, and we call hkl the set

of all these equations.
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We also denote by hk the set of all terms of degree exactly k,
∏k
i=1 hij . So we can say hk is

an element of Mk.

We consider all the polynomials
∏
j hijlj = 0 of total degree ≤ D.

Let ID be the set of equations they span. ID is the linear space generated by all the hkl,
0 ≤ k ≤ D − 2. ID ⊂ I, I being the ideal spanned by the lj (could be called I∞).

The idea of the XL Algorithm is to find in some ID a set of equations which is easier to solve
than the initial set of equations I0 = A.

4.2.2 XL Algorithm

Step 1: Fix an integer D > 2.

Step 2: Generate all the products
∑k

i=1 hijlj with k ≤ D − 2.

Step 3: Consider each monomial in the xi of degree≤ D as a new variable and perform Gaussian
elimination on the equation obtained in 1.
The ordering on the monomials must be such that all the terms containing on a variable
(say x1) are eliminated last.

Step 4: Assume that Step 3 yields at least one univariate equation in the powers of x1. Solve
this equation over the finite fields.

Step 5: Simplify the equations by substituting in the value of the variable x1.

Step 6: Repeat the process to find the values of the other variables.

4.2.3 Feasibility

Courtois, Klimov, Patarin and Shamir stated in their paper [CKPS00], it is not clear for which
values of n and m it ends successfully and what is its asymptotic complexity. But nevertheless
they make the following statement:

We analyze the time complexity of the XL technique, and provide strong theoretical
and practical evidence that the expected running time of this technique is:

- Polynomial when the number m of (random) equations is at least εn2, and this
for all ε > 0.

- Subexponential if m exceeds n even by a small number.

But in 2004 Diem published a paper in which he shows that the second statement of above
is not subexponential but more complex [Die04].
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4.3 Zhuang-Zi method

Ding, Gower and Schmidt presented in 2006 a new algorithm which attacks multivariate public
key cryptosystems [DGS06b]. We will rely our explanation upon this paper.

The basic idea for this algorithm we already met earlier. We pick up the idea of the extension
field which we already saw in Chapter 2.

Ding, Gower and Schmidt named this algorithm after Zhuang-Zi, an ancient Chinese philoso-
pher who they believe was one of the first to propose the idea of shifting from a local view of
problems to a global view.

First we want to present some mathematical thoughts to the Zhuang-Zi Algorithm and
afterwards the algorithm itself.

4.3.1 Mathematical background

Let K be a finite field with q elements and suppose we have m polynomials f0, f1, . . . , fm−1 ∈
K[x0, x1, . . . , xn−1]. We wish to find all (a0, a1, . . . , an−1) ∈ Kn such that

f0(a0, a1, . . . , an−1) = 0
f1(a0, a1, . . . , an−1) = 0

...
fm−1(a0, a1, . . . , an−1) = 0.

We may as well work in the ring

K[x0, x1, . . . , xn−1]/(xq0 − x0, x
q
1 − x1, . . . , x

q
n−1 − xn−1),

though for convenience we will abuse notation and write K[x0, x1, . . . , xn−1].

To simplify matters, let us assume that m = n. We will say later some comments to the
other cases. As we saw in Section 2.1, choose any irreducible polynomials g(y) ∈ K[y] of degree
n. Then L = K[y]/(g(y)) is a degree n field extension of K. Let Kn denote the n-dimensional
vector space over K. Let φ : L −→ Kn be the standard K-linear isomorphism between L and
Kn given by

φ(a0 + a1u+ . . .+ an−1u
n−1) = (a0, a1, . . . , an−1).

Let f : Kn −→ Kn be the polynomial map defined by f = (f0, f1, . . . , fn−1). We can lift f up
to the extension field L using φ to create a map F : L −→ L defined by

F = φ−1 ◦ f ◦ φ.

Using the Lagrangian interpolation formula, we can think of F as a polynomial in L[X], where X
is an intermediate. In fact, F has a unique representation in the quotient space K[X]/(Xqn−X).
For any given f , the corresponding F can be calculated by solving a set of linear equations. The
following theorem tells us the exact form of this representation.

Theorem 4.3.1. Using the notation as we defined above, for a linear polynomial map f =
(f0, f1, . . . , fn−1) we have

F (X) =
n−1∑
i=0

βiX
qi + α mod(Xqn −X),
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for some βi, α ∈ L. If f is a quadratic polynomial map, then

F (X) =
n−1∑
i=0

n−1∑
j=i

γijX
qi+qj +

n−1∑
i=0

βiX
qi + α mod(Xqn −X),

for some γij , βi, α ∈ L. Representations for higher order polynomials maps are similarly de-
scribed. In the case of q = 2, the formulas are slightly different.

4.3.2 Zhuang-Zi Algorithm

We will start the standard case of m = n, where we have the same number of variables and
equations.

Input

1. the polynomials f0, f1, . . . , fn−1 ∈ K[x0, x1, . . . , xn−1]

2. a positive number D, where D is the upper bound on the degree of a polynomial equation
which can be solved efficiently

Output

When successful,
all n-tuples (a0, a1, . . . , an−1) ∈ Kn such that fi(a0, a1, . . . , an−1) = 0, for i = 0, 1, . . . , n− 1.

Step 1: Choose any degree n irreducible polynomial g(y) ∈ K[x] and define L = K[y]/(g(y)).
Let φ : L −→ Kn. Define f = (f0, f1, . . . , fn−1), lift this to L by F = φ−1 ◦ f ◦ φ, and
compute the polynomial representation of F (X) modulo Xqn −X. If the deg(F (X)) ≤
D, then go to the last step; otherwise continue to the next step.

Step 2: Let G = Gal(L/K) be the Galois group of L over K consisting of the Frobenius maps
Gi(X) = Xqi , for i = 0, 1, . . . , n− 1. Calculate

Fi(X) = Gi ◦ F (X) = F (X)qi mod(Xqn −X),

for i = 0, 1, . . . , n−1. Note that F0(X) = F (X). If there exists an Fi such deg(Fi(X)) ≤
D, then go to the last step; otherwise continue to the next step.

Step 3: Let N be the number of monomials that appear in any Fi(X). For each Fi(X) create
a row vector in KN , where the entries are the coefficients of Fi(X) listed in decreasing
order, and construct an n×N matrix using these row vectors. Then use Gaussian elim-
ination to produce a new set of t basis polynomials S = {S0(X), S1(X), . . . , St−1(X)}.
In other words eliminate the monomials in the order of the highest degree first. Label
the elements of S so that St−1(X) is the element of lowest degree. If deg(St−1(X)) ≤ D,
then go to the last step; otherwise continue to the next step.
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Step 4: It must be that the polynomial of minimal degree in S has degree greater than D. For
each i = 0, 1, . . . , t− 1 and j = 0, 1, . . . , n− 1 compute

XqjSi(X) mod(Xqn −X).

As before, apply Gaussian elimination to the matrix associated with this set of poly-
nomials to produce a set S′ of new basis polynomials. Let S′t′−1(X) be the polynomial
in S′ of minimal degree. If the deg(S′t′−1(X)) ≤ D, then go to the last step; otherwise
replace S with S′ and repeat this step.

Step 5: At this point we have a polynomial G(X) with deg(G(X)) ≤ D. Solve G(X) = 0, to
obtain a set W = {α ∈ L|G(α) = 0}. The solutions of F (X) = 0 will be the subset
{α ∈W | F (α) = 0}.

Let us see some remarks to this algorithm.

Remark 4.3.2. Each application of Step 4 produces monomials of the form Xaiq
i
, Xaiq

i+ajq
j
,

Xaiq
i+ajq

j+akq
k
, etc. Clearly then all possible monomials will have been generated after nq steps,

since there are only nq possible monomials in L[X]/(Xqn −X).

Remark 4.3.3. When we have more variables than equations (n > m) then we can augment
the given equations with n−m trivial equations of 0 = 0. Similarly, when n < m we can simply
introduce additional variables xn, . . . , xm−1 to make up for the shortfall.

Ding, Gower and Schmidt establish that the Zhuang-Zi Algorithm requires that we work in a
finite field, whereas Gröbner bases do not. There exist many examples that can be solved easily
by the Zhuang-Zi Algorithm, but only with great difficulties via Gröbner bases. But it is not
yet clear how the complexity of the Zhuang-Zi Algorithm is for a set of n nonlinear equations
in n variables. In general the complexity will be exponential in n, though for certain types of
equations the Zhuang-Zi Algorithm will work much better.
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Chapter 5

Matsumoto-Imai
Tame-Transformation-Method
Cryptosystem

In [Moh99b] Moh said the following:

In the beginning they try to modify polynomials of one variable to make them poly-
nomials of several variables. [...] They have a reasonably simple polynomial in one
variable to begin with, and then express it in a basis of the field extension to achieve
an expression of several variables.
The second approach is to apply the theory of genuine several variables to achieve a
higher security and faster speed.

Amongst others this statement guides to the idea that we can combine the MI Cryptosystem
and the TTM Cryptosystem.

So let us first show how the combination of these two cryptosystems looks like and why we
choose that in this way. And in a second part we will see how this new cryptosystem resists
against the attacks in stock.

5.1 Construction of the Matsumoto-Imai Tame-Transformation-
Method Cryptosystem

The Matsumoto-Imai Tame-Transformation-Method (shortly MI-TTM) Cryptosystem is a sys-
tem which takes the common elements of the MI Cryptosystem and the TTM Cryptosystem
and embed in these the peculiarities of the two systems side by side. This should lead to the
goal that the advantages of both cryptosystem improve the security of the combined system.

Let K be a finite field of characteristic p = 2 and cardinality q = pm, where m is a positive
integer. Let KN denote the N -dimensional vector space over K. We define a map ξ : KN −→
KN which is a composition of seven maps κ1, . . . , κ7

ξ = κ7 ◦ . . . ◦ κ1.
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The two maps κ1 and κ7 are invertible affine transformations over KN . κ1 has got the
restriction of the φ1 of the TTM Cryptosystem. (See Section 3.2.2.)

The two maps κ2 and κ3 adopt the properties of φ2 and φ3. Hence N = n+ r of the TTM
Cryptosystem. (See Section 3.2.1.)

The three maps κ4, κ5 and κ6 are used to adopt the middle part of the MI Cryptosystem. So
let us take a g(u) ∈ K[u] which is an irreducible polynomial of degree N , where N = (2l+ 1)2r

of the MI Cryptosystem. Define the field L = K[u]/g(u), a degree n extension of K. Then
κ6 = φ where φ : L −→ KN is the standard K-linear isomorphism between L and KN . And
analogous κ4 = φ−1 of the MI Cryptosystem. Consequently κ5 = f̂ : L −→ L, U 7→ Uh, where
h has got the condition which we saw at the MI Cryptosystem. (See Section 2.1.)

It is obvious that N now has got two conditions to fulfill, the condition of the MI Cryptosys-
tem and the one of the TTM Cryptosystem. But that should not be a problem because the
condition of the TTM Cryptosystem is only that N ≥ 3 (see Section 3.2.1) and this is fulfilled
by the condition of the MI Cryptosystem unless we construct a toy example.

If we think about φ2 and φ̂2 of the TTM Cryptosystem and also how the conditions of φ1 are,
we can construct a map ξ̂ from KN−r to KN where r satisfy the r of the TTM Cryptosystem.
(See Section 3.2.2.)
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���:
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Figure 5.1: composition of maps of the MI-TTM Algorithm

the public key

The public key of the MI-TTM Cryptosystem includes the following:

1. The field K of pm elements including its additive and multiplicative structure.

2. The map ξ̂ : KN−r −→ KN .

the private key

The private key consists of:

1. The two affine transformations κ1 and κ7.

2. The inverse maps κ−1
2 and κ−1

3 of the automorphisms.
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3. The composition of h which is 1 + qθ as we saw in Section 2.1. Naturally we should also
know the field L.

encryption

Let (x′1, . . . , x
′
N−r) ∈ KN−r be the plaintext. Then the associated ciphertext is (y′1, . . . , y

′
N ) ∈

KN , where
y′i = ξ̂i(x′1, . . . , x

′
N−r)

for i = 1, . . . , N .

decryption

Let (y′1, . . . , y
′
N ) ∈ KN be the ciphertext. Then we compute in the following way:

1. compute (y1, . . . , yN ) = κ−1
7 (y′1, . . . , y

′
N )

2. compute (z1, . . . , zN ) = κ−1
4 ◦ κ

−1
5 ◦ κ

−1
6 (y1, . . . , yN )

3. compute (x1, . . . , xN−r, 0, . . . , 0) = κ−1
2 ◦ κ

−1
3 (z1, . . . , zN )

4. compute (x′1, . . . , x
′
N−r, 0, . . . , 0) = κ−1

1 (x1, . . . , xN−r, 0, . . . , 0)

Theoretically we can also build an inverse ξ̂−1. But in practice, the complexity for computing
this is too big.

For the inverses κ−1
2 and κ−1

3 we want to point to Remark 3.1.4. This explains how the
inverses work.

5.2 Background of the Matsumoto-Imai Tame-Transformation-
Method Cryptosystem

Now we want to see why this cryptosystem works and why we built it in this way.

So, let x′ = (x′1, . . . , x
′
N−r) be the plaintext. If we compute ξ̂(x′) we achieve the ciphertext

y′ = (y′1, . . . , y
′
N ) = (ξ̂1(x′1, . . . , x

′
N−r), . . . , ξ̂N (x′1, . . . , x

′
N−r)). By construction ξ̂ = κ7 ◦ . . . ◦ κ3 ◦

κ̂2◦κ̂1, where κ̂2 relates to φ̂2 and κ̂1 relates to φ̂1 as already mentioned in Section 5.1. From this
it follows that κ−1

1 (κ−1
2 (κ−1

3 (κ−1
4 (κ−1

5 (κ−1
6 (κ−1

7 (y′))))))) is equal to (x′1, . . . , x
′
N−r, 0, . . . , 0) ∈ KN

so after restriction to KN−r we get the plaintext.

And why we built it in this way? It makes sense that the two affine maps are in the beginning
and in the end of the composition. This was the great idea of Matsumoto and Imai which Moh
also used for his cryptosystem.

φ2 of the TTM Cryptosystem is constructed in a special way. It assumes that xN−r+1 =
. . . = xN = 0 or that we do an embedding from KN−r to KN . As we saw that already has
consequences for κ1: we have to restrict this map as we saw above. So it does not make sense to
place this map after further maps. We take this map just after the first affine transformation.
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κ4 and κ6 have to enclose κ5 because κ5 is a map in L and κ4 and κ6 transfer from KN to
L and back again.

So, the question comes up whether we can interchange the order of κ3 and κ6 ◦ κ5 ◦ κ4. And
the answer is yes, we can do this. But it is unnecessary. κ3 is anyway an automorphism in KN .
Further is κ5 according to the construction of it also an automorphism in L. κ4 and κ6 are the
standard K-linear isomorphism between L and KN and its inverse. So it follows that κ6 ◦κ5 ◦κ4

is an automorphism in KN . From linear algebra we know that automorphisms build a group
and hence both combinations work. Although the result may differ for the two combinations,
for the efficiency and the security of the MI-TTM Cryptosystem it is irrelevant whether κ3 or
κ6 ◦ κ5 ◦ κ4 is first. We decide in favor of this order because in this way the middle part of the
TTM Cryptosystem stays together.

Finally we comment on the degree of the polynomial.

5.2.1 Disadvantage of higher degree

If we construct the MI-TTM Cryptosystem in this general way, it can happen that we find maps
with a bigger degree than quadratic. The maps κ1 and κ7 are affine. So an affine map does not
have an influence to the degree of the combination with another map with higher degree. The
combination has the same degree as the map with higher degree than 1. So we have to study
the maps κ2, κ3 and κ6 ◦κ5 ◦κ4. As we already mentioned in Section 3.3 the combination κ3 ◦κ2

has quadratic degree because Moh constructed it in this way. The map κ6 ◦ κ5 ◦ κ4 by itself has
quadratic degree. So we can formulate the following remark:

Remark 5.2.1. The degree of the MI-TTM Cryptosystem is at most 4.

So it possibly takes more computation to encrypt a message by the MI-TTM Cryptosystem
than by the MI Cryptosystem or the TTM Cryptosystem.

But there is a second disadvantage of this remark above. Because there occur terms with
degreee at most 4 there also occur more terms. So the size of the public key itself increases in
fact up to an order of N4 terms.

It stays open whether it is possible to reduce this upper bound. Maybe it would be possible
to construct κ2 and κ3 in a way that the combination of the κs results in a map with degree
smaller than 4. This would be an open problem for further research.

5.3 Possible attacks

Let us have a look at each attack we discussed in this paper and see how these attacks possibly
work against the MI-TTM Cryptosystem.

5.3.1 Combination of Patarin’s Attack and of the Attack of Ding and Schmidt

As we saw in Section 3.5, Ding and Schmidt took the idea of Patarin’s Attack against the MI
Cryptosystem and adopt it against the TTM Cryptosystem.
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In Section 2.3.1 we saw Patarin’s idea is to lift up the elements of Kn to the degree n
extension field L. The goal is to find equations in the following form:

n−1∑
i=0

n−1∑
j=0

γijxiyj +
n−1∑
i=0

αixi +
n−1∑
j=0

βjyi + δ = 0,

where γij , αi, βi and δ are in K. With these equations we can build a vector space. So we can
find the plaintext from the ciphertext.

Further Ding and Schmidt showed that we can also build such analog linearization equations
as above. In Section 3.5 we saw Ding and Schmidt build such linear equations to eliminate φ3

of the TTM Cryptosystem. Afterwards because of the form of φ2 of the TTM Cryptosystem we
can solve the system by iterated Gaussian reduction.

In view of these considerations the idea suggests itself that an adapted version of these two
attacks can theoretically also attack the MI-TTM Cryptosystem. But such an adapted version
is more complex.

As we saw in Section 3.5, φ2 and φ3 are attacked consecutively. In the MI-TTM Cryptosystem
there are three parts to attack, namely κ2, κ3 and κ6 ◦ κ5 ◦ κ4. But this constitutes a problem.
If we try to attack the parts consecutively, we could try this in the following ways:

- First we attack κ6 ◦ κ5 ◦ κ4 in the art of Patarin’s Attack. So we want to produce n + r
linear independent equations by constructing (x, y)-pairs with the aid of ξ. But this is not
possible because the plaintext only consists of elements of Kn and we can not find n + r
linearly independent linear equations. So let us try it the other way around.

- First we attack κ3 by using Step 1 of the Attack of Ding and Schmidt, where we construct
linearly independent linear equations with the aid of ξ, and by using Step 2. Then we use
Step 3 of the attack to eliminate the influence of κ2. But now we do not know what we
really found. We get an element of Kn which is not the plaintext because κ6 ◦ κ5 ◦ κ4 is
still applied to this element whereas κ6 ◦ κ5 ◦ κ4 is a map in Kn+r.

So, it does not really work to construct a consecutive linear equation attack.

Maybe, we can construct an attack against the MI-TTM Cryptosystem as a whole. But
there is to question how this should with the complexity. We remind of the end of Section
3.5. There exists instances of the TTM Cryptosystem where the Attack of Ding and Schmidt
fails because it is impossible to find l linearly independent linear equations, where l should be
bigger than m. For an attack against the whole MI-TTM Cryptosystem we have to find n
linear independent equations, which is more than m and l. But based on the construction of
the MI-TTM Cryptosystem with more security it gets more difficult to find these equations.

5.3.2 Kipnis-Shamir Attack

As we saw in Section 2.4, the idea to recover the private key is to lift the map in Kn to a map
over L, where L is a degree n extension field of K. In principle this attack would also work
against the MI-TTM Cryptosystem. But Moh comes to our aid. He wrote a paper about the
Attack of Kipnis and Shamir applied to the TTM Cryptosystem [Moh99a]. Kipnis and Shamir
construct a system of quadratic polynomials to attack the cryptosystem. But Moh could show
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that the system which is necessary to attack a TTM Cryptosystem is too big for solving this
system.

If we now construct a cryptosystem in which the security is better or at least equal to the
TTM Cryptosystem alone, then the Attack of Kipnis and Shamir should not be able to find the
private key of a MI-TTM Cryptosystem.

5.3.3 Minrank Attack of Goubin and Courtois

If we have a look at the Minrank Attack of Goubin and Courtois which is presented in Section
3.4, we see that Goubin and Courtois introduce the TPM Cryptosystem. This clearly show us
that the idea which is behind it is the form of a triangular construction. But in the MI-TTM
Cryptosystem there appears κ6 ◦ κ5 ◦ κ4 which does not have a triangular form. So it is not
possible to adopt this attack against the whole MI-TTM Cryptosystem.

5.3.4 Attack based on Gröbner bases

Attacks based on Gröbner bases get faster. Buchberger’s Algorithm is more a theoretical study
but not so good in practice. The Algorithm F4 and the Algorithm F5 are much better and hold
a risk to attack against the MI-TTM Cryptosystem. But as we saw in Section 4.1.5 there is only
one a practical attack based on Gröbner bases against an MPKC, and this one is just tailored
against one group of MPKCs. So we have to wait for a more precise study about attacks based
on Gröbner bases, in particular the complexity of it.

5.3.5 XL Attack

As we already saw in Section 4.2.3, the XL Algorithm is not so efficient as thought at first.
Based on the conclusion of Diem we can deduce that the XL Algorithm cannot attack the
TTM Cryptosystem. In the MI-TTM Cryptosystem we adopt the circumstance that we use N
equations with N − r variables. Hence there is exactly the situation which Diem studied.

5.3.6 Zhuang-Zi Attack

According to the construction of the MI-TTM Cryptosystem we engage in a system of equations
which is the basic requirement for the Zhuang-Zi Algorithm. As we saw in Theorem 4.3.1
the Zhuang-Zi Algorithm also works for higher order polynomial maps than quadratic. But it
results in a bigger complexity. Before we can study the application of the Zhuang-Zi Algorithm
to the MI-TTM Cryptosystem we should wait until the complexity of the Zhuang-Zi Algorithm
is clearer in general.
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5.4 The Future of the Matsumoto-Imai Tame-Transformation-
Method Cryptosystem

We saw in this chapter how the MI-TTM Cryptosystem works in a theoretical way. There are
some features which could be improved in the future. But the advantage is that the MI-TTM
Cryptosystem is resistant against the attacks which exist. Whether this cryptosystem is also
usable in a practical way will show us the future.
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